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gramming in that an entire type may be declared to be immu 
table in the case in which all instances of that type are immu 
table. The immutable type declaration automatically causes 
any instances of that type to be treated as immutable, and 
automatically causes all directly or indirectly reachable mem 
bers (e.g., fields, methods, properties) of the instance to also 
be treated as immutable. Furthermore, any construction time 
reference that allows for field assignment of the instance is 
not permitted to survive beyond the point at which the 
instance becomes accessible to its creator. Accordingly, this 
instance, and any other instance of that same type, will be 
immutable from the very time of construction. The ability to 
classify all such instances as immutable is beneficial as the 
immutable characteristic permits actions that normally would 
not be allowed due to resource access safety. 
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1. 

SYSTEMAND METHOD TO ENSURE 
RESOURCE ACCESS SAFETY WITH 

MMUTABLE OBJECT TYPES 

BACKGROUND 

Computing systems obtain a high degree of functionality 
by executing software programs. Programs consist of com 
puter-executable instructions that are kept in Some persistent 
form, such as on a harddrive, a compact disk, a thumbdrive, 
flash memory, or the like. During execution, Such computer 
executable instructions may often be loaded in random access 
memory, and executed by one or more processors of the 
computing system, causing the computing system to perform 
tasks. 

In object-oriented programming, these computer-execut 
able instructions are organized into objects that interact 
through function calls, and that may have one or more prop 
erties. Managed code is code that runs in a managed environ 
ment that provides type safety, but may also provide memory 
management and exception handling. In managed code, 
objects have unbounded lifetimes, no restriction on storage, 
and methods of access restriction involve indirection or extra 
SOUCS. 

Systems level programming is based upon tight and effi 
cient management of access to and lifetime of resources (such 
as objects) throughout the system. One common way to pro 
vide this tight management is to use an Application Program 
Interface (API) to manage the lifetime and access of the 
SOUC. 

BRIEF SUMMARY 

At least some embodiments described herein relate to a 
language extension that advances safety in System program 
ming. In accordance with the language extension, an entire 
type may be declared to be immutable in the case in which all 
instances of that type are immutable. The immutable type 
declaration automatically causes any instances of that type to 
be treated as immutable, and automatically causes all directly 
or indirectly reachable members (e.g., fields, methods, prop 
erties) of the instance to also be treated as immutable. Fur 
thermore, any construction time reference that allows for field 
assignment of the instance is not permitted to Survive beyond 
the point at which the instance becomes accessible to the 
creator. Accordingly, this instance, and any other instance of 
that same type, will be immutable from the very time of 
construction. 
The ability to classify all such instances as immutable is 

beneficial as the immutable characteristic permits actions that 
normally would not be allowed due to resource access safety. 
For instance, the instance may be shared amongst multiple 
components and multiple threads since there is no risk that 
these components and threads will somehow perform con 
flicting actions on the instance. 

This Summary is not intended to identify key features or 
essential features of the claimed Subject matter, nor is it 
intended to be used as an aid in determining the scope of the 
claimed Subject matter. 

BRIEF DESCRIPTION OF THE DRAWINGS 

In order to describe the manner in which the above-recited 
and other advantages and features can be obtained, a more 
particular description of various embodiments will be ren 
dered by reference to the appended drawings. Understanding 
that these drawings depict only sample embodiments and are 
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2 
not therefore to be considered to be limiting of the scope of 
the invention, the embodiments will be described and 
explained with additional specificity and detail through the 
use of the accompanying drawings in which: 

FIG. 1 abstractly illustrates a computing system in which 
some embodiments described herein may be employed: 

FIG. 2 abstractly illustrates a managed code system that 
represents an example environment in which the embodi 
ments described herein may be employed: 

FIG. 3 illustrates an environment that includes an author 
ing environment in which Source code in which immutable 
type declarations may be made in accordance with the prin 
ciples described herein; and 

FIG. 4 illustrates a flowchart of a method for ensuring 
multiple instances of an object type are immutable in accor 
dance with embodiments described herein. 

DETAILED DESCRIPTION 

In accordance with embodiments described herein, a lan 
guage extension that advances safety in System programming 
is described in which an entire type may be declare as immu 
table. The immutable type declaration automatically causes 
any instances of that type to be treated as immutable, and 
automatically causes all directly or indirectly reachable mem 
bers (e.g., fields, methods, properties) of the instance to also 
be treated as immutable. Furthermore, any construction time 
reference that allows for field assignment in the instance is not 
permitted to survive beyond the point at which the instance 
becomes accessible to the creator. Accordingly, this instance, 
and any other instance of that same type, will be immutable 
from the very time of construction. The ability to classify all 
Such instances as immutable is beneficial as the immutable 
characteristic permits actions that normally would not be 
allowed due to resource access safety. For instance, the 
instance may be shared amongst multiple components and 
multiple threads since there is no risk that these components 
and threads will somehow perform conflicting actions on the 
instance. 
Some introductory discussion of a computing system will 

be described with respect to FIG.1. Then, the principles of a 
managed code system will be described with respect to FIG. 
2. Finally, the principles of the language extension to declare 
immutable types will be described with respect to FIGS.3 and 
4. 
Computing systems are now increasingly taking a wide 

variety of forms. Computing systems may, for example, be 
handheld devices, appliances, laptop computers, desktop 
computers, mainframes, distributed computing systems, or 
even devices that have not conventionally been considered a 
computing system. In this description and in the claims, the 
term "computing system’ is defined broadly as including any 
device or system (or combination thereof) that includes at 
least one physical and tangible processor, and a physical and 
tangible memory capable of having thereon computer-ex 
ecutable instructions that may be executed by the processor. 
The memory may take any form and may depend on the 
nature and form of the computing system. A computing sys 
tem may be distributed over a network environment and may 
include multiple constituent computing systems. 
As illustrated in FIG. 1, in its most basic configuration, a 

computing system 100 typically includes at least one process 
ing unit 102 and memory 104. The memory 104 may be 
physical system memory, which may be volatile, non-vola 
tile, or some combination of the two. The term “memory” 
may also be used herein to refer to non-volatile mass storage 
Such as physical storage media. If the computing system is 
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distributed, the processing, memory and/or storage capability 
may be distributed as well. As used herein, the term “execut 
able module' or “executable component' can refer to soft 
ware objects, routings, or methods that may be executed on 
the computing system. The different components, modules, 
engines, and services described herein may be implemented 
as objects or processes that execute on the computing system 
(e.g., as separate threads). 

In the description that follows, embodiments are described 
with reference to acts that are performed by one or more 
computing systems. If such acts are implemented in Software, 
one or more processors of the associated computing system 
that performs the act direct the operation of the computing 
system in response to having executed computer-executable 
instructions. For example, Such computer-executable instruc 
tions may be embodied on one or more computer-readable 
media that form a computer program product. An example of 
Such an operation involves the manipulation of data. The 
computer-executable instructions (and the manipulated data) 
may be stored in the memory 104 of the computing system 
100. Computing system 100 may also contain communica 
tion channels 108 that allow the computing system 100 to 
communicate with other message processors over, for 
example, network 110. 

Embodiments described herein may comprise or utilize a 
special purpose or general-purpose computer including com 
puter hardware, Such as, for example, one or more processors 
and system memory, as discussed in greater detail below. 
Embodiments described herein also include physical and 
other computer-readable media for carrying or storing com 
puter-executable instructions and/or data structures. Such 
computer-readable media can be any available media that can 
be accessed by a general purpose or special purpose computer 
system. Computer-readable media that store computer-ex 
ecutable instructions are physical storage media. Computer 
readable media that carry computer-executable instructions 
are transmission media. Thus, by way of example, and not 
limitation, embodiments of the invention can comprise at 
least two distinctly different kinds of computer-readable 
media: computer storage media and transmission media. 

Computer storage media includes RAM, ROM, EEPROM, 
CD-ROM or other optical disk storage, magnetic disk storage 
or other magnetic storage devices, or any other medium 
which can be used to store desired program code means in the 
form of computer-executable instructions or data structures 
and which can be accessed by a general purpose or special 
purpose computer. 
A "network” is defined as one or more data links that 

enable the transport of electronic data between computer 
systems and/or modules and/or other electronic devices. 
When information is transferred or provided over a network 
or another communications connection (either hardwired, 
wireless, or a combination of hardwired or wireless) to a 
computer, the computer properly views the connection as a 
transmission medium. Transmissions media can include a 
network and/or data links which can be used to carry or 
desired program code means in the form of computer-execut 
able instructions or data structures and which can be accessed 
by a general purpose or special purpose computer. Combina 
tions of the above should also be included within the scope of 
computer-readable media. 

Further, upon reaching various computer system compo 
nents, program code means in the form of computer-execut 
able instructions or data structures can be transferred auto 
matically from transmission media to computer storage 
media (or vice versa). For example, computer-executable 
instructions or data structures received over a network or data 
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4 
link can be buffered in RAM within a network interface 
module (e.g., a “NIC), and then eventually transferred to 
computer system RAM and/or to less volatile computer stor 
age media at a computer system. Thus, it should be under 
stood that computer storage media can be included in com 
puter system components that also (or even primarily) utilize 
transmission media. 

Computer-executable instructions comprise, for example, 
instructions and data which, when executed at a processor, 
cause a general purpose computer, special purpose computer, 
or special purpose processing device to perform a certain 
function or group of functions. The computer executable 
instructions may be, for example, binaries, intermediate for 
mat instructions such as assembly language, or even source 
code. Although the subject matter has been described in lan 
guage specific to structural features and/or methodological 
acts, it is to be understood that the subject matter defined in 
the appended claims is not necessarily limited to the 
described features or acts described above. Rather, the 
described features and acts are disclosed as example forms of 
implementing the claims. 

Those skilled in the art will appreciate that the invention 
may be practiced in network computing environments with 
many types of computer system configurations, including, 
personal computers, desktop computers, laptop computers, 
message processors, hand-held devices, multi-processor sys 
tems, microprocessor-based or programmable consumer 
electronics, network PCs, minicomputers, mainframe com 
puters, mobile telephones, PDAs, pagers, routers, Switches, 
and the like. The invention may also be practiced in distrib 
uted System environments where local and remote computer 
systems, which are linked (either by hardwired data links, 
wireless data links, or by a combination of hardwired and 
wireless data links) through a network, both perform tasks. In 
a distributed system environment, program modules may be 
located in both local and remote memory storage devices. 

FIG. 2 illustrates an environment 200 in which the prin 
ciples described herein may operate. The environment 200 
includes framework 210 that tracks the isolation and muta 
bility of object graphs. The framework 210 organizes various 
references 221 to object graphs by controlling access to the 
reference. A reference may be a local variable, a method 
parameter, an object field, or any other reference to an object 
graph. In the illustrated embodiment, references 221 are illus 
trated as including references 221A through 221E, although 
the ellipses 221F symbolically represent that the framework 
210 may manage access to any number of references 220. 
The framework 210 manages access to the references 221 

by assigning permissions to the references. A "permission' is 
an annotation on a reference which indicates some property 
about whether the reference can be mutated. Such permis 
sions are abstractly represented by permissions 211 in FIG.2. 
The permissions include readable permissions 211A, writ 
able permissions 211B and immutable permissions 211C. 
The “readable permission 211A means that the corre 

sponding object (and all of its directly and indirectly reach 
able members) may only be read from. 
The “writable permission 211 B means that the corre 

sponding object may be written to. 
The “immutable' permission 211C is like the readable 

permission 211A, but further guarantees that no one else has 
a writable reference to this object. The immutable permission 
211C may further guarantee that there will never again be a 
writable reference to this object. Thus, an immutable permis 
sion 211C means that the corresponding object will never be 
written to (and all of its directly and indirectly reachable 
members will never be written to), and similarly all of its 
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fields, and all of its field's fields, and so forth, will never be 
written to. All static fields in an object are treated as having 
the immutable permission 211C by the framework 210. 

The “fresh' permission 211D signifying that 1) there are 
no external references to the particular object graph (or any 
object within the particular object graph) referenced by the 
returned reference, and 2) there are no mutable references 
within the object graph to any objects outside of the object 
graph. The “not constructed permission 211E will be 
described in further detail below. 
The framework 210 also includes an isolated memory man 

ager 212 which annotates memory locations as being isolated. 
The "isolated annotation on a storage location means that the 
location stores a value which is externally unique. That is, for 
any object stored in that location, there are no external refer 
ences to that object in the system, nor are there any references 
to any of the directly or indirectly reachable members of the 
object stored in that location. For instance, isolated memory 
manager 212 manages isolated memory locations 222. The 
isolated memory locations are illustrated as including two 
isolated memory locations 222A and 222B, though the 
ellipses 222C represents that the isolated memory locations 
222 may include any number of isolated memory locations. 
An annotation component 201 is built upon the framework 

210. Alternatively or in addition, the annotation component 
201 may operate as part of the framework 210. The annotation 
component 201 is configured to evaluate an executable com 
ponent that returns a reference, Such as one of the references 
221 of FIG. 2. 

This description addresses a challenge in a system dealing 
with reference permissions regarding how to represent a type 
which is always immutable once construction completes. The 
fields of these types are immutable and read-only and they 
cannot be mutated even through a writable reference. There 
simply exist no mechanism by which a mutation can occur. 
Hereinafter, these types will be referred to as “immutable 
types and everything else as mutable types. 

Immutable types are common in Systems programming 
because they represent a piece of data which can be freely 
shared amongst different components and different threads. 
There is no danger than one component could mutate the data 
in such a way that the effects were observable to another 
component. 
A first challenge in classifying immutable types is that 

immutable types often take input parameters classified as 
“writable to their constructors. However, the writable input 
is not stored in a field, else the instance under construction, 
and hence the object type as a whole, could no longer be 
considered immutable, but instead would be a mutable type. 
Immutable types may, however, calculate some immutable 
databased off the writable input parameter and then store that 
final immutable value as a field. Thus, the immutable type 
retains its immutable characteristic from the point that the 
corresponding instances are constructed. 

If an input to the constructor contained only immutable or 
fresh input, then the object can be promotable to “immu 
table'. However, this rule does not result in all immutable 
objects being classified as immutable. For instance, consider 
the following pseudo-code example: 

public class Container 

readonly immutable string m name: 
readonly immutable string m address; 
public Container(writable Student student) 
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6 
-continued 

m name = student.Name: 
m address = Student. Address; 

In this example, a Container is immutable in practice after 
construction, yet the type Container takes in an input param 
eter called Student, which is declared to be writable. Hence, 
the rule (that if an input to the constructor contained only 
input parameters with immutable or fresh permissions, then 
the object can be promotable to “immutable') would hence 
disqualify this type from being promoted to immutable 
because it took in writable input. It would allow a maximum 
permission of readable. 
The second challenge is defining common storage for 

immutable and non-immutable types. In programming, it is 
advantageous to define a location that can be the storage for 
any object such that the stored value can be retrieved with the 
original State. This breaks down when the storage location 
needs to accept mutable and immutable types because there is 
no possible permission which works for both types. Consider 
the following pseudo-code example: 

writable Student student = ...: 
immutable string name = ...; 
??? object storage; 
if (condition) { 

storage = name: 

storage = student; 

In this example, there is no way to picka permission for the 
“storage locale that will allow assignment from both “stu 
dent' and “name' and allow them to be retrieved with their 
original permission. Every permission has a problem. For 
instance, the “writeable permission would prevent “name’ 
from being assigned because an immutable reference cannot 
be stored in a reference marked as “writable'. The “immu 
table' permission would prevent “student from being 
assigned because a writable reference cannot be stored in an 
immutable location. The “readable' permission would pre 
vent assignment to and retrieval from “storage' because the 
assigned and retrieved values would have a different permis 
sion than they originally possessed. 
The principles described herein solve these problems by 

introducing the concept of an immutable type. This is an 
explicit annotation the user adds to a type declaration to 
indicate all instances of the type are immutable. For instance, 
although the principles described herein are not limited to the 
way in which an immutable type is declared, consider the 
following example pseudo-code: 

immutable class String { 

FIG. 3 illustrates an environment 300 in which the prin 
ciples described herein may be employed. An authoring pro 
cesses 310 (Such as an authoring program) allows a program 
ming or other programming entity (such as Software) to 
generate code 311 (Such as source code or intermediate lan 
guage code) that includes an immutable type declaration 312, 
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an example of which is shown immediately above. The com 
piler 320 then compiles the code 311, and thereupon encoun 
ters the immutable type declaration 312. 

FIG. 4 illustrates a flowchart of a method 400 for ensuring 
multiple instances of an object type are immutable. The 
method 400 may be performed by a compiler upon accessing 
a declaration that an object type is immutable (act 401). For 
instance, in reference to FIG. 3, the method 400 may be 
performed upon the compiler 320 access the immutable type 
declaration 312. 

In response to the declaration, the compiler automatically 
formulates computer-executable instructions such that each 
instance of that object type is classified as immutable (act 
411). This causes all other instances of the immutable type to 
be implicitly “immutable'. Furthermore, all directly or indi 
rectly reachable members of the instance of that object type 
are classified as immutable (act 412). For instance, all types, 
fields, methods and properties that are directly or indirectly 
reachable by the instance are implicitly tagged with the 
immutable permission. In addition, any reference that allows 
for field assignment of the instance of that object at construct 
time is not permitted to survive beyond the point at which the 
instance becomes accessible to the creator (act 413). As an 
example, the permission of “this in the constructor is implic 
itly assigned a permission called “not constructed. This per 
mission is illustrated as the “not constructed permission 
211E in FIG. 2. 
A key property of immutable types is they are allowed to 

mutate their state during construction, but once construction 
completes, any instance constructed from the immutable type 
cannot mutate ever again (and hence are immutable). The 
following post construction rules are then enforced: 1) the 
fields are immutable and hence cannot themselves change, 2) 
all constructed instances of an immutable type are immutable 
and hence they cannot reassign their fields (any member 
which attempted to reassign or mutate a field would be caught 
at compilation time). 

Mutation during construction is achieved with the “not 
constructed permission 211E (see FIG. 2). This permission 
allows for fields to be read from and written to the targeted 
reference. In order to maintain the invariants of immutability 
the “this reference which allows for field assignments cannot 
be allowed to outlive the constructor. It would present a prob 
lem if the reference could be stored away with the “not con 
structed permission on a writable input and used after the 
constructor completed to further mutate the object. Nor can 
the “this value be viewable as a completely constructed 
Address object until the constructor completes. It would 
allow the Address object to masquerade as immutable even 
though it was still being changed. Consider the following 
pseudo-code example: 

public immutable class Address 

public Address(out notconstructed Address p) 
{ 
p = this; 
Address address = this: 

If either of the above assignments from “this were legal 
then it would allow for a fully constructed Address instance to 
be seen as mutating. This “not constructed permission pre 
vents either assignment. This permission is not statable by the 
user and hence cannot appear on any storage location. The 
above parameter declaration in the pseudo code example 
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8 
would simply be illegal from the compiler perspective. The 
“not constructed permission' is also not convertible to any 
other permission type (even readable). This guarantees it will 
not ever outlive the constructor because it is not possible to 
define a location that stores it. 

These restrictions mean that once an immutable type fin 
ishes construction, it is always immutable. Hence all 
instances of a constructed immutable type are implicitly 
tagged with the immutable permission. Any permission the 
user attaches to the type, including writable, is simply ignored 
by the type system. Mutations are simply not possible hence 
the permission is no longer relevant. 

Since the instance cannot ever cause a mutation, instances 
of the immutable type may now be allowed to be stored into 
locations that are marked for mutation. Consider the follow 
ing pseudo-code example: 

string s1 = “test: 
immutable string S2 = S1; 
writable string s3 = s.1; 
writable objectol = s.1; 

Thus, this once again allows for common storage for 
immutable and mutable types. Furthermore, objects that 
might not otherwise be considered immutable may now be 
safely classified as immutable, allowing the instances to be 
safely shared amongst different processes, without concern 
for those processes interfering with one another with respect 
to the use of the immutable object. 
The present invention may be embodied in other specific 

forms without departing from its spirit or essential character 
istics. The described embodiments are to be considered in all 
respects only as illustrative and not restrictive. The scope of 
the invention is, therefore, indicated by the appended claims 
rather than by the foregoing description. All changes which 
come within the meaning and range of equivalency of the 
claims are to be embraced within their scope. 

What is claimed is: 
1. A computer-implemented method for ensuring multiple 

instances of an object type are immutable, the method com 
prising: 

accessing a declaration in Software source code, the decla 
ration comprising an express annotation to an object 
type, the declaration specifying that the object type is 
immutable; and 

in response to accessing the declaration, performing the 
following: 
automatically formulating computer-executable instruc 

tions that enforce each instance of the object type to be 
classified as immutable once constructed, including 
formulating computer-executable instructions that 
ignore any user-specified permission for the object 
type Such that all instances of the object type are 
immutable even if a mutable permission is assigned; 

automatically formulating computer-executable instruc 
tions that enforce all directly or indirectly reachable 
members of the instance of the object type to be clas 
sified as immutable; and 

automatically formulating computer-executable instruc 
tions that enforce any reference that allows for field 
assignment of the instance of the object time to be not 
permitted to survive beyond the point at which the 
instance becomes accessible to a creator of the 
instance. 
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2. The computer-implemented method in accordance with 
claim 1, wherein at least one instance of the immutable object 
type takes one or more writable input values. 

3. The computer-implemented method in accordance with 
claim 2, wherein none of the one or more writable input 
values are stored in a field of any of the at least one instance. 

4. The computer-implemented method in accordance with 
claim 1, wherein one or more members of an instance of the 
reference includes a permission that is not an immutable 
permission. 

5. The computer-implemented method in accordance with 
claim 1, wherein there is no mechanism to make any of the 
instances of the object type mutable. 

6. The computer-implemented method in accordance with 
claim 1, wherein members of the instance comprises all 
fields, methods, and properties of the instance. 

7. The computer-implemented method in accordance with 
claim 1, wherein the reference that allows for field assign 
ment is a this reference of an instance constructor that con 
structs instances of the object type. 

8. The computer-implemented method in accordance with 
claim 1, wherein a set of one or more actions that may be 
performed on the reference that allows for field assignment 
are limited such that the reference is not stored as a field. 

9. The computer-implemented method in accordance with 
claim 8, wherein the set of one or more actions includes read 
and write. 

10. The computer-implemented method in accordance 
with claim 1, further comprising formulating an object graph 
comprising references to objects, including assigning a per 
mission for each reference in the object graph, wherein: 

formulating computer-executable instructions that enforce 
all directly or indirectly reachable members of the 
instance of the object type to be classified as immutable 
includes marking each reference to each directly or indi 
rectly reachable member as immutable in the object 
graph. 

11. A computer program product comprising one or more 
hardware storage devices having stored thereon computer 
executable instructions that, when executed by one or more 
processors of a computing system, cause the computing sys 
tem to perform a method for ensuring multiple instances of an 
object type are immutable, the method comprising: 

accessing a declaration in software source code, the decla 
ration comprising an express annotation to an object 
type, the declaration specifying that the object type is 
immutable; and 

in response to accessing the declaration, performing the 
following: 
automatically formulating computer-executable instruc 

tions that enforce each instance of the object type to be 
classified as immutable once constructed, including 
formulating computer-executable instructions that 
ignore any user-specified permission for the object 
type such that all instances of the object type are 
immutable even if a mutable permission is assigned; 

automatically formulating computer-executable instruc 
tions that enforce all directly or indirectly reachable 
members of the instance of the object type to be clas 
sified as immutable; and 

automatically formulating computer-executable instruc 
tions that enforce any reference that allows for field 
assignment of the instance of the object time to be not 
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10 
permitted to survive beyond the point at which the 
instance becomes accessible to a creator of the 
instance. 

12. The computer program product in accordance with 
claim 11, wherein at least one instance of the immutable 
object type takes one or more writable input values. 

13. The computer program product in accordance with 
claim 12, wherein none of the one or more writable input 
Values are stored in a field of any of the at least one instance. 

14. The computer program product in accordance with 
claim 11, wherein one or more members of an instance of the 
reference includes a permission that is not an immutable 
permission. 

15. The computer program product in accordance with 
claim 11, wherein there is no mechanism to make any of the 
instances of the object type mutable. 

16. The computer program product in accordance with 
claim 11, wherein members of the instance comprises all 
fields, methods, and properties of the instance. 

17. The computer program product in accordance with 
claim 11, wherein the reference that allows for field assign 
ment is a this reference of an instance constructor that con 
structs instances of the object type. 

18. The computer program product in accordance with 
claim 11, wherein a set of one or more actions that may be 
performed on the reference that allows for field assignment 
are limited such that the reference is not stored as a field. 

19. A system comprising: 
one or more hardware processors; and 
one or more hardware storage devices having stored 

thereon computer-executable instructions that, when 
executed by the one or more hardware processors, cause 
the system to implement a compiler that is configured to 
perform at least the following: 

accessing a declaration in software source code, the decla 
ration comprising an express annotation to an object 
type, the declaration specifying that the object type is 
immutable; 

in response to accessing the declaration, performing at 
least the following: 
automatically formulating computer-executable instruc 

tions that enforce each instance of the object type to be 
classified as immutable once constructed, including 
formulating computer-executable instructions that 
ignore any user-specified permission for the object 
type such that all instances of the object type are 
immutable even if a mutable permission is assigned; 

automatically formulating computer-executable instruc 
tions that enforce all directly or indirectly reachable 
members of the instance of the object type to be clas 
sified as immutable; and 

automatically formulating computer-executable instruc 
tions that enforce any reference that allows for field 
assignment of the instance of the object time to be not 
permitted to survive beyond the point at which the 
instance becomes accessible to a creator of the 
instance. 

20. The system of claim 19, wherein at least one instance of 
the immutable object type takes one or more writable input 
values. 

21. The system of claim 20, wherein none of the one or 
more writable input values are stored in a field of any of theat 
least one instance. 



UNITED STATES PATENT AND TRADEMARK OFFICE 

CERTIFICATE OF CORRECTION 

PATENT NO. : 9,098,269 B2 Page 1 of 1 
APPLICATION NO. 13/73.4750 
DATED : August 4, 2015 
INVENTOR(S) : Duffy et al. 

It is certified that error appears in the above-identified patent and that said Letters Patent is hereby corrected as shown below: 

Claims 

Claim 1 
Line 15, change “object time to --object type at construct time-- 

Claim 11 
Line 17, change “object time to --object type at construct time-- 

Claim 20 

Line 19, change “object time to --object type at construct time-- 

Signed and Sealed this 
Twenty-eighth Day of June, 2016 

74-4-04- 2% 4 
Michelle K. Lee 

Director of the United States Patent and Trademark Office 


