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ABSTRACT OF THE DISCLOSURE

This invention provides for a technique for selectively off-loading traffic from
congested sub-regions of a network to more hightly-loaded regions by making use of
Multiprotocol Label Switching (MPLS). For each network element, an Interior Gateway
Protocol (IGP) routing 1s employed to provide re-routing and to identify congested links
caused by re-routed trunks for each single failure. The re-routed traffic is then analyzed
and alternate Label Switched Paths (ILSPs) are 1dentified for such traffic trunks so that the

traffic is directed to the alternate LSPs during the single failure event.
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METHOD AND APPARATUS FOR COMMUNICATIONS TRAFFIC ENGINEERING

BACKGROUND OF THE INVENTION

1. Field of Invention

This invention relates to a method and apparatus for engineering communications
traffic.

2. Description of Related Art

Modern communications networks transport large volumes of information
between various locations in a network. Unfortunately, the traffic across any particular
link in a given communications network can represent a considerable volume of
information; and as the network transports increasingly more traffic, congestion across
various links may cause delays in data delivery. Further, link failures and subsequent
rerouting may contribute to network link congestion.

Presently, most conventional network routing protocols, such as OSPF (Open
Shortest Path First), use a shortest path first routing schemé to alleviate network
congestion and otherwise manage network traffic. Unfortunately, these protocol systems
lack versatility, as the process of determining alternate paths upon the occurrence of
network link failure or link congestion is often excessively time consuming, and the
performance of the resulting traffic flow has been difficult to gauge. Thus, new
technology to manage networks is desirable.

SUMMARY OF THE INVENTION

This invention provides systems and methods for selectively off-loading
appropriate amounts of traffic from congested sub-regions of a network to more lightly
loaded sub-regions of the network by applying explicitly routed label switching paths
(ER-LSP) of a label switching technology, hereinafter referred to as Multiprotocol Label
Switching (MPLS) technology. Accordingly, using MPLS technology, traffic trunks
containing lightly loaded links can be selected and traffic can be rerouted to the lightly
loaded links with an uneven load-splitting ratio to alleviate congestion. In particular,

traffic is rapidly redistributed to ensure that every link's utilization, within a given path, is
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below designated maximum values. Consequently, MPLS technology permits the
effective utilization of network resources.

In accordance with one aspect of the present invention there is provided a method
for routing traffic in a network comprised of a plurality of links to selectively off-load
traffic from congested portions of the network to portions that are less congested,
comprising: identifying which of said links are congested by determining, for each of
said links, that a utilization for the link exceeds a predetermined parameter associated
with the link, said predetermined parameter a maximum link utilization, the maximum
link utilization associated with a sub-plurality of the links and associated with a
bandwidth that is below a maximum capacity of the link; identifying traffic trunks that
contribute to traffic of the identified congested network links; selecting rerouting traffic
trunks that contribute to the traffic of the identified congested network links; ordering the
rerouting traffic trunks in congestion contribution order; and rerouting portions of the
traffic in the rerouting traffic trunks that contribute greatest to traffic flow across the
identified congested network links, the portions of traffic sufficient to reduce said link
utilization to a value equal to or below said predetermined parameter.

In accordance with another aspect of the present invention there is provided a
method for routing network traffic of a network, comprising: generating, in the event of
a single network link failure case n =1, 2, ... k, where k 1s a number of a plurality of the
links in the network, a plurality of link utilizations based on a first routing technique;
identifying one or more network links as congested by determining that, for each link, a
utilization of the link exceeds a predetermined parameter, wherein the predetermined
parameter is a maximum link utihization, the maximum link utilization associated with a
sub-plurality of the links and associated with a bandwidth that is below a maximum
capacity of the link; and rerouting portions of traffic for each of the congested links, to

attempt to reduce each link utilization to a value equivalent to or below said
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predetermined parameter, the rerouted portions of the traffic rerouted from trunks that
contribute greatest to a non-original traffic flow across the identified congested network
links,

In accordance with yet another aspect of the present invention there is provided a
multiprotocol label switching (MPLS) device in a network comprising: a congestion
identifying device, wherein the congestion identifying device is adapted to identify a
congestion of network links by determining that link utilization exceeds a predetermined
traffic load parameter, wherein the predetermined traffic load parameter is a maximum
link utilization, the maximum link utilization associated with a plurality of the links and
associated with a bandwidth that 1s below a maximum capacity of the link; a contributing
traffic trunk 1dentifying device, wherein the contributing traffic trunk identifying device
1s adapted to i1dentify traffic trunks that contribute greatest to the congestion of the
congested network links; and an LSP selector device, wherein the LSP selector device is
adapted to select rerouting LSP traffic for the identified traffic trunks to reduce the traffic
of the congested network links sufficient to reduce link utilization below the
predetermined traffic load parameter.

In accordance with still yet another aspect of the present invention there is
provided a device for routing network traffic of a network, comprising: a congestion
identifying device, wherein the congestion identifying device is adapted to: generate, in
the event of a single network link failure case n =1, 2, ... k, where k 1s a number of a
plurality of the links in the network, a link congestion map generated based on a first
routing technique; and identify one or more network links as congested, by determining
that a link utilization exceeds a predetermined traffic load parameter, wherein the
predetermined traffic load parameter 1s a maximum link utilization, the maximum link
utilization associated with a sub-plurality of the links and associated with a bandwidth

that is below a maximum capacity of the link; and an LSP selector device, wherein the
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LSP selector device is adapted to reroute portions of the traffic that contribute greatest to
the identified congested links sufficient to reduce link utilization below said
predetermined traffic load parameter.

These and other aspects of the invention will be apparent or obvious from the

following description.

BRIEF DESCRIPTION OF THE DRAWINGS

The invention is described in detail with reference to the following figures,
wherein like numerals reference like elements, and wherein:

Fig. 1 is a diagram illustrating a communications network using a prior art OSPF
network routing method,;

Fig. 2 is a diagram illustrating exemplary primary LSP and alternate LSP paths in
a communications network using an exemplary embodiment of a Multiprotocol Label
Switching (MPLS) system;

Fig. 3 is a block diagram illustrating an exemplary MPLS system;

Fig. 4 is a block diagram illustrating an exemplary primary LSP generator;

Fig. 5 is a flowchart of an exemplary congestion identifier process of the primary
LSP generator of Fig. 4;

Fig. 6 is a flowchart of an exemplary contributing traffic trunk selector process of
the primary L.SP generator of Fig. 4;

Fig. 7 is a flowchart of an exemplary primary LSP selector process of the primary
LSP generator of Fig. 4;

Fig. 8 is a block diagram illustrating an exemplary alternate LSP generator;

Fig. 9 is a flowchart of an exemplary congestion identifier process of the alternate
LSP generator of Fig. &;

Fig. 10 is a flowchart of an exemplary contributing traffic trunk selector process
of the alternate LSP generator of Fig. 8; and

Fig. 11 is a block diagram illustrating an exemplary network traffic engineering

device capable of implementing an exemplary MPLS system.
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DETAILED DESCRIPTION OF EXEMPLARY EMBODIMENTS
Conventional networking systems are routinely subject to localized or regional
network congestion as network traffic loads vary according to user demands and/or
network resource allocations. For example, congestion may occur from traffic being

rerouted around network element failures within the system, thus impacting the data

delivery and transit times.

It is appreciated that conventional rerouting schemes typically rely on simple
Open-Shortest-Path-First (OSPF) technology or Intermediate-System to Intermediate-
System (IS-IS) protocol metrics, etc., to reroute traffic and/or to gauge traffic flows ina
network. However, these methods suffer from not being able to provide rapid and
efficient rerouting schemes.

Multiprotocol Label Switching (MPLS) technology mitigates many of the
shortcomings of conventional congestion management schemes by permitting the
selective off-loading of appropriate amounts of traffic from congested paths of sub-
regions of a network to more lightly loaded paths of sub-regions of the network in a rapid
manner. Using various congestion profile measurement/rerouting schemes, the explicit
routing label switching paths (ER-LSP) capabilities of MPLS technology are used to
enable "uneven" load-splitting of traffic over arbitrary paths to reroute traffic in a more
efficient manner. For the remainder of the description, the paths designated for
congestion management rerouting are referred to as primary Label Switching Paths
(LSPs), while the paths designated for rerouting around an element failure or congestion
in a primary LSP are referred to as alternate LSPs. This invention is capable of
generating primary LSP templates and alternate LSP templates for network traffic
management.

Fig. 1 illustrates a simple network 50, ingressing and egressing routers A, B, C
and links 1-14, with traffic flow routed in a conventional OSPF manner. It 1s understood,
in the context of this discussion, that traffic in a network can be defined as being
associated with a traffic trunk, where the traffic trunk is an aggregated traffic stream

primarily defined by its ingress and egress routers. That is, traffic in a traffic trunk may
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be associated with a source address corresponding to an ingress router and a destination
address corresponding to an egress router. Therefore, the term traffic trunk can be used to
generically refer to the aggregated traffic streams that enter or exit a network. Table 1

demonstrates the various traffic in the simple network 50 and the links comprising the

5 paths used in a conventional OSPF routing scheme.

Traffic Trunks Paths from Paths from

Originating Router | Originating Router
A

B
B oA 123 321
CeB 7

A C T R

Paths from

Ornginating Router
C

7
6-5-4

Table 1

10 If, for example, link 5 fails, conventional OSPF routing schemes will reroute traffic away
from link 5, thereby causing traffic trunk designated in the flow direction of A= C to
flow along rerouted paths 4-13-14-6. It should be apparent, however, that 1f all traffic is
eliminated from link 5 and if link 13 1s not able to properly absorb the amount of newly
rerouted traffic, then congestion may occur 1n link 13.

15 Fig. 2 1llustrates a simple exemplary network 105 using an exemplary
embodiment of a Multiprotocol Label Switching traffic engineering device 100. In
particular, if links are congested, the exemplary traffic engineering device will reroute
traffic from the congested links to other less congested links along primary LSPs and
alternate LSPs. As an example of primary and alternate LSPs assignment, for a possible

20  congestion in link 13 of Fig. 1, Table 2 provides, for example, exemplary paths for traffic
destined to router C from router A (i.e., traffic trunk A = C).
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I N 7775753 Altemate LSP(E)

Egressing Router Paths from Paths from Originating
/ Originating Router A
Router A .
BIBLE: _ 41273
Table 2

Simply speaking, determination of the primary and alternate LSPs is based,
among other factors, as further discussed below, on evaluating in a sorted order the
various traffic trunks in the network 105 and their respective traffic contributions to one
or more congested links. Accordingly, as these contributing traffic trunks - sorted in
order of greatest to least traffic contributions - to the one or more congested links - are
computationally removed from the network, it is apparent that the congested links will
experience a reduction in their traffic flow. Correspondingly, the formerly congested
links may continue to provide traffic paths, but at non-congested levels. Therein, "off-
loaded" traffic is rerouted through other one or more primary and alternate paths in a
manner conscious of minimizing LSPs, providing efficient "loading" of the paths,
providing secondary congestion/failure paths in the form of alternate LSPs, etc. These
and other advantages of this invention are described below.

As 1illustrated 1n Fig. 2, the traffic engineering device 100 is connected to a
network 105 via a bi-directional link 102. The network 105 can be one or more networks
containing typical network resources such as routers, traffic trunks, links, packet and
switch based networks, servers, terminals, traffic nodes, etc. (all not shown). Each
network resource 1n the network 105 1s capable of transmitting or receiving data from
each other network resource in the network 105, and may possess additional network or
non-network related capabilities, as desired. The network 105 may be connected to other
external devices, systems, or networks (not shown) and facilitates traffic via traffic
routers A, B, and C, for example. Thus, the network 105 can be any system containing

communications capabilities between two or more devices or systems. The network 105
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can operate as a digital or analog communication system, in packet or switched mode,
wireless or wired, and can facilitate communication between any known or yet known
device capable of communicating information or the like to any other device connected to
the network 105. Traffic streams, external to the network 105, enter or exit the network
105 via traffic routers A, B, and C. Since the network 105 contains various internal links,
for example, 1-13, between each of the various traffic routers A, B, and C, the traffic
engineering device 100, by determining the paths taken by traffic within the network 105,
can control the traffic flow between the ingressing and egressing portions of the traffic -
i.e., routers A, B, and C.

As discussed above, traffic trunks are typically characterized by ingress routers
that control the traffic streams as they enter a network and egress routers that control the
traffic streams as they exit a network. It is further appreciated that the traffic streams
from the traffic trunks may traverse various network resources such as links, servers,
other traffic trunks, communication-related or non-communication-related devices, etc.
Since traffic streams can be characterized by traffic trunks, it is apparent that traffic
trunks may traverse several tens, hundreds, thousands or more paths that are
interconnected or independent of each other. Therefore, each path or network resource

internal to an exemplary MPLS-controlled network 105 that is connected by a traffic

‘trunk may be controlled by the traffic engineering device 100 to alter the paths of the

constituent traffic flow.

Thus, 1t should be apparent that congested links in the network 105 that are
traversed by traffic data of a traffic trunk can be "uncongested" by appropriately
controlling the trunk(s) to reroute traffic away from the congested links. It should be
further appreciated that while the exemplary embodiments of this invention describe
systems and methods that control traffic trunks, it is apparent that the exemplary
embodiments of this invention may be applied to trafficking devices other than those
listed above that provide similar or related capabilities to traffic control.

Communication paths within the network 105 can occasionally become congested

or fail. Upon such events, the network 105 can quickly initiate a recovery by establishing
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new internal communication paths within the network 105. The restoration process starts
as the traffic engineering device 100 detects a problem using well known fault detection
devices (not shown). Upon detection of a problem, the traffic engineering device 100
reroutes communication from the congested or failed internal communication path to one
or more new communication paths within the network 105 - as illustrated, for example, in
Table 2 - thereby maintaining proper traffic flow. The re-routing of the communication
method 1s initiated or controlled by the traffic engineering device 100 connected to the
network 105 via communication/control link 102.

It should be appreciated that while Fig. 2 illustrates routers A, B, and C, as
concerning traffic streams entering/exiting the network 1035, as stated above, other traffic
trunks (not shown) interior to the network 105 may control traffic streams inside the
network 105. Further, the traffic streams egressing or ingressing the network 105 or
interior traffic streams within the network 105 may connect to one or more such
networks, such as other MPLS-controlled networks, the Internet, a telephone network
(e.g., local and/or long distance), or other wired or wireless networks, for example.

Fig. 3 is a block diagram 1llustrating exemplary elements of an exemplary traffic
engineering device 100, implementing an MPLS technology. The exemplary traffic
engineering device 100 contains a design inputs handler 310, a network 1nputs handler
320, a LSP generator 330, a list generator handler 340, and a configuration template
generator 350 connected to a network 105 via link 102. The design inputs handler 310
contains MPLS system design parameters and processes these parameters for use 1n
generating MPLS path routing commands or information for subsequent handling. For
example, design inputs handler 310 contains a parameter, UN,y 4y, which 1s the maximum
targeted utilization, under normal conditions, designated for every link in the network

105. In the context of this invention, UNy,4x 1s defined as a fixed network parameter
having the relationship UNy,4x = (volume of traffic in link)/ (speed of link). Other design

parameters - such as, for example, the maximum targeted utilization under a single failure

(UF ax), the maximum number of multiple primary LSPs (Maxpyim), and the maximum
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number of multiple alternate LSPs (Max 4;) - may also be contained in the design inputs
handler 310.

The network 1nputs handler 320 operates similarly to the design inputs handler
310; however, the network inputs handler 320 contains network-related information, such
as, for example, the network topology, routing protocol weight assignments, link
bandwidth, traffic controls, traffic matrix, etc. It is appreciated that one of ordinary skill
may modify the design inputs handler 310 and the network inputs handler 320 to contain
less or more parameters, design/network or non-design/network related, as desired,
without departing from the spint and scope of this invention. Further, it is apparent that
any of the parameters 1n the design inputs handler 310 and the network inputs handler
320 may be periodically updated or changed by a user or external control or by internal
machinations.

Both the design inputs handler 310 and network inputs handler 320 information,
parameters and functions are evaluated by the LSP generator 330. The LSP generator
330 contains a primary LSP generator 335 and an alternate LSP generator 337. The
primary LSP generator 335 and alternate LSP generator 337 evaluate the information,
functions, parameters found in the design inputs handler 310 and network inputs handler
320 and imtiate primary LSP and alternate LSP generation. It should be appreciated that
the primary LSP generator 335 and the alternate LSP generator 337 may operate
independently of each other or operate asynchronously or in parallel, as desired. The
functions of the primary and alternate LSP generators are discussed in greater detail
below.

List generator handler 340 generates a list of traffic trunks and their associated
links for assignment to the LSPs generated in LSP generator 330. The configuration
template generator 350 builds or prepares for building the appropriate circuit connections
for the LSPs using the designated traffic trunks provided in the list generator handler 340.

In various exemplary embodiments, the traffic engineering device 100 implements
MPLS technology to distribute network traffic in a manner to reduce network congestion.

Implementation of the MPLS technology permits data flow to be split over multiple
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primary LSPs with traffic distribution specified for each LSP. In addition, data flow can
be rerouted to multiple alternate LSPs with traffic distribution specified for each alternate
LSP when its primary LSP fails.

It should be appreciated that while Fig. 3 illustrates an exemplary embodiment of
the traffic engineering device 100 containing the above distinct elements, one of ordinary
skill may suitably combine or further distinguish the elements, as desired. For example,
the network inputs handler 320 may be further subdivided into several elements
pertaining to different aspects of the network 102 or any system connected to the traffic
engineering device 100, without departing from the spirit or scope of this invention.
Similarly, the configuration template generator 350 may be considered a separate device
from the traffic engineering device 100, e.g., a part of the network 105. It should be
appreciated that fault or congestion detection devices or systems may be integrated into
the traffic engineering system 100 or, alternatively, integrated into the network 103, as
desired. These fault or congestion detection devices or systems would report to the traffic
engineering device 100 the current or prior state of traffic flow within the network 105.
The reporting cycles may be periodic or continuous and may coordinate initiation of the
MPLS technology. These and other modifications to the exemplary tratfic engineering
system 100 are apparent to those of ordinary skill in the art.

It should be appreciated that link 102 can be any known or later developed device
or system for connecting the traffic engineering device 100 to the network 105. Such
devices or systems may include direct serial/parallel cable connections, satellite links,
wireless links, connections over a wide area network or a local area network, connections
over an intranet, connections over the Internet or connections over any other distributed
processing network or system. Additionally, the link 102 can be software devices linking
various software systems. In general, the link 102 can be any known or later developed
architecture or structure usable to connect the traffic engineering device 100 to the
network 105.

Fig. 4 is a block diagram illustrating an exemplary process of a primary LSP

generator 335 containing three connected modules for facilitating primary LSP
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configuration and trunk assignment. It should be appreciated that the three modules of
Fig. 4, independently or corporately, receive and, if necessary, send information to and
from the design inputs handler 310 and the network inputs handler 320 of Fig.w3.
Similarly, the three modules can forward and receive information to and from the list
generator 340 of Fig. 3.

The primary LSPs are generated to reduce congestion within links under an
element non-failure condition. To this end, the first module 410 provides a list of links
whose utilization is above the targeted maximum utilization UN,y 4y, €.8., Operating under
a congestion status, for use in the successive module 420. The first module 410 provides
this list to the second module 420 for further evaluation. An exemplary list of arbitrarily

congested links, 12 and 7, with above target maximum utilizations 1s illustrated in Table

3.

Link ID and % of UNmax
Link 12 - 120%

Link 7 - 115%

Table 3

It should be appreciated that the list in the above Table 3 is solely provided for
illustrative purposes; therefore, one of ordinary skill may alter the format or substance of
the above list without departing from the spirit and scope of this invention.

The second module 420, using the above provided list of links under congestion,
evaluates the list and provides a list of selected traffic trunks to which primary LSPs
should be assigned. In this evaluation process, the second module 420 attempts to
balance the total traffic volume to be routed through the primary LSPs while trying to
minimize the maximum number of traffic trunks, with congested links, that should be
routed through the primary LSPs. The second module 420 provides the list of identified
traffic trunks to the third module 430 for further evaluation and assignment. An
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exemplary ordered list of arbitrary traffic trunks K-P contributing to the congestion of
arbitrary links 12 and 7 is illustrated in Table 4.

/ _
Link ID and % of Contnibuting Trunks' Congestion (%)

UNmax ;

Link 12 - 120% | Trunk K - 75%
- Trunk L - 30%
 TrunkM-15%
Link 7 - 115% Trunk N - 90%
Trunk O - 20%
N Trunk P - 5%

Table 4

The third module 430 assigns primary LSPs to each traffic trunk identified in the
second module 420 while trying to minimize the maximum number of primary LSPs.
The third module 430 implements an exemplary modified Djkstra algorithm to find LSPs
with the largest residue capacities for each identified traffic trunk and outputs a list of
primary LSPs for each traffic trunk, as well as the distributions of traffic over the primary
paths.

Fig. 5 is a flowchart outlining an exemplary congestion identifier process of the
first module 410 of Fig. 4. The exemplary congestion identifier process provides a list of
links whose utilization is above the design value UN,,,y for evaluation by the second
module 420 of Fig. 4.

The exemplary congestion identifier process is outlined as follows: In step 510 a
querying of link capacities is initiated by running OSPF for each traffic trunk under
evaluation in the network 105. The OSPF model is run under a non-failure mode and
determines the shortest link traversing paths between each traffic trunk under evaluation
in the network 105. From step 510, the process proceeds to step 520 where the total

traffic load on each link is determined. In the above determination, consideration 1s not
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given to the bandwidth of each link. The process continues to step 530, where all links
having a traffic load utilization above the targeted maximum utilization UN},4 are listed.
For future reference, let L represent the total number of identified congested links. The
process then ends 1n step 540, and the list of congested links is provided to the second
module 420. It should be apparent that the exemplary congestion identifier process of the
first module 410 may be periodically initiated or aperiodically initiated by a
fault/congestion status received by the traffic engineering system 100, or by other
mechanisms as desired.

It 1s appreciated that while the above exemplary process uses OSPF as a querying
method, other routing schemes such as IS-IS or other Interior Gateway Protocols (IGP)
may be used without departing from the spirit or scope of this invention.

Fig. 6 1s a flowchart outlining an exemplary contributing traffic trunk identifier
process of the second module 420 of Fig. 4. One function of the contributing traffic trunk
identifier process 1s to produce a list of traffic trunks to which primary LSPs should be
assigned. A goal in producing this list is to identify a minimum number of traffic trunks
that should be routed through primary LSPs while trying to minimize the total traffic
volume to be routed through the primary LSPs. It is appreciated that, since a traffic trunk
can traverse multiple links, when a primary LSP is assigned for a traffic trunk, congestion
of multiple links traversed by a traffic truck can, accordingly, be alleviated.

In step 610, for each identified congested link /, for I=1, ..., L, a computation is
performed to determine the minimum traffic volume (V) needed to be off-loaded, in
order to reduce the link traffic load utilization below the maximum allowed utilization
UNmax. The process continues to step 620 where all traffic trunks containing traffic that
traverses the 1dentified congested links, having a positive V], are identified. The process
proceeds to step 630, where, for each identified traffic trunk containing traffic that
traverses the 1dentified congested link, a computation is performed to determine the
potential reduction of V7 if the congested links are removed. However, reductions that

result in a V] that are below zero are not considered. The contributions of each traffic
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trunk's traffic to the congestion in each given link are summed up and denoted as Cg,
where k represents the index of the trunk under evaluation.

The process then proceeds to step 640. In step 640, the traffic trunk with the
largest value of Cy is identified as an appropriate candidate traffic trunk for a primary
LSP assignment. Where multiple such traffic trunks having the same value of C, are
identified, the traffic trunk with the smallest traffic volume is selected as the appropriate
candidate.

Next, in step 650, the identified or selected traffic trunk contributing the most to
link congestion (in step 640) is removed from the list of candidate traffic trunks and the
V7 for all remaining congested links are updated to reflect the "eliminated" traffic. Next,
in step 660, if the remaining congested links and their associated congestion-contributing
traffic trunks have a V; above zero, the process jumps to step 620 and steps 620-650 are
repeated until all the respective V}'s are reduced to zero; otherwise the process goes to
step 670 and ends. Once all the V}'s of the 1dentified traffic trunks are set to zero or to
below zero, the process, based on the above "best" removed congestion-contributing
trunks, produces or prepares a list of candidate traffic trunks for LSP assignment by the
third module 430.

Fig. 7 is a'flowchart outlining an exemplary primary LSP selector process of the
third module 430 of Fig. 4. One function of the exemplary primary LSP path selector
process is to assign primary LSPs to each trunk compiled in the candidate traffic trunk
selector process of Fig. 6. An objective of the generator of primary LSPs 1s to minimize
the maximum number of primary LSPs. The maximum number of primary LSPs for a
traffic trunk should not be more than Max p,;;;, which is chosen as a design input
provided in the design inputs handler 310, as discussed above. The primary LSP path
selector process also outputs a list of primary LSPs and the corresponding assigned traffic
trunks, as well as the corresponding traffic distribution profiles over the primary LSP
paths.

The exemplary primary LLSP selector process compiles, using traffic trunks

identified in the candidate traffic trunks outlined in the exemplary process of Fig. 6, a
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link-state database for the network 105, in terms of the additional traffic capacity each
link can support without iviolating the maximum allowed utilization UNpax- This

additional traffic capacity can be referred to as the residual capacity of a respective link.

‘The link-state database contains a list of directly connected links between every router

and their residual capacities.
"Begirining In step 710, the process evaluates the residual capacity of each link,
starting from the largest traffic volume trunk in the traffic trunk identifier list, to be the

smaller of either the value of the traffic volume or the value of the residue capacity of that

link. Next, in step 720, a modified Djkstra algorithm is applied to each traffic trunk, as

further discussed below, to find paths that constitute a LSP with the largest residue

‘ capacity for the traffic trunk. Next, after determining the LSP with the largest residue

capacity, step 730 examines the current LSP with the largest residue capacity to see if the
LSP's residue capacity is smaller than the volume of the traffic trunk Being evaluated. If
the LSP's residue capacity is smaller, then the process proceeds to step 750 where the
LSP is assigned with as much traffic volume up to the LSP's residue capacity. In this
event, the process proceeds to step 760 where the link-state database 1s updated to reflect
the above traffic trunk-to-LSP assignment. The process then reexamines the link-state
database to find the next set of paths that constitute a LSP with the next largest residue
capacity for the remaining unassigned traffic. If the next largest residue capacity LSP can
handle the remaining traffic, then the LSP is assigned and, accordingly, the link-state

database 1s similarly updated to reflect the new assignment. This process is repeated until

 all the remaining traffic can be assigaed or, if the maximum number of LSPs (Maxpyim)

has been reached, the process proceéds to step 740, as discussed below. If all the
remaining traffic is assigned, then the process continues to step 770.

If 1t 1s determined that the modiﬁed Djkstra algorithm cannot find a set of paths to
generate a LSP with sufficient resiidue capacity to handle the reraaining traffic or,
alternatively, the maximum number of LSPs (Maxpyim) has been reached, then the
process proceeds to step 740 where either the remaining traffic is distributed among the

existing LSP(s) so that the éxisting link capacity utilization of all existing LSPs'’
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congestion profile is at the same level or the process uses OSPF routing, or any other
appropriate routing scheme, for assigning the remaining traffic. In either event, after
completion of step 740, the process continues to step 770.

In step 770, the link-state database list is tested to determine if all the trunks on
the database list have been assigned. If all the trunks on the database list are not
assigned, then the process jumps to step 710 and steps 710-770 are repeated until the
above conditions are satisfied. Once all the traffic has been assigned, then the process
proceeds to step 780 and is stopped.

In various exemplary embodiments, an exemplary modified Djkstra algorithm is
applied to the parameters of the identified traffic trunks (to be removed) to find traffic
trunks with the largest residue capacity and, correspondingly, to designate paths (LLSP)
suitable for rerouting the removed traffic trunks. The following is a discussion of the
exemplary modified Djkstra algorithm.

The modified Djkstra algorithm creates, for example, two sets of node sets: (1)
PATH, where PATH is the set of nodes for which the best path from the computing
ingress node has been found; and (2) TENT, where TENT is the set of nodes which are
not in the set of PATH but are direct neighbors of nodes in PATH. Initially, these two
sets can be empty sets. A vector (nodelD, a, b, c) can be used to represent a node in the
node sets PATH and TENT, where the first argument, "nodelD", is the node ID of the
current node. The second argument, "a", is the maximum modified residual capacity
from the computing ingress node to the current node. The third argument, "b", is the
parent node that is in the PATH node set and directly connects to the current node. The
last argument, "c", is the link between the parent node and the current node.

The node set TENT is an ordered set in a descending order of the second
argument, a. The exemplary process for creating the two sets of nodes, PATH and
TENT, duning the modified Djkstra algorithm is comprised of five steps, as discussed
below:

In step one, each link in the network is assigned a modified residual capacity by

taking the minimum of the residual capacity of that link and the amount of traffic trunk to

R -*-nw\wW**m'mw: drmrican v



10

15

20

25

CA 02379043 2002-03-26

Docket No. 1999-0784 16

be routed. In step two, the process starts with the ingress node of the traffic trunk as the

root tree for computing. This is accomplished by inserting a (myID, =, 0, 0) vector in

PATH.

13

Next, in step three, for the node N, having a corresponding vector (N, a(N), b(N),
c(N)), in PATH, find node N's neighbor, M, that is not in the node set PATH. For each
arbitrary link /, from N to M, define a vector (M, a(M),N, /) where a(M) is equal to the
minimum of the maximum modified residue capacity a(N) and the modified residue
capacity of link /. Next, place vector (M, a(M), N, /) into the node set TENT where its
placement, based on the descending order of the second argument, a, is behind all vectors
in TENT having a same value of a. This process 1s performed for all neighbors, M, of N
which are not in the node set PATH.

Next 1n step four, the lead vector is removed from TENT. If the lead vector in
TENT 1is the egress node of the traffic trunk, then it should be apparent that there are no
other potentially bottlenecking links between the node N and the egressing node of the
traffic trunk. Consequently, the algorithm continues onto step five to construct a LSP for
the traffic trunk. Otherwise, the module updates PATH to include this TENT node and
removes all vectors in TENT with the same node id as this TENT node, and then jumps
back to step three, where steps three to four are repeated until the head vector in TENT
becomes the egress node of the trunk.

Next, in step five, the algorithm constructs the primary LSP from the egress node
of the traffic trunk to the ingress node based on the parent nodes and the connecting link
arguments. The algorithm may then initiate construction of the primary LSPs using a
configuration template generator 350 to facilitate command and control of the network
resources to coordinate the primary LSP link, trunk, and network resource assignments.
It should be apparent from the above discussion that multiple primary LSPs may be
developed for traffic management.

It should be appreciated that while the exemplary modified Djkstra algorithm
contains five distinct steps, it is apparent that one of ordinary skill may modify the

exemplary modified Djkstra algorithm to provide additional or lesser steps in evaluating a
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LSP residue capacity without departing from the spirit and scope of this invention.
Further, the exemplary modified Djkstra algorithm may construct the LSPs using more
relaxed or ﬂl?re stringent, or other desired, conditions without departing from the ;pirit
and scope of this invention. It should also be appreciated that the exemplary modified
Djkstra algorithm may be readily implemented in software that can be used in a variety of
hardware systems.

Fig. 8 is a block diagram illustrating an exemplary alternate LSP generator 337.
The exemplary alternate LSP generator 337 contains three connected modules for
facilitating alternate LSP configuration and trunk assignment. The alternate LSPs operate
to reroute network traffic in the event of a single network element failure or congestion
event in the primary LSP. The methodology of alternate LSP generation can be
summarized as follows: For each simulated single element failure anywhere in the
network, a standard failure rerouting mechanism is initiated (e.g., OSPF). Links that
become congested because of the rerouting are identified and alternate LSPs are
generated to reroute the traffic trunks away from the congested links. This process is
recursively applied one failure at a time to all network elements. It should be apparent
that the alternate LSP is not applied to a congested link that is "outside" a primary LSP.

The first module 810 of an exemplary alternate LSP generator 337 of Fig. 3
identifies congested links arising from a failure event rerouting and outputs a list of links
whose utilization is above a targeted maximum utilization UFy;gx. The second module
820 evaluates the congestion caused by the non-original traffic (traffic routed around the
failed network element) and selects the minimum number of non-original traffic trunks
that should be rerouted through alternate LSPs while at the same time trying to minimize
the total non-original traffic volume to be rerouted through the alternate LSPs. The
second module 820 generates a candidate trunk list similar in effect to the second module
420 of Fig. 4, but with some differences, as discussed below.

The third module 830 assigns alternate LSPs to each traffic trunk selected from
the trunk list provided in the above second module 820. The third module 830 attempts



10

135

20

25

CA 02379043 2002-03-26

Docket No. 1999-0784 18

to minimize the number of alternate LSPs generated and generates the alternate LSP to

trunk list.

The alternate LSP provides protection to any single network element failure on its
assoclated primary path. Hence, it is desirable that a primary LSP and its alternate LSP
are disjointed to provide a reasonable degree of independence. If the primary LSP and
alternate LSP are disjointed, then any single failure not along a primary path will not
disconnect the primary path. However, it 1s possible that, in the design and
implementation of alternate LSPs and primary LSPs, muitiple alternate LSPs of the same
primary LSP can have overlapping paths. Because a traffic trunk can traverse multiple
links, congestion in a trunk can contribute to the congestion of more than one link at a
time. It should be apparent, then, that when alternate LLSPs are assigned for a traffic
trunk, congestion on multiple links can ensuingly be mitigated.

It is appreciated that, in this discussion, for congested links within an identified
trunk, there will be two segments of traffic traversing the link. One segment 1s the
original traffic that existed before a failure and the other segment 1s the rerouted traffic to
the link from other parts of the network as a result of the considered single failure. For
the basis of the following discussion, this second segment is referred to as a non-original
traffic or, alternatively, non-original traffic trunks.

Fig. 9 is a flowchart outlining an exemplary congestion identifier process of the
first module 810 of Fig. 8. The congestion identifier process provides a list of identified
links whose utilization is above a targeted maximum UFmax under a "considered" failure
or congestion of a pnmary LSP.

The process begins with step 910 where the network residue capacity for a
simulated single failure case n=1, 2, ... p, is evaluated, where p is an arbitrary maximum
number of single failure episodes permitted. This value of p may be provided by the
design inputs handler 310 or intemmally provided. The process 910 begins its evaluation
by using a simulated single failure case n=1 and proceeds to step 920.

In step 920, all traffic trunks routed by primary LSPs under non-failure conditions
are examined to see if the primary LSPs are not affected by failure n. If no primary LSP
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traffic flows are affected, then the process continues to use the primary LSPs to route the
traffic and the process proceeds to step 940. However, if any of the primary LSP are
affected by the simulated single failure case n, then the process jumps to step 930 where
OSPF is used to reroute the traffic trunks. For all other traffic trunks, OSPF for routing
or rerouting may be used. In this event, the process proceeds to step 940.

Next, in step 940, the process calculates the total gross traffic load on each link of
the residual network without considering the bandwidth of the link. The process proceeds
to step 950 where the process searches and finds all links whose traffic load utilization is
above the targeted allowed maximum utilization UF,4y for a failure condition n. Step
950 compiles this list for use in the second module 8§20. For reference purposes, let L(n)
denote the total number of congested links 1dentified for a failure n. The process
continues to step 960.

In step 960, the process tests the index of the single failure case n to see if n
equals p, the maximum failure episode index. If n 1s not equal to p, then the process
jumps to step 910, increments the failure case index by one, and repeats steps 910-960.
Steps 910-960 are repeated until step 960 determines that n equals p; then the process
continues on to step 970 and ends.

Fig. 10 is a flowchart outlining an exemplary contributing traffic trunk identifier
process of the second module 820. The exemplary contributing traffic trunk identifier
process attempts to regulate the congestion caused by non-original traffic trunks.
Specifically, the exemplary contributing traffic trunk i1dentifier process attempts to
minimize the number of non-original traffic trunks and the total non-original traffic trunk
volume to be rerouted through alternate I.SPs.

The process begins in step 1010 where for an identified congested link / where
I=1, ..., L(n), and n=1, 2, ... p, the system determines the minimum non-original traffic
volume that should be off-loaded to bring the link utilization below the maximum
allowed utilization UF,,4y. Let Vi(n) denote this number. The value V}(n) can be the
sum of all the non-original traffic trunks if the utilization of original traffic trunks is

already larger than UF,y,,x. The process proceeds to step 1020 where, for a single failure
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n=l, 2, ... p, all non-oniginal traffic trunks traversing through the identified congested
links are listed. The process continues to step 1030.

In step 1030, for a single failure n=1, 2, ... p, for each traffic trunk listed from
step 1030, the process computes the effective reduction of the value of Vj(n) if the
contributions of each congested link i1s removed from the traffic trunk. In this
computation, the amount that Vj(n) 1s brought down below zero is not counted. The
process then sums up the contributions by the traffic trunk under evaluation for all
congested links. This sum is denoted by Cj(n) where traffic trunk k is the trunk under
evaluation.

Next, step 1040 selects the traffic trunk with the largest Cg(n) value among all k's
and all »n's as the candidate traffic trunk for alternate LSP assignment. If there are
multiple such traffic trunks, the process selects the one with the smallest traffic volume of
the entire set of evaluated traffic trunks.

Next, in step 1050, the traffic trunk selected in step 1040 1s removed in all the
single failure cases. The process then updates Vj(n) for all congested links, /=1, 2, ... p.
Next, the process proceeds to step 1060 where the Vj(n) values are tested to determine 1f
they are all negligible or equal to zero. If all the Vj(n)'s are not negligible or equal to
zero, then the process jumps to step 1020 and steps 1020-1060 are repeated for the non-
removed remaining traffic trunks until the Vj(n) values are negligible or equal to zero. In
this event, the process proceeds to step 1070 and ends.

The exemplary alternate LSP selector process of the third module 830 assigns
alternate LSPs to each traffic trunk selected from the results of the exemplary
contributing traffic trunk identifier process of module 820.

In this process, it is desired that the number of alternate LSPs is minimized.
However, the maximum number of alternate LSPs for a given traffic trunk should not be
more than Max 4}; which is provided as a design input. The exemplary alternate LSP
selector process provides lists of alternate LSPs for each traffic trunk and distribution
profiles of the traffic over the alternate paths. For example, with all identified traffic

trunks removed for a single failure n, the process computes a link-state database for the
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network in terms of the additional traffic each link can support as constrained by a
maximum allowed utilization UF),4x. This traffic is referred to as the residual capacity
of a link for failure n. The process generates a link-state database containing a list of
connected links to every router and their residual capacities for all single failure cases n.

The alternate LSP selector process comprises at least three steps as follows: In
step one, the process searches for alternate paths with residual capacities that are not in
the primary LLSP. This is accomplished by finding the traffic trunk with the largest traffic
volume from the V/(I) list identified in the second module 820. Let ¢ be the traffic trunk
with the largest traffic volume from the V(1) list and F be the set of all single failures in
which the failure link is on the primary path of the traffic trunk . Let T(¢) represent the
traffic volume of traffic trunk ¢. Let the modified residual capacity of a link &, MRes(k),
be defined as follows: MRes(k) = min{T(f), min{residue capacity of link k during failure
n, ne F}}. It is apparent that the modified residue capacity for a link k in a primary LSP
experiencing a primary path element failure will be zero. Accordingly, presuming only
paths with MRes(k) > 0 are used, it is assured that alternate paths will not contain links in
the primary path. Given these expressions, the modified Djkstra algorithm, discussed
above, is applied to find a LSP with the largest residual capacity for the traffic trunk
under evaluation.

In step two, from application of the modified Djkstra algorithm, if the residual
capacity of the identified LSP is smaller than the volume of the traffic trunk, the LSP's
traffic volume is set to the LSP's residual capacity. The modified residual capacities of
the link-state database is updated. Next, the next largest residual capacity LSP is found
based on the updated database. If all of the remaining traffic can be carried by the largest
residual capacity LSP, then the residual capacities of the link-state database for all failure
cases in the set F are updated and the next largest traffic trunk on the list 1s, in turn,
evaluated.

However, in the above step, if the modified Djkstra algorithm cannot find a LSP
with positive residual capacity for the remaining traffic trunk or the maximum number of

LSPs has been reached prior to alternate LSP assignment, then no alternate LSP for this
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traffic trunk is assigned. In this event, OSPF rerouting for this traffic trunk for all single
failure cases is used, as similarly implemented above in the exemplary primary LSP
selector process of the third module 430 of Fig. 4. )

Next, steps one and two are repeated until either all identified traffic trunks on the
link-state database list have been assigned to alternate LSPs or the maximum number of
alternate LSPs have been reached. In this event, the process may proceed to generate
alternate LSP assignments via the template generator 370, which contains systems and
methods to facilitate command and control of the network resources to coordinate the
alternate LSP link, trunk, and network resource assignments.

Fig. 11 is a block diagram illustrating an exemplary network traffic engineering
device 100. The exemplary traffic engineering device 100 may contain a controller 1110,
a memory 1120, congestion identifier 1130, a contributing traffic trunk identifier 1140, a
primary/alternate LSP selector 1150, a configuration template generator 1160, and a
network interface 1105. The above components may be coupled together via a signal bus
1102.

The controller 1110 operates to coordinate, individually or in the aggregate, other
devices, shown or not shown, connected to the bus 1102. The bus 1102 may be any form
of a communication bus, wired or wireless. It should be appreciated that the exemplary
traffic engineering device 100 may be implemented by one or more general or special
purpose computers, programmed microprocessors or micro-controllers and peripheral
integrated circuit elements, ASICS or other logic circuits such as discrete element
circuits, programmable logic devices such as PLD, PLA, FPGA or the like. In general,
any finite state machine that is capable of implementing the processes of Figs. 2-10 can
be used to implement the exemplary traffic engineering device 100 according to this
invention. Also, while Fig. 11 illustrates a bus architecture, any architecture may be used
as is well known to one of ordinary skill.

While the memory 1120 is illustrated in Fig. 11 as being separate from the
controller 1010, it is apparent to one of ordinary skill that the memory 1120 could be

incorporated into the controller 1110 to form a single device - for example, on-chip RAM
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- without departing from the spirit or scope of this invention. Similarly, each of the
devices in the exemplary traffic engineering device 100 may contain its own individual
memory or chntroller.

The congestion identifier 1130, via information provided by the controller 1110

5 and memory 1120, outputs a list of links whose utilization is above a targeted maximum
utilization UNp,qx. The contributing traffic trunk identifier 1140 outputs a list of traffic
trunks to which primary LSPs should be assigned. The primary/alternate LSP selector
1150 evaluates the identified traffic trunks and assigns selected traffic trunks to
primary/alternate LSPs. The configuration template generator 1160 generates command

10  and control signals through the network interface 1105 to build or prepare for building the
appropriate connections for facilitating rerouting of the network’s paths in accordance
with the primary/alternate assignments.

The network interface 1105 acts as an input/output interface between the
exemplary traffic engineering device 100 and the network 105. Communication between

15  the network 105 and the exemplary traffic engineering device 100 1s provided through a
communications/data bus 102.

It should be appreciated that while Fig. 11 illustrates various distinct and separate
elements of the exemplary traffic engineering device 100, it is apparent that one of
ordinary skill may suitably combine or further distinguish the various elements of

20 exemplary traffic engineering device 100 without departing from the spirit and scope of
the invention.

It is appreciated that while the invention is not specifically described 1n
connection with an Internet protocol (IP) network, providers of Internet services will be
able to apply the capabilities of Multiprotocol Label Switching technology for traffic

25  engineering and failure protection/restoration of an IP network. Moreover, 1t should be
appreciated that the invention can be used with many other types of communication
systems, including wired and wireless communication systems, computer, cable, satellite,

corporate or other similar networks that deal with traffic engineering concerns.
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While the invention has been described in conjunction with specific embodiments
thereof, it is evident that many alternatives, modifications and vanations will be apparent
to those skilled in the art. For example, routing methods other than OSPF may be used in
determining the traffic profiles, such as IS-IS or IGP, etc. Accordingly, preferred
embodiments of the invention as set forth herein are intended to be illustrative, not
limiting. Various changes may be made without departing from the spirit and scope of

the invention.
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CLAIMS

1. A method for routing traffic in a network comprised of a plurality of links to
selectively off-load traffic from congested portions of the network to portions that are
less congested, comprising:

identifying which of said links are congested by determining, for each of said
links, that a utilization for the link exceeds a predetermined parameter associated with the
link, said predetermined parameter a maximum link utilization, the maximum link
utilization associated with a sub-plurality of the links and associated with a bandwidth
that is below a maximum capacity of the link;

identifying traffic trunks that contribute to traffic of the identified congested

network links;

selecting rerouting traffic trunks that contribute to the traffic of the identified
congested network links;

ordering the rerouting traffic trunks in congestion contribution order; and

rerouting portions of the traffic in the rerouting traffic trunks that contribute
greatest to traffic flow across the identified congested network links, the portions of
traffic sufficient to reduce said link utilization to a value equal to or below said

predetermined parameter.

2. The method of claim 1, wherein the predetermined parameter 1s a traffic load
parameter, the step of selecting rerouting traffic trunks comprising:

generating a minimum traffic off-load volume V1, for each of the identified
congested network links 1 =1, 2, 3, ... L, where L is a total number of congested network

links, that brings the utilization for network link | to below the traffic load parameter.
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3. The method of claim 2, wherein each selected rerouting traffic trunk 1s selected
from the identified traffic trunks, starting with a traffic trunk contributing a greatest

volume of traffic to a corresponding congested network link.

4, The method of claim 2, further comprising:

a) generating a residue capacity for network links after each portion of the
traffic from each selected rerouting traffic trunk is removed from the corresponding
congested network link;

b) generating a modified residue capacity for network links based on the
residue capacity and a traffic flow contribution of each selected rerouting traffic trunk;
and

C) generating a label switching path (LSP) having an LSP residue capacity

for each portion of the traffic from each selected rerouting traffic trunk.

5. The method of claim 4, further comprising:

d) adding the LSP of step ¢ to route each portion of the traffic from each
selected rerouting traffic trunk;

e) adding the LSP residue capacity as an added traffic flow rate to modity a
utilization of at least one link;

f) generating a new residue capacity for network links based on the residue
capacity and the added tratfic flow rate;

g) generating another LSP having another LSP residue capacity for another
traffic portion of from each selected rerouting traffic trunk if the LSP residue capacity 1s
less than a rate of flow of each portion of the traffic from each selected rerouting traffic
trunk;

h) repeating steps d-g until the utilization of each identified congested
network link is less than or equal to the predetermined parameter, or until a

predetermined maximum number of LSPs has been reached;
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1) selecting a next traffic trunk from a list of selected rerouting traffic trunks

and removing a portion of traffic of the next traffic trunk that contributes to traffic flow
across a corresponding identified congested network link, if the predetermined maximum
number of LSPs has not been reached; and

1) repeating steps a-1 until all traffic of the rerouting traffic trunks has been

routed with LSPs or until the maximum number of LSPs has been reached.

6. The method as 1n claim 5, wherein LSPs are selected in greatest residue capacity
order, the method further comprising:

k) generating a PATH node list and a TENT node list for building a path
from an i1ngress node of each selected rerouting traffic trunk to an egressing node of the
selected rerouting traffic trunk, wherein the PATH comprises:

1) starting a path related to a first node set, the path from the ingress node of
each selected rerouting traffic trunk;

m) finding all nearest neighbor nodes not in the first node set;

n) placing all nearest node neighbors 1n a second node set ordered based on
their maximum modified residue capacity;

0) removing a lead node in the second node set;

p) updating the first node set with the lead node if the lead node is not an
egressing node and deleting all nodes with a same node id as the lead node from the
second node set;

q) repeating steps m-p until the lead node 1s an egressing node; and

) constructing a best path primary LSP from the nodes listed in the first

node set.
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7. A method for routing network traffic of a network, comprising:

generating, in the event of a single network link failure casen=1, 2, ... k, where
k is a number of a plurality of the links in the network, a plurality of link utilizations
based on a first routing technique;

5 identifying one or more network links as congested by determining that, for each
link, a utilization of the link exceeds a predetermined parameter, wherein the
predetermined parameter 1s a maximum link utilization, the maximum link utilization
associated with a sub-plurality of the links and associated with a bandwidth that 1s below
a maximum capacity of the link; and

10 rerouting portions of traffic for each of the congested links, to attempt to reduce
each link utilization to a value equivalent to or below said predetermined parameter, the
rerouted portions of the traffic rerouted from trunks that contribute greatest to a

non-original traffic flow across the identified congested network links.

8. The method of claim 7, further comprising:
15 identifying traffic trunks that contribute to traffic of the identified congested
network links; and
selecting rerouting traffic trunks that contribute to the non-original traffic of the

1dentified congested network links.

9. The method of claim 8, wherein the predetermined parameter 1s a traffic load
20  parameter, the step of selecting rerouting traffic trunks comprises:
generating a minimum non-original traffic off-load volume VIi(n) for each of the
identified congested network links 1=1, 2, 3, ... L, where L 1s a total number of
congested network links, that brings the utilization for network link 1 to below the traffic

load parameter;
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generating a list of traffic trunks corresponding to each of the identified congested
network links, where traffic from each of the traffic trunks in the list contributes to the
non-original traffic of a corresponding identified congested network link;

selecting a traffic trunk as a rerouting traffic trunk from the list based on its
contribution to the traffic of the corresponding congested network link; and

rerouting a non-original traffic portion of the selected rerouting traffic trunk that
contributes non-original traffic to the corresponding identified congested network link

from the network to reduce the congestion of the network.

10.  The method of claim 9, wherein the selected rerouting traffic trunk is selected
from the list of traffic trunks, starting with a traffic trunk contributing a greatest volume

of non-original traffic to the traffic of the corresponding congested network link.

11.  The method of claim 9, further comprising:

a) generating a residue capacity for network links after the non-original
traffic portion of the selected rerouting traffic trunk is removed from the corresponding
congested network link;

b) generating a modified residue capacity for network links based on the
residue capacity and a flow rate of the non-original traffic portion of the selected
rerouting traffic trunk; and

C) generating a label switching path (LSP) having an LSP residue capacity

for the non-original traffic portion of the selected rerouting traffic trunk.

12.  The method of claim 11, further comprising:

d) adding the LSP of step ¢ to route the non-original traffic portion of the
selected rerouting traffic trunk;

e) adding the LSP residue capacity as an added traffic flow rate to modify a

utilization of at least one link;
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f) generating a new residue capacity for network links based on a residue
capacity of each network link and the added traffic flow rate;

g) generating another LSP having another LSP residue capacity for another
non-original traffic portion of the selected rerouting traffic trunk if the added LSP residue

5  capacity is less than a rate of flow of the non-original traffic portion of the selected
rerouting traffic trunk;

h) repeating steps d-g until a utilization of the identified congested traffic
link is less than or equal to the predetermined parameter, or until a predetermined
maximum humber of LSPs has been reached;

10 1) selecting a next traffic trunk from the list and removing a portion of the
non-original traffic of the next traffic trunk that contributes to a corresponding identified
congested network link from the network, if the predetermined maximum number of
LSPs has not been reached; and

1) repeating steps a-1 until all non-original traffic of the rerouting traffic

15  trunks have been routed with LSPs or until the maximum number of LSPs has been

reached.

13. The method as 1n claim 12, wherein LSPs are selected in greatest residue capacity
order, the method further comprising:
k) generating a PATH node list and a TENT node list for building a path
20  from an ingress node of the selected rerouting traffic trunk to an egressing node of the
selected rerouting traffic trunk, wherein the PATH comprises:
1) starting a best path related to a first node set, the best path from the ingress
node of the selected ingressing rerouting traffic trunk;
m) finding all nearest neighbor nodes not in the first node set;
25 n) placing all nearest node neighbors in a second node set ordered based on
their maximum modified residue capacity;

0) removing a lead node in the second node set;
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D) updating the first node set with the lead node if the lead node is not an
egressing node and deleting all nodes with a same node id as the lead node from the

second node set;

Q) repeating steps m-p until the lead node is an egressing node; and
r) constructing a best path alternate LSP from the nodes listed in the first
node set.

14. A multiprotocol label switching (MPLS) device in a network comprising:

a congestion identifying device, wherein the congestion identifying device is
adapted to identify a congestion of network links by determining that link utilization
exceeds a predetermined traffic load parameter, wherein the predetermined traffic load
parameter 1s a maximum link utilization, the maximum link utilization associated with a
plurality of the links and associated with a bandwidth that is below a maximum capacity
of the link;

a contributing traffic trunk identifying device, wherein the contributing traffic
trunk 1dentifying device 1s adapted to identify traffic trunks that contribute greatest to the
congestion of the congested network links; and

an LSP selector device, wherein the LSP selector device is adapted to select
rerouting LSP traffic for the identified traffic trunks to reduce the traffic of the congested
network links sufficient to reduce link utilization below the predetermined traffic load

parameter.

15.  The device according to claim 14, wherein the contributing traffic trunk
identifying device 1s adapted to:

generate a minimum traffic off-load volume V), for each of the congested network

‘links1=1, 2, 3, ... L, where L 1s a total number of congested network links, that brings a

utilization of a network link 1 to below the traffic load parameter;
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generate a list of traffic trunks corresponding to each of the identified congested
network links where each of the traffic trunks in the list contributes to traffic of a
corresponding identified congested network link;
select a traffic trunk from the list based on contribution of the selected traffic
S  trunk to the traffic of the corresponding congested network link as a rerouting traffic
trunk; and
remove a traffic portion of the selected rerouting traffic trunk that contributes to

the corresponding identified congested network link from the network.

16.  The device of claim 15, wherein the contributing traffic trunk identifying device
10 1s adapted to select a rerouting traffic trunk from the list of traffic trunks, starting with a

traffic trunk contributing a greatest volume of traffic to the corresponding congested

network link.

17.  The device of claim 16, wherein the LSP selector device 1s adapted to:
a) generate a residue capacity for network links after the traffic portion of the
15  selected rerouting traffic trunk is removed from the corresponding congested network
link;

b) generate a modified residue capacity for network links based on the
residue capacity and a flow rate of the traffic portion of the selected rerouting traffic
trunk; and

20 C) generate a label switching path (LSP) having an LSP residue capacity for
the traffic portion of the selected rerouting traffic trunk.

18.  The device of claim 17, wherein the LSP selector device is adapted to:
d) add the LSP of step c to route the traffic portion of the selected rerouting

traffic trunk;
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e) add the LSP residue capacity as an added traffic flow rate to modify
utilization of at least one link;

f) generate a new residue capacity for network links based on the residue
capacity and the added traffic flow rate;

g) generate another LSP having another LSP residue capacity for another
traffic portion of the selected rerouting traffic trunk 1f the LSP residue capacity 1s less
than a rate of flow the traffic portion of the selected rerouting traffic trunk;

h) repeat steps d-g until a utilization of the 1identified congested traffic link 1s
less than or equal to the predetermined parameter, or until a predetermined maximum
number of LSPs has been reached;

1) select a next traffic trunk from the list and remove a traffic portion of the
next traffic trunk that contributes to a corresponding identified congested network link, if
the predetermined maximum number of LSPs has not been reached; and

) repeat steps a-1 until all traffic of the rerouting traffic trunks has been

routed with LSPs or until the maximum number of LSPs has been reached.

19.  The device as in claim 18, wherein the LSP selector device is adapted to select
LSPs in greatest residue capacity order, wherein the LSP selector device 1s adapted to:

k) generate a PATH node list and a TENT node list for building a path from
an ingress node of the selected rerouting traffic trunk to an egressing node of the selected
rerouting traffic trunk;

1) start a path related to a first node set from the ingress node of the selected
ingressing rerouting traffic trunk;

m) find all nearest neighbor nodes not in the ﬁrst\node set;

n) place all nearest node neighbors 1n a second node set ordered based on
their maximum modified residue capacity;

0) remove a lead node in the second node set;
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P) update the first node set with the lead node if the lead node is not an
egressing node and deletes all nodes with a same node id as the lead node from the
second node set;

q) repeat steps m-p until the lead node is an egressing node; and

r) construct a best path primary LSP from the nodes listed in the first node

set.

20. A device for routing network traffic of a network, comprising:
a congestion tdentifying device, wherein the congestion identifying device is
adapted to:
generate, in the event of a single network link failure casen=1, 2, ... k,
where k 1s a number of a plurality of the links in the network, a link congestion
map generated based on a first routing technique; and
1dentify one or more network links as congested, by determining that a
link utilization exceeds a predetermined traffic load parameter, wherein the
predetermined traffic load parameter is a maximum link utilization, the maximum
link utilization associated with a sub-plurality of the links and associated with a
bandwidth that 1s below a maximum capacity of the link; and
an LSP selector device, wherein the LSP selector device is adapted to
reroute portions of the traffic that contribute greatest to the identified congested

links sufficient to reduce link utilization below said predetermined traffic load

parameter.

21.  The device of claim 20, wherein the congestion identifying device is adapted to:
identify traffic trunks that contribute to traffic of the identified congested network
links; and
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the LSP selector device is adapted to select rerouting traffic trunks where each of
the rerouting traffic trunks contributes to a non-original traffic of the identified congested
network links.

22.  The device of claim 21, wherein the predetermined parameter 1s a traffic load
parameter, and wherein the congestion identifying device 1s adapted to:

generate a minimum non-original traffic off-load volume VI(n) for each of the
identified congested network links 1 =1, 2, 3, ... L, where L 1s a total number of
congested network links, that brings a utilization of network link 1 to below the traffic
load parameter;

generate a list of traffic trunks corresponding to each of the identified congested
network links, where each of the traffic trunks in the list contributes to the non-original
traffic of a corresponding identified congested network link;

select a traffic trunk from the list based on its contribution to the traffic of the
corresponding congested network link as a rerouting traffic trunk; and

remove a traffic portion of the selected rerouting traffic trunk that contributes
non-original traffic to the corresponding identified congested network link from the

network.

23.  The device of claim 22, wherein the selected rerouting traffic trunk 1s selected
from the list of traffic trunks, starting with a traffic trunk contributes a greatest volume of

non-original traffic to the traffic of the corresponding congested network link.

24.  The device of claim 22, wherein the LSP selector device s adapted to:
a) generate a residue capacity for network links after the traffic portion of the

selected rerouting traffic trunk is removed from the corresponding congested network
link;
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b) generate a modified residue capacity for network links based on the
residue capacity and a flow rate of the traffic portion from the selected rerouting traffic
trunk; and

C) generate a label switching path (LSP) having an LSP residue capacity for
the traffic portion of the selected rerouting traffic trunk.

25.  The device of claim 24, wherein the LSP selector device is adapted to:

d) add the LSP of step ¢ to route the traffic portion of the selected rerouting
traffic trunk;

e) add the LSP residue capacity as an added traffic flow rate to modify at
least one link utilization;

f) generate a new residue capacity for network links based on the network
links residue capacity and the added traffic flow rate;

g) generate another LSP having another LSP residue capacity for another
non-original traffic portion of the selected rerouting traffic trunk if the added LSP residue
capacity is less than a rate of flow of the traffic portion of the selected rerouting traffic
trunk;

h) repeat steps d-g until a utilization of the identified congested traffic link is
less than or equal to the predetermined parameter, or until a predetermined maximum
number of LSPs has been reached;

1) select a next tratfic trunk from the list and removes a portion of the non-
original traffic of the next traffic trunk that contributes to a corresponding identified
congested network link from the network, i1f the maximum number of LSPs has not been
reached; and

i) repeat steps a-1 until all non-original traffic of the rerouting traffic trunks

have been routed with LSPs or until the maximum number of LSPs has been reached.
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26.  The device as in claim 25, wherein LSP selector device is adapted to select LSPs
1n greatest residue capacity order and:

k) generate a PATH node list and a TENT node list for building a path from
an ingress node of the selected rerouting traffic trunk to an egressing node of the selected
rerouting traffic trunk;

1) start a path related to a first node set from the ingress node of the selected
ingressing rerouting traffic trunk;

m) find all nearest neighbor nodes not in the first node set;

n) place all nearest node neighbors in a second node set ordered based on
their maximum modified residue capacity;

0) remove a lead node in the second node set;

p) update the first node set with the lead node if the lead node is not an
egressing node and deletes all nodes with a same node id as the lead node from the
second node set;

Q) repeat steps m-p until the lead node 1s an egressing node; and

r) construct a best path alternate LSP from the nodes listed in the first node

set.

27.  The device according to claim 26, wherein the LSP selector device is adapted to

generate alternate LSPs, wherein the alternate LSPs do not include a path in a primary
L.SP.

28.  The device according to claim 19, further comprising:
a configuration template generator that is adapted to generate a configuration
template for building path circuits corresponding to the paths selected by the LSP selector

device.
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29.  The device according to claim 14, wherein the actions of the congestion
identifying device, the contributing traffic trunk identifying device and the LSP selector

device, are performed by a computer.

30. The method according to claim 6, wherein the steps are stored in a memory.

5 31. The method according to claim 13, wherein the steps are stored in a memory.

32.  The device according to claim 26, further comprising:
a configuration template generator that is adapted to generate a configuration
template for building path circuits corresponding to the paths selected by the LSP selector

device.
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