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METHOD AND SYSTEM FOR SEARCHING 
AND STORING DATA 

FIELD OF THE INVENTION 

The present invention relates to a method and system for 
searching and storing data. It is particularly but not exclu 
sively related to methods and systems which create and use 
a novel data structure for the data. 

BACKGROUND OF THE INVENTION 

Suffix tree structure is very useful to support pattern 
matching as well as many other important string operations. 
It plays a key role in several types of applications that 
require complex string analysis and processing. 

While a suffix tree can be constructed in time linear to the 
length of its input string, it always requires a large memory 
space for building and storing the tree structure. This means 
that if an input String is long and its large memory require 
ments cannot be satisfied, the performance of the suffix tree 
searching will degrade significantly. This space complexity 
is a great concern of applications that require processing on 
large data strings. These concerns are increased if the data is 
in binary format since Suffix tree has to process data at the 
bit level, which is more complicated, as well as more space 
and time consuming. 

To address the space complexity issue of the suffix tree 
structure to present binary Strings, a number of solutions 
have been proposed to improve the efficiency in space usage 
by variant types of presentation and implementation 1. 
However, the improvements achieved by these solutions are 
not great. 

Alternatively, compression techniques have been pro 
posed to reduce the space requirement for storing the tree 
structure. However, these solutions often result in some loss 
of functionality of the suffix tree 2. 

There have also been efforts to support binary pattern 
matching by grouping bits into bytes (3, 4 are examples). 
These works, however, are based on the modifications of 
Boyer-Moore algorithm to Support pattern matching on the 
fly without taking the advantage of knowing the text in 
advance to build search indices. 

SUMMARY OF THE INVENTION 

An exemplary method storing a data string in a structured 
form, includes the steps of dividing the data into as many 
complete subsets of predetermined length as possible with 
any remainder being designated as a postfix; arranging the 
subsets of data into a tree structure with nodes joined by 
edges representing one or more of the Subsets; determining, 
for each edge in said tree, a prefix table which is a list of all 
possible prefixes for that subset within the data of lengths 
less than said predetermined length; and storing the Subsets, 
the tree structure, the prefix tables and the postfix. 
An exemplary method of determining whether a search 

string is contained in stored data which stores a plurality of 
data strings each in a structured form, the structured form 
including the storage of Subsets of each data string of 
predetermined length stored in as the edges of a tree struc 
ture along with prefix data including all possible prefixes for 
each Such edge which have length less than said predeter 
mined length, includes the steps of dividing the search 
string into a plurality of Sub-searches, the number of Sub 
searches being equal to the predetermined length of the 
Subsets and each Sub-search containing a prefix, a main and 
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2 
a postfix, by the steps of setting the prefix of the first 
sub-search to be null, setting the prefix of the second 
Sub-search to be the first item in the search string, and setting 
the prefix of the ith sub-search to be the first (i-1) items in 
the search String for all remaining Sub-searches; setting the 
main of each sub-search to be those items in the search string 
immediately following the prefix which make up complete 
Subsets of the search String, the Subsets being of said 
predetermined length; setting the postfix of each sub-search 
to be those items at the end of the search string which are not 
included in the prefix or main or, if there are no such items, 
to be null, comparing each of the Sub-searches to the stored 
data to determine if a match exists by, for each Sub-search, 
until all sub-searches have been considered: determining if 
the main of the Sub-search is contained in the Subsets of any 
of the stored data strings, if it is not then moving to the next 
sub-search; if it is, determining if the prefix of the sub-search 
is contained in the prefix data stored for that subset, if it is 
not then moving to the next Sub-search; if it is, determining 
if the postfix of the sub-search is contained in the stored data 
strings by: a) if the last data entry in the main of the 
Sub-search matched a Subset of a stored data string that has 
Subsequent Subsets in the tree structure, determining if the 
postfix of the sub-search matches the initial part of any of 
those Subsequent Subsets; b) if the last data entry in the main 
of the Sub-search matched a Subset of a stored data string 
that has no Subsequent Subsets in the tree structure, deter 
mining if the postfix of the sub-search matches the initial 
part of the postfix of that stored data string; or c) if the last 
data entry in the main of the Sub-search matched part of a 
Subset of a stored data string, determining if the postfix of 
the sub-search matches the initial part of the remaining part 
of that subset. 
An exemplary method of finding a specified sequence in 

one or more stored DNA sequences, wherein the stored 
DNA sequences are each stored in a structured form, the 
structured form including the storage of Subsets of each 
DNA sequence of predetermined length stored in as the 
edges of a tree structure along with prefix data including all 
possible prefixes for each Such edge which have length less 
than said predetermined length, includes the steps of divid 
ing the specified sequence into a plurality of Sub-searches, 
the number of Sub-searches being equal to the predetermined 
length of the Subsets and each sub-search containing a 
prefix, a main and a postfix, by the steps of setting the prefix 
of the first sub-search to be null, setting the prefix of the 
second Sub-search to be the first item in the search String, 
and setting the prefix of the ith sub-search to be the first (i-1) 
items in the search String for all remaining Sub-searches; 
setting the main of each Sub-search to be those items in the 
search string immediately following the prefix which make 
up complete Subsets of the search String, the Subsets being 
of said predetermined length; setting the postfix of each 
sub-search to be those items at the end of the search string 
which are not included in the prefix or main or, if there are 
no such items, to be null, comparing each of the Sub 
searches to the stored data to determine if a match exists by, 
for each Sub-search, until all Sub-searches have been con 
sidered: determining if the main of the Sub-search is con 
tained in the Subsets of any of the stored data strings, if it is 
not then moving to the next Sub-search; if it is, determining 
if the prefix of the sub-search is contained in the prefix data 
stored for that subset, if it is not then moving to the next 
sub-search; if it is, determining if the postfix of the sub 
search is contained in the stored data strings by: a) if the last 
data entry in the main of the sub-search matched a subset of 
a stored sequence that has Subsequent Subsets in the tree 
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structure, determining if the postfix of the sub-search 
matches the initial part of any of those Subsequent Subsets; 
b) if the last data entry in the main of the sub-search matched 
a Subset of a stored sequence that has no Subsequent Subsets 
in the tree structure, determining if the postfix of the 
sub-search matches the initial part of the postfix of that 
stored data string; or c) if the last data entry in the main of 
the Sub-search matched part of a Subset of a stored sequence, 
determining if the postfix of the sub-search matches the 
initial part of the remaining part of that Subset. 
An exemplary method of testing a pattern definition for a 

virus or other malware against known genuine data, wherein 
the genuine data is stored as a plurality of data strings each 
in a structured form, the structured form including the 
storage of Subsets of each data string of predetermined 
length stored in as the edges of a tree structure along with 
prefix data including all possible prefixes for each Such edge 
which have length less than said predetermined length, 
includes the steps of dividing the pattern definition into a 
plurality of Sub-searches, the number of Sub-searches being 
equal to the predetermined length of the Subsets and each 
Sub-search containing a prefix, a main and a postfix, by the 
steps of setting the prefix of the first sub-search to be null, 
setting the prefix of the second sub-search to be the first item 
in the search string, and setting the prefix of the ith Sub 
search to be the first (i-1) items in the search string for all 
remaining Sub-searches; setting the main of each sub-search 
to be those items in the search String immediately following 
the prefix which make up complete subsets of the search 
string, the Subsets being of said predetermined length; 
setting the postfix of each sub-search to be those items at the 
end of the search string which are not included in the prefix 
or main or, if there are no Such items, to be null, comparing 
each of the sub-searches to the stored data to determine if a 
match exists by, for each Sub-search, until all Sub-searches 
have been considered: determining if the main of the sub 
search is contained in the Subsets of any of the stored data 
strings, if it is not then moving to the next Sub-search; if it 
is, determining if the prefix of the Sub-search is contained in 
the prefix data stored for that subset, if it is not then moving 
to the next sub-search; if it is, determining if the postfix of 
the Sub-search is contained in the stored data strings by: a) 
if the last data entry in the main of the sub-search matched 
a Subset of a stored data string that has Subsequent Subsets 
in the tree structure, determining if the postfix of the 
Sub-search matches the initial part of any of those Subse 
quent subsets; b) if the last data entry in the main of the 
Sub-search matched a Subset of a stored data string that has 
no subsequent Subsets in the tree structure, determining if 
the postfix of the sub-search matches the initial part of the 
postfix of that stored data string; or c) if the last data entry 
in the main of the sub-search matched part of a subset of a 
stored data string, determining if the postfix of the Sub 
search matches the initial part of the remaining part of that 
subset. 
An exemplary method of matching biometric data against 

a database of stored biometric data, wherein the stored 
biometric data is stored as a plurality of data Strings each in 
a structured form, the structured form including the storage 
of Subsets of each data string of predetermined length stored 
in as the edges of a tree structure along with prefix data 
including all possible prefixes for each Such edge which 
have length less than said predetermined length, includes the 
steps of dividing the biometric data to be matched into a 
plurality of Sub-searches, the number of Sub-searches being 
equal to the predetermined length of the Subsets and each 
Sub-search containing a prefix, a main and a postfix, by the 
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4 
steps of setting the prefix of the first sub-search to be null, 
setting the prefix of the second sub-search to be the first item 
in the search string, and setting the prefix of the ith Sub 
search to be the first (i-1) items in the search string for all 
remaining Sub-searches; setting the main of each sub-search 
to be those items in the search String immediately following 
the prefix which make up complete subsets of the search 
string, the Subsets being of said predetermined length; 
setting the postfix of each sub-search to be those items at the 
end of the search string which are not included in the prefix 
or main or, if there are no Such items, to be null, comparing 
each of the sub-searches to the stored data to determine if a 
match exists by, for each Sub-search, until all Sub-searches 
have been considered: determining if the main of the sub 
search is contained in the Subsets of any of the stored data 
strings, if it is not then moving to the next Sub-search; if it 
is, determining if the prefix of the Sub-search is contained in 
the prefix data stored for that subset, if it is not then moving 
to the next sub-search; if it is, determining if the postfix of 
the Sub-search is contained in the stored data strings by: a) 
if the last data entry in the main of the sub-search matched 
a Subset of a stored data string that has Subsequent Subsets 
in the tree structure, determining if the postfix of the 
Sub-search matches the initial part of any of those Subse 
quent subsets; b) if the last data entry in the main of the 
Sub-search matched a Subset of a stored data string that has 
no subsequent Subsets in the tree structure, determining if 
the postfix of the sub-search matches the initial part of the 
postfix of that stored data string; or c) if the last data entry 
in the main of the sub-search matched part of a subset of a 
stored data string, determining if the postfix of the Sub 
search matches the initial part of the remaining part of that 
subset. 
An exemplary computer readable medium or media hav 

ing a computer program for running on a computer system 
to store data, includes a program carrying out the steps of 
dividing the data into as many complete Subsets of prede 
termined length as possible with any remainder being des 
ignated as a postfix; arranging the Subsets of data into a tree 
structure with nodes joined by edges representing one or 
more of the Subsets; determining, for each edge in said tree, 
a prefix table which is a list of all possible prefixes for that 
subset within the data of lengths less than said predeter 
mined length; and storing the Subsets, the tree structure, the 
prefix tables and the postfix. 
An exemplary computer readable medium or media hav 

ing a computer program for running on a computer system 
to search data stored in the computer system which consti 
tutes a plurality of data strings each in a structured form, the 
structured form including the storage of Subsets of each data 
string of predetermined length stored in as the edges of a tree 
structure along with prefix data including all possible pre 
fixes for each Such edge which have length less than said 
predetermined length, includes a program carrying out the 
steps of dividing the search String into a plurality of 
Sub-searches, the number of Sub-searches being equal to the 
predetermined length of the Subsets and each sub-search 
containing a prefix, a main and a postfix, by the steps of 
setting the prefix of the first sub-search to be null, setting the 
prefix of the second sub-search to be the first item in the 
search String, and setting the prefix of the ith Sub-search to 
be the first (i-1) items in the search String for all remaining 
Sub-searches; setting the main of each Sub-search to be those 
items in the search String immediately following the prefix 
which make up complete Subsets of the search String, the 
Subsets being of said predetermined length; setting the 
postfix of each sub-search to be those items at the end of the 
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search String which are not included in the prefix or main or, 
if there are no such items, to be null, comparing each of the 
Sub-searches to the stored data to determine if a match exists 
by, for each sub-search, until all sub-searches have been 
considered: determining if the main of the Sub-search is 
contained in the Subsets of any of the stored data strings, if 
it is not then moving to the next Sub-search; if it is, 
determining if the prefix of the sub-search is contained in the 
prefix data stored for that subset, if it is not then moving to 
the next sub-search; if it is, determining if the postfix of the 
Sub-search is contained in the stored data strings by: a) if the 
last data entry in the main of the Sub-search matched a Subset 
of a stored data string that has Subsequent Subsets in the tree 
structure, determining if the postfix of the sub-search 
matches the initial part of any of those Subsequent Subsets; 
b) if the last data entry in the main of the sub-search matched 
a Subset of a stored data string that has no Subsequent Subsets 
in the tree structure, determining if the postfix of the 
sub-search matches the initial part of the postfix of that 
stored data string; or c) if the last data entry in the main of 
the sub-search matched part of a subset of a stored data 
string, determining if the postfix of the Sub-search matches 
the initial part of the remaining part of that Subset. 

BRIEF DESCRIPTION OF THE DRAWINGS 

Embodiments of the invention will now be described by 
way of example with reference to the accompanying draw 
ings in which: 

FIG. 1 shows the basic suffix tree for a text string and is 
used to illustrate a method according to an embodiment of 
the invention; and 

FIG. 2 shows the Suffix tree of FIG. 1 which has been 
modified as part of a method according to an embodiment of 
the invention. 

DETAILED DESCRIPTION 

At its broadest, a first aspect of the present invention 
provides a method of storing a data string in a structured 
form by dividing it into Subsets and storing prefix informa 
tion associated with each Subset. 
A first aspect of the present invention provides a method 

of storing a data string in a structured form, the method 
including the steps of dividing the data into as many 
complete subsets of predetermined length as possible with 
any remainder being designated as a postfix; arranging the 
subsets of data into a tree structure with nodes joined by 
edges representing one or more of the Subsets; determining, 
for each edge in said tree, a prefix table which is a list of all 
possible prefixes for that subset within the data of lengths 
less than said predetermined length; and storing the Subsets, 
the tree structure, the prefix tables and the postfix. 

Preferably the data is in binary form. In such circum 
stances, the predetermined length may be, for example, a 
byte, word, double-word or similar construct. 

Whilst grouping bits into bytes (or other similar collective 
arrangements) for processing is a simple compression tech 
nique, it is not straightforward to implement in a structured 
tree arrangement such as a suffix tree. This is because a 
match between two binary strings can happen at unaligned 
byte positions, which can render a basic suffix tree on a byte 
(or other higher) level insufficient to Support pattern match 
ing. Thus along with the compression, extra information 
needs to be stored alongside the basic structure. In the 
present aspect, this extra information is provided by the 
prefix tables associated with each subset. 
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6 
The method of the present aspect is preferably imple 

mented so as to enable storage of the data in linear time. 
Preferably the tree structure is a suffix tree. A suffix tree 

of a string is a tree structure that presents all Suffixes of that 
string. This tree structure is an important data structure for 
stringology and is known to solve many string problems. 
The preferred tree structure of the present aspect is a variant 
Suffix tree which is adapted to support pattern matching, 
particularly binary pattern matching. 
By providing additional information (in the prefix tables 

and the postfix), the tree structure of the data stored by the 
present aspect can address the issue of space complexity 
when using the Suffix tree to present binary strings by 
grouping bits into bytes for presenting and processing. 

In the example of binary data stored in subsets of byte 
length, each prefix table incurs a memory cost of no more 
than 32 bytes, and it takes only two bytes for the postfix of 
the tree. This extra memory is well below the saving 
memory the tree can provide by grouping bits into bytes for 
presentation. As a result data stored according to the method 
of the present aspect could help to reduce memory con 
Sumption. It will be appreciated that corresponding memory 
requirements (and savings) will arise in other configurations 
of the data and subsets. 

Furthermore, by reducing the tree size, the method of the 
present aspect can also significantly reduces the tree con 
struction time. 
The method of the present aspect may include any com 

bination of some, all or none of the above described pre 
ferred and optional features. 
At its broadest a second aspect of the present invention 

provides a method for determining whether a search string 
is contained in data which has been stored in a structured 
form containing Subsets of the data and prefix information 
for those Subsets by dividing the search String into a plurality 
of sub-searches and comparing each of these Sub-searches to 
the stored data. 
A second aspect of the present invention provides a 

method of determining whether a search string is contained 
in stored data which stores a plurality of data Strings each in 
a structured form, the structured form including the storage 
of Subsets of each data String of predetermined length stored 
in as the edges of a tree structure along with prefix data 
including all possible prefixes for each Such edge which 
have length less than said predetermined length, the method 
including the steps of dividing the search string into a 
plurality of Sub-searches, the number of Sub-searches being 
equal to the predetermined length of the Subsets and each 
Sub-search containing a prefix, a main and a postfix, by the 
steps of setting the prefix of the first sub-search to be null, 
setting the prefix of the second sub-search to be the first item 
in the search string, and setting the prefix of the ith Sub 
search to be the first (i-1) items in the search string for all 
remaining Sub-searches; setting the main of each sub-search 
to be those items in the search String immediately following 
the prefix which make up complete subsets of the search 
string, the Subsets being of said predetermined length; 
setting the postfix of each sub-search to be those items at the 
end of the search string which are not included in the prefix 
or main or, if there are no Such items, to be null, comparing 
each of the sub-searches to the stored data to determine if a 
match exists by, for each Sub-search, until all Sub-searches 
have been considered: determining if the main of the sub 
search is contained in the Subsets of any of the stored data 
strings, if it is not then moving to the next Sub-search; if it 
is, determining if the prefix of the Sub-search is contained in 
the prefix data stored for that subset, if it is not then moving 
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to the next sub-search; if it is, determining if the postfix of 
the Sub-search is contained in the stored data strings by: a) 
if the last data entry in the main of the sub-search matched 
a Subset of a stored data string that has Subsequent Subsets 
in the tree structure, determining if the postfix of the 
Sub-search matches the initial part of any of those Subse 
quent subsets; b) if the last data entry in the main of the 
Sub-search matched a Subset of a stored data string that has 
no subsequent Subsets in the tree structure, determining if 
the postfix of the sub-search matches the initial part of the 
postfix of that stored data string; or c) if the last data entry 
in the main of the sub-search matched part of a subset of a 
stored data string, determining if the postfix of the Sub 
search matches the initial part of the remaining part of that 
subset. 

Preferably the stored data has been stored by a method 
according to the above first aspect, but this is not essential. 

Preferably the stored data and the search string are in 
binary form. In Such circumstances, the predetermined 
length may be, for example, a byte, word, double-word or 
similar construct. 

Even though the method of the present aspect operates by 
generating more cases for search (the Sub-searches), its 
search time can still be comparative to that of searching a 
basic tree structure (i.e. without the prefix information) due 
to the efficiency in searching the data on the basis of the 
stored subsets. 
A further aspect of the present invention provides a 

method of finding a specified sequence in one or more stored 
DNA sequences, being a method according to the above 
second aspect (including some all, or none of the optional 
and preferred features of that aspect), wherein the stored 
DNA sequences are the data strings stored in a structured 
form and the search String is the specified sequence. 
A further aspect of the present invention provides a 

method of testing a pattern definition for a virus or other 
malware against known genuine data, being a method 
according to the above second aspect (including some all, or 
none of the optional and preferred features of that aspect), 
wherein the genuine data is stored as the plurality of data 
strings in a structured form and the search string is the 
pattern definition. 
A further aspect of the present invention provides a 

method of matching biometric data against a database of 
stored biometric data, being a method according to the above 
second aspect (including some all, or none of the optional 
and preferred features of that aspect), wherein the stored 
biometric data is stored as the plurality of data strings in a 
structured form and the search string Is the biometric data to 
be matched. 

Further aspects of the present invention provide computer 
programs which, when run on a computer, carry out the 
methods of the above aspects, including some, all or none of 
the optional and preferred features of those aspects. 

Further aspects of the present invention provide computer 
readable medium or media having computer programs 
according to the aspects described in the previous paragraph. 

Further aspects of the present invention provide systems 
which implement the method of the above aspects, for 
example computer systems which run computer programs 
arranged to carry out these methods. Such computer systems 
may include processors which are arranged to carry out 
these methods and storage devices in which the data in 
structured form is stored. The storage devices include RAM, 
ROM, flash memory, hard disk drives and other well-known 
storage devices. 
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8 
A first embodiment of the present invention provides a 

method of creating a novel variant suffix tree of a string. This 
Suffix tree will be referred to herein as a “CS-Tree'. 
The basic structure of a CS-Tree is exactly the same as the 

Suffix tree structure that Supports standard text pattern 
matching. However, in embodiments of the present inven 
tion, given a binary string, each binary value is not consid 
ered as a single value. Instead, every 8 bits of the binary 
string are grouped to a byte (i.e., the text character) and the 
last bits that cannot form a byte are ignored to obtain a 
normal text strings. Suffix tree is then built for that text 
String. 

For example, given a binary string 0100101001110110 
0111011001011010 001, without considering the last three 
bits 001, we could convert this string to a text string as 4A 
76 765A and build the suffix tree for the converted string as 
shown in FIG. 1. Since this basic tree structure cannot 
Support binary pattern matching directly, it must be modified 
it by adding two important features: a) binary prefix tables 
at edges of the tree and b) a binary postfix of the tree. These 
two extra information features are used to determine the 
pattern matches even if they are not aligned in bytes. Details 
of these two features are described below. 
A binary prefix table (BPT) of an edge is a table that 

contains binary strings with lengths from 1 to 7 bits that 
could appear before the text leading to that edge. For 
example, let us consider the edge 5A connecting the root R 
and node 3. Since 5A is preceded by the binary string 
01110110, the binary strings in its BPT, whose lengths are 
from 1 to 7 bits, are respectively 0, 10, 110, 0110, 10110, 
110110, and 1110110. Similarly, if we consider the edge 76 
5A connecting node 2 and node 5, since the full text leading 
to that edge, 76 765A, is preceded by the binary string 
01001010, its BPT contains binary strings 0, 10, 010, 1010, 
01010, 001010, and 1001010. Differently, the BPT of the 
edge 76 connecting the root R and node 2 is a merger of 
BPTs from its children edges. The reason is because if we 
consider the edge itself without considering descendant 
edges, there are two cases leading to the edge 76. These are 
cases starting at the second and the third bytes in the input 
binary string, which are actually the two children edges of 
the edge 76. Thus, the BPT of the edge contains binary 
strings specifying for these two cases is a merge from BPTs 
of its children edges. Detail of BPTs of edges of the suffix 
tree is shown in FIG. 2. 
The postfix of the tree is a binary String that could appear 

after leaves and there is exactly one binary postfix for a tree. 
It is actually the remaining last bits of the binary string that 
we ignored before after grouping bits into bytes to build the 
CS-Tree. In our example, it is 001. 
The complete CS-Tree after adding BPTs and binary 

postfix to the basic suffix tree is shown in FIG. 2. Note that 
for the binary postfix of the tree whose length is less than 8. 
we can always convert it to a single value. As a result, we 
only need one byte to keep this converted value and another 
byte to record the length of the postfix. On the other hand, 
for each BPT there are 21 possible cases of binary strings 
length 1, 22 possible cases of binary strings length 2, 23 
possible cases of binary strings length 3, and so on. Thus, the 
total number of different binary strings that may exist in a 
BPT is 21+22+...+27–254. In this case, if we use one bit 
to represent the existence of a binary string, we need 254 bits 
for a BPT, and hence it takes at most 254/8=32 bytes of 
memory for a BPT. 
Tree Construction 
A number of algorithms have been proposed to construct 

standard suffix trees in linear time and most of them can be 
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modified to build CS-Tree with the same time complexity. 
The preferred embodiment of the present invention is a 
modification of McCreight algorithm 5 to build CS-Tree in 
which the modified algorithm incurs O(1) to calculate the 
postfix of the tree and also O(1) for each action of creating 
or updating BPTs, which are done on the fly with the tree 
construction. Detail of the algorithm is set out below. 

Algorithm 1: Suffix Tree Construction. By McCreight (string s1..n]) 

create an empty CS-Tree with the root R 
create a self-pointed Suffix link at R 
create node 1 and edge S1..n] connecting node Rand 1 
Create BPTCs1..n), empty) 
for i = 1 to n do 

if head(i) is NIL then 
set head(i+1) = slow scan.R, si+1..n) 
if head(i+1) is NIL then 

create node (i+1) and edge si+1..n] connecting R and (i+1) 
Create BPTsi+1..n, si) 

else 
create node head(i+1) as a node at the middle of the edge 

si-1..n 
create node i+1 and an empty edge connecting head(i+1) and 

(i + 1) 
Update BPTs(head(i+1), si) 

end if 
else 

set u = the parent of head(i) 
set V = edge connecting u and head(i) 
if u is not R then 

set w = fast ScanSuffix link(u), v) 
else 

set w = fast ScanGR, v2.IV) 
end if 
if w is an edge then 

set head(i+1) = w 
create node head(i+1) 
Update BPTs(head(i+1), si) 

else if w is a node then 
head (i+1) = slow scan (w, tail.(i)) 
if (head(i+1) is NIL then 

create node (i+1) and edge si+1..n] connecting w and 
i+1 

Create BPTCsi+1..n), 
else 

create node head(i+1) as a node at the middle of the 
edge si+1..n 

create node (i+1) and an empty edge connecting 
head(i+1) and (i + 1) 

Update BPTs(head(i+1), si) 
end if 

end if 
create Suffix link for head(i) pointing to w 

end if 
end for 

si) 

In this algorithm, the methods: tail, slow Scan, and fast 
Scan, are the same as the ones used in McCreight algorithm 
while Create BPT and Update BPTs are new ones. They are 
explained as follows. 

tail (i) returns the string such that xi . . . n=head(i)tail(i) 
slow scan?location 1. String S) returns the longest com 

mon prefix (or longest common path) of S with existing 
Suffixes in the tree starting at location 1. If no common path 
is found, it returns NIL. 

fast scan (location 1. String S) also returns the longest 
common path of S with existing suffixes in the tree starting 
at location 1. The difference between slow scan and fast 
Scan, however, is that in slow scan we do not know whether 
S has a common prefix or not while in fast Scan, we know 
that it has. Thus, for fast scan, we only need to follow the 
edge start with the first character of S to search the longest 
common prefix. 
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10 
Create BPTCedge e, prefix byte b): creates a BPT for the 

edge e and sets its values based on the value of the prefix 
byte b. 

Update BPTs(node n, prefix byte b): updates BPTs of 
edges all the way from the node n to the root based on the 
value of the prefix byte b. Note that to achieve O(1) cost for 
BPT update, descendent edges once generated need to also 
store pointers to BPTs of their ancestor edges. 
Binary Pattern Matching Algorithm 
A second embodiment of the present invention provides a 

method of binary pattern matching using the CS-Tree. 
In the method of this embodiment, given a search pattern, 

8 different search cases are generated, each of which con 
tains a triplet: a prefix, a main, and a postfix. The prefix part 
of each case is extracted from the head of the search pattern 
and contains a binary string length from 0 to 7. The 
remaining part of the search pattern after excluding the 
prefix part is grouped into bytes similar to the way that the 
CS-Tree structure described in relation to the first method 
above. These bytes are converted to a text string and form 
the main part of each case. Finally, the rest of the search 
pattern after excluding the prefix and main parts is the 
postfix. Table 1 shows an example of a binary search pattern 
for 10100111 01100111 01. 

TABLE 1. 

binary Search cases of 10100111 01100111 Ol 

Case Prefix Main Postfix 

O 10100111 (A7) 01100111 (67) O1 
1 1 01.001110 (4E) 11001110 (CE) 1 
2 10 10011101 (9D) 10011101 (9D) 
3 101 00111011 (3B) OO11101 
4 1010 01110110 (76) O11101 
5 10100 11101100 (EC) 11101 
6 101001 11011001 (D9) 1101 
7 1010011 10110011 (B3) 101 

For each of the search cases generated in the first step the 
CS-Tree is used to perform pattern matching for the “main 
part. If any match exists, the prefix and postfix are then 
checked. If there is any case where all three search parts are 
found, the pattern is matched with the indexed data. 
To check prefix part, the BPT of the edge where the match 

ends is used. 
To check the postfix, three cases have to be considered as 

follows: 
Case 1: the match ends at an internal node. In this 

situation a further check is performed to see if the postfix 
matches a prefix of any edge going out of the node to its 
children. For example, the search pattern 10100111 
O1100111 01 in Table 1 could be found in the CS-Tree in 
FIG. 2 because when we consider the search case 4, the main 
part matches the edge 76, which ends at the internal node 2, 
while the BPT of the edge 76 contains the prefix part 1010 
and the postfix 011101 matches an initial portion of the edge 
76 5A. This comparison with the next edge can be made by 
bit-by-bit searching, or by shifting the first byte of that edge 
2 bits to the right before making a comparison. 

Case 2: the match ends at a leaf node. In this situation a 
further check is performed to see if the postfix is a prefix of 
the CS-Tree's postfix. For example, given the search pattern 
11001011 01000, the search case 3 of this pattern, which 
contains the triplet (110, 01 011010, 00), matches the CS 
Tree in FIG. 2. This is because the main part matches the 
edge 5A, which ends at the leaf node 3, while the BPT of the 
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edge 5A contains the prefix part 110 and the postfix 00 is a 
prefix of the CS-Tree's postfix 001. 

Case 3: the match ends in the middle of an edge. In this 
situation a further check is performed to see if the postfix is 
a prefix of the remaining part of the edge. For example, 
given the search pattern 00111011 00111011 0010, the 
search case 1 of this pattern, which contains the triplet (0. 
0111011001110110, 010), matches the CS-Tree in FIG. 2. 
This is because the main part is covered by the edges 7676 
5A, whose match stops in the middle of the edge 765A, 
while the BPT of the edge 765A contains the prefix part 0 
and the postfix 010 is found in the initial portion of the 
remaining part of the edge 01 011010 (5A). 
The overall pattern matching algorithm for this embodi 

ment is set out in Algorithm 2 below. Note that while the 
number of search cases for a single pattern is increased from 
1 to 8, the search time is not greatly increased. This is 
because binary data has already been “packed to byte data 
for searching the main part (providing an 8-fold saving in the 
searching of this part). 

Therefore, even though the search speed of the CS-Tree 
under the method of the present embodiment and those of 
traditional suffix trees is comparative, use of the CS-Tree 
structure (and its associated methods) is advantageous com 
pared to traditional Suffix trees in terms of memory usage 
since it requires much less memory. This saving is very 
important given the enormous amount of binary data which 
is currently being stored and given that suffix trees will lose 
their efficiency if they cannot be stored completely in the 
memory. 

Algorithm 2: Binary Pattern Matching (CS-Tree t, Pattern p) 

for i = 0 to 7 do 
prefix = p(0..i - 1 ff the bit string from position 0 to i - 1 
main = a text string formed by grouping every 8 bits of p to a 

byte after removing prefix 
postfix = the remaining bits of p that cannot form a byte 
if main is found in T at a position posthen linear search from the 
root of T 

set edge = the edge leading to pos 
if prefix = NULL or prefix is found in the BPT of edge 

then 
if pos is an internal node then 

Case 1 is checked 
return result 

else if pos is a leaf node 
Case 2 is checked 
return result 

else {pos is an edge 
Case 3 is checked 
return result 

end if 
else 

return not found 
end if 

else 
return not found 

end if 
end for 

It is important to note that while the methods described 
above operate by grouping bits into bytes to form the 
“CS-Tree', these methods can be extended to group bits into 
words, double-words, etc. in order to further reduce the size 
of the tree. In these cases, the structures of the postfix and 
the BPTs will need to be modified correspondingly. This 
may result in greater data storage savings if the typical data 
structures and search patterns are larger. 
The CS-Tree structure and the methods of created and 

searching this structure can be employed in many applica 
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12 
tions across different domains that perform binary pattern 
matching in which the binary string is known in advance. A 
non-exhaustive list of examples is given below. 

Biological applications: a general request could be to find 
a specific gene in a DNA sequence, in which the DNA 
belongs to a DNA database and is known in advance. Since 
both the gene and DNA are often represented in binary 
format, binary pattern matching can be used. 

Anti-virus applications: before releasing a new pattern (or 
definition) for virus, spyware, or malware, it is important to 
test the existence of the new pattern against previously 
collected legal traffic or documents to make Sure that it does 
not generate false positive results. Since the pattern is 
usually created in binary form, binary pattern matching can 
be used. 

Face/fingerprinting recognition applications: once a face 
or fingerprint needs to be checked, features are extracted and 
comparisons are done with known features in the database. 
Since the face/fingerprint features are often stored in binary 
form, binary pattern matching can be used. 

Data mining/information retrieval applications with large 
datasets: to support fast data mining or information retrieval 
for large datasets, Summarization techniques such as boom 
filter are often used to generate Summaries for both input 
requests and documents in the dataset. Since these Summa 
ries are generally created and stored in binary form, binary 
pattern matching can be used. 
The methods described above may be implemented in a 

computer system (in particular in computer hardware or in 
computer Software). 
The term “computer system” includes the hardware, soft 

ware and data storage devices for embodying a system or 
carrying out a method according to the above described 
embodiments. For example, the computer system may com 
prise a central processing unit (CPU), input means, output 
means and data storage. As discussed in the example above, 
the CPU may be a multiple core CPU. 

Preferably the computer system has a monitor to provide 
a visual output display (for example in the design of the 
business process). The data storage may comprise RAM, 
disk drives or other computer readable media. The computer 
system may include a plurality of computing devices con 
nected by a network and able to communicate with each 
other over that network. 
The methods described above may be provided as com 

puter programs or as computer program products or com 
puter readable media carrying a computer program which is 
arranged, when run on a computer, to perform the method(s) 
described above. 
The term “computer readable media” includes, without 

limitation, any medium or media which can be read and 
accessed directly by a computer or computer system. The 
media can include, but are not limited to, magnetic storage 
media Such as floppy discs, hard disc storage media and 
magnetic tape; optical storage media Such as optical discs or 
CD-ROMs: electrical storage media such as memory, 
including RAM, ROM and flash memory; and hybrids and 
combinations of the above Such as magnetic/optical storage 
media. 

While the invention has been described in conjunction 
with the exemplary embodiments described above, many 
equivalent modifications and variations will be apparent to 
those skilled in the art when given this disclosure. Accord 
ingly, the exemplary embodiments of the invention set forth 
above are considered to be illustrative and not limiting. 
Various changes to the described embodiments may be made 
without departing from the spirit and scope of the invention. 
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The invention claimed is: 
1. A method of determining whether a search String is 

contained in stored data which stores a plurality of data 
strings each in a structured form, the structured form includ 
ing the storage of Subsets of each data string of predeter 
mined length stored in as the edges of a tree structure along 
with prefix data including all possible prefixes for each such 
edge which have length less than said predetermined length, 
the method including the steps of: 

dividing the search string into a plurality of Sub-searches, 
the number of sub-searches being equal to the prede 
termined length of the Subsets and each Sub-search 
containing a prefix, a main and a postfix, by the steps 
of: 

setting the prefix of the first sub-search to be null, setting 
the prefix of the second sub-search to be the first item 
in the search string, and setting the prefix of the ith 
sub-search to be the first (i-1) items in the search string 
for all remaining Sub-searches; 

setting the main of each Sub-search to be those items in 
the search string immediately following the prefix 
which make up complete Subsets of the search string, 
the Subsets being of said predetermined length; 

setting the postfix of each Sub-search to be those items at 
the end of the search string which are not included in 
the prefix or main or, if there are no such items, to be 
null, 

comparing each of the Sub-searches to the stored data to 
determine if a match exists by, for each Sub-search, 
until all sub-searches have been considered: 

determining if the main of the Sub-search is contained in 
the Subsets of any of the stored data strings, if it is not 
then moving to the next Sub-search; 

if it is, determining if the prefix of the sub-search is 
contained in the prefix data stored for that subset, if it 
is not then moving to the next Sub-search; 

if it is, determining if the postfix of the sub-search is 
contained in the stored data strings by: 
a) if the last data entry in the main of the sub-search 

matched a Subset of a stored data String that has 
Subsequent Subsets in the tree structure, determining 
if the postfix of the sub-search matches the initial 
part of any of those Subsequent Subsets; 

b) if the last data entry in the main of the sub-search 
matched a Subset of a stored data string that has no 
Subsequent Subsets in the tree structure, determining 
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14 
if the postfix of the sub-search matches the initial 
part of the postfix of that stored data string; or 

c) if the last data entry in the main of the sub-search 
matched part of a Subset of a stored data string, 
determining if the postfix of the sub-search matches 
the initial part of the remaining part of that Subset. 

2. A method of finding a specified sequence in one or more 
stored DNA sequences, wherein the stored DNA sequences 
are each stored in a structured form, the structured form 
including the storage of Subsets of each DNA sequence of 
predetermined length stored in as the edges of a tree struc 
ture along with prefix data including all possible prefixes for 
each Such edge which have length less than said predeter 
mined length, the method including the steps of 

dividing the specified sequence into a plurality of Sub 
searches, the number of Sub-searches being equal to the 
predetermined length of the subsets and each sub 
search containing a prefix, a main and a postfix, by the 
steps of 

setting the prefix of the first sub-search to be null, setting 
the prefix of the second sub-search to be the first item 
in the search string, and setting the prefix of the ith 
sub-search to be the first (i-1) items in the search string 
for all remaining Sub-searches; 

setting the main of each Sub-search to be those items in 
the search String immediately following the prefix 
which make up complete Subsets of the search string, 
the Subsets being of said predetermined length; 

setting the postfix of each Sub-search to be those items at 
the end of the search string which are not included in 
the prefix or main or, if there are no such items, to be 
null, 

comparing each of the Sub-searches to the stored data to 
determine if a match exists by, for each Sub-search, 
until all sub-searches have been considered: 

determining if the main of the Sub-search is contained in 
the Subsets of any of the stored data strings, if it is not 
then moving to the next Sub-search; 

if it is, determining if the prefix of the sub-search is 
contained in the prefix data stored for that subset, if it 
is not then moving to the next Sub-search; 

if it is, determining if the postfix of the sub-search is 
contained in the stored data strings by: 
a) if the last data entry in the main of the sub-search 

matched a Subset of a stored sequence that has 
Subsequent Subsets in the tree structure, determining 
if the postfix of the sub-search matches the initial 
part of any of those Subsequent Subsets; 

b) if the last data entry in the main of the sub-search 
matched a Subset of a stored sequence that has no 
Subsequent Subsets in the tree structure, determining 
if the postfix of the sub-search matches the initial 
part of the postfix of that stored data string; or 

c) if the last data entry in the main of the sub-search 
matched part of a Subset of a stored sequence, 
determining if the postfix of the sub-search matches 
the initial part of the remaining part of that Subset. 

3. A method of testing a pattern definition for a virus or 
other malware against known genuine data, wherein the 
genuine data is stored as a plurality of data strings each in 
a structured form, the structured form including the storage 
of Subsets of each data String of predetermined length stored 
in as the edges of a tree structure along with prefix data 
including all possible prefixes for each Such edge which 
have length less than said predetermined length, the method 
including the steps of: 
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dividing the pattern definition into a plurality of sub 
searches, the number of Sub-searches being equal to the 
predetermined length of the subsets and each sub 
search containing a prefix, a main and a postfix, by the 
steps of 

setting the prefix of the first sub-search to be null, setting 
the prefix of the second sub-search to be the first item 
in the search string, and setting the prefix of the ith 
sub-search to be the first (i-1) items in the search string 
for all remaining Sub-searches; 

setting the main of each Sub-search to be those items in 
the search string immediately following the prefix 
which make up complete Subsets of the search string, 
the Subsets being of said predetermined length; 

setting the postfix of each Sub-search to be those items at 
the end of the search string which are not included in 
the prefix or main or, if there are no such items, to be 
null, 

comparing each of the Sub-searches to the stored data to 
determine if a match exists by, for each Sub-search, 
until all sub-searches have been considered: 

determining if the main of the Sub-search is contained in 
the Subsets of any of the stored data strings, if it is not 
then moving to the next Sub-search; 

if it is, determining if the prefix of the sub-search is 
contained in the prefix data stored for that subset, if it 
is not then moving to the next Sub-search; 

if it is, determining if the postfix of the sub-search is 
contained in the stored data strings by: 
a) if the last data entry in the main of the sub-search 

matched a subset of a stored data string that has 
Subsequent Subsets in the tree structure, determining 
if the postfix of the sub-search matches the initial 
part of any of those Subsequent Subsets; 

b) if the last data entry in the main of the sub-search 
matched a Subset of a stored data string that has no 
Subsequent Subsets in the tree structure, determining 
if the postfix of the sub-search matches the initial 
part of the postfix of that stored data string; or 

c) if the last data entry in the main of the sub-search 
matched part of a Subset of a stored data string, 
determining if the postfix of the sub-search matches 
the initial part of the remaining part of that Subset. 

4. A method of matching biometric data against a database 
of stored biometric data, wherein the stored biometric data 
is stored as a plurality of data Strings each in a structured 
form, the structured form including the storage of Subsets of 
each data string of predetermined length stored in as the 
edges of a tree structure along with prefix data including all 
possible prefixes for each Such edge which have length less 
than said predetermined length, the method including the 
steps of 

dividing the biometric data to be matched into a plurality 
of Sub-searches, the number of Sub-searches being 
equal to the predetermined length of the Subsets and 
each Sub-search containing a prefix, a main and a 
postfix, by the steps of: 

setting the prefix of the first sub-search to be null, setting 
the prefix of the second sub-search to be the first item 
in the search string, and setting the prefix of the ith 
sub-search to be the first (i-1) items in the search string 
for all remaining Sub-searches; 

setting the main of each Sub-search to be those items in 
the search string immediately following the prefix 
which make up complete Subsets of the search string, 
the Subsets being of said predetermined length; 

10 

15 

25 

30 

35 

40 

45 

50 

55 

60 

65 

16 
setting the postfix of each Sub-search to be those items at 

the end of the search string which are not included in 
the prefix or main or, if there are no such items, to be 
null, 

comparing each of the Sub-searches to the stored data to 
determine if a match exists by, for each Sub-search, 
until all sub-searches have been considered: 

determining if the main of the Sub-search is contained in 
the Subsets of any of the stored data strings, if it is not 
then moving to the next Sub-search; 

if it is, determining if the prefix of the sub-search is 
contained in the prefix data stored for that subset, if it 
is not then moving to the next Sub-search; 

if it is, determining if the postfix of the sub-search is 
contained in the stored data strings by: 
a) if the last data entry in the main of the sub-search 

matched a Subset of a stored data String that has 
Subsequent Subsets in the tree structure, determining 
if the postfix of the sub-search matches the initial 
part of any of those Subsequent Subsets; 

b) if the last data entry in the main of the sub-search 
matched a Subset of a stored data string that has no 
Subsequent Subsets in the tree structure, determining 
if the postfix of the sub-search matches the initial 
part of the postfix of that stored data string; or 

c) if the last data entry in the main of the sub-search 
matched part of a Subset of a stored data string, 
determining if the postfix of the sub-search matches 
the initial part of the remaining part of that Subset. 

5. A non-transitory computer readable medium or media 
have a computer program for running on a computer system 
to search data stored in the computer system which consti 
tutes a plurality of data strings each in a structured form, the 
structured form including the storage of Subsets of each data 
string of predetermined length stored in as the edges of a tree 
structure along with prefix data including all possible pre 
fixes for each Such edge which have length less than said 
predetermined length, the program carrying out the steps of 

dividing the search String into a plurality of Sub-searches, 
the number of Sub-searches being equal to the prede 
termined length of the Subsets and each Sub-search 
containing a prefix, a main and a postfix, by the steps 
of: 

setting the prefix of the first sub-search to be null, setting 
the prefix of the second sub-search to be the first item 
in the search string, and setting the prefix of the ith 
sub-search to be the first (i-1) items in the search string 
for all remaining Sub-searches; 

setting the main of each Sub-search to be those items in 
the search String immediately following the prefix 
which make up complete Subsets of the search string, 
the Subsets being of said predetermined length; 

setting the postfix of each Sub-search to be those items at 
the end of the search string which are not included in 
the prefix or main or, if there are no such items, to be 
null, 

comparing each of the Sub-searches to the stored data to 
determine if a match exists by, for each Sub-search, 
until all sub-searches have been considered: 

determining if the main of the Sub-search is contained in 
the Subsets of any of the stored data strings, if it is not 
then moving to the next Sub-search; 

if it is, determining if the prefix of the sub-search is 
contained in the prefix data stored for that subset, if it 
is not then moving to the next Sub-search; 

if it is, determining if the postfix of the sub-search is 
contained in the stored data strings by: 
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a) if the last data entry in the main of the sub-search 
matched a Subset of a stored data String that has 
Subsequent Subsets in the tree structure, determining 
if the postfix of the sub-search matches the initial 
part of any of those Subsequent Subsets; 

b) if the last data entry in the main of the sub-search 
matched a Subset of a stored data string that has no 
Subsequent Subsets in the tree structure, determining 
if the postfix of the sub-search matches the initial 
part of the postfix of that stored data string; or 

c) if the last data entry in the main of the sub-search 
matched part of a Subset of a stored data string, 
determining if the postfix of the sub-search matches 
the initial part of the remaining part of that Subset. 

k k k k k 
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