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Multi-Channel Customer ldentification

CROSS REFERENCE TO RELATED APPLICATIONS

This application claims priority to U.S. Patent Application No. 13/897,233, filed
May 17, 2013, and U.S. Provisional Patent Application No. 61/649,190, filed May
18, 2012, both of which are incorporated herein in their entirety by this reference

thereto.

BACKGROUND OF THE INVENTION

TECHNICAL FIELD

The invention relates to customer identification and linkage across and between
channels, contact methods, and devices used by the customer. More
particularly, the invention relates to multi-channel customer identification which
links journeys for the same customer, while making the customer experience

intuitive.

DESCRIPTION OF THE BACKGROUND ART

Broadly defined, an identification number is a numeral or string of numerals that
is used for identification. Thus, there is, for example, a Taxpayer ldentification
Number (TIN), which is an identification number used by the Internal Revenue
Service (IRS) in the administration of tax laws. It is issued either by the Social
Security Administration (SSA) or by the IRS. A Social Security number (SSN) is
issued by the SSA, whereas all other TINs are issued by the IRS.
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Taxpayer Identification Numbers include a, Social Security Number (SSN),
Employer Identification Number (EIN), Individual Taxpayer Identification Number
(ITIN) Taxpayer Identification Number for Pending U.S. Adoptions (ATIN), and
Preparer Taxpayer Identification Number (PTIN).

Then there is the personal identification number (PIN), which is a secret numeric
password shared between a user and a system that can be used to authenticate
the user to the system. Typically, the user is required to provide a non-
confidential user identifier or token, i.e. the user ID, and a confidential PIN to gain
access to the system. Upon receiving the user ID and PIN, the system looks up
the PIN, based upon the user ID, and compares the looked-up PIN with the
received PIN. The user is granted access only when the number entered
matches with the number stored in the system. Hence, despite the name, a PIN

does not personally identify the user.

There is also a Collegewide ID (CWID), which is a college-wide identification
number (8 digits) that can be used in place of a Social Security number;
California ID numbers the issued to generators, transporters, and disposal
facilities not regulated by the U.S. Environmental Protection Agency (U.S. EPA)
for the purpose of tracking hazardous waste; a vehicle identification number,
which could be the motor number, serial number, or other distinguishing number,
letter, mark, character, or datum, or any combination thereof, required or
employed by the manufacturer or a state vehicle department for the purpose of
uniquely identifying a motor vehicle or motor vehicle part or for the purpose of

registration; and so on ad infinitum.

People are awash in identification numbers and the like, each service and each
channel of communication requiring a different identification number and each
service and each channel of communication having no knowledge of a user's
other identification numbers in other services and for other communications

channels. While, it is important to maintain security, especially with the
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widespread use of, and fraud attendant with, the iInternei, identification numbers
currently are one-dimensional, and are provided for single purpose, for all except
a very narrow use. For example, personal factors and contextual use of various
cormmunications channels can affect the securily requirements for authenticating
a particular person for a particular purpose, but most current identification

regimes make no attempt to cross channeis and/or services.

While, to a certain extent Facebook® D and others provide a single
reprasentation of identity, such approach does not establish a linkage across and
between channels, contact methods, and devices for an individual, but merely
establishes identity across mulliple domains. For example, an individual may try
to solve a specific issue with a services firm. As a follow up, the individual may
contact the firm via same chamnel or another channel to check on the status of
the issue. Currently, the individual must be authenticated for each contact and
provide a request number that was received during a previous interaction to

identify a specific transaction so that current status can be provided.

in the art, ali of the associated interaction data is collected via appropriate
means, but it is not available across and between channels, contact methods,
and devices. Thus, the same customer might be interacting with others, including
the cusiomer's friends and/or peers, via other non-cusiomer channels, such as
posting social media sites, blogs, instant messaging email, efc. regarding their
gxpeariences with the firm. In certain cases, when the cuslomer provides specific
access rights, or the information is publicly available, it is possible to collect the
associated data, such as likes, posts, comments, updates, connactions, interests
efc. via appropriate methods.

It would be advantageous to provide improved flexibility and increased options in
connection with user identification during user interaction with various systems
over various channels in connection with various devices. It would also be

advantageous to reduce customer effort in creating and using such identification.
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SUMMARY OF THE INVENTION

An embodiment of the invention links unigue customer identification and behavior
between either concurrent or sequential channels of engagement and different
devices. Linkages are created across channels and devices within the same
session, as well as across sessions.  An embodiment of the invention makes
these links probabilistically based on machine learning and statistical models

driven by behavior and other atiributes of customer journeys.

Unigue identifiers are created, capturad, and/or passed between these mulliple
contact channels, e.g. Web, mobile, interactive voice response (IVR), phone,
automotive, television, 1o identify and tag the customer and their context, e.g.
history, past behavior, steps progressed, obstacles and/or issues encountered,

gfe., uniquely.

An embodiment of the invention accounts for imperfections when identifying an
individual. In this embodiment, making exact linkages sallows for different levels
of confidence based on statistical and/or probabilistic scoring of accuracy and/or
certainty and unlocking different levels of access, permissions, and
empowerments correlated to the level of confidence in the linkage and/or
identification of the unique individual.

BRIEF DESCRIPTION OF THE DRAWINGS

Figure 1 is a process flow diagram that shows the linking of a unique customer
identification element and customer behavior between concurrent andfor
sequential channels of behavior according to the invention;

Figure 2 is a block schematic diagram showing customer identification according

to the invention;
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Figure 3 is a block schematic diagram showing an identifier module according to

the invention; and

Figure 4 is a block schematic diagram that depicts a machine in the axemplary
form of a computer system within which a set of instructions for causing the

machine to perform any of the herein disclosed methodologies may be executed.

DETAILED DESCRIPTION OF THE INVENTION

An embodiment of the invention first identifies characteristics, ie. data, from
within customer behavior which can be clustered. The characteristics are used,
either deterministically or probabilistically, to identify and label a unique
customer. A linkage of that unigue customer is then enabled across channels,

devices, within and across sessions.

For example, an embodiment of the invention identifies a specific user who is
looking for a specific product from a particular 1P address on a mobile device and
who, during the same instance, i.¢. within a small time period, is looking for the
same product from the same P address and on the same Website, but from a8
laptop instead of the mobile device, to make 8 purchase. This specific scenario is
pased on the fact that the inventive model takes into account the user's journey
on the mobile device, the P address unigueness, and product that the user
looked at within the Website. Based on various uniqus identifiers, such as the 1P
address, user-agent, Web cookies, third parly Web cookies, order 1Ds, request
iDs, various Personally identifiable information {FPil), mobile device identifiers,
efc. a session can be tied across channels, firms, and devices, as well as with
non-support channels. Presently, the ties are created based on a strict identifier,
such as an SMS-based or email-based unigue identifier or request identifier,
cookies, and various Pll. This constrains the number of customers who can be
tracked to a significant extent and, in tum, the personalization that can be

offered.

(¥4
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In another example, authenticated customers describe a problem on-line and
then call as foliow up. Based on the ANI and an authenticated 1D mapping
present in a CRM system, a merchant knows that this is same customer and can

then iink the customer's journeays.

in another example involving an unauthenticated customer, the cusiomer is trying
to login for online services, such as bill payment, efc., but forgets his password
and has fo call to specific number to unlock his account. Though not
authenticated, it is known the customer used a specific ‘user " which can be
mapped to a specific ANI as per the CRM data. Thus, the customer identity can

bhe established.

Further discussion of cross channel linking is provided in commonly assigned
U.S. patent application serial no. 13/763,456, filed February 8, 2013 (Method And
Apparatus for Linking User Sessions and Establishing ldentity Across Channels;
attorney docket no. 247C0047), which application is incorporated herein in its

entirety by this reference thereto.

An embodiment of the invention uniquely identifies customers as they travel
between and amongst contact channels in both sales and service scenarios. The
creating, passing, and matching of unigue identifiers o unique customers
enables the seamless transfer of context, experience, history, action, information,
and identification between the historically silo'ed separate communication
channels within the business and/or enterprise that consumers typically use o
angage with enterprises and/or businesses. Examples of such channeis include
speech, phone, VR, Web self-service, smail, chat, mobile, social, efc. For
purposes of the discussion herein, a "channel® implies a combination of 3

communication mode and a device.

&
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An embodiment of the invention addresses the problem of unigue identification,
both in the case where the customer has not provided any identification
information, such as name, telephone number, email address, elc., as well as in
the case when the customer has provided some identification, such as login, user

1D, account number, telephone number, sfc.

An embodiment of the invention creates a set of easy and low effort options for a
customer thal enable customers o associate themselves (0 a unigue identifier,
which can then be easily passed belween and amongst different business
enterprise systems and channels {see Figure 2}, either within one company or
amongst a set of companies, along with a set of associated meta-data capturing
their context, e.g. journey, inteni, aclions, sleps, experience (o date, historical
behavior, preferences, efe. This enables personalized, predictive, focused and
effective sales and service geared o the specific individual's need. Once the
system is able o track customers across session, a unique identifier can be
associated with the customer, for example ANis or Web cookies can be identified

as belonging to same customer.

Figure 2 is a block schematic diagram showing customer identification according
to the invention. In Figure 2, a customer 20 is in communication with an identifier
module 22 and a data management system 24 which includes such information,
for example, as the customer's interactions, journey, intent, and social actions. In
operation, the customer data is stored o the data management system (1), the
customer provides any inputs that are reqguired to select an identifier {2), the data
management system uses data to associate different sessions and/or joumeys {o
select appropriate oplions to present io the customer (3}, an identifier confidence
score is associated with various journeys stored in the data management system
{4}, and the system provides the customer with oplions o select an identifier (8).

Figure 3 is a block schematic diagram showing an identifier module according o

the invention. In Figure 3, the data system and customer access the module vig

-3
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an inputfoutput module 32. A retrieval module 34 extracis a list of identities from
the library of identifiers 37 to identify the customer. Interaction with the customer
is effected by the probabilistic models and logic 30, The treatment module 39
provides the right oplion o the right customer to get the required data. The
linking module 38 links a current interaction with past interaction based upon
various identifiers and data. An updating and maintenance module 35 maintains
and updates the library of identifiers. The system generated identity module 36
generates cusiomer identities when the customer is nol generated by the

customer.

For a further discussion of customer context, ¢.g. journey, intent, actions, steps,
gxperience {0 date, historical behavior, preferences, gfc., as well as predictive
technigues applied to such customer context see, for example, commonly
assigned U.S. patent application serial nos. 13/238,185, filed Seplember 21,
2011 {Predictive Customer Service Environment; attomey docket no. 247C0018);
13/349,807, filed January 13, 2012 (Method And Apparatus For Analyzing And
Applying Data Related To Customer Interactions With Social Media;, atiomey
docket no. 247C0023); 13/454,726, filed April 24, 2012 (Method And Apparatus
For Enhancing Customer Service Experience; atlorey docket no. 247C0025);
13/461,631, filed May 1, 2012 {(Method And Appsratus For Analyzing And
Applving Data Related To Customer Interactions With Social Media; allormney
docket no. 24700026}, 13/443,782, filed April 10, 2012 (Method And Apparatus
For Predictive Enrichment Of Search In An Enterprise; atliormney docket no.
247C0027), 13/590,974, filed August 30, 2012 (Cusiomer Journey Prediction
And Resolution; attorney docket no. 247C0028), and 13/852,842, filed March 28,
2013 (Method And Apparatus For Intent Modeling And Prediction; attorney docket
no. 247C0040), each of which application is incorporated herein in its entirety by
this reference thereto.

An embodiment of the invention enables automated clustering and association of

a set of meta-daia as a unigue fingerprint or a customer, and also for automated
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linkage of that fingerprint o a unique identifier without any effort from the
customer. An embodiment of the invention also enables the management,
cataloging, tracking, logging, updating, transformation, manipulation, creation,
destruction, and confidence scoring of the cluster of metla-data and each

individual meta-data item for usage as a unique fingerprint.

Embodiments of the invention include, infer alia:

A calalog or library or collection of unique unassigned identifiers stored in gither
encrypted or free-text, that can be stored in any siorage which can be accessed
in real-time, e.g. a high latency, efficient data storage server in the form of a
database;

A system and/or machine having the ability to create new unique identifiers and
add them o the original catalog or library automatically, Tor example via user or
machineg generation, &.g. cookies or interaction numbers. Identifiers, such as
songs and quotes, can be constantly updated from popular media via algorithms,

¢.g. algorithms that identify trends, or they can be updated by a person;

A systern andior machine having the ability to manage, e.g. create, destroy,
assign, merge, splil, keep track of, age, retire, de-dupe, recycle, efc., ong or
more catalogs of unigue identifiers, e.g. in a system that is capable of

maintaining a list or one or more hash tables;

A systemn andfor maching having the ability to score, rank, and prioritize unigue
identifiers by any of ease of remembrance, ease of engagement, ease of
acceptance, ease of use, gfc., .¢g. in a system that has the capability to order a
list, hash maps, such as indexing and sorling in the case of a typical database;

A system and/or machine having the abilily to select and assign a unigue
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identifier to a specific customer either randomly, by algorithm, or by program;

A system and/or machine having the ability to interact with the individual
customer in one or more channels to communicate and/or assign the selecied

identifier 1o the customer uniquely, supra;

A systemn and/or machine which can collect, interact, request, and/or interrogaie
the customer for an input which can be then used as the unique identifier;

A system and/or machine which can automatically create and present a setl of
behaviors 1o increase the engagement level of the consumer to either accept the
system and/or machine assigned unigue identifier or provide their own identifier.
This can be model driven, ie. model is built that predicts the most intuitive
experience of the customer based on historical data collected andfor specifically
randomized data;

A system andior machine which can capture, collect, store, and associate the
context of a customer to the uniguely assigned identifier, in which the context can
include historical behavior in one or more channels, e.g. Web, IVR, phone,
mobile, social, CRM, purchase, siore; infent; previous experiences, SucCess,
failure, salisfaction and/or compiaints; browsing, purchasing, servicing, social
interactions, credit, viewing actions, and behaviors and sequences,; preferences;

jourmneys; progress, cart and/or order contents; status; gfc.;

A systemn and/or machine which can manage, oplimize, and recycle either a
limited or unlimited number of unigue identifiers to optimize performance, access,
storage, effecliveness, ¢.g. ease of memory, ease of effort fo use by the
consumer, management of unigueness, or other desired metrics based on a set
of parameters that can include, e.g. age, usage, clean and/or dirty, ie. the
identifier has been assigned already (o a customer, time of day, seasonality,

product, customer segment, efc;

10



10

25

30

WO 2013/173831 PCT/US2013/041833

A system and/or machine can share, transfer, communicate, both the unigue
identifies and associated meta-data between different systems and/or machines
in different channels, for example using a system that is capable of talking to a
database and various devices, i.e. taking information {0 and from various devices
being used to interact, e.g. software that enables the connectlivity via, for
gxample, the Web, social, speech, IVR, television, automotive, chat, mobile, ele;

A system and/or machine that can access, index, and use the associated meata-
data immediately, based on the unique identifier and that can personalize, focus,
tune, optimize, and/or predict the customers experience moving forward, based
upon the meta-data and unigue identifier, on oneg or more channels either
sequentially or concurrently, for example in a system that is capable of database
maintenance and that contains algorithms for maintaining lists, assigning matters
to various cusiomers, gfc. Further, the algorithm would work on data received or
collected from various devices, or it could be accessed o get data (see, for
example, Figures 2 and 3, discussed above);

A system and/or maching that can seamiessly and continuously link customer
actions and sleps across mulliple sequential and concurrent channels by
matching and using the unigue identifier associated with the specific consumer
and the associated meta-data. In an embodiment of the invention, such a
system can index, access, and creale 2 unique tie between the user identity
catalog and the meta-data catalog, as in the above embodiments. The system
can automatically review, either in real-time or off-line, a stream of data to query
and identify key clusters of meta-data that have been determined to be viable
fingerprints.  When viable clusters are found, the system looks 1o see if they
match an existing 1D, I so, the system then associates them o that unigue id
from the id catalog. I a match is not found, the system then creates a linkage o

a new, olean, unused ID; and

11
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A system and/or machine that tracks and reports on all behavior, engagement,
success and/or failure, conlext passing and/or usage, prediction, customer
satisfaction and/or effort related to the deployment and use of this mulli-channel,
multi-modal, unigue identifier assignment, management, and experience system
and/or machine, for exampie by lying all the channels based on the customer
identification across channels. In such case, all the data is stored in a central
data storage system, which can be a distributed system, as in case of cloud
services. The data records can be fied with each other based on customer

identification keys. This provides the required data.

Examples of unigue identifiers include: a uniquely generaled hash code
saquence of numbers andfor letters andfor symbois andfor images andfor
sounds; waords, in any language or combination of languages, or combinations of
words; phases in any language or combination of languages; sentences;
paragraphs; verseas; lyrics; quotations; titles to movies or television shows, books,
poems, songs, albums, efc.; names of famous people, actors, sports teams,
avents; locations; terms; any combination of the above; and/or private personally
identifiable information, such as for example: ANi, emall address, customer
name, customer D, user ID, username, account number, card number,

registration number, and vehicle number.

For example, for string based identifiers, such as song titles, book tifles, movie
titles, an embodiment of the invention direclly converts such identifiers {0 a
unigue numerical value using their ASCH lelters as digits, after which such
information is handled in the same manner as for any other numerical data.
Another embodiment of the invention performs a simple unigue hashing function
on the original string data to transform it into a number. Ancther embodiment of
the invention creates a simpie data structure with the string as one item and an
either deterministicaily assigned or randomiy assigned unigque number as the

other item that is always linked to the string. In another embodiment of the

12
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invention, a machine generated 1D, such as a cookie based 1D is generaied

during interaction with the device and the customer.

Embodiments of the invention find application in any of customer service, sales,
retention, or any consumer-io-consumaer, business-to-consumer, business-to-
business interaction, to enable the unigue identification and tracking of a visitor,
consumaer, business’, and/or customer’s behavior and actions across one or more
channels. In this way, the invention provides a seamiess transition of ail context,
history, and preferences to deliver, infer alia effective, esasy, intuilive, and
predictive service resolution; sales conversion; customer retention; reduced

customer effort; and increased cusiomer satisfaction.

Embodiments of the invention provide full customer flexibility 1o either provide or
receive an easy o remamber and user unique identifier which enables customers
to be recognized by systems and/or machines across one orf more channels
without requiring the customer o provide any proprietary, personally identifiable
information. Because the customer has liberty of choosing the key in certain
cases, unlike the usual scenarios where key is assigned or authentication is
required, the whole experience is more intuitive. This decouples identification
from identity and authentication, and thus automatically and predictively uses and
machine manages a set of commonly known and remembered identifiers,
thereby enabling malching, blocking, communication, association, and

gxpearience customization based on the unique entifier and associated context.

Embodimeants of the invention can also eliminate the requirement for the user o
provide or receive the unique identifier and, instead, automaticaily assigns
linkages and identifies associate customers with key similarities in metadata
clusters, including a statistical scoring of confidence in the associations made.
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An embodiment of the invention identifies key similarilies and sets of metadata
that can predict that two customers have the same identity within and across

channels, devices, and within and across sessions.

An embaodiment of the invention interacts with the customer (o confirm, validate,
and/or test the accuracy of whether the automatically established andfor
predicted linkages are accurale and then automatically updates confidence levels
and the prediction based on the customer's input.

An embodiment of the invention uses machine learning to continuously improve
the methodology of the clustering, the type and specific metadata included in the
clustering, and the initial prediction accuracy of linkages and associalions from
both  automated correct/incorrect  prediction  feedback  and  indicators,
gnvironmental  and/or inferred correct/incorrect  prediction  feedback  and
indicators, and direct correct/incorrect prediction feedback from the customer,

Example Embodiments

Figure 1 is a process flow diagram that shows the linking of a unique customer
identification element and customer behavior between concurrent and/or
sequential channels of behavior according o the invention. In Figure 1, an
ambodiment of the invention provides an online system which offers the Web
visitor a unique phrase from Bartlelt's Familiar Quotations, ie. "4 Score and 7
Years" that they can then use when they interact with a2 speech VR to trigger
the full passing via computer telephony integration (CT1 of all their Web
prowsing, customer relations management (CRM), cart, action, clickstream
behavior to either the VR system or a live voice agent to pick-up their journey
right from the step that they left off when they exited the Web and passed on to
the phone. in embodiments of the invention that provide voice-based choices, the
automatic speech recognition {(ASR} engine may be enhanced to identify a

limited set of grammars, &.g. for such guotations, efc.

14
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In case of fingerprints or patierns, such as cell phone locks, the data storage is in
the form of numbers, segquences, efc. Similary and symmetrically anocther
ambodiment of the invention provides a pass phrase visually and the customer
types the pass phrase. In both cases, sither a verbal query and recognition, or a
visual query and recognilion, or a mix of either is used to collect and vaiidate the

information.

A further embodiment of the invention provides a systemn and/or machine that
automatically manages and recycles the assignment of unique identifiers based
on, e.g. usage, expiration, time, day, season, product, topic, efc. o optimize
performance. Basic logic determines validity within a specific time periad, e.g. a
day after the interaction when the identifier was assigned. Probabilistic
approaches are based upon & combination of time lapse from the interaction
where identifier was assigned, 1P address or location, or ANI to predict if the
individual is the same customer. Maching lgaming and/or statistical models can
be built for the same purpose, based on historic data, e.g. a simple database
system that enables assignment, gquery, search, and management combined with
a business rules enging which allows the encoding of the various management

consiraints and processes.

A further embodiment of the invention does not require any user inputs, i.e. the
system automatically identifies a set of customer behaviors that occur separataly,
within or across channels and devices and within and across sessions. In this
embodiment, the system makes an association of these different behavior
clusters to the same individual, assigns a unique identifier to the individual,
continues 1o frack two or more behavior and/or journey sets as belonging o the
same individual, and then passes context, behavior, and prediclions based on
this larger set. This embodiment of the invention also learns from contextusal
interaciion and feedback, from environmental inleraction and feedback, and from

direct interaction and cusiomer feedback as to whether an automated prediclion

-
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and linkage are correct or incorrect.  The system updaies both the setls of
metadata that are used and the confidence levels both for the specific individual
and for the complete system so that fulure predictions of identily and
associations of behavior and/or journey sets are continuously improved and

increasingly accurate.

{{se Cases

Embodiments of the invention provide for better personalization and, hence,
better customer service. In case of a login issue, the cusiomer can directly be
given a prompt to check if he is having a login issue, or the customer can be
routed to the appropriate agent, where agent is already made aware of the
customer's problem via a database appropriate mechanism at the agent end.
Similarly, embodimentis of the invention comprehend the passing of information,
ie. identified intent, across sessions identified as belonging to the same
customer o provide the right options, up sell and/or cross sell, discount offers, or
other information that is passed {0 agents via chat and/or voice. In this way, the

agents can address the issue faster and better.

Customer intent in a specific session can itself be predicted based on all of the
information available about the cusiomer across channels, firms, demographics,

gfc. using various models or business rules.

Another speciiic example of use case is when the customer is having a problem
with a transaction and calis for assistance, Based on either location information
deciphered from the customer's 1P address or base on AN, which can be a
generic ANI such as that of a hotel, it is possible o associste the customer
sessions and offer help to get the transaclion completed immediately, or to
provide the right information to the customer.

16
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Another example i3 in case of a customer browsing on a mobile device for a
specific product, but visiting a Website on a laptop, tablei, efc. to make the
purchase. In this case, as mentioned above, embadiments of the invention use
the customer's 1P address and browsing pattermns during the session on a non-
maobile device o tie to the session in the mobile device, such that appropriate
personalization, such as recommendations associated with the particular product
or discount, are provided.

Similar aspects can be used {0 address the customer appropriately on non-
customer support channels, such as providing proper targeting ads on social
nefworking sites.

Computer implementation

Figure 2 is a block schematic diagram that depicts 2 machine in the exemplary
form of a computer system 1600 within which a set of instructions for causing the
machine to perform any of the herein disclosed methodologies may be executed.
In alternative embodiments, the machine may comprise or include a network
router, a network switch, a network bridge, personal digital assistant (PDA), a
celluiar telephone, a Web appliance or any machine capable of executing or
transmitting a8 sequence of instructions that specify actions to be taken.

The computer system 1600 includes a processor 1802, a main memory 1604
and a static memory 16806, which communicate with each other via a bus 1608.
The computer system 16800 may further include a display unit 1610, for example,
a liguid crystal display (LCD) or a cathode ray tube {CRT). The computer system
1600 also includes an alphanumeric input device 1612, for example, a keyboard;
a cursor conirol device 1614, for example, a mouse; a disk drive unit 1618, 8
signal generation device 1618, for example, a speaker, and a network interface
device 1628.
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The disk drive unit 1616 includes a machine-readable medium 1624 on which is
stored a set of executable instructions, ie., software, 1626 embuodying any one,
or all, of the methodologies described herein below. The software 1626 is aiso
shown 1o reside, completely or at least partially, within the main memory 1604
and/or within the processor 1602, The soflware 1626 may further be transmitied

or received over a network 1630 by means of a network interface device 1628.

In contrast to the system 1600 discussed above, a different embodiment uses
logic circuitry instead of computer-exaecuted instructions o implement processing
entities. Depending upon the particular requirements of the application in the
areas of speed, expense, tooling costs, and the like, this logic may be
implemented by constructing an application-specific integrated circuit {(ASIC)
having thousands of tiny integrated ftransistors.  Such an ASIC may be
implemented with CMOS (complementary metal oxide semiconductor), TTL
{transistor-transisior logic), VLS {very large systems integration), or another
suitable construction. Other allernatives include a digital signal processing chip
(DSP), discrete circuitry (such as resistors, capacitors, diodes, inductors, and
transistors), field programmable gate array (FPGA), programmable logic array
{PLA), programmabile logic device {(PLD}, and the like.

it is o be understond that embodiments may be used as or to support software
programs or software modules executed upon some form of processing core
{such as the CPU of a computer) or otherwise implemented or realized upon or
within a machine or computer readable medium. A machine-readable medium
includes any meachanism for storing or transmitting information in a form readable
by a maching, e.g., a computer. For example, a machine readable medium
includes read-only memory (ROM); random access memory (RAM});, magnetic
disk storage media; optical storage media; flash memory devices,; electrical,
optical, acoustical or other form of propagated signals, for example, carrier
waves, infrared signals, digital signals, efc.; or any other type of media suitable

for storing or transmitting information.

18
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Although the inveniion is described herein with reference to the preferred
embodiment, one skilied in the arl will readily appreciate that other appiications
may be substituted for those set forth herein without departing from the spirit and
scope of the present invention. Accordingly, the invention should only be limited

by the Claims included below.
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CLAIMS

1. A computer implemented method for multi-channel customer identification,
comprising:
creating a unique customer identification;
identifying, with a processor, contextual customer behavior for a plurality of
channels of customer engagement;
said processor capturing, collecting, and storing said contextual customer
behavior as meta-data, and associating said meta-data with said uniquely assigned
identifier;
said processor automatically identifying a set of customer behaviors that occur
separately, within or across channels and devices and within and across sessions to
automatically predict that two customers have the same identity within and across
channels, devices, and within and across sessions;
wherein said contextual customer behavior comprises customer intent;
wherein said intent is predicted based on all of the information available
about the customer across said channels; and
wherein said contextual customer behavior further comprises any of:
historical behavior of the customer in one or more channels, said
channels comprising any of Web, IVR, phone, CRM, purchase, and store;
previous customer experiences including any of success, failure,
satisfaction, and complaints;
customer browsing, including any of purchasing, servicing, social,
credit, viewing actions, and behaviors and sequences;
customer preferences;
customer journeys;
customer progress comprising any of cart and order contents;
customer status; and
customer data from social sites and blogs;
said processor linking said unique customer identification and said contextual
customer behavior in real time between any of said plurality of channels of customer

engagement by matching and using the unique identifier associated with the specific
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customer and the associated meta-data to identify and tag said customer and said
customer's context uniquely, wherein said channels are accessed any of concurrently

and sequentially.

2. The method of Claim 1, wherein said unique identifier comprises any of:

a uniform resource locator (URL);

a uniquely generated hash code sequence of numbers;

a uniquely generated hash code sequence of letters;

a uniquely generated hash code sequence of symbols;

a uniquely generated hash code sequence of images;

a uniquely generated hash code sequence of sounds;

words, in any language or combination of languages, or combinations of words;

phases in any language or combination of languages;

sentences;

paragraphs;

Verses;

lyrics;

quotations;

titles to any of movies, television shows, books, poems, songs, and albums;

names of any of famous people, actors, sports teams, and events;

locations;

terms;

any combination of the above; and

private personally identifiable information comprising any of ANI, email address,
customer name, customer ID, user ID, username, account number, card number,

registration number, vehicle number, and combinations thereof.
3. The method of Claim 1, further comprising:

providing any of a catalog, library, and collection of unique unassigned identifiers
stored in any of encrypted and free-text for use to create said unique customer

21



11 Sep 2015

2013262481

identification.

4. The method of Claim 1, further comprising:
providing a facility for creating new unique identifiers and for automatically adding
said new unique identifiers to any of an original catalog or library.

5. The method of Claim 1, further comprising:

providing a facility for managing one or more catalogs of unique identifiers.

6. The method of Claim 1, further comprising:
providing a facility for any of scoring, ranking, and prioritizing said unique
identifiers by any of ease of remembrance, ease of engagement, ease of acceptance,

and ease of use.

7. The method of Claim 1, further comprising:
providing a facility for selecting and assigning a unique identifier to a specific
customer by any of randomly, algorithmically, and programmatically.

8. The method of Claim 1, further comprising:
providing a facility for interacting with an individual customer in one or more
channels for any of communicating and assigning a selected identifier to said customer

uniquely.

9. The method of Claim 1, further comprising:
providing a facility for any of collecting, interacting, requesting, and interrogating

said customer to obtain an input from said customer for use as said unique identifier.

10. The method of Claim 1, further comprising:
providing a facility for automatically creating and presenting a set of behaviors to
increase an engagement level of said consumer to prod said customer to either accept

a machine assigned unique identifier or to provide their own identifier.
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11. The method of Claim 1, further comprising:

providing a facility for any of managing, optimizing, and recycling any of a limited
and unlimited number of unique identifiers to optimize any of performance, access,
storage, and other desired metrics based on a set of parameters comprising any of age,

usage, clean or dirty, time of day, seasonality, product, and customer segment.

12. The method of Claim 1, further comprising:
providing a facility for any of sharing, transferring, and communicating, both the
unique identifies and associated meta-data between different systems in different

channels.

13. The method of Claim 1, further comprising:

providing a facility for any of accessing, indexing, and using associated meta-
data in real time, based on said unique identifier, for any of personalizing, focusing,
tuning, optimizing, and predicting said customer's experience moving forward, based on
said meta-data and said unique identifier, on one or more channels either sequentially

or concurrently.

14. The method of Claim 1, further comprising:
providing a facility for seamlessly and continuously linking customer actions and
steps across multiple sequential and concurrent channels by matching and using said

unique identifier associated with said specific consumer and associated meta-data.

15. The method of Claim 1, further comprising:

providing a facility for tracking and reporting on customer behavior, engagement
success and failure, context passing and usage, prediction, and customer satisfaction
and effort in connection with deployment and use of a multi-channel, multi-modal,

unique identifier assignment, management, and experience system.

16. The method of Claim 1, further comprising:
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providing a facility for automatically managing and recycling assignment of

unique identifiers based on any of usage, expiration, time, day, season, product, topic.

17. A computer implemented method for multi-channel customer identification,
comprising:
a processor capturing, collecting, and storing contextual customer behavior as
meta-data;
said processor automatically identifying a set of customer behaviors that occur
separately, within or across channels and devices and within and across sessions to
automatically predict that two customers have the same identity within and across
channels, devices, and within and across sessions;
wherein said contextual customer behavior comprises customer intent;
wherein said intent is predicted based on all of the information available
about the customer across said channels; and
wherein said contextual customer behavior further comprises any of:
historical behavior of the customer in one or more channels, said
channels comprising any of Web, IVR, phone, CRM, purchase, and store;
previous customer experiences including any of success, failure,
satisfaction, and complaints;
customer browsing, including any of purchasing, servicing, social,
credit, viewing actions, and behaviors and sequences;
customer preferences;
customer journeys;
customer progress comprising any of cart and order contents;
customer status; and
customer data from social sites and blogs;
said processor making an association of meta-data in different behavior clusters
to a same individual;
said processor assigning a unique identifier to said individual,
said processor tracking a larger information set comprising any of two or more

behavior sets and journey sets as belonging to the same individual by matching and
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using the unigue identifier associated with the individual and the associated meta-data;
and
said processor outputting context, behavior, and predictions based on said larger

information set.

18. The method of Claim 17, further comprising:

said processor learning from any of contextual interaction and feedback,
environmental interaction and feedback, and direct interaction and customer feedback
to determine whether an automated prediction and linkage are correct or incorrect.

19. The method of Claim 17, further comprising:

said processor updating said larger information set and confidence levels both for
a specific individual and for an overall database, wherein predictions of identity and
associations of behavior and/or journey sets are continuously improved and increasingly

accurate.

20. The method of Claim 1, further comprising:

said processor determining from contextual interaction and feedback, from
environmental interaction and feedback, and from direct interaction and customer
feedback whether an automated prediction and linkage is correct or incorrect; and

said processor updating the metadata used and associated confidence levels
both for the specific customer and overall to continuously improve the accuracy of future
predictions of customer identity and associations of behavior and/or journey sets to a

specific customer.
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