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(57) Abstract: Systems and methods for risk and fraud mitigation are presented. According to one or more aspects of the disclo¬
sure, a plurality of transactions may be processed without applying one or more active fraud rules. A hit rate for at least one fraud

o rule of the one or more active fraud rules then may be determined. Thereafter, a positive hit rate for the at least one fraud rule may
be determined based on fraud event data corresponding to the plurality of transactions. In some arrangements, each transaction of

o the plurality of transactions may be randomly selected, from a larger plurality of received transactions, for inclusion in the plurali¬
ty of transactions to be processed without application of the one or more active fraud rules. Additionally or alternatively, in certain
arrangements, one or more fraud rules may be activated or deactivated based on their corresponding hit rates and positive hit rates.



SOFTWARE AND METHODS FOR RISK AND FRAUD MITIGATION

CROSS-REFERENCES TO RELATED APPLICATIONS

[0001] The present non-provisional application claims the benefit of U.S. Provisional

Patent Application No. 61/455,456, filed on October 2 1 , 2010, and entitled "Software

and Methods for Risk and Fraud Mitigation for Transaction Processing Systems Utilizing

Segmented Distribution and Randomization of Rule Sets," which is incorporated by

reference herein in its entirety for all purposes.

BACKGROUND

[0002] Detecting and preventing fraudulent transactions is a concern for many

organizations that process payments. Indeed, such organizations may apply various

rules when processing transactions that operate to deny transactions that seem

fraudulent, while allowing other transactions that seem legitimate to be completed. In

implementing these rules, however, the payment processor's interest in denying

transactions that seem fraudulent may need to be balanced with a competing interest in

providing users with a convenient experience, because rules that deny too many

legitimate transactions along with the fraudulent ones may lead to a negative user

experience. On the other hand, implementing rules that are too lax may expose the

payment processor to heightened fraud and consequent financial losses.

[0003] A table showing these competing interests is illustrated in FIG. 1A. As seen in

this table, it may be desirable for fraud rules to allow legitimate transactions and block

fraudulent transactions. However, blocking legitimate transactions (e.g., with fraud rules

that are inaccurate) may be considered one type of error in processing transactions,

and allowing fraudulent transactions (e.g., with fraud rules that are ineffective) may be

considered another type of error in processing transactions. Aspects of the disclosure

provide more convenient and effective ways of mitigating risk and fraud in processing

transactions.



[0004] Embodiments of the invention address these problems, individually and

collectively.

SUMMARY

[0005] Aspects of the disclosure are generally directed to systems and methods for

risk and fraud mitigation. Some aspects of the disclosure relate to selecting a subset of

transactions (e.g., a subset of all transactions received by an organization that

processes payments) for inclusion in a control group. In these aspects, a plurality of

transactions (e.g., which together form the control group) may be processed without

applying one or more active fraud rules. Subsequently, a hit rate for at least one fraud

rule may be determined, and the hit rate may represent a first set of transactions within

the control group that would have been declined by operation of the at least one fraud

rule had the rule been applied during processing. In addition, a positive hit rate for the

at least one fraud rule may be determined, and the positive hit rate may represent a

second set of transactions within the first set that actually resulted in at least one fraud

event (e.g., a chargeback). In at least one arrangement, transactions are randomly

selected for inclusion in the control group from a larger set of transactions received by

the organization.

[0006] Other aspects of the disclosure relate to optimizing the fraud rules that are

applied to transactions during processing based on the hit rate and the positive hit rate

corresponding to the fraud rules. For example, an inactive fraud rule may be activated

when it is determined that the ratio of the rule's positive hit rate to the rule's hit rate

exceeds a predetermined threshold. Additionally or alternatively, an active fraud rule

may be deactivated when it is determined that the ratio of the rule's positive hit rate to

the rule's hit rate falls below a predetermined threshold.

[0007] These and other embodiments of the invention are described in further detail

below.

BRIEF DESCRIPTION OF THE DRAWINGS

[0008] FIG. 1A is a table that illustrates an example of one or more processing errors

that one or more aspects of the disclosure may address.



[0009] FIG. 1B is a simplified block diagram that illustrates an example of a system for

risk and fraud mitigation according to one or more aspects of the disclosure.

[0010] FIG. 2 is a simplified block diagram that illustrates additional example aspects

of a system for risk and fraud mitigation according to one or more aspects of the

disclosure.

[001 1] FIG. 3 is a simplified flow diagram that illustrates a method of selecting

transactions for inclusion in a control group according to one or more aspects of the

disclosure.

[0012] FIG. 4A is a simplified flow diagram that illustrates a method of optimizing fraud

rules according to one or more aspects of the disclosure.

[0013] FIG. 4B is a simplified flow diagram that illustrates another method of

optimizing fraud rules according to one or more aspects of the disclosure.

[0014] FIG. 5 is a diagram that illustrates an example user interface screen for

managing one or more fraud rules according to one or more aspects of the disclosure.

[0015] FIG. 6 is a diagram that illustrates an example user interface screen for defining

a fraud rule according to one or more aspects of the disclosure.

[0016] FIG. 7A is a diagram that illustrates an example user interface screen for

viewing a fraud report according to one or more aspects of the disclosure.

[0017] FIG. 7B is a diagram that illustrates an example user interface screen for

viewing a fraud rule performance report according to one or more aspects of the

disclosure.

[0018] FIG. 8 is a simplified block diagram that illustrates an example of a computer

apparatus in which various aspects of the disclosure may be implemented.

DETAILED DESCRIPTION

[0019] Aspects of the disclosure are generally directed to systems and methods for

risk and fraud mitigation. In particular, one or more aspects of the disclosure may be

implemented in a transaction processing system, such as a system used by a credit or



debit payment processing network, to gain a better understanding of the identifying

characteristics of fraudulent transactions and to fine-tune the rules used in deciding

which transactions are authorized and which are declined.

[0020] According to one or more aspects of the disclosure, these objects may be

accomplished by treating a subset of all transactions as a control group that are

processed and authorized without regard to the fraud rules that are otherwise in effect.

By analyzing information about the transactions in the control group, such as how many

of the control group transactions later resulted in an actual fraud event like a

chargeback, and by modeling how the fraud rules would have applied to these control

group transactions, the effectiveness and accuracy of how well individual fraud rules

actually predict fraudulent transactions may be determined. Moreover, the results of

this analysis may be used to decide which fraud rules should be used in deciding

whether to authorize or decline transactions, and which should not.

[0021] Prior to discussing various embodiments and arrangements in greater detail,

several terms will be described to provide a better understanding of this disclosure.

[0022] A "transaction" may be an interaction between two parties, at least one of which

may provide value (e.g., money) in exchange for something else. A transaction may

include a request (e.g., an authorization request message) to authorize or decline an

exchange of funds between two entities. In many instances, such a request may be

received by a computing device, such as a computer server operated by a payment

processing network. The two entities who wish to exchange funds may, for example,

include a payee, who is to receive the funds, and a payor, who is to pay the funds. The

payor and the payee may, for instance, hold accounts with different financial institutions

(e.g., different banks), and the payment processing network may connect these different

financial institutions to allow them to communicate information that enables the

exchange of funds between the payor and the payee. For simplicity and ease of

illustration, the description below may refer to the submission of a "transaction" or the

like. In this case, the submission of a transaction may refer to submission of requests

or messages that form part of the transaction.

[0023] In many instances, the payee may be a merchant, and the transaction may

represent a payment to the merchant for goods and/or services provided by the



merchant to the payor, for instance. Additionally, the payor may be a person,

organization, or other entity to which a financial institution has issued one or more

payment devices, such as one or more credit cards, debit cards, gift cards, payment

chips or tags (e.g., devices configured to wirelessly exchange radio-frequency data,

such as tags implementing Near-Field Communications technology), and/or other

payment devices. To initiate the transaction, the payor may have presented such a

payment device to the merchant to pay for the goods and/or services provided by the

merchant, for instance.

[0024] A "fraudulent transaction" may be a transaction that is initiated by or on behalf

of an individual, organization, or other entity that is not itself initiating the transaction

and has not authorized another entity to initiate the transaction on its behalf. For

example, a fraudulent transaction may result when a fraudster obtains a legitimate

accountholder's credit card number and uses the credit card number to purchase

merchandise over the Internet.

[0025] A "fraud rule" may be a rule used by a payment processing network to identify

fraudulent transactions. In many instances, such a rule may be defined as one or more

conditions that, if met with respect to a particular transaction, indicate that the

transaction is fraudulent or otherwise not authorized by the authentic parties to the

transaction. Each of the one or more conditions may probe different aspects of the

transaction so as to assess the likelihood of the transaction being fraudulent or

legitimate, and the transaction may be authorized or declined (e.g., by the payment

processing network) based on the fraudulent-or-legitimate outcome of applying the rule.

Many factors may be considered and accounted for in making this determination. For

instance, one example fraud rule may include a condition that asks whether a

transaction originates from a particular country (and accordingly causes transaction

originating from that country to be declined), while another example fraud rule may

include a condition that asks whether the transaction exceeds a daily spending limit for

the account.

[0026] An "active fraud rule" may be a fraud rule that is applied to one or more

transactions when determining, for instance, whether to authorize or decline the one or

more transactions. In addition, if application of an active fraud rule to a particular



transaction indicates that the transaction may be fraudulent (e.g., because the

conditions of the fraud rule are met), then the transaction may be declined.

[0027] An "inactive fraud rule" may be a fraud rule that is also applied to one or more

transactions when determining whether to authorize or decline the one or more

transactions. In contrast to an active fraud rule, however, if application of an inactive

fraud rule to a particular transaction indicates that the transaction may be fraudulent

(e.g., because the conditions of the fraud rule are met), then the transaction might not

be declined. Thus, in many instances, an inactive fraud rule may be a newly introduced

fraud rule that is still being tested (e.g., to evaluate how effectively the rule may or might

not identify fraudulent transactions). Additionally or alternatively, an inactive fraud rule

may be a fraud rule that has been deactivated because it was determined that the rule

was not accurate and/or effective enough at identifying fraudulent transactions.

[0028] A "hit rate" may be a value or number that measures or counts, for a particular

fraud rule, how many transactions meet the one or more conditions of the fraud rule.

Thus, for an active fraud rule, the hit rate may measure not only how many transactions

meet all of the conditions of the fraud rule, but also how many transactions are declined

as a result of the fraud rule.

[0029] A "fraud event" may be an event that occurs in connection with a particular

transaction that allows the transaction to be objectively identified as fraudulent. Such

an event may typically occur well after the transaction is initially processed and

authorized (e.g., by a payment processing network). In many instances, a fraud event

may be a chargeback, which is when a previously authorized transaction must be

reversed (and the corresponding funds that were exchanged must be returned) because

the accountholder identified the transaction as a fraudulent one that was not actually

initiated by the accountholder.

[0030] A "positive hit rate" may be a value or number that measures or counts, for a

particular fraud rule, how many transactions not only met the one or more conditions of

the fraud rule, but also subsequently resulted in a fraud event. The positive hit rate may

be expressed as a percentage. The positive hit rate may be measured with respect to

inactive fraud rules and with respect to active fraud rules when such active fraud rules

are not applied to a subset of transactions (e.g., a control group of transactions), since if



an active fraud rule were applied to a transaction that met the conditions of the fraud

rule, the transaction would be declined. Moreover, by comparing the positive hit rate for

a fraud rule to the rule's hit rate, as described in greater detail below, one can develop

an understanding of how accurately and effectively the particular fraud rule identifies

fraudulent transactions, and one can decide whether to activate or deactivate the fraud

rule accordingly.

[0031] FIG. 1B is a simplified block diagram that illustrates an example of a system for

risk and fraud mitigation according to one or more aspects of the disclosure. In one or

more arrangements, system 100 may include a fraud server computer 101 . Fraud

server computer 101 may be a computing device that includes one or more processors,

storage devices, and/or other hardware components and/or software modules. These

components and/or modules may allow fraud server computer 10 1 to implement various

aspects of the disclosure, such as one or more of the methods and/or method steps

described in greater detail below. For example, fraud server computer 10 1 may be

operated by a payment processing network to process transactions, select some

transactions for inclusion in a control group, and/or optimize the fraud rules that are

applied to transactions during processing.

[0032] To perform these and/or other functions, fraud server computer 10 1 may

include, in at least one arrangement, a rules engine 105, an optimization engine 110, a

transaction monitoring unit 115, and a randomizer 120. In some arrangements, rules

engine 105, optimization engine 110, transaction monitoring unit 115, and randomizer

120 may be implemented as software modules stored as computer-readable

instructions on a computer-readable medium that, when executed by a computing

device, cause the computing device to provide the software modules and the

functionalities (described below) associated with each of them. In other arrangements,

rules engine 105, optimization engine 110, transaction monitoring unit 115, and

randomizer 120 may implemented in separate computing devices that are

communicatively coupled (e.g., via a back-office network) and operate together to

provide the functionalities of fraud server computer 10 1 . These and other features of

fraud server computer 10 1 will now be described through a discussion of example

functionalities that such components and/or modules may provide.



[0033] In one or more arrangements, fraud server computer 101 may receive

transactions from a plurality of merchant sites, such as merchant site 140, merchant site

145, and merchant site 150, which each may transmit transactions to fraud server

computer 10 1 to authorize, decline, and/or otherwise process the transactions. In one

example, one merchant site (e.g., merchant site 140) may be an online retailer, another

merchant site (e.g., merchant site 145) may be a grocery store, and another merchant

site (e.g., merchant site 150) may be a public transit authority. While three merchant

sites are illustrated in this example for simplicity, fraud server computer 10 1 may, in

practice, receive transactions from thousands of, if not hundreds of thousands of,

different merchants.

[0034] When a transaction is first transmitted to fraud server computer 10 1 from a

merchant site (e.g., merchant site 140), electronic information about the transaction may

first be received by transaction monitoring unit 115 of fraud server computer 10 1 . For

example, transaction monitoring unit 115 may establish and/or maintain a data

connection with a payment terminal (e.g., a credit card reader, cash register, etc.)

located at the merchant site, and transaction monitoring unit 115 subsequently may

receive information about the transaction via this data connection.

[0035] Subsequently, the transaction monitoring unit 115 may send information about

the received transaction to randomizer 120. In one or more arrangements, randomizer

120 may randomly select transactions received by the fraud server computer 10 1 for

inclusion in a control group. In at least one arrangement, when a transaction is selected

for inclusion in the control group, the fraud server computer 10 1 may simply authorize

the transaction, even if one or more active fraud rules indicate that the transaction may

be fraudulent (e.g., even if the conditions of one or more fraud rules are met by the

transaction). By randomly selecting some transactions for inclusion in a control group

with respect to which fraud rules are not applied, a baseline amount of fraud may be

determined by measuring how many of the control group transactions subsequently

result in fraud events, such as chargebacks. Additionally or alternatively, the accuracy

and effectiveness of fraud rules may be determined using the control group data as an

input, as one may determine how many transactions a particular rule would have

declined (e.g., a hit rate for the rule) and how many of those transactions were actually

fraudulent transactions (e.g., a positive hit rate for the rule).



[0036] In some arrangements, prior to selecting a transaction for inclusion in the

control group, randomizer 120 may first exclude transactions having known fraudulent

elements from the group of transactions from which it is selecting, such that

transactions having known fraudulent elements may be prevented from being selected

for inclusion in the control group. Known fraudulent elements may include, for instance,

user names and/or other user identifiers known to be associated with fraudsters and/or

other fraudulent transactions, Internet addresses (e.g., IP addresses, URLs, domain

names, etc.) known to be associated with fraudsters and/or other fraudulent

transactions, and/or account numbers (e.g., credit card numbers, debit card numbers,

gift card numbers, etc.) known to be associated with fraudsters and/or other fraudulent

transactions. In at least one arrangement, information about known fraudulent elements

may be included in one or more negative lists and/or negative files, which in turn may

be stored in a data table or database that is stored on and/or accessible to fraud server

computer 10 1 , such as database 125. Moreover, in some cases, it may be desirable to

exclude transactions having known fraudulent elements in this manner so as to prevent

known fraudsters from taking advantage of instances where a transaction is selected for

inclusion in the control group and fraud rules that would otherwise prevent the fraudster

from completing a fraudulent transaction are not applied.

[0037] In one or more arrangements, rules engine 105 then may apply one or more

fraud rules to the transaction. If, for instance, the transaction was not selected for

inclusion in the control group, then rules engine 105 may apply any and/or all of the

fraud rules that are currently active fraud rules and in turn may determine, based on

whether the transaction meets the conditions of any of the active fraud rules, whether to

authorize or decline the transaction. In addition, the rules engine 105 may evaluate the

transaction using any and/or all of the inactive fraud rules to collect data as to whether

such inactive fraud rules would have identified the transaction as fraudulent (e.g.,

without allowing such inactive fraud rules to affect the decision on whether to authorize

or decline the transaction, however). On the other hand, if the transaction was selected

for inclusion in the control group, then rules engine 105 may, for instance, allow the

transaction to be authorized without applying any of the active fraud rules. In addition,

the rules engine 105 may evaluate the transaction using any and/or all of the active and

inactive fraud rules to collect data as to whether such active and inactive fraud rules



would have identified the transaction as fraudulent (e.g., without allowing any of the

fraud rules to affect the decision to authorize the transaction).

[0038] One example of a fraud rule that might be applied by rules engine 105 may

operate such that if a particular user or accountholder has had a transaction declined

(e.g., within a predetermined period of time, such as within the last twenty four hours),

then any subsequent transaction attempted during a second period of time (e.g., the

next three days) may be declined. For instance, if a user attempted a first transaction

that fraud server computer 10 1 declined because it was determined that the first

transaction was attempted more than 1,000 miles away from the user's registered billing

address (in violation of a particular fraud rule, for instance), then any subsequent

transactions attempted by the user during the next three days (following the time at

which the first transaction was attempted and declined) will in turn be declined as well.

Thus, in this example, even if the user were to attempt a second transaction within 50

miles of the user's registered billing address on the following day, this second

transaction would be declined by operation of this example fraud rule. As may be seen

in this example, by implementing such a fraud rule, the risk of allowing further fraudulent

transactions may be mitigated by preventing subsequent attempted transactions from

being authorized for a particular period of time (during which, for instance, the account

may be investigated and/or other actions may be taken).

[0039] In some instances, when evaluating a transaction using one or more fraud

rules, rules engine 105 may draw on information provided by external and/or third party

services. For example, some fraud rules may be tied to the current location of the

payor. In situations where the payor is purchasing goods online, rules engine 105 might

rely on an external IP geolocation service 130 to determine the current location of the

payor (e.g., based on the IP address from which the order originated) so as to evaluate

the transaction using such fraud rules. In another example, some fraud rules may be

tied to the registered billing address for a payment device being used to initiate the

transaction (e.g., the registered billing address of a credit card). In these cases, rules

engine 105 might rely on an external address verification service (AVS) checking

service 135 to compare a provided billing address for the payment device (e.g., as

entered by the user originating the transaction) with the registered billing address for the

payment device. Other possible inputs for fraud rules that may be provided by and/or



analyzed by external and/or third party services may include IP proxy addresses, device

identification fingerprints, transaction velocity counts, transaction value velocity

amounts, browser languages, browser types, and/or operating system details.

[0040] In one or more arrangements, optimization engine 110 may determine whether

to activate, deactivate, and/or otherwise adjust fraud rules. For example, optimization

engine 110 may determine that an inactive fraud rule should be activated based on, for

instance, a determination that the ratio of the fraud rule's positive hit rate to the fraud

rule's hit rate exceeds a predetermined threshold amount. For instance, an inactive

fraud rule may have a positive hit rate of 8 transactions and a hit rate of 10 transactions,

and optimization engine 110 may determine to activate the fraud rule based on the ratio

of 8/1 0 or 0.8 exceeding a predetermined threshold amount of 0.75, as when this ratio

exceeds the predetermined threshold, the fraud rule may be performing accurately and

effectively enough as to warrant activation. On the other hand, in another example,

optimization engine 110 may determine that an active fraud rule should be deactivated

based on, for instance, a determination that the ratio of the fraud rule's positive hit rate

to the fraud rule's hit rate falls below a predetermined threshold amount. For instance,

an active fraud rule may have a positive hit rate of 6 transactions and a hit rate of 24

transactions, and optimization engine 110 may determine to deactivate the fraud rule

based on the ratio of 6/24 or 0.25 falling below a predetermined threshold amount of

0.30, as when this ratio falls below the predetermined threshold, the fraud rule may be

performing so inaccurately and ineffectively as to warrant deactivation.

[0041] Additionally or alternatively, as seen in these examples, the threshold that an

inactive fraud rule must exceed to warrant activation may be different from and/or

greater than the threshold that an active fraud rule must fall below to warrant

deactivation. Additionally or alternatively, the activation threshold and/or deactivation

threshold may vary from rule-to-rule, such that one rule may have a first activation

threshold and a first deactivation threshold, while a another rule may have a second

activation threshold and a second deactivation threshold, different from the first

activation threshold and the first deactivation threshold, respectively.

[0042] Turning now to FIG. 2, an example of how different sets of fraud rules may be

applied to different transactions, such as transactions received by fraud server



computer 10 1, will be described. In particular, FIG. 2 is a simplified block diagram that

illustrates additional example aspects of a system for risk and fraud mitigation according

to one or more aspects of the disclosure.

[0043] As seen in FIG. 2, fraud server computer 10 1 may receive a plurality of

transactions (e.g., "Transaction 1," "Transaction 2," "Transaction 3," etc.) during a

particular time period (e.g., "Time Period Y"). As these transactions are received,

randomizer 120 may randomly select one or more transactions for inclusion in a control

group (e.g., "Segment A") with respect to which only limited fraud rules or no fraud rules

might be applied in determining whether to authorize or decline the transactions. In

addition, randomizer 120 may sort other transactions into various segments (e.g.,

"Segment B" and "Segment C") based on various criteria. For example, randomizer 120

may sort transactions that originate within the U.S. into Segment B and transactions that

originate outside of the U.S. into Segment C, and different sets of fraud rules may be

applied to transactions in the different segments. For instance, rules engine 105 may

apply a first set of rules (e.g., "Rule Set X") to transactions in a first segment (e.g.,

"Segment B") and a second set of rules (e.g., "Rule Set Y"), which may different from

the first set of rules, to transactions in a second segment (e.g., "Segment C"). While

transactions that originate within the U.S. and transactions that originate outside of the

U.S. are used as examples of different segments here, other distinctions may be drawn

and other segments may be defined instead of or in addition to those discussed in these

examples.

[0044] In at least one arrangement, where transactions are sorted into different

segments, randomizer 120 may select transactions corresponding to each segment in

proportion to the relative size of each segment. For example, if transactions

corresponding to a first segment make up 40% of all transactions and transactions

corresponding to a second segment make up the other 60% of all transactions, then

randomizer 120 may randomly select transactions for inclusion in the control group such

that 40% of transactions in the control group correspond to the first segment and 60% of

the transactions in the control group correspond to the second segment. This approach

may be desirable in some instances because by maintaining the proportions of the

various transaction segments within the control group, the control group may better



reflect the actual nature of all transactions received and processed by the fraud server

computer 10 1 .

[0045] In addition, during and/or after the particular time period (e.g., "Time Period Y")

in which transactions are received, optimization engine 110 may adjust one or more

fraud rules and one or more rule sets to more accurately and effectively identify

fraudulent transactions. For example, optimization engine 110 may activate one or

more inactive fraud rules and/or deactivate one or more active fraud rules. In this

manner, fraud rules might be inferred from one set of transactions and subsequently

applied when processing a different set of transactions. Additionally or alternatively,

optimization engine 110 may compare different sets of fraud rules to determine whether

one set of fraud rules is more accurate and effective at identifying fraudulent

transactions than another (e.g., "Rules in Segment B vs. C"). In some instances, a

single consolidated rule may be defined as a combination of a plurality of other fraud

rules, and the effectiveness and/or accuracy of the single consolidated rule may be

evaluated in the same way that the effectiveness and/or accuracy of any other fraud

rule may be evaluated as described herein. By defining one or more combinations of

rules and then evaluating the combinations (e.g., by determining the hit rate and

positive hit rate for the combination and then automatically activating and/or

deactivating the rule, for instance, by using one or more of the methods described

below), the resources (e.g., computer processing resources, such as processing power,

processing time, etc.) required to conduct the rule optimization analysis may be reduced

because a plurality of rules may be evaluated as if they were one.

[0046] Having described various aspects, features, and functionalities of a system for

risk and fraud mitigation with respect to FIGS. 1B and 2, the methods and/or method

steps that may implemented by and/or in such a system will now be described in greater

detail with reference to FIGS. 3, 4A, and 4B.

[0047] FIG. 3 is a simplified flow diagram that illustrates a method of selecting

transactions for inclusion in a control group according to one or more aspects of the

disclosure. In one or more arrangements, the example method illustrated in FIG. 3 may

be performed by a computing device, such as fraud server computer 101 , in selecting

one or more transactions for inclusion in a control group, for instance.



[0048] In step 305, a transaction may be received. For example, in step 305, fraud

server computer 101 may receive a transaction from a merchant site. As described

above, the transaction may, for instance, be received via a payment processing

network, and the transaction may represent a request to authorize or decline an

exchange of funds between the merchant and a payor who presented a payment device

(e.g., a credit card) to the merchant to pay for goods and/or services provided by the

merchant.

[0049] In step 310, it may be determined whether the transaction is associated with

one or more known fraudulent elements. For example, in step 310, fraud server

computer 10 1 may determine whether the payor originating the transaction has a user

name or other user identifier known to be associated with a fraudster and/or other

fraudulent transactions, whether the transaction is originating from an Internet address

(e.g., an IP address, URL, domain name, etc.) known to be associated with a fraudster

and/or other fraudulent transactions, and/or whether the transaction involves an account

number (e.g., a bank account number, a checking account number, a savings account

number, etc.) known to be associated with a fraudster and/or other fraudulent

transactions. Other possible known fraudulent elements that may be similarly evaluated

include whether the transaction involves a known fraudulent card number (e.g., a credit

card number, debit card number, gift card number, etc.), whether the transaction is

associated with a known fraudulent phone number, whether the transaction involves a

known fraudulent billing address, and/or whether the transaction involves a known

fraudulent device fingerprint (e.g., a unique identifier assigned to and/or otherwise

associated with a particular payment device).

[0050] In one or more additional and/or alternative arrangements, fraud server

computer 10 1 may determine that a transaction is associated with a known fraudulent

element if the payor originating the transaction is associated with any other transaction

that has tripped a fraud rule within a predetermined period of time. For example, if the

payor originating the transaction also attempted another transaction within a

predetermined period of time (e.g., within the last twenty four hours, within the last three

days, within the last seven days, etc.) that was declined by operation of one or more

active fraud rules (e.g., by applying a fraud rule to the transaction, it was determined

that the transaction may be fraudulent, because, e.g., the transaction met one or more



criteria of the fraud rule), then a system implementing one or more aspects of the

disclosure (e.g., fraud server computer 10 1) may determine that the transaction is

associated with a known fraudulent element. In operation, such a determination may be

significant, because determining that the transaction is associated with a known

fraudulent element (e.g., determining that the payor originated another transaction that

tripped a fraud rule and/or was declined as a result of applying the fraud rule within a

recent time period) may in turn result in the transaction being prevented from being

selected for inclusion in a control group of transactions that are processed without

applying one or more fraud rules, as described below.

[0051] Referring again to FIG. 3, if it is determined in step 3 10, that the transaction is

not associated with one or more known fraudulent elements, then in step 3 15, a random

selection algorithm may be applied to the transaction to determine whether to select the

transaction for inclusion in a control group. For example, in step 3 15, fraud server

computer 10 1 may execute a random selection algorithm to determine whether to select

the transaction for inclusion in a control group. In at least one arrangement, this may

involve fraud server computer 101 assigning a first random number within a

predetermined range (e.g., an integer between 1 and 100) to the transaction, generating

a second random number within a predetermined range (e.g., another integer between

1 and 100), then determining that the transaction is selected for the control group if the

first random number matches the second random number, and determining that the

transaction is not selected for the control group if the first random number does not

match the second random number.

[0052] In step 320, it may be determined whether the transaction was selected for

inclusion in the control group. For example, in step 320, fraud server computer 10 1

may determine whether application of the random selection algorithm in step 3 15

resulted in the transaction being selected for inclusion in the control group.

[0053] If it is determined, in step 320, that the transaction was selected for inclusion in

the control group, then in step 325, the transaction may be processed without applying

one or more active fraud rules. For example, if fraud server computer 101 determines

that the transaction was selected for inclusion in the control group, then fraud server

computer 10 1 may determine to authorize the transaction, even if one or more active



fraud rules indicate that the transaction may be fraudulent (e.g., because the transaction

meets the conditions of one or more active fraud rules). In addition, having determined

to authorize the transaction, fraud server computer 10 1 may, in processing the

transaction for instance, send a message to the merchant site indicating that the

transaction has been authorized.

[0054] On the other hand, if it is determined, in step 320, that the transaction was not

selected for inclusion in the control group, or if it is determined, in step 3 10, that the

transaction is associated with one or more known fraudulent elements, then in step 330,

the transaction may be processed and one or more active fraud rules may be applied

during the processing. In instances where the transaction is associated with one or

more fraudulent elements, this processing may typically result in the transaction being

declined. For example, if fraud server computer 10 1 determines that the transaction

was not selected for inclusion in the control group (or if fraud server computer 10 1

determines that the transaction is associated with one or more known fraudulent

elements), then fraud server computer 10 1 may process the transaction by applying one

or more active fraud rules to the transaction and determining, based on whether any of

the active fraud rules indicate the transaction as being fraudulent, whether to authorize

or decline the transaction. In addition, once the active fraud rules have been applied

and a decision to authorize or decline the transaction has been made, fraud server

computer 10 1 may, in processing the transaction for instance, send a message to the

merchant site indicating whether the transaction has been authorized or declined.

[0055] Subsequently, in step 335, transaction data may be logged. For example, in

step 335, fraud server computer 10 1 may log data about the transaction by storing such

data in a data table or database (e.g., database 125). In one or more arrangements,

fraud server computer 101 may, in logging transaction data, store information including

an identifier corresponding to the transaction, an amount of the transaction, the time

and date the transaction was processed, an indication of whether the transaction was

authorized or declined, an indication of whether the transaction was selected for

inclusion in the control group, and/or other information about the transaction. By

logging transaction data in this manner, fraud event data may subsequently be analyzed

in light of the transaction data to optimize fraud rules, as described in greater detail

below with respect to FIG. 4A.



[0056] FIG. 4A is a simplified flow diagram that illustrates a method of optimizing fraud

rules according to one or more aspects of the disclosure. In one or more arrangements,

the example method of FIG. 4A may be performed by a computing device, such as

fraud server computer 10 1 , in optimizing fraud rules applied to transactions, for

instance.

[0057] In step 405, transaction data may be loaded. For example, in step 405, fraud

server computer 101 may load transaction data, such as the transaction data logged

during one or more prior iterations of the method of FIG. 3 . Such transaction data may

include various information about a plurality of transactions previously processed by

fraud server computer 10 1 , for instance, such as an identifier for each transaction, an

amount for each transaction, a time and date each transaction was processed, an

indication of whether each transaction was authorized or declined, an indication of

whether each transaction was selected for inclusion in a control group, and so on.

[0058] In step 4 10, fraud event data corresponding to the transaction data may be

loaded. For example, in step 4 10, fraud server computer 10 1 may load information

(e.g., from database 225) about one or more fraud events that occurred in connection

with one or more transactions described in the transaction data that was loaded. Such

fraud event data may indicate, for instance, whether or not a fraud event (e.g., a

chargeback) occurred in connection with each transaction for which transaction data is

available.

[0059] In step 4 15, a fraud rule from a rule set (e.g., a particular rule set to be

evaluated) may be selected. For example, in step 4 15, fraud server computer 10 1 may

select a fraud rule to be analyzed, and in instances where the analysis is repeated in a

loop for all of the fraud rules in a particular rule set, the fraud server computer 10 1 may

select the first rule in the rule set in the first iteration of the loop and, in subsequent

iterations of the loop, may select the next sequential rule in the rule set.

[0060] In step 420, a hit rate may be calculated for the selected fraud rule. For

example, in step 420, fraud server computer 101 may calculate a hit rate for the

selected fraud rule by determining, based on the previously loaded transaction data, the

number transactions in the control group that the fraud rule would have indicated as

being fraudulent (e.g., the number of transactions in the control group that meet all the



conditions of the selected fraud rule and thus would have been declined had the

selected fraud rule been applied).

[0061] In step 425, a positive hit rate may be calculated for the selected fraud rule.

For example, in step 425, fraud server computer 10 1 may calculate a positive hit rate for

the selected fraud rule by determining, based on the previously loaded transaction data

and the previously loaded fraud event data, the number of transactions in the control

group that the fraud rule would have indicated as being fraudulent and which resulted in

a fraud event, such as a chargeback.

[0062] In step 430, it may be determined whether the selected fraud rule is active. If

the selected fraud rule is active, then in step 435, fraud server computer 10 1 may, for

example, determine whether the positive hit rate for the selected fraud rule is less than

a predetermined threshold. In some arrangements, fraud server computer 10 1 may

alternatively evaluate the ratio of the positive hit rate to the hit rate for the selected fraud

rule, and accordingly may determine whether this ratio is less than a predetermined

threshold. If, in step 435, fraud server computer 10 1 determines that the positive hit

rate (or the ratio) is less than a predetermined threshold, then in step 440, fraud server

computer 10 1 may, for instance, deactivate the selected fraud rule. In doing so, fraud

server computer 10 1 may optimize active fraud rules by deactivating a fraud rule that

inaccurately and/or ineffectively identifies fraudulent transactions (e.g., as based on the

relationship between the fraud rule's hit rate and positive hit rate).

[0063] On the other hand, if the selected fraud rule is inactive, then in step 445, fraud

server computer 10 1 may, for example, determine whether the positive hit rate for the

selected fraud rule exceeds a predetermined threshold. As in the case above, fraud

server computer 10 1 may, in some arrangements, alternatively evaluate the ratio of the

positive hit rate to the hit rate for the selected fraud rule, and accordingly may determine

whether this ratio exceeds a predetermined threshold. If, in step 445, fraud server

computer 10 1 determines that the positive hit rate (or the ratio) exceeds a

predetermined threshold, then in step 450, fraud server computer 10 1 may, for instance,

activate the selected fraud rule. In doing so, fraud server computer 10 1 may optimize

active fraud rules by activating an inactive fraud rule that accurately and/or effectively



identifies fraudulent transactions (e.g., as based on the relationship between the fraud

rule's hit rate and positive hit rate).

[0064] Subsequently, in step 455, it may be determined whether there are additional

fraud rules in the rule set to be analyzed and/or optimized (e.g., by repeating the steps

above with respect to another fraud rule in the rule set). If, for example, fraud server

computer 101 determines that there is at least one additional rule in the rule set to be

analyzed and/or optimized, then fraud server computer 10 1 may return to executing

step 4 15 and may select the next rule in the rule set to be analyzed and/or optimized.

On the other hand, if there are no additional fraud rules in the rule set to be analyzed

and/or optimized, then the method may end.

[0065] FIG. 4B is a simplified flow diagram that illustrates another method of

optimizing fraud rules according to one or more aspects of the disclosure. At a high

level, in this example method, one or more sets of transactions may be used to

formulate fraud rules, and a different set of transactions may be used to validate the

fraud rules, where validating the fraud rules may, for instance, involve determining

whether the fraud rules should be activated and/or deactivated. In one or more

arrangements, the example method of FIG. 4B may be performed by a computing

device, such as fraud server computer 10 1 , instead of and/or in addition to the method

of FIG. 4A in optimizing fraud rules applied to transactions, for instance.

[0066] In step 460, transaction data may be loaded. For example, in step 460, fraud

server computer 10 1 may load transaction data similar to how such transaction data

may be loaded in step 405, as described above. Such transaction data may, for

instance, include historical information about transactions previously received,

authorized, declined, and/or otherwise processed by fraud server computer 10 1 .

[0067] In step 465, a first rule set may be formulated based on a first set of

transactions included in the transaction data. For example, in step 465, fraud server

computer 10 1 may select a subset of the transactions to be treated as the first set of

transactions. Subsequently, fraud server computer 101 may select one or more fraud

rules (e.g., from a database of fraud rules) for inclusion in a first set of fraud rules.

Selecting the one or more fraud rules for inclusion in the first set of fraud rules may, in

some arrangements, be based on how accurately and/or effectively each of the one or



more fraud rules would have identified and/or declined fraudulent transactions included

in the first set of transactions. For instance, fraud server computer 10 1 might select a

particular rule for inclusion in the first set of fraud rules if the fraud rule would have

correctly declined a certain number or percentage of transactions of the first set of

transactions in which a fraud event occurred (e.g., if the particular fraud rule's positive

hit rate exceeded a predetermined threshold with respect to transactions included in the

first set of transactions).

[0068] In step 470, fraud server computer 10 1 may select another subset of

transactions to be treated as the second set of transactions. Subsequently, fraud server

computer 10 1 may select one or more fraud rules for inclusion in a second set of fraud

rules, similar to how fraud server computer 10 1 selected one or more fraud rules for

inclusion in the first set of fraud rules in step 465. Selection of one or more fraud rules

for inclusion in the second set of fraud rules may be based, for instance, on how

accurately and/or effectively each of the one or more fraud rules would have identified

and/or declined fraudulent transactions included in the second set of transactions.

[0069] In step 475, the first set of fraud rules may then be applied to a third set of

transactions. For example, in step 475, fraud server computer 10 1 may select still

another subset of transactions to be treated as the third set of transactions.

Subsequently, fraud server computer 10 1 may apply the first set of fraud rules to the

third set of transactions to model and/or otherwise determine how the first set of fraud

rules would have performed with respect to these transactions. This modeling may

include, for instance, determining, with respect to transactions included in the third set

of transactions, the hit rate and positive hit rate for each fraud rule included in the first

set of fraud rules, as well as the overall hit rate and positive hit rate for the first set of

fraud rules.

[0070] In step 480, the second set of fraud rules may be applied to the third set of

transactions. For example, in step 480, fraud server computer 10 1 may apply the

second set of fraud rules to the third set of transactions to similarly model and/or

otherwise determine how the second set of fraud rules would have performed with

respect to the third set of transactions. As similar to the modeling in step 475, the

modeling in step 480 may include, for instance, determining, with respect to



transactions included in the third set of transactions, the hit rate and positive hit rate for

each fraud rule included in the second set of fraud rules, as well as the overall hit rate

and positive hit rate for the second set of fraud rules.

[0071] In step 485, it then may be determined whether the first set of fraud rules is

more effective than the second set of fraud rules. For example, in step 485, fraud

server computer 10 1 may compare the overall hit rate and positive hit rate for the first

set of fraud rules (as determined with respect to the third set of transactions) to the

overall hit rate and positive hit rate for the second set of fraud rules (as also determined

with respect to the third set of transactions). If, for instance, the ratio of the overall

positive hit rate to the overall hit rate for the first set of fraud rules is higher than the ratio

of the overall positive hit rate to the overall hit rate for the second set of fraud rules, then

fraud server computer 10 1 may determine that the first set of fraud rules is more

effective than the second set of fraud rules. While this method of evaluation is

described as an example of how the first set of fraud rules and the second set of fraud

rules might be compared, other methods may be implemented and other factors may be

accounted for instead of and/or in addition to the example described above.

[0072] If it is determined, in step 485, that the first set of fraud rules is more effective

than the second set of fraud rules, then in step 490, the first set of fraud rules may be

activated. For example, if fraud server computer 10 1 determined in step 485 that the

first set of fraud rules has a higher positive-hit-rate-to-h it-rate ratio than the second set

of fraud rules (e.g., as applied to the third set of transactions), then in step 490, fraud

server computer 10 1 may determine that the first set of fraud rules should be activated

and/or may perform other steps, actions, and/or functions to activate the first set of

fraud rules (e.g., such that the first set of fraud rules may then be applied to live,

incoming transactions received for processing).

[0073] On the other hand, if it is determined, in step 485, that the first set of fraud rules

is not more effective than the second set of fraud rules, then in step 495, the second set

of fraud rules may be activated. For example, if fraud server computer 10 1 determined

in step 485 that the second set of fraud rules has a higher positive-hit-rate-to-h it-rate

ratio than the first set of fraud rules (e.g., as applied to the third set of transactions),

then in step 495, fraud server computer 10 1 may determine that the second set of fraud



rules should be activated and/or may perform other steps, actions, and/or functions to

activate the second set of fraud rules (e.g., such that the second set of fraud rules may

then be applied to live, incoming transactions received for processing).

[0074] Having described several methods of optimizing fraud rules, several user

interfaces via which fraud rules may be managed, defined, and analyzed will now be

described with respect to FIGS. 5-7B. According to one or more aspects of the

disclosure, any and/or all of these example user interfaces may be displayed by and/or

caused to be displayed by a computing device, such as fraud server computer 10 1 .

[0075] FIG. 5 is a diagram that illustrates an example user interface screen for

managing one or more fraud rules according to one or more aspects of the disclosure.

As seen in FIG. 5, user interface 500 may include a plurality of controls that allow a user

to manage a plurality of fraud rules. For example, user interface 500 may include a

menu bar 505 that allows a user to switch between a "Rule Table" view, which

corresponds to the view seen in FIG. 5 in which various fraud rules may be displayed,

and a "Rule Editor" view, which corresponds to the view seen in FIG. 6 in which a

particular fraud rule may be defined and/or edited. In addition, user interface 500 may

include a rule table 510 in which a plurality of fraud rules, and information corresponding

thereto, may be displayed. For example, for each fraud rule listed in rule table 510, a

name for the fraud rule may be displayed, a salience score (e.g., indicating a priority

level for the rule, which may affect the order in which the fraud rules are applied to a

particular transaction) may be displayed, a description of the rule may be displayed, an

action (e.g., indicating whether a transaction meeting the conditions of the rule should

be authorized or denied) for the rule may be displayed, a reason code associated with

the rule may be displayed, a status of the rule may be displayed, and an active indicator

(e.g., indicating whether the fraud rule is active or inactive) may be displayed.

[0076] FIG. 6 is a diagram that illustrates an example user interface screen for defining

a fraud rule according to one or more aspects of the disclosure. As seen in FIG. 6, user

interface 600 may include a plurality of controls that allow a user to define and/or edit a

fraud rule. For example, user interface 600 may include various controls and fields,

such as regions 6 10, 6 15, 620, 625, 630, 635, and 640, via which a user may enter and

define different properties of a fraud rule. In addition, user interface 600 may include a



condition definition control 645 via which a user may enter and select one or more

conditions that define the fraud rule. Computer code corresponding to the one or more

conditions defining the fraud rule may, for instance, be displayed in text box 670.

[0077] User interface 600 further may include various controls, such as regions 650,

655, and 660, via which a user may enter and define an action to be taken when the

conditions of the fraud rule are met. In addition, user interface 600 may include other

controls allowing the user to set other options, such as salience control 665 via which a

user may specify a salience score to be assigned to the fraud rule, and several buttons,

such as buttons 675, 680, and 685, which may allow a user to save, save and publish,

or exit the "Rule Editor" view without saving changes, respectively.

[0078] FIG. 7A is a diagram that illustrates an example user interface screen for

viewing a fraud report according to one or more aspects of the disclosure. As seen in

FIG. 7A, user interface 700 may include information about one or more fraudulent

transactions. User interface 700 may include, for instance, one or more controls 705 via

which a user may specify which fraudulent transactions should be displayed, as well as

a fraud table 7 10, in which information about various fraudulent transactions may be

displayed. Such information may include the date each fraudulent transactions

occurred, an identifier for the user associated with each fraudulent transactions, an IP

address associated with each fraudulent transactions, as well as a country, currency,

and action code associated with each fraudulent transactions.

[0079] FIG. 7B is a diagram that illustrates an example user interface screen for

viewing a fraud rule performance report according to one or more aspects of the

disclosure. As seen in FIG. 7B, user interface 750 may include information about the

performance of one or more fraud rules and/or one or more transactions. For example,

user interface 750 may include a rule performance table 760, in which performance

information for one or more fraud rules is presented. For each fraud rule included in the

rule performance table 760, the table may include information about the payment

method to which the rule applies (e.g., whether the rule applies to credit card

transactions, debit card transactions, online payment transactions, etc.), the number of

transactions to which the rule could have been applied, the total monetary amount

involved in all of the transactions to which the rule could have been applied, the number



of chargebacks (and/or other fraud events) that have occurred in connection with

transactions that would have been allowed by the rule, the number of chargebacks

(and/or other fraud events) that have occurred in connection with transactions that

would have been allowed by the rule and would not have been selected for inclusion in

a control group of transactions to which no fraud rules were applied, the total monetary

amount involved in all of the chargebacks, the number of transactions that would have

have been declined by operation of the rule, the total monetary amount involved in all of

the transactions that would have been declined by operation of the rule, a threshold for

the positive hit rate above which the particular fraud rule may be activated, the true

positive rate for the fraud rule (which may, for instance, correspond to the positive hit

rate for the fraud rule, as described elsewhere herein), and/or the decline rate for the

fraud rule (which may, for instance, correspond to the hit rate for the fraud rule, as

described elsewhere herein). Other fields may similarly be included, as may be desired,

instead of and/or in addition to those illustrated in this example. In addition, by

generating, reviewing, and analyzing such a report, the performance of one or more

inactive fraud rules, for instance, may be modeled and evaluated so as to determine

whether one or more particular inactive fraud rules should be activated (e.g., based on

the accuracy and/or effectiveness of the fraud rule, as determined based on the

transaction data).

[0080] Various embodiments of the invention, as described above, have a number of

advantages. For example, by processing a plurality of transactions without applying

one or more active fraud rules, a baseline level of fraudulent activity may be

determined, and the accuracy and effectiveness of one or more fraud rules may be

determined and/or otherwise evaluated in view of this baseline level of fraudulent

activity. Advantageously, this understanding may allow a payment processing network,

for instance, to make better and more informed decisions about implementing fraud

rules in transaction processing.

[0081] For instance, in one or more arrangements, a hit rate and a positive hit rate for

a fraud rule may be determined. The hit rate may represent transactions of the plurality

of transactions that would have been declined by operation of the fraud rule if the fraud

rule had been applied during processing. The positive hit rate may represent a subset

of these transactions (e.g., a subset of the transactions that would have been declined)



that actually resulted in a fraud event, such as a chargeback. As described above, by

determining and comparing the hit rate and the positive hit rate for a particular fraud

rule, one may gain an understanding of how effectively the particular fraud rule identifies

(and, when the fraud rule is actively applied to transactions, prevents) fraudulent

transactions. In addition, by determining and comparing the hit rate and the positive hit

rate for a particular fraud rule, one may gain an understanding of how often (if at all) the

fraud rule causes legitimate transactions to be declined. Advantageously, by

understanding these characteristics of a particular fraud rule, an organization, such as a

financial institution or a payment processing network, may adjust and optimize which

fraud rules are used to authorize and decline transactions, and which are not.

[0082] Embodiments of the invention provide still additional advantages. For example,

by randomly selecting which transactions are included in the plurality of transactions

that are processed without fraud rules, a payment processing network can prevent

fraudsters from exploiting vulnerabilities that may be created by processing some

transactions without fraud rules. In particular, if fraudsters were to recognize patterns in

which transactions were selected for inclusion in the control group of transactions (e.g.,

the plurality of transactions processed without fraud rules), the fraudsters might be able

to exploit this recognition and route greater numbers of transactions into the control

group. Advantageously, by randomly selecting transactions for inclusion in the control

group, the risk of this type of exploitation may be reduced.

[0083] In other embodiments, received transactions that are associated with one or

more known fraudulent elements (e.g., known fraudulent users and/or user identifiers,

known fraudulent Internet addresses, known fraudulent account numbers, etc.) may be

prevented from being included in the control group. Advantageously, excluding

transactions that are associated with one or more known fraudulent elements in this

manner may further reduce the risk of fraudsters exploiting the vulnerabilities that may

be created by processing some transactions without fraud rules. Another advantage

provided by this embodiment is that the baseline level of fraudulent activity captured by

control group of transactions represents new fraudulent activity, rather than old, known

fraudulent activity.



[0084] In additional and/or alternative embodiments, such as embodiments in which

transactions are divided into and/or categorized by different transaction segments, a

particular number of transactions from each transaction segment may be proportionally

selected for inclusion in the control group based on the size of each transaction

segment in relation to the total number of transactions. Advantageously, selecting

transactions in this manner may result in the control group more accurately reflecting

the entirety of all transactions received for processing, as the relative size of each

transaction segment in the control group can match the relative size of each transaction

segment in the group of all transactions received for processing.

[0085] Additional embodiments of the invention provide yet more advantages. For

example, in some embodiments, it may be determined (e.g., by a fraud server

computer) to deactivate a particular active fraud rule in response to determining that the

ratio of the fraud rule's positive hit rate to the fraud rule's hit rate falls below a

predetermined threshold amount. Advantageously, this type of automatic deactivation

of fraud rules may allow a fraud server computer (and correspondingly, a payment

processing network operating the fraud server computer) to dynamically adjust and/or

optimize fraud rules by automatically deactivating fraud rules that are determined to be

inaccurate or ineffective when it comes to identifying and declining fraudulent

transactions. Thus, the fraud server computer may not only become more accurate in

identifying and declining fraudulent transactions, but also may adjust itself automatically

and in real-time, providing more convenience to the payment processing network

operating the fraud server and the accountholders attempting transactions through the

network, as well as more efficient responsiveness to changes in the effectiveness of

various fraud rules than could be achieved manually, for instance.

[0086] In other additional and/or alternative embodiments, it may be determined to

activate a particular inactive fraud rule in response to determining that the ratio of the

fraud rule's positive hit rate to the fraud rule's hit rate exceeds a predetermined

threshold amount. Advantageously, this type of automatic activation of fraud rules may

allow a fraud server computer (and correspondingly, a payment processing network

operating the fraud server computer) to dynamically adjust and/or optimize fraud rules

by automatically activating fraud rules that are determined to be accurate and/or

effective in identifying and declining fraudulent transactions, similar to how automatic



deactivation of rules may provide the advantages discussed above. Thus, in these

embodiments, the accuracy, efficiency, and convenience provided by a system

implementing various aspects of the disclosure (e.g., fraud server computer 10 1) may

be further enhanced.

[0087] Embodiments implementing these and other features, including various

combinations of the features described herein, may provide the advantages discussed

above and/or other additional advantages.

[0088] Further aspects of embodiments of the invention may be found in U.S.

Provisional Patent Application Serial No. 61/456,1 18, filed on November 2, 201 0, and

entitled "Software, Method, and System for Monetization as a Service," which is

incorporated by reference herein in its entirety for all purposes.

[0089] FIG. 8 is a simplified block diagram that illustrates an example of a computing

device in which various aspects of the disclosure may be implemented. The various

participants and elements in the previously described system diagrams (e.g., fraud

server computer 10 1 , rules engine 105, optimization engine 110, transaction monitoring

module 115, randomizer 120, etc. in FIGS. 1B and 2) may use any suitable number of

subsystems in the computing device to facilitate the functions described herein.

Examples of such subsystems or components are shown in FIG. 8 . The subsystems

shown in FIG. 8 are interconnected via a system bus 825. Additional subsystems such

as a printer 820, keyboard 840, fixed disk 845 (or other memory comprising computer-

readable media), monitor 855, which is coupled to display adapter 830, and others are

shown. Peripherals and input/output (I/O) devices (not shown), which couple to I/O

controller 805, can be connected to the computer system by any number of means

known in the art, such as serial port 835. For example, serial port 835 or external

interface 850 can be used to connect the computer apparatus to a wide area network

such as the Internet, a mouse input device, or a scanner. The interconnection via

system bus 825 allows the central processor 8 15 to communicate with each subsystem

and to control the execution of instructions from system memory 8 10 or the fixed disk

845, as well as the exchange of information between subsystems. The system memory

8 10 and/or the fixed disk 845 may embody a computer-readable medium.



[0090] The software components or functions described in this application may be

implemented as software code to be executed by one or more processors using any

suitable computer language such as, for example, Java, C++, or Perl using, for

example, conventional or object-oriented techniques. The software code may be stored

as a series of instructions, or commands on a computer-readable medium, such as a

random access memory (RAM), a read-only memory (ROM), a magnetic medium such

as a hard-drive or a floppy disk, or an optical medium such as a CD-ROM. Any such

computer-readable medium may also reside on or within a single computational

apparatus, and may be present on or within different computational apparatuses within

a system or network.

[0091] Aspects of the disclosure can be implemented in the form of control logic in

software or hardware or a combination of both. The control logic may be stored in an

information storage medium as a plurality of instructions adapted to direct an

information processing device to perform a set of steps disclosed herein. Based on the

disclosure and teachings provided herein, a person of ordinary skill in the art will

appreciate other ways and/or methods to implement the present invention.

[0092] In some embodiments, any of the entities described herein may be embodied

by a computer that performs any or all of the functions and steps disclosed.

[0093] Any recitation of "a", "an" or "the" is intended to mean "one or more" unless

specifically indicated to the contrary.

[0094] The above description is illustrative and is not restrictive. Many variations of

aspects of the disclosure will become apparent to those skilled in the art upon review of

the disclosure. The scope of the disclosure should, therefore, be determined not with

reference to the above description, but instead should be determined with reference to

the appended claims along with their full scope or equivalents.



WHAT IS CLAIMED IS:

1. A method, comprising:

processing, by at least one computing device, a plurality of transactions

without applying one or more active fraud rules;

determining, by the at least one computing device, a hit rate for at least

one fraud rule of the one or more active fraud rules; and

determining, by the at least one computing device, based on fraud event

data corresponding to the plurality of transactions, a positive hit rate for the at least one

fraud rule.

2 . The method of claim 1,

wherein the hit rate represents a first set of transactions of the plurality of

transactions that would have been declined by operation of the at least one fraud rule if

the at least one fraud rule had been applied during the processing, and

wherein the positive hit rate represents a second set of transactions

corresponding to one or more transactions of the first set that resulted in at least one

fraud event.

3 . The method of claim 1, wherein each transaction of the plurality of

transactions is randomly selected, from a larger plurality of received transactions, for

inclusion in the plurality of transactions to be processed without application of the one or

more active fraud rules.

4 . The method of claim 3, wherein received transactions associated with one

or more known fraudulent elements are prevented from being included in the plurality of

transactions to be processed without application of the one or more active fraud rules.

5 . The method of claim 4, wherein the one or more known fraudulent

elements include at least one known fraudulent user identifier, at least one known

fraudulent Internet address, at least one known fraudulent account number, at least one

known fraudulent card number, at least one known fraudulent phone number, at least



one known fraudulent billing address, or at least one known fraudulent device

fingerprint.

6 . The method of claim 3,

wherein each received transaction corresponds to a particular transaction

segment of a plurality of transaction segments, and

wherein a first number of received transactions corresponding to a first

transaction segment are selected for inclusion in the plurality of transactions to be

processed without application of the one or more active fraud rules based on a size of

the first transaction segment relative to the plurality of transaction segments.

7 . The method of claim 1, further comprising:

determining, by the at least one computing device, to deactivate the at

least one fraud rule in response to determining that a ratio of the positive hit rate to the

hit rate is less than a predetermined threshold amount.

8 . The method of claim 1, further comprising:

determining, by the at least one computing device, based on the plurality

of transactions, a second hit rate for at least one inactive fraud rule;

determining, by the at least one computing device, based on the fraud

event data, a second positive hit rate for the at least one inactive fraud rule; and

determining, by the at least one computing device, to activate the at least

one inactive fraud rule in response to determining that a ratio of the second positive hit

rate to the second hit rate is greater than a predetermined threshold amount.

9 . The method of claim 1, wherein the fraud event data indicates whether a

chargeback occurred for each transaction in the plurality of transactions.

10 . An apparatus, comprising:

at least one processor; and

memory storing computer-readable instructions that, when executed by

the at least one processor, cause the apparatus to:



process a plurality of transactions without applying one or more

active fraud rules;

determine a hit rate for at least one fraud rule of the one or more

active fraud rules; and

determine, based on fraud event data corresponding to the plurality

of transactions, a positive hit rate for the at least one fraud rule.

11. The apparatus of claim 10,

wherein the hit rate represents a first set of transactions of the plurality of

transactions that would have been declined by operation of the at least one fraud rule if

the at least one fraud rule had been applied during the processing, and

wherein the positive hit rate represents a second set of transactions

corresponding to one or more transactions of the first set that resulted in at least one

fraud event.

12 . The apparatus of claim 10, wherein each transaction of the plurality of

transactions is randomly selected, from a larger plurality of received transactions, for

inclusion in the plurality of transactions to be processed without application of the one or

more active fraud rules.

13 . The apparatus of claim 12, wherein received transactions associated with

one or more known fraudulent elements are prevented from being included in the

plurality of transactions to be processed without application of the one or more active

fraud rules.

14. The apparatus of claim 13, wherein the one or more known fraudulent

elements include at least one known fraudulent user identifier, at least one known

fraudulent Internet address, at least one known fraudulent account number, at least one

known fraudulent card number, at least one known fraudulent phone number, at least

one known fraudulent billing address, or at least one known fraudulent device

fingerprint.



15 . The apparatus of claim 12,

wherein each received transaction corresponds to a particular transaction

segment of a plurality of transaction segments, and

wherein a first number of received transactions corresponding to a first

transaction segment are selected for inclusion in the plurality of transactions to be

processed without application of the one or more active fraud rules based on a size of

the first transaction segment relative to the plurality of transaction segments.

16 . The apparatus of claim 10, wherein the memory stores additional

computer-readable instructions that, when executed by the at least one processor,

further cause the apparatus to:

determine to deactivate the at least one fraud rule in response to

determining that a ratio of the positive hit rate to the hit rate is less than a predetermined

threshold amount.

17 . The apparatus of claim 10, wherein the memory stores additional

computer-readable instructions that, when executed by the at least one processor,

further cause the apparatus to:

determine, based on the plurality of transactions, a second hit rate for at

least one inactive fraud rule;

determine, based on the fraud event data, a second positive hit rate for

the at least one inactive fraud rule; and

determine to activate the at least one inactive fraud rule in response to

determining that a ratio of the second positive hit rate to the second hit rate is greater

than a predetermined threshold amount.

18 . The apparatus of claim 10, wherein the fraud event data indicates whether

a chargeback occurred for each transaction in the plurality of transactions.

19 . A payment processing server, comprising:

at least one processor; and



memory storing computer-readable instructions that, when executed by

the at least one processor, cause the payment processing server to:

process a plurality of transactions without applying one or more

active fraud rules;

determine a hit rate for at least one fraud rule of the one or more

active fraud rules; and

determine, based on fraud event data corresponding to the plurality

of transactions, a positive hit rate for the at least one fraud rule,

wherein the hit rate represents a first set of transactions of the plurality of

transactions that would have been declined by operation of the at least one fraud rule if

the at least one fraud rule had been applied during the processing,

wherein the positive hit rate represents a second set of transactions

corresponding to one or more transactions of the first set that resulted in at least one

fraud event, and

wherein each transaction of the plurality of transactions is randomly

selected, from a larger plurality of received transactions, for inclusion in the plurality of

transactions to be processed without application of the one or more active fraud rules.

20. The payment processing server of claim 19, wherein the memory stores

additional computer-readable instructions that, when executed by the at least one

processor, further cause the payment processing server to:

determine to deactivate the at least one fraud rule in response to

determining that a ratio of the positive hit rate to the hit rate is less than a predetermined

threshold amount.

2 1 . A method, comprising:

determining, by at least one computing device, effectiveness of a fraud

rule based on historical chargeback data,

wherein the historical chargeback data includes information about

transactions in at least two segments, and

wherein transactions in a first segment of the at least two segments are

selected randomly.



22. The method of claim 2 1 , wherein transactions in the first segment are

authorized without applying the fraud rule.

23. The method of claim 2 1 , wherein a transaction is prevented from being

selected for inclusion in the first segment if the transaction is associated with a user who

has had at least one other transaction declined within a predetermined period of time.

24. The method of claim 23, wherein the predetermined period of time is a

period ending at a current time and beginning three days prior to the current time.

25. The method of claim 2 1 ,

wherein the effectiveness of the fraud rule is determined based on a first

group of transactions different from a second group of transactions, and

wherein the fraud rule was formulated based on the second group of

transactions.

26. A method, comprising:

receiving, by at least one computing device, a transaction for approval;

determining, by the at least one computing device, whether a user has

had at least one other transaction declined within a first period of time; and

in response to determining that the user has had at least one other

transaction declined in the first period of time, declining, by the computing device, the

transaction.

27. The method of claim 26, further comprising:

in response to determining that the user has not had at least one other

transaction declined in the first period of time, authorizing, by the computing device, the

transaction.



28. The method of claim 26, wherein the first period of time includes a

duration ending at a time at which the transaction was received and beginning three

days prior to the time at which the transaction was received.
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