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VIBRATION-BASED SECURE SIDE CHANNEL FOR MEDICAL DEVICES

CROSS-REFERENCE TO RELATED APPLICATIONS
[001] This application claims priority to provisional applications 62/118,195 and
62/132,778, filed on February 19, 2015 and March 13, 2015 respectively, which are herein

incorporated by reference.

GOVERNMENT RIGHTS IN THIS INVENTION
[002] This invention was made with government support under Grants CNS-1219570, CNS-
0953468, and CCF-1018358 awarded by the National Science Foundation. The government

has certain rights in the invention.

FIELD OF THE INVENTION
[003] Embodiments of the present invention relate generally to medical devices, and more
particularly, to a vibration-based secure side channel to safeguard wireless communication

between medical devices and external devices.

BACKGROUND OF THE INVENTION

[004] Implantable or wearable medical devices (IWMDs) are used for monitoring,
diagnosis, and treatment of an ever-increasing range of medical conditions. Some non-
limiting examples of IWMDs include deep brain neuro-stimulators, cochlear implants,
pacemakers, gastric implants, and insulin pumps. IWMDs have become increasingly
sophisticated over the years and are now commonly equipped with advanced features, such as
wireless connectivity. Wireless connectivity can be used for health monitoring, device
checkups, manual delivery of therapy, and reprogramming parameters. Healthcare
professionals are able to remotely monitor a patient’s health and device status through an
external device (ED) without requiring the patient to visit their office. Patients may also use
their own ED to monitor their health and device status. EDs include but are not limited to
mobile devices such as mobile phones, smart phones, or tablet computers, or other processing
devices such as personal computers or notebook computers. While wireless connectivity in
IWMDs enables convenient and timely access to medical data, hackers or other adversaries
may take advantage of security vulnerabilities to obtain sensitive medical data from IWMDs
or even take control of them.

[005] Typically, radio frequency (RF) channels between two wireless devices are secured

through the use of cryptographic techniques. Some examples include symmetric or
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asymmetric key cryptography. However, traditional cryptographic techniques are not directly
applicable to IWMDs because IWMDs must be protected from unauthorized access without
deterring or delaying the healthcare professionals’ access to them, particularly when the
patient requires immediate medical assistance. Typical security mechanisms do not address
this tension, usually favoring the resistance to adversaries over the need for easy access in
emergencies.

[006] Securing a wireless channel between IWMDs and one or more EDs involves at least
the following difficulties. First, only legitimate EDs should be able to activate an RF module
in the IWMD and establish a wireless connection to it. If the RF module may be activated by
any ED, adversaries may make repeated (possibly invalid) connection requests in order to
deplete batteries in the IWMD. This is referred to as a battery drain attack. Second, for
resource-constrained [IWMDs, asymmetric cryptography is not suitable since it is
significantly more expensive (in terms of computation and memory) than symmetric
cryptography. Further, establishing a public-key infrastructure (PKI) is not practical due to its
required cost and scope. Third, while symmetric cryptography may alleviate some of the
computational costs, it requires a secure exchange of a shared secret key between two
devices. Therefore, if symmetric cryptography is used, the encryption and decryption
algorithms must be implemented efficiently to ensure immediate access from a healthcare
professional if necessary.

[007] Thus, there is a need for a secure wireless channel between IWMDs and EDs that

enables quick access in the event of emergencies.

SUMMARY OF THE INVENTION

[008] According to some embodiments, a system for securing communications between an
implantable or wearable medical device IWMD) and an external device (ED) is disclosed.
The system includes a wireless radio frequency (RF) channel configured for communication
between the IWMD and the ED. The system further includes a vibration-based side channel
configured for verifying communication between the IWMD and the ED such that the RF
channel is activated only when the IWMD detects a vibration signal generated by an ED.
[009] According to some embodiments, a method for securing radio frequency (RF)
communication between an implantable or wearable medical device IWMD) and an external
device (ED) is disclosed. The method includes the steps of periodically activating the IWMD
to detect a vibration signal; placing the IWMD in a measurement mode if vibration is

detected; high-pass filtering vibrations below a predetermined frequency while the IWMD is
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in the measurement mode; returning the IWMD to a standby mode if no vibration above the
predetermined frequency is detected; and activating an RF channel for secure communication
if vibration is detected above the predetermined frequency.

[010] According to some embodiments, a non-transitory computer-readable medium having
stored thereon a computer program for execution by a processor configured to perform a
method of securing radio frequency (RF) communications between an implantable or
wearable medical device (IWMD) and an external device (ED) is disclosed. The method
includes the steps of periodically activating the IWMD to determine if a vibration signal
exceeds a predetermined threshold; placing the IWMD in a measurement mode if vibration is
detected; high-pass filtering vibration below a predetermined frequency while the IWMD is
in the measurement mode; returning the IWMD to a standby mode if no vibration above the
predetermined frequency is detected; and activating an RF channel for secure communication
if vibration is detected above the predetermined frequency.

[011] Various other features and advantages will be made apparent from the following

detailed description and the drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

[012] In order for the advantages of the invention to be readily understood, a more
particular description of the invention briefly described above will be rendered by reference
to specific embodiments that are illustrated in the appended drawings. Understanding that
these drawings depict only exemplary embodiments of the invention and are not, therefore, to
be considered to be limiting its scope, the invention will be described and explained with
additional specificity and detail through the use of the accompanying drawings, in which:
[013] Figure 1 is a diagram of a system for secure wireless communication between an
implantable or wearable medical device and an external device in accordance with an
embodiment of the invention;

[014] Figure 2 is a block diagram of a system for secure wireless communication between
an implantable or wearable medical device and an external device in accordance with an
embodiment of the invention;

[015] Figure 3 is a graph of a vibration motor turn-on signal and corresponding ideal
vibration, real measured vibration, and measured vibration sound in accordance with an
embodiment of the invention;

[016] Figure 4 is a flowchart of a demodulation process to enable faster bit rates in

accordance with an embodiment of the invention;
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[017] Figure 5 is a flowchart of a two-step wakeup scheme for low power management in
accordance with an embodiment of the invention;

[018] Figure 6 is a chart of a key exchange protocol to make a medical device and an
external device agree upon an identical key in the presence of errors introduced by a secure
vibration channel in accordance with an embodiment of the invention;

[019] Figure 7 is a graph of experimental results of the vibration based wakeup scheme in
accordance with an embodiment of the invention;

[020] Figure 8 is a graph of a measured waveform for an experiment key exchange in
accordance with an embodiment of the invention;

[021] Figure 9 is a graph of vibration amplitude measured at distances from a vibrating
external device in accordance with an embodiment of the invention; and

[022] Figure 10 is a graph of a power spectral density comparison of three sounds: vibration
sound only, masking sound only, and vibration sound with masking sound in accordance with

an embodiment of the invention.

DETAILED DESCRIPTION OF THE INVENTION

[023] Disclosed herein is a vibration-based secure side channel, which can be used to
safeguard a wireless connection between implantable or wearable medical devices (IWMDs)
and external devices (EDs), particularly for the purpose of radio frequency (RF) module
wakeup and cryptographic key exchange. Vibration is an intrinsically short-range, user-
perceptible channel that is suitable for realizing physically secure communication at low
energy and size/weight overheads. For instance, if the IWMD is implanted in the chest of a
patient, a passive adversary (eavesdropper) cannot eavesdrop on the vibration channel
without an eavesdropping device attached to the chest, which is highly likely to be noticed by
the patient. Furthermore, since a vibration motor makes a highly perceptible vibration
intended for user notifications, active attacks that inject vibration would be easily noticed by
the patient as well. By waking up the RF module in the IWMD only upon detecting a
vibration signal generated by a trusted ED, remote battery drain attacks on the wireless
connection can be prevented. The ED is first trusted or authorized by the patient, allowing the
ED to transmit a vibration. By being allowed to transmit vibration, it can then be trusted by
the IWMD through receipt of the vibration. Since vibration can be received from an IWMD
attached to the body, receipt of a vibration signal implicitly implies that the ED is trusted by
the patient. If the ED cannot be trusted by the patient, it would be removed, and no vibration

signal would be received by the IWMD.
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[024] Figure 1 is a diagram of a system 100 for secure wireless communication between an
IWMD 102 and an ED 104 in accordance with an embodiment of the invention. The IWMD
102 maybe a deep brain neuro-stimulator, a cochlear implant, a pacemaker, a gastric implant,
or an insulin pump as non-limiting examples. The ED 104 may be a mobile device such as a
mobile phone, smart phone, smart watch, or tablet computer, or other processing device such
as a personal computer or notebook computer as non-limiting examples. The IWMD and ED
communicate through a wireless RF channel 106 over a distance ranging from about 1 to 50
meters. The RF channel 106 designates ultra-high radio frequencies in the range between
about 300 MHz and 3GHz from transmitting and receiving information. IWMD 102 and ED
104 are capable of using symmetric encryption and cryptographic hashing for protecting
information sent over the RF channel 106. To secure the communication through wireless
channel 106 from hackers or other adversaries, system 100 includes a vibration side channel
108. The vibration channel 108 is a clean channel with little noise or interference. The
frequency of vibration from a motor is typically higher than 150 Hz, which is not typically
observed in ambient environment. Other sources of vibration, such as body motion or vehicle
vibration, have much lower frequencies. Thus, a high-pass filter (not shown) can sufficiently
eliminate all channel noise such that communication is not influenced by ambient vibrations.
[025] Figure 2 is a block diagram of IWMD 102 and ED 104 in accordance with an
embodiment of the invention. IWMD 102 and ED 104 each include a RF module 202 and
204, respectively, for wireless communication. Each RF module 202 and 204 includes a RF
transceiver for both transmitting and receiving information. Such information may be used to
remotely monitor a patient’s health and/or implanted device. IWMD 102 and ED 104 each
further include a microcontroller 206 and 208, respectively, for controlling the various
components of IWMD 102 and ED 104. Each microcontroller 206 and 208 includes a
processor for performing specific functions and memory for storing those functions. A
system bus 210 and 212 is included in IWMD 102 and ED 104, respectively, for
interconnecting the various components.

[026] ED 104 further includes a user interface 214 for interaction with a patient or medical
professional. User interface 214 includes a display component, input component, and
navigation component. The display component may be a liquid crystal display (LCD) screen,
an organic light emitting diode (OLED) screen, an active matrix OLED (AMOLED) screen,
an LED screen, or a plasma display as non-limiting examples for displaying information to
the patient or medical professional. The input component may be a keyboard or keypad as

non-limiting examples for allowing a patient or medical professional to input information.
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The navigation component may be a mouse, trackball, or other such device for enabling a
patient or medical professional to navigate along the display component. In some
embodiments, display component, input component, and navigation component are
implemented together in a touchscreen.

[027] For transmitting vibration, ED 104 includes a modulator 216 and vibration source
218, such as a vibration motor. ED 104 further includes a speaker 220 for generating a
masking sound.

[028] TWMD 102 includes an accelerometer 222, a signal processor 224, and a demodulator
226 for receiving the vibration from ED 104. In some embodiments, the signal processor 224
and demodulator 226 can be incorporated as software in the microcontroller 206. The
accelerometer 222 consumes low current (less than a few hundred pA in an active mode) and
is small in size (only a few mm along any dimension). Such low energy overhead and small
footprint are essential for prolonging the life of IWMD 102, since it leaves more room for a
battery. To further decrease energy consumption, accelerometer can utilize a power
management technique such as duty cycling. While IWMD 102 may include a second
vibration source (not shown) for a bi-directional vibration channel, such inclusion is not
practical due to energy costs and area overheads.

[029] One challenge of a vibration channel is that typical vibration motors exhibit a non-
ideal, damped response to excitation. Figure 3 illustrates a graph of a vibration motor turn-on
signal and corresponding ideal vibration, real measured vibration, and measured vibration
sound. For the signal 302, where a bit value of 1 turns a vibration motor on and a bit value of
0 tumns it off, an ideally fast-responding motor would generate vibration as shown in signal
304. However, vibration of a real motor is not amplified or attenuated immediately, as shown
by signal 306. With such a slow response, a simple on-off keying (OOK) scheme that maps
bit 0 and bit 1 to zero amplitude and maximum amplitude, respectively, cannot achieve a bit
rate of more than a few bits per second (bps). Further, a real vibration motor also leaks an
audible acoustic signal, as shown by signal 308, which can be captured using a microphone
for eavesdropping attacks.

[030] To enable faster bit rates for key exchanges, an embodiment of the present invention
incorporates a two-feature OOK scheme. Modulation (with modulator 216) utilizes an OOK
scheme where the vibration motor is turned on to transmit a bit 1 and turned off to transmit a
bit 0. Demodulation (with demodulator 226) of the vibration waveform is based on a
combination of the amplitude gradient and amplitude mean of the waveform. Utilizing the

amplitude gradient greatly enhances the distinction between bit 0 and bit 1 when the
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amplitude mean has an intermediate value, thereby enabling faster bit-rates (over 20 bps
compared to 2-3 bps).

[031] Figure 4 is a flowchart illustrating the demodulation process 400 to enable faster bit
rates. At step 402, high-pass filtering is implemented to eliminate low frequency noise
induced by patient movement or internal organs. In a preferred embodiment, a high-pass filter
with a cutoff of 150 Hz is utilized, though in other embodiments, other cutoff ranges may be
used so long as low frequency noise is eliminated. At step 404, feature extraction is
implemented, where a signal envelope is derived and segmented into intervals equal to the bit
period. At step 406, the amplitude mean and amplitude gradient for each segment are derived.
At step 408, each bit is interpreted based on predetermined low and high thresholds. Steep
negative gradients (lower than the low gradient threshold) and steep positive gradients
(greater than the high gradient threshold) are interpreted as bit O and bit 1, respectively.
Similarly, amplitudes below the low amplitude threshold and amplitudes above the high
amplitude threshold are interpreted as a bit 0 and a bit 1, respectively. In an exemplary
embodiment, the low/high gradient thresholds were about -2 g/s and +2 g/s, respectively, and
the low/high amplitudes thresholds were about 0.2 g and 0.4 g, respectively, where g is the
standard gravitational acceleration (9.8 m/s®). Other embodiments may utilize other values
based on the vibration motor used or pressure on the ED as nonlimiting examples. The ranges
between the low and high thresholds represent classification margins. If at least one of the
gradient and mean values lies outside the range between the corresponding low and high
thresholds, the bit is labeled as a clear bit. When both the mean and gradient values lie
between the corresponding low and high thresholds, the bit is labeled as an ambiguous bit,
which is handled by a key exchange protocol to be discussed below.

[032] Another critical challenge for vibration-based wakeup is reducing its energy
consumption. Without proper power management, the energy consumed for continuous
vibration measurement and signal processing for high-pass filtering may reduce the battery
life of IWMDs. Typical IWMDs are expected to last about 90 months on a battery with 0.5 to
2 Ah capacity. Therefore, their average system-level current drain should not exceed 8 to 30
UA.

[033] To address this issue, an embodiment of the present invention includes a power
management scheme such that the accelerometer 222 consumes lower power than a typical
measurement mode. Figure 5 is a flowchart illustrating a two-step wakeup scheme 500 for
low power management. At step 502, the accelerometer 222 is in a standby mode such that

minimal power is consumed. At step 504, the IWMD 102 periodically wakes up the
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accelerometer 222 and puts it into a motion-activated wakeup (MAW) mode for a short time
to check if the vibration exceeds a specified threshold. The MAW mode lasts for just enough
time to detect the existence of motor vibration, typically under 100 ms. The threshold can be
set to slightly lower than the maximum amplitude of motor vibration, higher amplitude of
which indicates the potential existence of motor vibration. Exemplary embodiments may use
a threshold of £0.5g. The wakeup threshold is set to be able to detect the vibration generated
by ED 104, but not to be activated by modest body motions. If no vibration is detected,
accelerometer 222 returns to a standby mode at step 506. When vibration is detected,
accelerometer 222 is placed in a measurement mode at step 508, where it measures the
vibration at a full sampling rate. At step 510, the measured vibration is high-pass filtered to
remove motion induced low-frequency vibration. If no high frequency vibration is detected,
the accelerometer 222 returns to a standby mode at step 512. If high-frequency vibration is
observed after filtering, the RF module 202 is turned on for communication at step 514. Once
communication is complete, the accelerometer 222 returns to a standby mode at step 516.
This power management scheme imposes less than 0.2% energy overhead for an energy
budget of 1.5 Ah over 90 months.

[034] After successful wakeup of the RF module 202 in the IWMD 102, a shared key needs
to be exchanged between the IWMD 102 and ED 104 for the symmetric encryption of
subsequent wireless communication. Figure 6 is a chart illustrating a key exchange protocol
600 to make IWMD 102 and ED 104 agree upon an identical key in the presence of errors
introduced by the vibration channel 108 according to an embodiment of the present invention.
[035] At step 602, the ED 104 first generates a random key w € {0,1}* = ww,... wy of length
k. At step 604, the key w is then modulated into vibration, which is received by the IWMD
102. At step 606, the key w is converted into a bit string w' using the two-feature OOK
demodulation scheme described above with reference to Figure 5. It is possible w' may differ
from w due to errors during transmission. Therefore at step 608, IWMD 102 encrypts a
predefined, fixed confirmation message ¢ using w' as the key to get a ciphertext C = E(c, w')
and transmits it to the ED 104 through the RF channel 106. If C is successfully decrypted by
the ED 104 with w, i.e., if D(E(c, w'),w) = ¢ at step 610, the ED 104 knows that the IWMD
102 received the key w correctly. Subsequent wireless communication is then encrypted
using the key w at step 612.

[036] The received vibration signal may contain ambiguous bits, which are when both mean
and gradient values lie between corresponding low and high thresholds, discussed above with

regards to the demodulation process. The ambiguous bits may lead to bit error after
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demodulation since w' # w and repeating the entire key exchange process until the IWMD
102 receives w correctly may take too much time and energy. Therefore, when the number of
ambiguous bits is small, a key reconciliation step is performed instead of re-starting the entire
key exchange process because the IWMD 102 and ED 104 only need to agree upon a random
key, which is not restricted to the original key w.

[037] For key reconciliation, shown by step 614, the IWMD 102 makes random guesses for
the values of the ambiguous bits to create w' and sends only the locations of those bits, R, to
the ED 104 using the RF channel 106. The IWMD 102 also encrypts the fixed message ¢ into
C with w' and sends it to the ED 104. The ED 104 performs an exhaustive enumeration of all
possible values for the bits in R, and obtains a set of key candidates . If any key w" € W can
decrypt C, the key exchange is successful.

[038] As an example of the key reconciliation process, consider a case in which k=4 and w
=1011. Assume that w, and w3 are ambiguous, and the IWMD 102 makes guesses that w, =1
and w; = 0, resulting in w' = 1101 and R = {2.3}. Upon receiving R, the ED 104 prepares a
set of candidate keys W = {1001, 1011, 1101, 1111}. Since C can be decrypted by one of
these keys, i.e., 1101, the IWMD 102 and ED 104 can start encrypted communication with
this key.

[039] If the number of ambiguous bits detected during demodulation exceeds a predefined
limit, or if none of w" € W is able to decrypt C, the key exchange process is restarted with a
fresh random key.

[040] The present key exchange protocol minimizes the effort expended by the IWMD 102
for key reconciliation. The IWMD 102 prepares only one key w', encrypts ¢ with it, and sends
C only once. The IWMD 102 is not burdened with any extraneous computation or
communication compared to prior embodiments where w' must exactly match w. Instead, the
ED 104 is required to perform multiple decryption trials using the various candidate keys, but
the ED 104 has a larger energy budget and computational power than the IWMD 102.

[041] Possible attacks from hackers or other adversaries can occur on the vibration channel
108 or RF channel 106; however, embodiments of the present invention may employ one or
more countermeasures against them to ensure security between the IWMD 102 and ED 104,
Attacks on the vibration channel 108 include passive attacks to eavesdrop on the key
exchange using an accelerometer and active attacks to illegitimately wake up the RF module
202 using a vibration motor. However, due to the short transmission range, active attacks on

the vibration channel 108 are likely not possible.
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[042] More likely, attacks on the vibration channel 108 will be passive acoustic
eavesdropping, which captures the sound generated by the vibration motor 218 and uses
suitable signal processing techniques to recover the encryption key. Sophisticated forms of
this attack may use multiple microphones and differential analysis to mitigate noise.
However, embodiments of the present invention implement an acoustic masking as a
countermeasure utilizing a speaker 220 on the ED 104. When the ED 104 transmits the key
through the vibration channel 108, the ED 104 also generates a masking sound pattern from
its speaker 220. To maximize the effectiveness of masking, a band-limited Gaussian white
noise restricted to the same frequency range as the acoustic signature of the vibration motor
218 may be utilized. This also makes the masking sound less unpleasant to the user.

[043] Another passive attack is to eavesdrop directly on the RF channel 106. If a hacker or
other adversary eavesdrops on the RF channel 106 during the key exchange process, he or she
may obtain locations of the guessed bits, R, and the encrypted confirmation message C. From
R, the hacker or adversary can determine which bits of the key are randomly guessed by the
IWMD 102. However, this information about the locations of random bits does not provide
any information about the actual values of those bits. The key reconciliation is equivalent to
generating a key by combining & - |R| random bits from the ED 104 and |R| random bits from
the IWMD 102. Further, since ¢ is encrypted only once by the IWMD 102 and only a single
C is sent to the ED 104, other related-key attacks are not feasible.

[044] A prototype embodiment of the present invention was developed to evaluate the
vibration based secured side channel against possible attacks. In this prototype embodiment,
the IWMD platform was based on the nRF51822 RF system-on-chip (SoC), which has an
ARM Cortex MO core and a 2.4 GHz transceiver for Bluetooth Smart, and supports two
different accelerometers with distinct power and sampling rate specifications. The ADXL362
accelerometer consumes low power (3 pA in an active mode, 270 nA in a MAW mode, and
10 nA in a standby mode), which is suitable for persistent motion detection, but its sampling
rate is limited to 400 sps. The ADXL344 accelerometer has a higher sampling rate of up to
3200 sps, but due to its high power consumption (140 pA in active mode), it is more suitable
for an occasional higher sampling rate measurement. A Google Nexus 5 smartphone was
used as the ED platform. An Android application that generates a random cryptographic key
was developed that executes the proposed wakeup scheme and key exchange protocol (while
concurrently playing a masking sound) according to an embodiment of the present invention.
The human body was emulated using a model comprising a 1-cm layer of bacon on a 4-cm

layer of ground beef. The IWMD platform was placed between the bacon and ground beef,
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which reflects a typical implantation of an implantable cardioverter defibrillator. The ED
platform is placed directly on the bacon layer with a thin plastic sealing.

[045] First, the vibration based wakeup scheme was demonstrated with the ADXL362
accelerometer to estimate its power consumption. The scheme was evaluated in the presence
of motion-induced noise by having a person walk with the prototype embodiment. The
experimental results are shown in Figure 7. The period of duration of the MAW mode are 2 s
and 100 ms, respectively, and the duration of the normal measurement mode is 500 ms.
Figure 7 shows the original vibration signal and the high-pass filtered vibration with a
passband of 150 Hz. The accelerometer did not detect any significant vibration in the first
MAW period, and hence returned to the standby mode immediately. In the next MAW
period, the large vibration due to the motion of walking made the accelerometer enter the
normal measurement mode for 500 ms for full-rate sampling. However, as no vibration was
detected after high-pass filtering, it returned to the standby mode without enabling the RF
module. In the third MAW period, the accelerometer again entered the normal measurement
mode. This time, the residual vibration after high-pass filtering is accepted as a wakeup
signal, and the RF module is enabled. For these settings, the slowest wake up time is 2.5 s:
1.8 s in the standby mode, 200 ms in the MAW mode, and 500 ms in the normal
measurement mode. Wakeup time can be traded off against energy consumption by varying
the time spent in the standby mode. For instance, if MAW mode is entered once every 10 s
and the false-positive vibration detection rate is 20%, the average current consumption of the
accelerometer is about 43 nA. For an IWMD with a 1.5 Ah battery and 90 month lifetime,
this corresponds to less than 0.2% of the power budget of the IWMD.

[046] Second, the cryptographic key exchange was demonstrated using the prototype
embodiment with the bit rate set to 20 bps. This bit rate enables the exchange of a 256-bit key
in 12.8 s. A measured waveform for a 32-bit key exchange is shown in Figure 8. In Figure
8(a), the bit string at the top is modulated into vibration measured by the IWMD platform,
and the curve represents its envelope. Figures 8(b) and 8(c) display the amplitude gradient
and amplitude mean of each segment respectively. The dashed lines denote the high and low
thresholds. Out of 32 bits, 31 bits may be demodulated clearly, but the o™ bit, which is
highlighted with a triangular mark, was an ambiguous bit. Therefore, the ED platform
receives R = {9} from the IWMD platform, and may find w' within two trials to decrypt C.
[047] Third, various security attacks on the vibration channel were evaluated. In order to
determine the feasible range of direct attacks on the vibration channel, the ED platform was

placed on the chest of a human subject, the vibration at the body surface was measured at
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varying distances from the ED platform, and the cryptographic key was attempted to be
recovered. Figure 9 shows the vibration amplitude measured at distances of 0 to 25 cm from
the vibrating ED platform. The vibration exponentially attenuates with distance and the key
exchange was successful only within 10 cm. Therefore, in order to pick up the vibration, an
eavesdropping device should be placed on the body surface within 10 ¢cm of the IWMD
platform, which is not likely possible. At 25 cm, the vibration is no more than the ambient
noise, filtered out by the high pass filter.

[048] The potential of acoustic eavesdropping attacks were also evaluated. The vibration
sound and masking sound were measured 30 cm away from the ED platform in an attempt to
obtain the cryptographic key from the recorded sound waveform instead of the vibration
waveform measured by the accelerometer. It was assumed that the hacker also has access to
the RF channel and is able to know from R which bits are guessed by the IWMD platform
and is able to accurately find the beginning of the vibration. Even after making such
assumptions, the vibration may not be successfully demodulated into the correct key due to
the strong masking sound. Figure 10 shows a power spectral density comparison of three
sounds: vibration sound only, masking sound only, and vibration sound with masking sound.
These measurements were taken in a room with an ambient noise level of 40 dB. The
vibration sound is significant in the frequency range of 200 to 210 Hz, and the masking sound
is stronger than the vibration sound in this range by at least 15 dB, thus explaining the
effectiveness of the masking scheme.

[049] A hacker may be capable of performing differential attack by recording sound at
multiple locations. Independent component analysis (ICA) technique separates a signal into
additive subcomponents and can be used to separate two sound sources measured from two
different locations. Since the vibration sound and masking sound are generated from different
sources (vibration motor and speaker, respectively), the attacker may try to separate the
vibration sound using ICA techniques. To evaluate the effectiveness of a differential attack,
two identical microphones were placed each at a distance of 1 m (a reasonable distance for
acoustic eavesdropping), but on opposite sides of the ED platform. The microphones were
used to eavesdrop on a key exchange in the presence of acoustic masking. Running a FastiICA
algorithm produced two waveforms, one of which is expected to be the vibration sound, and
the other one to be the masking sound. However, neither of the two separated waveforms
may be demodulated successfully because the two sound sources are too close to each other

in frequency for the channel difference to be recognized by the two microphones.

12
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[050] Thus, disclosed herein is a secure side channel based on vibration for enabling secure
wireless communication with IWMDs. Vibration has unique advantages for realizing a secure
side channel, such as close proximity requirements, user perceptibility, and low power
consumption. Based on the vibration channel, disclosed herein is a low-power wakeup
scheme for IWMDs to prevent battery drain attacks and a key exchange scheme for sharing a
secret key used for subsequent protection of the RF channel between the IWMD and ED. To
enable acceptable key exchange times, disclosed herein is a two-feature OOK to increase the
bit rate achievable using the vibration channel.

[051] It is understood that the above-described embodiments are only illustrative of the
application of the principles of the present invention. The present invention may be embodied
in other specific forms without departing from its spirit or essential characteristics. All
changes which come within the meaning and range of equivalency of the claims are to be
embraced within their scope. Thus, while the present invention has been fully described
above with particularity and detail in connection with what is presently deemed to be the
most practical and preferred embodiment of the invention, it will be apparent to those of
ordinary skill in the art that numerous modifications may be made without departing from the

principles and concepts of the invention as set forth in the claims.
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CLAIMS

What 1s claimed is:

1.

10.

A system for securing communications between an implantable or wearable
medical device IWMD) and an external device (ED), the system comprising:
a wireless radio frequency (RF) channel configured for communication
between the IWMD and the ED; and
a vibration-based side channel configured for verifying communication
between the IWMD and the ED such that the RF channel is activated only
when the IWMD detects a vibration signal generated by an ED.

The system of claim 1, further comprising a high-pass filter.

The system of claim 1, wherein the IWMD and ED each comprise a RF module

for wireless communication.

The system of claim 1, wherein the ED is a mobile device.

The system of claim 1, wherein the ED comprises a modulator and vibration

source for transmitting vibration.

The system of claim 1, wherein the ED comprises a speaker for masking the

vibration source.

The system of claim 1, wherein the IWMD includes an accelerometer and

demodulator for receiving vibration.

The system of claim 7, wherein demodulation of the vibration signal is based on a
combination of an amplitude gradient and amplitude mean of the signal

waveform.

The system of claim 1, wherein an encryption key is transmitted through the

vibration channel.

The system of claim 9, wherein wireless communication is encrypted if the

IWMD receives the encryption key.

14
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11

12.

13.

14.

15.

16.

17.

18.

The system of claim 10, wherein the IWMD performs a key reconciliation process

if the encryption key includes ambiguous bits.

A method for securing radio frequency (RF) communication between an
implantable or wearable medical device (IWMD) and an external device (ED)
comprising the steps of:
periodically activating the IWMD to detect a vibration signal;
placing the IWMD in a measurement mode if vibration is detected;
high-pass filtering vibrations below a predetermined frequency while the
IWMD is in the measurement mode;
returning the IWMD to a standby mode if no vibration above the
predetermined frequency is detected; and
activating an RF channel for secure communication if vibration is detected

above the predetermined frequency.

The method of claim 12, further comprising receiving a vibration signal from an
ED.

The method of claim 12, further comprising masking the vibration signal.

The method of claim 12, further comprising demodulating the vibration signal
based on a combination of an amplitude gradient and amplitude mean of the signal

waveform.

The method of claim 12, further comprising transmitting an encryption key

through the vibration channel.

The method of claim 16, further comprising encrypting RF communication if the

IWMD receives the transmitted encryption key.

The method of claim 17, further comprising performing a key reconciliation

process if the transmitted encryption key includes ambiguous bits.
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19.

20.

21.

22.

23.

A non-transitory computer-readable medium having stored thereon a computer
program for execution by a processor configured to perform a method of securing
radio frequency (RF) communications between an implantable or wearable
medical device IWMD) and an external device (ED), the method comprising:
periodically activating the IWMD to determine if a vibration signal exceeds a
predetermined threshold;
placing the IWMD in a measurement mode if vibration is detected;
high-pass filtering vibration below a predetermined frequency while the
IWMD is in the measurement mode;
returning the IWMD to a standby mode if no vibration above the
predetermined frequency is detected; and
activating an RF channel for secure communication if vibration is detected

above the predetermined frequency.

The computer-readable medium of claim 19, further comprising demodulating the
vibration signal based on a combination of an amplitude gradient and amplitude

mean of the signal waveform.

A system for securing communications between an implantable or wearable
medical device IWMD) and an external device (ED), the system comprising:
a wireless radio frequency (RF) channel configured for communication
between the IWMD and the ED; and
a vibration-based side channel configured for verifying communication
between the IWMD and the ED by transmitting an encryption key through the

vibration channel.

The system of claim 21, wherein wireless communication is encrypted if the

IWMD receives the encryption key.

The system of claim 22, wherein the IWMD performs a key reconciliation process

if the encryption key includes ambiguous bits.
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