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A RECOVERY POINT OBJECTIVE VALIDATOR

BACKGROUND

[0001] The present invention relates generally to disaster recovery. More particularly, the
present invention relates to a method, system, and computer program for A Recovery Point

Objective Validator.

[0002] Disaster recovery (DR) consists of IT technologies and best practices designed to
prevent or minimize data loss and business disruption resulting from catastrophic events—
everything from equipment failures to localized power outages, civil emergencies, criminal or
military attacks, and natural disasters. Infrastructure failure can cost as much as USD 100,000
per hour and critical application failure costs can range from USD 500,000 to USD 1 million

per hour. Many businesses cannot recover from such losses.

SUMMARY

[0003] The illustrative embodiments provide for A Recovery Point Objective Validator. An
embodiment includes provisioning a Validation Area within a consistency group of a primary
site and a Validation Area within a consistency group of a secondary site. The embodiment
includes provisioning a Validation Writer with access to the Validation Area in the primary
site and provisioning a Validation Reader with access to the Validation Area in the secondary

site.

The embodiment includes writing a validation metric by the Validation Writer into the
Validation Area in the primary site at an interval determined by a recovery point objective.
The embodiment also includes reading the validation metric by the Validation Reader from
the Validation Area in the secondary site, computing a validation result by the Validation
Reader based in part on the validation metric, the recovery point objective and a recovery point
time delta wherein the validation result comprises an outcome of a replication of the
consistency group in the primary site to the consistency group in the secondary site wherein
the Validation Area within the consistency group of the primary site, the Validation Area
within the consistency group of the secondary site, the Validation Writer and the Validation
Reader are storage and application agnostic. Other embodiments of this aspect include
corresponding computer systems, apparatus, and computer programs recorded on one or more

computer storage devices, each configured to perform the actions of the embodiment.
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[0004] An embodiment includes a computer usable program product. The computer usable
program product includes a computer-readable storage medium, and program instructions

stored on the storage medium.

[0005] An embodiment includes a computer system. The computer system includes a
processor, a computer-readable memory, and a computer-readable storage medium, and
program instructions stored on the storage medium for execution by the processor via the
memory.

BRIEF DESCRIPTION OF THE DRAWINGS

[0006] The novel features believed characteristic of the invention are set forth in the
appended claims. The invention itself, however, as well as a preferred mode of use, further
objectives, and advantages thereof, will best be understood by reference to the following
detailed description of the illustrative embodiments when read in conjunction with the

accompanying drawings, wherein:

[0007] Fig. 1 depicts a block diagram of a computing environment in accordance with an

illustrative embodiment;

[0008] Fig. 2 depicts a diagram in accordance with an illustrative embodiment;

[0009] Fig. 3 depicts a system diagram in accordance with an illustrative embodiment;
[0010] Fig. 4 depicts a flowchart diagram in accordance with an illustrative embodiment;
[0011] Fig. 5 depicts a diagram in accordance with an illustrative embodiment;

[0012] Fig. 6 depicts a diagram in accordance with an illustrative embodiment;

[0013] Fig. 7 depicts a diagram in accordance with an illustrative embodiment; and

[0014] Fig. 8 depicts a flowchart diagram of an example On Demand process in accordance

with an illustrative embodiment.

DETAILED DESCRIPTION

[0015] Disaster recovery (DR) consists of IT technologies and best practices designed to
prevent or minimize data loss and business disruption resulting from catastrophic events—
everything from equipment failures to localized power outages, civil emergencies, criminal or

military attacks, and natural disasters. Infrastructure failure can cost as much as USD 100,000
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per hour and critical application failure costs can range from USD 500,000 to USD 1 million

per hour. Many businesses cannot recover from such losses.

[0016] The present disclosure addresses the deficiencies described above by providing a
method, a machine-readable medium, and a system for A Recovery Point Objective Validator.
Embodiments include provisioning a Validation Area within a consistency group of a primary
site and a Validation Area within a consistency group of a secondary site. The embodiment
includes provisioning a Validation Writer with access to the Validation Area in the primary
site and provisioning a Validation Reader with access to the Validation Area in the secondary
site. The embodiment includes writing a validation metric by the Validation Writer into the
Validation Area in the primary site at an interval determined by a recovery point objective.
The embodiment also includes reading the validation metric by the Validation Reader from
the Validation Area in the secondary site, computing a validation result by the Validation
Reader based in part on the validation metric, the recovery point objective and a recovery point
time delta wherein the validation result comprises an outcome of a replication of the
consistency group in the primary site to the consistency group in the secondary site wherein
the Validation Area within the consistency group of the primary site, the Validation Area
within the consistency group of the secondary site, the Validation Writer and the Validation
Reader are storage and application agnostic. Other embodiments of this aspect include
corresponding computer systems, apparatus, and computer programs recorded on one or more

computer storage devices, each configured to perform the actions of the embodiment.

[0017] Tllustrative embodiments include wherein computing the validation result comprises
comparing a current generation number of the validation metric with a previous generation

number of the validation metric.

[0018] Tllustrative embodiments include wherein a replication event is computed based on

the validation result.

[0019] Tllustrative embodiments include wherein the Validation Writer and the Validation

Reader are automatically aligned based on a recovery point objective metric.

[0020] Tllustrative embodiments include wherein aligning the Validation Writer and the
Validation Reader comprises performing a slow search comprising an optimization of a system

impact relative to an alignment precision.
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[0021] Tllustrative embodiments include wherein aligning the Validation Writer and the
Validation Reader comprises performing a fast search comprising an optimization of an

alignment precision relative to a system impact.

[0022] Tllustrative embodiments also include wherein an application on the primary site

senses the validation result computed by the Validation Reader.

[0023] For the sake of clarity of the description, and without implying any limitation thereto,
the illustrative embodiments are described using some example configurations. From this
disclosure, those of ordinary skill in the art will be able to conceive many alterations,
adaptations, and modifications of a described configuration for achieving a described purpose,

and the same are contemplated within the scope of the illustrative embodiments.

[0024] Furthermore, simplified diagrams of the data processing environments are used in
the figures and the illustrative embodiments. In an actual computing environment, additional
structures or components that are not shown or described herein, or structures or components
different from those shown but for a similar function as described herein may be present

without departing the scope of the illustrative embodiments.

[0025] Furthermore, the illustrative embodiments are described with respect to specific
actual or hypothetical components only as examples. Any specific manifestations of these and
other similar artifacts are not intended to be limiting to the invention. Any suitable
manifestation of these and other similar artifacts can be selected within the scope of the

illustrative embodiments.

[0026] The examples in this disclosure are used only for the clarity of the description and
are not limiting to the illustrative embodiments. Any advantages listed herein are only
examples and are not intended to be limiting to the illustrative embodiments. Additional or
different advantages may be realized by specific illustrative embodiments. Furthermore, a

particular illustrative embodiment may have some, all, or none of the advantages listed above.

[0027] Furthermore, the illustrative embodiments may be implemented with respect to any
type of data, data source, or access to a data source over a data network. Any type of data
storage device may provide the data to an embodiment of the invention, either locally at a data
processing system or over a data network, within the scope of the invention. Where an
embodiment is described using a mobile device, any type of data storage device suitable for
use with the mobile device may provide the data to such embodiment, either locally at the

mobile device or over a data network, within the scope of the illustrative embodiments.



WO 2025/119673 PCT/EP2024/083260

[0028] The illustrative embodiments are described using specific code, computer readable
storage media, high-level features, designs, architectures, protocols, layouts, schematics, and
tools only as examples and are not limiting to the illustrative embodiments. Furthermore, the
illustrative embodiments are described in some instances using particular software, tools, and
data processing environments only as an example for the clarity of the description. The
illustrative embodiments may be used in conjunction with other comparable or similarly
purposed structures, systems, applications, or architectures. For example, other comparable
mobile devices, structures, systems, applications, or architectures therefor, may be used in
conjunction with such embodiment of the invention within the scope of the invention. An

illustrative embodiment may be implemented in hardware, software, or a combination thereof.

[0029] The examples in this disclosure are used only for the clarity of the description and
are not limiting to the illustrative embodiments. Additional data, operations, actions, tasks,
activities, and manipulations will be conceivable from this disclosure and the same are

contemplated within the scope of the illustrative embodiments.

[0030] Various aspects of the present disclosure are described by narrative text, flowcharts,
block diagrams of computer systems and/or block diagrams of the machine logic included in
computer program product (CPP) embodiments. With respect to any flowcharts, depending
upon the technology involved, the operations can be performed in a different order than what
is shown in a given flowchart. For example, again depending upon the technology involved,
two operations shown in successive flowchart blocks may be performed in reverse order, as a

single integrated step, concurrently, or in a manner at least partially overlapping in time.

[0031] A computer program product embodiment ("CPP embodiment" or “CPP”) is a term
used in the present disclosure to describe any set of one, or more, storage media (also called
"mediums") collectively included in a set of one, or more, storage devices that collectively
include machine readable code corresponding to instructions and/or data for performing
computer operations specified in a given CPP claim. A "storage device" is any tangible device
that can retain and store instructions for use by a computer processor. Without limitation, the
computer readable storage medium may be an electronic storage medium, a magnetic storage
medium, an optical storage medium, an electromagnetic storage medium, a semiconductor
storage medium, a mechanical storage medium, or any suitable combination of the foregoing.
Some known types of storage devices that include these mediums include: diskette, hard disk,
random access memory (RAM), read-only memory (ROM), erasable programmable read-only

memory (EPROM or Flash memory), static random-access memory (SRAM), compact disc
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read-only memory (CD-ROM), digital versatile disk (DVD), memory stick, floppy disk,
mechanically encoded device (such as punch cards or pits / lands formed in a major surface of
a disc) or any suitable combination of the foregoing. A computer readable storage medium, as
that term is used in the present disclosure, is not to be construed as storage in the form of
transitory signals per se, such as radio waves or other freely propagating electromagnetic
waves, electromagnetic waves propagating through a waveguide, light pulses passing through
a fiber optic cable, electrical signals communicated through a wire, and/or other transmission
media. As will be understood by those of skill in the art, data is typically moved at some
occasional points in time during normal operations of a storage device, such as during access,
de-fragmentation or garbage collection, but this does not render the storage device as transitory

because the data is not transitory while it is stored.

[0032] With reference to Fig. 1, this figure depicts a block diagram of a computing
environment 100. Data center environment 100 contains an example of an environment for the
execution of at least some of the computer code involved in performing the inventive methods,
such as an Application module 200 that provides A Recovery Point Objective Validator. In
addition to block 200, computing environment 100 includes, for example, computer 101, wide
area network (WAN) 102, end user device (EUD) 103, remote server 104, public cloud 105,
and private cloud 106. In this embodiment, computer 101 includes processor set 110 (including
processing circuitry 120 and cache 121), communication fabric 111, volatile memory 112,
persistent storage 113 (including operating system 122 and block 200, as identified above),
peripheral device set 114 (including user interface (UI) device set 123, storage 124, and
Internet of Things (IoT) sensor set 125), and network module 115. Remote server 104 includes
remote database 130. Public cloud 105 includes gateway 140, cloud orchestration module 141,

host physical machine set 142, virtual machine set 143, and container set 144.

[0033] COMPUTER 101 may take the form of a desktop computer, laptop computer, tablet
computer, smart phone, smart watch or other wearable computer, mainframe computer,
quantum computer or any other form of computer or mobile device now known or to be
developed in the future that is capable of running a program, accessing a network or querying
a database, such as remote database 130. As is well understood in the art of computer
technology, and depending upon the technology, performance of a computer-implemented
method may be distributed among multiple computers and/or between multiple locations. On
the other hand, in this presentation of computing environment 100, detailed discussion is

focused on a single computer, specifically computer 101, to keep the presentation as simple
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as possible. Computer 101 may be located in a cloud, even though it is not shown in a cloud
in Figure 1. On the other hand, computer 101 is not required to be in a cloud except to any

extent as may be affirmatively indicated.

[0034] PROCESSOR SET 110 includes one, or more, computer processors of any type now
known or to be developed in the future. Processing circuitry 120 may be distributed over
multiple packages, for example, multiple, coordinated integrated circuit chips. Processing
circuitry 120 may implement multiple processor threads and/or multiple processor cores.
Cache 121 is memory that is located in the processor chip package(s) and is typically used for
data or code that should be available for rapid access by the threads or cores running on
processor set 110. Cache memories are typically organized into multiple levels depending
upon relative proximity to the processing circuitry. Alternatively, some, or all, of the cache
for the processor set may be located “off chip.” In some computing environments, processor

set 110 may be designed for working with qubits and performing quantum computing.

[0035] Computer readable program instructions are typically loaded onto computer 101 to
cause a series of operational steps to be performed by processor set 110 of computer 101 and
thereby effect a computer-implemented method, such that the instructions thus executed will
instantiate the methods specified in flowcharts and/or narrative descriptions of computer-
implemented methods included in this document (collectively referred to as “the inventive
methods”). These computer readable program instructions are stored in various types of
computer readable storage media, such as cache 121 and the other storage media discussed
below. The program instructions, and associated data, are accessed by processor set 110 to
control and direct performance of the inventive methods. In computing environment 100, at
least some of the instructions for performing the inventive methods may be stored in block

200 in persistent storage 113.

[0036] COMMUNICATION FABRIC 111 is the signal conduction path that allows the
various components of computer 101 to communicate with each other. Typically, this fabric
is made of switches and electrically conductive paths, such as the switches and electrically
conductive paths that make up buses, bridges, physical input / output ports and the like. Other
types of signal communication paths may be used, such as fiber optic communication paths

and/or wireless communication paths.

[0037] VOLATILE MEMORY 112 is any type of volatile memory now known or to be

developed in the future. Examples include dynamic type random access memory (RAM) or
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static type RAM. Typically, volatile memory 112 is characterized by random access, but this
is not required unless aftirmatively indicated. In computer 101, the volatile memory 112 is
located in a single package and is internal to computer 101, but, alternatively or additionally,
the volatile memory may be distributed over multiple packages and/or located externally with

respect to computer 101.

[0038] PERSISTENT STORAGE 113 is any form of non-volatile storage for computers that
is now known or to be developed in the future. The non-volatility of this storage means that
the stored data is maintained regardless of whether power is being supplied to computer 101
and/or directly to persistent storage 113. Persistent storage 113 may be a read only memory
(ROM), but typically at least a portion of the persistent storage allows writing of data, deletion
of data and re-writing of data. Some familiar forms of persistent storage include magnetic
disks and solid state storage devices. Operating system 122 may take several forms, such as
various known proprietary operating systems or open source Portable Operating System
Interface-type operating systems that employ a kernel. The code included in block 200
typically includes at least some of the computer code involved in performing the inventive

methods.

[0039] PERIPHERAL DEVICE SET 114 includes the set of peripheral devices of computer
101. Data communication connections between the peripheral devices and the other
components of computer 101 may be implemented in various ways, such as Bluetooth
connections, Near-Field Communication (NFC) connections, connections made by cables
(such as universal serial bus (USB) type cables), insertion-type connections (for example,
secure digital (SD) card), connections made through local area communication networks and
even connections made through wide area networks such as the internet. In wvarious
embodiments, Ul device set 123 may include components such as a display screen, speaker,
microphone, wearable devices (such as goggles and smart watches), keyboard, mouse, printer,
touchpad, game controllers, and haptic devices. Storage 124 is external storage, such as an
external hard drive, or insertable storage, such as an SD card. Storage 124 may be persistent
and/or volatile. In some embodiments, storage 124 may take the form of a quantum computing
storage device for storing data in the form of qubits. In embodiments where computer 101 is
required to have a large amount of storage (for example, where computer 101 locally stores
and manages a large database) then this storage may be provided by peripheral storage devices
designed for storing very large amounts of data, such as a storage area network (SAN) that is

shared by multiple, geographically distributed computers. IoT sensor set 125 is made up of
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sensors that can be used in Internet of Things applications. For example, one sensor may be a

thermometer and another sensor may be a motion detector.

[0040] NETWORK MODULE 115 is the collection of computer software, hardware, and
firmware that allows computer 101 to communicate with other computers through WAN 102.
Network module 115 may include hardware, such as modems or Wi-Fi signal transceivers,
software for packetizing and/or de-packetizing data for communication network transmission,
and/or web browser software for communicating data over the internet. In some embodiments,
network control functions and network forwarding functions of network module 115 are
performed on the same physical hardware device. In other embodiments (for example,
embodiments that utilize software-defined networking (SDN)), the control functions and the
forwarding functions of network module 115 are performed on physically separate devices,
such that the control functions manage several different network hardware devices. Computer
readable program instructions for performing the inventive methods can typically be
downloaded to computer 101 from an external computer or external storage device through a

network adapter card or network interface included in network module 115.

[0041] WAN 102 is any wide area network (for example, the internet) capable of
communicating computer data over non-local distances by any technology for communicating
computer data, now known or to be developed in the future. In some embodiments, the WAN
012 may be replaced and/or supplemented by local area networks (LANs) designed to
communicate data between devices located in a local area, such as a Wi-Fi network. The WAN
and/or LANSs typically include computer hardware such as copper transmission cables, optical
transmission fibers, wireless transmission, routers, firewalls, switches, gateway computers and

edge servers.

[0042] END USER DEVICE (EUD) 103 is any computer system that is used and controlled
by an end user (for example, a customer of an enterprise that operates computer 101), and may
take any of the forms discussed above in connection with computer 101. EUD 103 typically
receives helpful and useful data from the operations of computer 101. For example, in a
hypothetical case where computer 101 is designed to provide a recommendation to an end user,
this recommendation would typically be communicated from network module 115 of
computer 101 through WAN 102 to EUD 103. In this way, EUD 103 can display, or otherwise
present, the recommendation to an end user. In some embodiments, EUD 103 may be a client

device, such as thin client, heavy client, mainframe computer, desktop computer and so on.
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[0043] REMOTE SERVER 104 is any computer system that serves at least some data and/or
functionality to computer 101. Remote server 104 may be controlled and used by the same
entity that operates computer 101. Remote server 104 represents the machine(s) that collect
and store helpful and useful data for use by other computers, such as computer 101. For
example, in a hypothetical case where computer 101 is designed and programmed to provide
a recommendation based on historical data, then this historical data may be provided to

computer 101 from remote database 130 of remote server 104.

[0044] PUBLIC CLOUD 105 is any computer system available for use by multiple entities
that provides on-demand availability of computer system resources and/or other computer
capabilities, especially data storage (cloud storage) and computing power, without direct
active management by the user. Cloud computing typically leverages sharing of resources to
achieve coherence and economies of scale. The direct and active management of the
computing resources of public cloud 105 is performed by the computer hardware and/or
software of cloud orchestration module 141. The computing resources provided by public
cloud 105 are typically implemented by virtual computing environments that run on various
computers making up the computers of host physical machine set 142, which is the universe
of physical computers in and/or available to public cloud 105. The virtual computing
environments (VCEs) typically take the form of virtual machines from virtual machine set 143
and/or containers from container set 144. It is understood that these VCEs may be stored as
images and may be transferred among and between the various physical machine hosts, either
as images or after instantiation of the VCE. Cloud orchestration module 141 manages the
transfer and storage of images, deploys new instantiations of VCEs and manages active
instantiations of VCE deployments. Gateway 140 is the collection of computer software,

hardware, and firmware that allows public cloud 105 to communicate through WAN 102.

[0045] Some further explanation of virtualized computing environments (VCEs) will now
be provided. VCEs can be stored as “images.” A new active instance of the VCE can be
instantiated from the image. Two familiar types of VCEs are virtual machines and containers.
A container is a VCE that uses operating-system-level virtualization. This refers to an
operating system feature in which the kernel allows the existence of multiple isolated user-
space instances, called containers. These isolated user-space instances typically behave as real
computers from the point of view of programs running in them. A computer program running
on an ordinary operating system can utilize all resources of that computer, such as connected

devices, files and folders, network shares, CPU power, and quantifiable hardware capabilities.

10
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However, programs running inside a container can only use the contents of the container and

devices assigned to the container, a feature which is known as containerization.

[0046] PRIVATE CLOUD 106 is similar to public cloud 105, except that the computing
resources are only available for use by a single enterprise. While private cloud 106 is depicted
as being in communication with WAN 102, in other embodiments a private cloud may be
disconnected from the internet entirely and only accessible through a local/private network. A
hybrid cloud is a composition of multiple clouds of different types (for example, private,
community or public cloud types), often respectively implemented by different vendors. Each
of the multiple clouds remains a separate and discrete entity, but the larger hybrid cloud
architecture is bound together by standardized or proprietary technology that enables
orchestration, management, and/or data/application portability between the multiple
constituent clouds. In this embodiment, public cloud 105 and private cloud 106 are both part

of a larger hybrid cloud.

[0047] Measured service: cloud systems automatically control and optimize resource use by
leveraging a metering capability at some level of abstraction appropriate to the type of service
(e.g., storage, processing, bandwidth, and active user accounts). Resource usage can be
monitored, controlled, reported, and invoiced, providing transparency for both the provider

and consumer of the utilized service.

[0048] The process software A Recovery Point Objective Validator is shared,
simultaneously serving multiple customers in a flexible, automated fashion. It is standardized,
requiring little customization, and it is scalable, providing capacity on demand in a pay-as-

you-go model.

[0049] The process software can be stored on a shared file system accessible from one or
more servers. The process software is executed via transactions that contain data and server
processing requests that use CPU units on the accessed server. CPU units are units of time,
such as minutes, seconds, and hours, on the central processor of the server. Additionally, the
accessed server may make requests of other servers that require CPU units. CPU units are an
example that represents but one measurement of use. Other measurements of use include, but
are not limited to, network bandwidth, memory usage, storage usage, packet transfers,

complete transactions, etc.

[0050] When multiple customers use the same process software application, their

transactions are differentiated by the parameters included in the transactions that identify the

11
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unique customer and the type of service for that customer. All of the CPU units and other
measurements of use that are used for the services for each customer are recorded. When the
number of transactions to any one server reaches a number that begins to affect the
performance of that server, other servers are accessed to increase the capacity and to share the
workload. Likewise, when other measurements of use, such as network bandwidth, memory
usage, storage usage, etc., approach a capacity so as to affect performance, additional network

bandwidth, memory usage, storage, etc. are added to share the workload.

[0051] The measurements of use employed for each service and customer are sent to a
collecting server that sums the measurements of use for each customer for each service that
was processed anywhere in the network of servers that provide the shared execution of the
process software. The summed measurements of use units are periodically multiplied by unit
costs, and the resulting total process software application service costs are alternatively sent
to the customer and/or indicated on a web site accessed by the customer, who may then remit

payment to the service provider.

[0052] In another embodiment, the service provider requests payment directly from a

customer account at a banking or financial institution.

[0053] In another embodiment, if the service provider is also a customer of the customer that
uses the process software application, the payment owed to the service provider is reconciled

to the payment owed by the service provider to minimize the transfer of payments.

[0054] Fig. 2 depicts a diagram 220 in accordance with an illustrative embodiment. In a
particular embodiment, the components 220 are representative of aspects of the application

200 of Fig. 1.

[0055] In the illustrated embodiment, a slow detection of a recovery point objective (RPO)
violation 222 is shown in the top left where a long RPO of over an hour and the replication
has not occurred within the RPO interval. The violation is only detected after a long duration
from the first replication, and close to the next anticipated replication. In the illustrated

embodiment shown in the bottom left, the detection is performed much sooner.

[0056] Typically, replication of the consistency group replicates the data in the underlying
volumes. In practice, it is preferable if the data is replicated together with the application
configuration during the same interval. The diagram in the top right shows an example of the
storage RPO inconsistent with other critical data sources 224 such as application meta data

when a snapshot of the underlying volumes is taken but a long duration elapses before the
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other critical data is replicated. In the illustrated embodiment, this is addressed with a fast

detection of the snapshot as shown in the bottom right.

[0057] Fig. 3 depicts a system diagram 300 in accordance with an illustrative embodiment.
In a particular embodiment, the components of the system 300 are representative of aspects of

the application 200 of Fig. 1.

[0058] In the illustrated embodiment, a primary site 302 comprises a consistency group
which contains production applications. A Validation Writer 306 with access to the Validation
Area 318 within a consistency group of the primary site writes a validation metric 314 to the
Validation Area 318. In an embodiment, the Validation Writer writes a validation metric for
each of a plurality of applications in the primary consistency group at an interval determined
by the RPO. A secondary site 304 comprises a consistency group which contains applications,
a Validation Reader 308 with access to the Validation Area 320 within a consistency group of
the secondary site, reads the validation metric 314 from the Validation Area. In some
embodiments, a Validation Area 310 for example may be a circular buffer comprising of
validation metrics that may comprise of persistent versions across the primary and secondary
sites: Validation Area 318 and Validation Area 320. In yet another embodiment, the Validation
Area may be replicated from the primary site to the secondary site for example when the
consistency group of the primary site is replicated to the consistency group of the secondary
site. Each validation metric 314 may comprise a time stamp, generation number, writer’s time
when the block was written, application universal unique identifier (UUID), and target RPO.
In some embodiments, the validation results are observed 312 from the observe recovery point
validation results component, for example an orchestrator or a controller. In embodiments, it
may be seen that the various components described herein including the Validation Writer,
Validation Reader, and the Validation Area within the consistency group of the primary site,
the Validation Area within the consistency group of the secondary site are storage and

application agnostic and may independently validate the results of the replication.

[0059] In the illustrated embodiment, a disaster recovery (DR) replication relationship 316
is configured to perform replication of the consistency group in the primary area at the RPO
interval based on a snapshot-based replication which captures the current state of the
consistency group at a moment in time. Snapshot-based replication can be used for backup or

disaster recovery, but data is only as complete as the most recent snapshot.
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[0060] Fig. 4 depicts a flowchart diagram 400 in accordance with an illustrative embodiment.
In a particular embodiment, the components 400 are representative of aspects of the

application 200 of Fig. 1.

[0061] In the illustrated embodiment, the start validation configuration 402 begins the steps,
followed by provision validation area in consistency group 404. The start validation writer 406
starts the operation of the Validation Writer by filling validation data in memory 408 which
writes a validation metric to validation area 410. The Validation Writer next waits for RPO

seconds 412 or a RPO interval. The process repeats from 408.

[0062] The start Validation Reader 414 begins the operation of the Validation Reader. The
values are first initialized, the Now value is assigned the current clock time of the secondary
site 416, the violated value is set to false, and the previous value is set to now 418. After the
initial run, new values may be entered if a new validation metric is available 428. In an
embodiment, the Validation Reader waits for an interval for instance half the RPO seconds
(interval) 420. In another embodiment, the Validation Reader detects the new validation metric.
The values are recomputed 422 with Now assigned to current clock time of the secondary site,
the recovery point time delta computed by subtracting previous from Now. The computation
of the recovery point time delta may also comprise comparing the validation metric. For
example, the generation number of the validation metric from the previous reading may be
compared with the generation number of the validation metric from the current reading. In an
embodiment, a replication event may also be computed from the generation number where the
generation number is incremented when a replication occurs. A decision is made 424, if the
recovery point time delta exceeds the RPO, report RPO violation 430 and set the violated value
to true. Next, proceed to updating the validation area and reading the validation area into
memory 426, and continue to 428. In embodiments, the validation result may comprise of the
recovery point time delta value and the decision, which may be a Boolean value or equivalent.
The outcome of the replication may be inferred from the validation result, for example, success
if the delta does not exceed the RPO or failure, if the recovery point time delta exceeds the
RPO. In an embodiment, the updated validation area is detected by the applications in the

primary area.

[0063] Fig. 5 depicts a diagram 500 in accordance with an illustrative embodiment. In a
particular embodiment, the components 500 are representative of aspects of the application

200 of Fig. 1.
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[0064] Starting from the left, the first depiction shows the correct aligned 502 when the
writer (Validation Writer) writes before the storage is replicated and the reader (Validation
Reader) reads after the storage is replicated. In an embodiment, the storage replication event
may be computed from the generation number of the validation metric written by the
Validation Writer compared to the generation number of the validation metric read by the
Validation Reader. The middle depiction shows unaligned, reader (Validation Reader) too
early 504, and the right depiction shows unaligned writer (Validation Writer) too late 506. In
both 504 and 506, the unaligned state may be detected, for example, when the reader fails to

detect a new generation number on expected schedule.

[0065] Fig. 6 depicts a diagram 600 in accordance with an illustrative embodiment. In a
particular embodiment, the components 600 are representative of aspects of the application

200 of Fig. 1.

[0066] The diagram on the left depicts the state diagram of an overall 602 operation to align
unaligned Validation Reader and Validation Writer. In an embodiment, the Validation Reader
may signal a hint to the Validation Writer comprising the last read generation number and last
write timestamp. In another embodiment, the Validation Reader and Validation Writer may
be automatically aligned based for example on a failed or delayed replication or an updated
RPO. In some embodiments, the Validation Writer and the Validation Reader are
automatically aligned based on a recovery point objective metric. For example, a recovery
point objective metric may comprise a failed or delayed replication or an updated RPO. A
policy slow will perform a slow search until alignment is found or the slow search duration is
exceeded, in which case the fast search is performed. A policy fast search will perform a fast
search until alignment is found. If alignment is lost, repeat from the start. The diagram on the
right depicts a slow search 604 where both the Validation Reader and Validation Writer make

adjustments.

[0067] Fig. 7 depicts a diagram 700 in accordance with an illustrative embodiment. In a
particular embodiment, the components 700 are representative of aspects of the application

200 of Fig. 1.

[0068] For a fast search 702 frequently perform writes and reads to align the Validation
Writer and the Validation Reader within one replication cycle. In some embodiments, aligning
the Validation Writer and the Validation Reader comprises performing a fast search

comprising an optimization of alignment precision relative to system impact. For example, the
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fast search may enable the alignment precision of the Validation Writer and the Validation
Reader to be achieved sooner but at the expense of higher impact to system resources such as
CPU, or disk usage. A slow search 704 may be performed comprising for example one read
and one write per replication cycle where alignment may take multiple replication cycles. In
some embodiments, aligning the Validation Writer and the Validation Reader comprises
performing a slow search comprising an optimization of system impact relative to alignment
precision. For example, the slow search may optimize i.e. minimize the impact to system
resources relative to the fast alignment of the Validation Writer and the Validation Reader. In
an embodiment, the Validation Writer may shift right on the time scale for example, writing
later to the Validation Area and then shifting left to adjust. The Validation Reader may shift
left to read earlier from the Validation Area and shifting right to adjust.

[0069] Fig. 8 depicts a flowchart diagram of an example On Demand process in accordance

with an illustrative embodiment.

[0070] Step 840 begins the On Demand process. A transaction is created that contains the
unique customer identification, the requested service type, and any service parameters that
further specify the type of service (841). The transaction is then sent to the main server (842).
In an On Demand environment, the main server can initially be the only server, and then as

capacity is consumed other servers are added to the On Demand environment.

[0071] The server central processing unit (CPU) capacities in the On Demand environment
are queried (843). The CPU requirement of the transaction is estimated, and then the server’s
available CPU capacity in the On Demand environment is compared to the transaction CPU
requirement to see if there is sufficient CPU available capacity in any server to process the
transaction (844). If there is not sufficient server CPU available capacity, then additional
server CPU capacity is allocated to process the transaction (848). If there was already

sufficient available CPU capacity, then the transaction is sent to a selected server (845).

[0072] Before executing the transaction, a check is made of the remaining On Demand
environment to determine if the environment has sufficient available capacity for processing
the transaction. This environment capacity consists of such things as, but not limited to,
network bandwidth, processor memory, storage etc. (846). If there is not sufficient available
capacity, then capacity will be added to the On Demand environment (847). Next the required
software to process the transaction is accessed, loaded into memory, and then the transaction

is executed (849).
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[0073] The usage measurements are recorded (850). The usage measurements consist of the
portions of those functions in the On Demand environment that are used to process the
transaction. The usage of such functions as, but not limited to, network bandwidth, processor
memory, storage and CPU cycles are what is recorded. The usage measurements are summed,

multiplied by unit costs, and then recorded as a charge to the requesting customer (851).

[0074] If the customer has requested that the On Demand costs be posted to a web site (852),
then they are posted thereto (853). If the customer has requested that the On Demand costs be
sent via e-mail to a customer address (854), then they are sent (855). If the customer has
requested that the On Demand costs be paid directly from a customer account (856), then
payment is received directly from the customer account (857). On Demand process proceeds

to 858 and exits.

[0075] While it is understood that the process software A Recovery Point Objective
Validator may be deployed by manually loading it directly in the client, server, and proxy
computers via loading a storage medium such as a CD, DVD, etc., the process software may
also be automatically or semi-automatically deployed into a computer system by sending the
process software to a central server or a group of central servers. The process software is then
downloaded into the client computers that will execute the process software. Alternatively, the
process software is sent directly to the client system via e-mail. The process software is then
either detached to a directory or loaded into a directory by executing a set of program
instructions that detaches the process software into a directory. Another alternative is to send
the process software directly to a directory on the client computer hard drive. When there are
proxy servers, the process will select the proxy server code, determine on which computers to
place the proxy servers' code, transmit the proxy server code, and then install the proxy server
code on the proxy computer. The process software will be transmitted to the proxy server, and

then it will be stored on the proxy server.
[0076] Introduction

[0077] < Loading the process software directly on the client, server, and proxy computers by

loading a storage medium such as a CD, DVD, etc.

[0078] <« Automatically or semi-automatically deploying the process software into a
computer system by sending it to a central server or a group of central servers. The process

software is then downloaded into the client computers that will execute the process software.

17



WO 2025/119673 PCT/EP2024/083260

[0079] < Sending the process software directly to the client system via e-mail. The process
software is then either detached to a directory or loaded into a directory by executing a set of

program instructions that detaches the process software into a directory.

[0080] < Sending the process software directly to a directory on the client computer hard

drive.

[0081] <« When there are proxy servers, the process will select the proxy server code,
determine on which computers to place the proxy servers’ code, transmit the proxy server code,
and then install the proxy server code on the proxy computer. The process software will be

transmitted to the proxy server and then it will be stored on the proxy server.
[0082] General Description

[0083] While it is understood that the process software A Recovery Point Objective
Validator may be deployed by manually loading it directly in the client, server, and proxy
computers via loading a storage medium such as a CD, DVD, etc., the process software may
also be automatically or semi-automatically deployed into a computer system by sending the
process software to a central server or a group of central servers. The process software is then
downloaded into the client computers that will execute the process software. Alternatively, the
process software is sent directly to the client system via e-mail. The process software is then
either detached to a directory or loaded into a directory by executing a set of program
instructions that detaches the process software into a directory. Another alternative is to send
the process software directly to a directory on the client computer hard drive. When there are
proxy servers, the process will select the proxy server code, determine on which computers to
place the proxy servers' code, transmit the proxy server code, and then install the proxy server
code on the proxy computer. The process software will be transmitted to the proxy server, and

then it will be stored on the proxy server.

[0084] The following definitions and abbreviations are to be used for the interpretation of

2

the claims and the specification. As used herein, the terms “comprises,” “comprising,”

EE AN

“includes,” “including,” “has,” “having,

2%

contains” or “containing,” or any other variation
thereof, are intended to cover a non-exclusive inclusion. For example, a composition, a
mixture, process, method, article, or apparatus that comprises a list of elements is not
necessarily limited to only those elements but can include other elements not expressly listed

or inherent to such composition, mixture, process, method, article, or apparatus.
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[0085] Additionally, the term “illustrative” is used herein to mean “serving as an example,
instance or illustration.” Any embodiment or design described herein as “illustrative” is not
necessarily to be construed as preferred or advantageous over other embodiments or designs.
The terms “at least one” and “one or more” are understood to include any integer number
greater than or equal to one, i.e., one, two, three, four, etc. The terms “a plurality” are
understood to include any integer number greater than or equal to two, i.e., two, three, four,

five, etc. The term “connection” can include an indirect “connection” and a direct “connection.”

29 CC 29 CC

[0086] References in the specification to “one embodiment,” “an embodiment,” “an example
embodiment,” etc., indicate that the embodiment described can include a particular feature,
structure, or characteristic, but every embodiment may or may not include the particular
feature, structure, or characteristic. Moreover, such phrases are not necessarily referring to the
same embodiment. Further, when a particular feature, structure, or characteristic is described
in connection with an embodiment, it is submitted that it is within the knowledge of one skilled
in the art to affect such feature, structure, or characteristic in connection with other

embodiments whether or not explicitly described.

2

[0087] The terms “about,” “substantially,” “approximately,” and variations thereof, are
intended to include the degree of error associated with measurement of the particular quantity
based upon the equipment available at the time of filing the application. For example, “about”

can include a range of + 8% or 5%, or 2% of a given value.

[0088] The descriptions of the various embodiments of the present invention have been
presented for purposes of illustration but are not intended to be exhaustive or limited to the
embodiments disclosed. Many modifications and variations will be apparent to those of
ordinary skill in the art without departing from the scope and spirit of the described
embodiments. The terminology used herein was chosen to best explain the principles of the
embodiments, the practical application or technical improvement over technologies found in
the marketplace, or to enable others of ordinary skill in the art to understand the embodiments

described herein.

[0089] The descriptions of the various embodiments of the present invention have been
presented for purposes of illustration but are not intended to be exhaustive or limited to the
embodiments disclosed. Many modifications and variations will be apparent to those of
ordinary skill in the art without departing from the scope and spirit of the described

embodiments. The terminology used herein was chosen to best explain the principles of the
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embodiments, the practical application or technical improvement over technologies found in
the marketplace, or to enable others of ordinary skill in the art to understand the embodiments

described herein.

[0090] Thus, a computer implemented method, system or apparatus, and computer program
product are provided in the illustrative embodiments for managing participation in online
communities and other related features, functions, or operations. Where an embodiment or a
portion thereof is described with respect to a type of device, the computer implemented method,
system or apparatus, the computer program product, or a portion thereof, are adapted or

configured for use with a suitable and comparable manifestation of that type of device.

[0091] Where an embodiment is described as implemented in an application, the delivery of
the application in a Software as a Service (SaaS) model is contemplated within the scope of
the illustrative embodiments. In a SaaS model, the capability of the application implementing
an embodiment is provided to a user by executing the application in a cloud infrastructure.
The user can access the application using a variety of client devices through a thin client
interface such as a web browser (e.g., web-based e-mail), or other light-weight client-
applications. The user does not manage or control the underlying cloud infrastructure
including the network, servers, operating systems, or the storage of the cloud infrastructure.
In some cases, the user may not even manage or control the capabilities of the SaaS application.
In some other cases, the SaaS implementation of the application may permit a possible

exception of limited user-specific application configuration settings.

[0092] Embodiments of the present invention may also be delivered as part of a service
engagement with a client corporation, nonprofit organization, government entity, internal
organizational structure, or the like. Aspects of these embodiments may include configuring a
computer system to perform, and deploying software, hardware, and web services that
implement, some or all of the methods described herein. Aspects of these embodiments may
also include analyzing the client's operations, creating recommendations responsive to the
analysis, building systems that implement portions of the recommendations, integrating the
systems into existing processes and infrastructure, metering use of the systems, allocating
expenses to users of the systems, and billing for use of the systems. Although the above
embodiments of present invention each have been described by stating their individual
advantages, respectively, present invention is not limited to a particular combination thereof.
To the contrary, such embodiments may also be combined in any way and number according

to the intended deployment of present invention without losing their beneficial effects.
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CLAIMS

1. A computer-implemented method comprising:

provisioning a Validation Area within a consistency group of a primary site and a
Validation Area within a consistency group of a secondary site;

provisioning a Validation Writer with access to the Validation Area in the primary
site and provisioning a Validation Reader with access to the Validation Area in the
secondary site;

writing a validation metric by the Validation Writer into the Validation Area in the
primary site at an interval determined by a recovery point objective; and

reading the validation metric by the Validation Reader from the Validation Area in
the secondary site, computing a validation result by the Validation Reader based in part on
the validation metric, the recovery point objective and a recovery point time delta wherein
the validation result comprises an outcome of a replication of the consistency group in the
primary site to the consistency group in the secondary site wherein the Validation Area
within the consistency group of the primary site, the Validation Area within the consistency
group of the secondary site, the Validation Writer and the Validation Reader are storage and

application agnostic.

2. The computer-implemented method of claim 1, wherein computing the validation result
comprises comparing a current generation number of the validation metric with a previous

generation number of the validation metric.

3. The computer-implemented method of claims 1 or 2, wherein a replication event is

computed based on the validation result.

4. The computer-implemented method of any one of the claims 1 to 3, wherein the
Validation Writer and the Validation Reader are automatically aligned based on a recovery

point objective metric.
5. The computer-implemented method of any one of the claims 1 to 4, wherein aligning the

Validation Writer and the Validation Reader comprises performing a slow search comprising

an optimization of a system impact relative to an alignment precision.
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6. The computer-implemented method of any one of the claims 1 to 5, wherein aligning the
Validation Writer and the Validation Reader comprises performing a fast search comprising

an optimization of an alignment precision relative to a system impact.

7. The computer-implemented method of any one of the claims 1 to 6, wherein an
application on the primary site detects the validation result computed by the Validation

Reader.

8. A computer program product comprising one or more computer readable storage media,
and program instructions collectively stored on the one or more computer readable storage
media, the program instructions executable by a processor to cause the processor to perform
operations comprising:

provisioning a Validation Area within a consistency group of a primary site and a
Validation Area within a consistency group of a secondary site;

provisioning a Validation Writer with access to the Validation Area in the primary
site and provisioning a Validation Reader with access to the Validation Area in the
secondary site;

writing a validation metric by the Validation Writer into the Validation Area in the
primary site at an interval determined by a recovery point objective; and

reading the validation metric by the Validation Reader from the Validation Area in
the secondary site, computing a validation result by the Validation Reader based in part on
the validation metric, the recovery point objective and a recovery point time delta wherein
the validation result comprises an outcome of a replication of the consistency group in the
primary site to the consistency group in the secondary site wherein the Validation Area
within the consistency group of the primary site, the Validation Area within the consistency
group of the secondary site, the Validation Writer and the Validation Reader are storage and

application agnostic.
9. The computer program product of claim 8, wherein computing the validation result
comprises comparing a current generation number of the validation metric with a previous

generation number of the validation metric.

10. The computer program product of claims 8 or 9, wherein a replication event is computed

based on the validation result.
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11. The computer program product of any one of the claims 8 to 10, wherein the Validation
Writer and the Validation Reader are automatically aligned based on a recovery point

objective metric.

12. The computer program product of any one of the claims 8 to 11, wherein aligning the
Validation Writer and the Validation Reader comprises performing a slow search comprising

an optimization of a system impact relative to an alignment precision.

13. The computer program product of any one of the claims 8 to 12, wherein aligning the
Validation Writer and the Validation Reader comprises performing a fast search comprising

an optimization of an alignment precision relative to a system impact.

14. The computer program product of any one of the claims 8 to 13, wherein an application

on the primary site senses the validation result computed by the Validation Reader.

15. A computer system comprising a processor and one or more computer readable storage
media, and program instructions collectively stored on the one or more computer readable
storage media, the program instructions executable by the processor to cause the processor to
perform operations comprising:

provisioning a Validation Area within a consistency group of a primary site and a
Validation Area within a consistency group of a secondary site;

provisioning a Validation Writer with access to the Validation Area in the primary
site and provisioning a Validation Reader with access to the Validation Area in the
secondary site;

writing a validation metric by the Validation Writer into the Validation Area in the
primary site at an interval determined by a recovery point objective; and

reading the validation metric by the Validation Reader from the Validation Area in
the secondary site, computing a validation result by the Validation Reader based in part on
the validation metric, the recovery point objective and a recovery point time delta wherein
the validation result comprises an outcome of a replication of the consistency group in the
primary site to the consistency group in the secondary site wherein the Validation Area
within the consistency group of the primary site, the Validation Area within the consistency
group of the secondary site, the Validation Writer and the Validation Reader are storage and

application agnostic.
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16. The computer system of claim 15, wherein computing the validation result comprises
comparing a current generation number of the validation metric with a previous generation

number of the validation metric.

17. The computer system of claims 15 or 16, wherein the Validation Writer and the

Validation Reader are automatically aligned based on a recovery point objective metric.

18. The computer system of any one of the claims 15 to 17, wherein aligning the Validation
Writer and the Validation Reader comprises performing a slow search comprising an

optimization of a system impact relative to an alignment precision.
19. The computer system of any one of the claims 15 to 18, wherein aligning the Validation
Writer and the Validation Reader comprises performing a fast search comprising an

optimization of an alignment precision relative to a system impact.

20. The computer system of any one of the claims 15 to 19, wherein an application on the

primary site senses the validation result computed by the Validation Reader.
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