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COMMUNICATIONS WITH REMOTE EMBEDDED APPLICATIONS

This invention relates to communications with remote embedded

applications.

In the context of this specification, the term "remote embedded
application” means any remote process or device which operates under the control
of a local controller (e.g. microprocessor), and has a requirement to exchange data

with a central site from time to time.

One example (of many) of a remote embedded application is a vending
machine. These days, a vending machine will typically operate under local
microprocessor control. However, in order to monitor such data as status,
performance and/or stock levels in a vending machine, it is common practice for a
communications link to be provided between the remote vending machine and a
central site. In this way, the central site can communicate with the vending machite

and maintain a check on its status, performance, stock levels, etc.

In a faitly typical arrangement, such a vending machine will have an
intelligent communications module (which may be part of the microprocessor of
the vending machine). Such a module will be programmed to dial up a specific
central site (or connect via a non dial-up link, e.g. Ethernet) in the event of a
reportable condition arising at the vending machine, or at predetermined periodic
intervals. For this purpose, the communications module has to be programmed
with specific data as to how to establish a communications link with the central site,
and also how to exchange data with the central site. In short, this requires a certain

amount of intelligence in the communications module within the vending machine,

CONFIRMATION COPY
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together with a certain amount of setting up of the module, which will generally be

specific to each machine.

Preferred embodiments of the present invention aim to provide
communications modules and communications techniques which may be generally
improved in the foregoing respects, affording significantly ~simpler
communications control requirements at the remote embedded application, and
providing relatively cheap communication between the remote embedded

application and a central site.

According to one aspect of the present invention, there is provided a
communications system comprising a computer network server which is arranged
to communicate simultaneously with a plurality of remote computers; and a remote
embedded application having a controller which is arranged to communicate with
said computer network server such that file transfer sessions are carried out
between said computer network server and said controller: wherein said server and
controller are arranged to establish separate control and data transfer channels via
TCP ports and sockets at said server and controller, such that data is transferred
between said server and controller over said data transfer channel, and the transfer
of such data is controlled by control signals passing between said server and

controller over said control channel.

Preferably, said controller communicates with said server via a modem at

said remote embedded application.

Preferably, said controller communicates with said server via a global

computer network.
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Preferably, said global computer network comprises the Internet.

Preferably, each said file transfer session is a File Transfer Protocol (FIP)

session.

Preferably, said controller is arranged also to initiate a connection between
said controller and said server and, once that connection is made, said controller
exchanges data with said remote embedded application under the control of said

Server.

Preferably, said connection initiated between said module and said server is

by way of a simple terminal emulation session.
Preferably, said simple terminal emulation is by way of Telnet protocol.

Preferably, said server is arranged to look up ID data in response to a
connection initiated by said controller and use that ID data to establish a file

transfer session with said remote embedded application.

Preferably, said server is arranged to transmit to said remote embedded
application during each said file transfer session a new public encryption key such
that, for each subsequent file transfer session, said server communicates with said
controller using the new public encryption key that was transmitted to said remote

embedded application during a previous file transfer session.

Preferably, for each said subsequent file transfer session, said server logs on

to said controller using the new public encryption key that was transmitted to said
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remote embedded application during the immediately previous file transfer

session.

Preferably, said server is arranged to transmit to said remote embedded
application, prior to at least an initial file transfer session, real time clock data in
order to synchronise a clock local to said controller with a clock local to said
server or another reference clock which is used by said server, thereby to
synchronise date and time data as between said server and said remote embedded

application.

Said controller may be arranged to transmit said real time clock data to said
remote embedded application during only an initial set up procedure of said

controller.

Said server may be arranged to transmit said real time clock data to said
controller prior to each said file transfer session after x prior file transfer sessions,

where xis 1 or greater than 1.

Said server may be arranged to compare the local time at said controller
with the local time at said server and to make a decision, based on the result of that
comparison, whether to transmit real time clock data to said remote embedded
application, thereby to synchronise date and time data as between said server and

said remote embedded application.

Preferably, said controller is programmed, upon installation of the
controller, to establish communication with and register with a central registration

database, in order to transfer data files from said database to said remote
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embedded application in order to set up and configure said controller for

subsequent file transfer sessions with said computer network server.
Preferably, said database is provided by said computer network server.

Preferably, said server is arranged to call said controller using Calling Line
Identification (CLI); and wherein said controller is arranged:

to detect said call and said CLI from said server;

to not answer said call from said server; and

to initiate a call to said server a predetermined time after said call and said

CLI have been received from said server.

Preferably, said server is arranged to call said controller under control of

one of said remote computers.

Preferably, said server is arranged to connect said controller with one of

said remote computers.

According to another aspect of the present invention, there is provided a
method of communication between a computer network server, which is arranged
to communicate simultaneously with a plurality of remote computers, and a remote
embedded application, having a controller which is arranged to communicate with
said computer network server such that file transfer sessions are carried out
between said computer network server and said remote embedded application,
wherein said server and controller establish separate control and data transfer
channels via TCP ports and sockets at said server and controller, such that data is

transferred between said server and controller over said data transfer channel, and
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the transfer of such data is controlled by control signals passing between said

server and controller over said control channel.

Preferably, said computer network server and said remote embedded
application are comprised in a system in accordance with any of the preceding

aspects of the invention.

For a better understanding of the invention, and to show how
embodiments of the same may be carried into effect, reference will now be made,

by way of example, to the accompanying diagrammatic drawings, in which:

Figure 1 is an illustration of one example of a communications module in a

remote embedded application;

Figure 2 is a more detailed illustration of a communications link distributed

over the Internet;

Figure 3 illustrates schematically the use of TCP (Transmission Control

Protocol) ports and sockets for the controlled transmission of data;

Figure 4 is a simple flow chart to illustrate a method of establishing a file
transfer session between a remote embedded application and an ISP Server, with

dynamic Public Key assignment;

Figure 5 is a simple flow diagram to illustrate the steps in an initial

registration procedure; and



WO 02/32078 PCT/GB01/04482

10

15

20

25

-7-

Figure 6 is a simple flow diagram to illustrate the initial steps in establishing
a connection between an ISP Server and a remote application by use of Calling
Line Identification (CLI).

Figure 1 illustrates a remote embedded application, in the form of a
vending machine 1, which is arranged to communicate with a central site, in the

form of an Internet Service Provider (ISP) Server 2, over the Internet.

The vending machine 1 incorporates an intelligent controller 10 which
controls the normal functions of the vending machine 1 and also maintains a local
database 11 which maintains a record of various parameters at the vending
machine 1 - e.g. current operating status, performance, stock levels, currency levels,
etc. (Some applications may have more than one controller such as 10 to perform
and/ or control different functions but, for simplicity, reference is made here just to
one controller 10, it being well understood by those skilled in the art that this may
represent a plurality of controllers.)

The vending machine 1 also incorporates a communications module 12
which includes a module controller 121, a modem 122 and i/0 ports 123.
Although in Figure 1 the module controller 121, modem 122 and i/0 ports 123 are
shown separately from the vending machine controller 10, any or all could

alternatively be integrated with it.

The ISP server 2 is in effect a computer network server which is arranged to

The ISP server 2 further comprises a database 21, a controller 22, i/o ports 223, a
modem 23 and a clock 24. For simplicity, the modem 23 is shown as within the
ISP Server 2 although, in an Internet configuration, the modem 23 may typically be
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located at a different site than the database 21, as illustrated in Figure 2, which is

described in more detail below.

A communications link 3 is provided between the vending machine 1 and
the ISP server 2. The communications link 3 may take any suitable form but, in this
example, utilises the Internet, which is accessed by both the vending machine 1 and
the ISP server 2 via their respective modems 122 and 23. However, it is to be
understood that the communications link 3 could take any convenient form, which
does not necessarily require the use of a modem such as 122 or 23 at either end of
the link. Both hard wired and wireless links may be employed, as may both dial-up

and permanent connections (e.g. Ethernet, ADSL, Intranet, WAN, etc.).

The vending machine 1, together with the ISP server 2 and the
communications link 3, make up a communications system which operates as

follows.

When it is desired for the vending machine 1 to communicate with the
central database 21, either upon a reportable condition arising at the vending
machine 1 or at predetermined periodic intervals, the module controller 121
initiates an Internet dial-up session via the modem 122, and establishes a link with
the ISP server 2 (of known IP address). This may be, for example, by way of a
Telnet session, with the module controller 121 providing an ID

(username/ password) to log onto the database 21.

Once the Telnet session has been established, the ISP server 2 synchronises
a local clock 14 of the vending machine 1 with the clock 24 of the ISP server 2.
Updating the local vending machine clock 14 in this way enables any necessary time

adjustment at the vending machine 1, to provide more accurate synchronisation as
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to time and date, as between the vending machine 1 and the ISP server database 21.
Alternatively, the clock 14 of the vending machine 1 may need to be synchronised
with the clock 24 of the ISP server 2, only when the module 12 is first installed and

powered up (see below).

The communications link 3 having thus been set up, the ISP server 2
establishes an FIP (File Transfer Protocol) session back to the vending machine
module 12, which is set up to operate as an FIP Server. To this end, the ISP
server 2 looks up from the database 21 an appropriate ID (username/password)

for the particular vending machine module 12, to establish the FTP session.

At that point, the ISP server 2 takes control of any necessary exchange of
files with the vending machine module 12. It is important to appreciate that, in
order to establish such an FTP session, it has not been necessary for the ISP server
2 to initiate a call to the remote embedded application of the vending machine 1.
On the contrary, it is the vending machine 1 that has initiated the call. But once the
initial (e.g) Telnet session has been set up, the ISP server 2 then takes over and sets
up the FTP session.

Also, since control of the exchange of files in the FTP session between the
database 21 and the vending machine module 12 rests entirely with the ISP server
2, substantially all intelligence and control may remain at the ISP server 2, with the
vending machine module 12 having only minimal requirements. This arrangement
provides substantial flexibility, since "decision making" software need not be
embedded in the remote module 12. This allows for much simpler software
upgrades to the system. In most case, software upgrades can be accomplished
entirely by a single operation at the ISP server 2, rather than at many remote
modules such as 12. The absence or minimisation of decision-making software at
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the remote unit 12 minimises code downloads when new decisions need to be
made. The remote unit 12 can request the database server 2 for certain actions -
for example, download a specific file. However, the database server 2 can
override any requests due to other events - for example, if a PC user ($ee below)

has requested a specific function which takes priority.

With the FIP session established and any necessary time adjustment made
as between the ISP server clock 24 and the vending machine clock 14, files can be
exchanged between the ISP server database 21 and the vending machine database
11 as necessary. For example, latest vending machine prices may be downloaded
from the ISP server database 21 to the vending machine database 11, when the
time and date stamping of files indicates that the files at the vending machine 1
require updating. The ISP server database 21, under the control of controller 22,
will automatically upload the latest collected data files from the vending machine 1
- for example, vending machine stock levels, currency levels, etc. File transfers may

take place in response to requests from the module 12 (or a remote computer 201,

computer) to indicate a file transfer request.

Once the files between ISP server database 21 and vending machine
database 11 have been synchronised, the ISP server 2 can then teardown the FTP

session.

Thus, in this way, significant advantages of ease and cost of communication
can be obtained, firstly by making use of the Internet (where local call charges
usually apply) to provide communication between the remote embedded
application and the ISP server 2, and secondly by employing a relatively simple

communications controller 12 in the remote embedded application, to leave
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intelligence and control of file transfer sessions principally with the ISP server 2.
As noted above, there is no requirement for the ISP server 2 to initiate a call to the
remote embedded application. The remote embedded application initiates the
call, but the file transfer is then set up by the ISP server 2. The transmission of real-
time information from the ISP server 2 to the remote embedded application over
the initial Telnet session can be particularly advantageous to ensure correct time

sequencing of the files at the respective ends of the communications link.

As mentioned above, in an Internet implementation, the modem access may
typically be more distributed than shown in Figure 1. This is shown in more detail
in Figure 2. Here, the remote module 12 connects with an ISP modem server 23a,
which provides a local point of presence, and communicates over the Internet 30
with database server 2a, which contains database 21, controller 22 and clock 24.
(The clock could be local to the database 21 as shown, or derived from another
clock source on the Internet network - e.g. an atomic clock source) Likewise,
remote computer 201 (202...20n) connects with another ISP modem server 23b,
which provides another local point of presence, and communicates over the

Internet 30 with database server 2a.

In one example of an alternative configuration, the modems and Remote
Access Servers of Figure 2 can be dispensed with and the various components
permanently connected, e.g. by way of an Ethernet or Intranet configuration.
Either or both of the remote module 12 and remote computer could have
respective databases which are either local or remotely connected over the

network.

The structure of the ISP server 2 is such as to facilitate the look up of Public
Encryption Keys, which will be different for the Telnet and FTP sessions. The
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Telnet Public Key will be a key which is common to the ISP server 2, which
typically will service a large number of embedded applications, such as the vending
machine 1. However, the FIP Public Key can be unique to the vending machine
module 12. The latter feature enables a particularly advantageous encryption
method, which combines simplicity with high security. This operates as follows.

Once files between the ISP server database 21 and the vending machine
database 11 have been synchronised, and before the current FTP session ends, the
ISP server 2 can send to the vending machine module 12 a new Public Encryption
Key for the next FTP session on the next call from the vending machine module
12. In other words, each time a new FTP session is initiated by the ISP server 2, it
uses a Public Encryption Key for the vending machine module 12 (operating then
as an FIP Server) which has been transferred as a file to the vending machine
module 12 during the previous FTP session. It will be appreciated that this affords
a high degree of security. By the same token, it also allows a more simple
encryption algorithm to be used for a given degree of securty, since data
synchronisation FTP sessions between the ISP server 2 and the vending machine
module 12 will typically be small and therefore more difficult to crack, when the
FTP Public Key is changed dynamically from one session to the next.

Figure 4 is a simple flow chart to illustrate the above-described method of
establishing a file transfer session between remote embedded application 1 and ISP
Server 2, with dynamic Public Key assignment.

In step 41, an event occurs to trigger a connection request between vending
machine 1 and ISP Server 2. For example, this may be due to a particular event
arising at the vending machine 1, or to a particular time event arising, which

requires a routine connection to the ISP Server 2.
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In step 42, the communications module 12 dials up the respective Internet
Service Provider and, in step 43, logs on to the ISP Server 2 with appropriate ID,

by way of a Telnet session.

In step 44, the ISP Server 2 looks up the ID received in the initial Telnet
session, in order to identify the particular communications module 12. In step 44,
the ISP Server 2 logs on to the communications module 12 to establish an FTP
session, using the FTP Public Key as sent to the module 12 during the last file

transfer session.

In step 46, file transfer proceeds between the ISP database 21 and the
remote application database 11, under control of the ISP Server 2 and, during that
file transfer process or at the end of it, the ISP Server 2 sends, in step 47, a new

Public Encryption Key to the module 12 for the next FTP session.

With all of the file transfers completed, the ISP Server 2 terminates the FTP

session in step 48.

Another preferred and advantageous feature of the illustrated
communications system concerns the procedure for first installing the vending
machine module 12.

When installed, the vending machine module 12 is programmed with a
unique serial number. It is also programmed to dial up and comnect to a specific
registration database when first installed and powered up in the vending machine 1.

In other words, as a new item of equipment, the vending machine module 12

requires only minimal programming. Many similar modules 12 can be
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programmed in almost exactly the same way with almost exactly the same

information, each differing only in its own, unique serial number.

When the vending machine module 12 dials up the registration database for
the fist time, the registration database identifies the specific module 12 by means of
its unique serial number, and then programs the module 12 with all of its relevant
customised configuration - such as, for example, Telnet and FTP passwords, FTP
Public Encryption Keys, telephone numbers for local ISP access (local telephone
rates), customer name, customised web pages, new user configuration, subsequent
database IP addresses, etc. Having been programmed with all of this data, the
vending machine 12 is then ready to dial up the ISP server 2 over the
communications link 3, as described above, for regular Telnet/FIP sessions.
Thus, the installation process for the vending machine module 12 is substantially
automated. As indicated above, the initial registration procedure can include an
initial clock synchronisation step between a central clock such as 24 and the clock
14 of the module 12.

The registration procedure for the remote module 12 is carried out in just
the same way as the above-described ISP server access - that is an initial Telnet
session followed by an FIP session. This is a real benefit of centralised decision-
making as described above. The remote module 12 purely has files transferred
through it. It does not need to know whether these are configuration files, as in the
case of initial registration, or whether they are data files for normal operation. The
registration database could be totally separate from the usual "application"
database 21, or it could actually be the same database.

Figure 5 is a simple flow diagram to illustrate the steps in the above-

described registration procedure.
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In step 51, the communications module 12 is installed in the remote
embedded application 1 and, in step 52, it is powered up for the first time. In step
53, the communications module 12 dials up the registration database and in step 54
logs on to it with its predetermined ID which, as described above, may be its

unique serial number, in order to establish a Telnet session.

In step 55, the registration database looks up the ID supplied from the
module 12 in order to identify the particular module and then, in step 56, it
synchronises its own local clock (or the clock that it uses) with that of the module
12.

In step 57, the registration database logs on to the communications module
12 to establish an FTP session and, in step 58, it transfers the necessary set up and
configuration files to the module 12. When all of this is completed, the registration

database terminates the FTP session in step 59.

As noted above, in addition to providing Internet service to a plurality of
communication modules such as 12 for various remote embedded applications, the
ISP server 2 also provides Internet service for a large number of remote computers
201, 202...20n which, so far as the ISP server 2 is concerned, will typically be
connected as PC Browsers. Thus, a user on remote computer 201, subject to
submission of appropriate ID (username/password), can gain access to the
database 21 and therefore obtain information as to the current state of the vending
machine 1 at the last time a dial up session was established between the vending
machine 1 and the ISP server 2. This might be regarded as a "snapshot" in time of
the status of the vending machine 1. In this way, subject to suitable security

restrictions, an owner of a number of vending machines (or other embedded
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applications) can view their status conveniently via the database 21, over a

relatively cheap and simple Intermet connection via the ISP server 2.

In an optional variant, the user of remote computer 201 can look directly at

the vending machine 1. This operates as follows.

Once connected to the ISP server 2, the user of computer 201 can cause the
ISP server to dial up the vending machine module 12, which is provided with
Calling Line Identification (CLI) Service, to indicate to the called module 12 the
identity of the calling party. The ISP server 2 will cause the vending machine
modem 122 to be called for one or more ring periods (or for a predetermined
time, particularly if the CLI comes before the first ring, such that no-ring calls can
be supported). The communications module 12 detects from the CLI that the ISP
server 2 has called, and is programmed not to answer the call. However, the
communications module 12 is programmed to dial back after a short duration to
establish a Telnet session (generally as described above) with the ISP server 2,
which then in turn establishes an FIP session with the communications module 12,

also generally as described above.

Then, furnished with the appropriate IP addresses, the ISP server 2
connects the remote computer 201 directly with the vending machine 1, via the
communications module 12. This enables the user of remote computer 201 to
view the data in the remote embedded application in real-time, and optionally,
exchange data files with it and/or the ISP server 2.

In this way, the user of remote computer 201 (202...20n) can dial up and
view any desired remote embedded application at will, using a communications
link established over the Internet. Again, by use of the CLI, one is able to
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overcome the presently accepted restriction that ISP's will not initiate a call, and
thereby ensure that any call charges remain with the owner of the vending machine
module 12, rather than being attributed to the ISP server 2.

In the above procedure, the dynamically assigned IP address of the remote
module 12 is captured at the database 21 and forwarded to the remote computer
201. This allows the remote computer 201 to browse the module 12 directly, since
the module has its own embedded web server. Therefore, this provides a
mechanism for the remote computer 201 to interrogate the remote moddle 12 in
real time. So far as the remote module 12 is concerned, it has had a request to
synchronise with the database 21, using Telnet/FIP sessions. The database
controller 22 can make the appropriate decisions as to whether to transfer files
and/or "connect" the remote computer 201 to the remote module 12. For
example, the remote computer 201 may update some configuration at the database
21, request that this be transferred immediately to the remote module 12, and
request that it view the module 12 in real time to see the effect of the configuration
changes. This is another significant benefit of centralised decision-making as

described above.

The use of CLI can be extended such that the ISP server 2 may dial any
desired remote embedded application at any desired time, in order to initiate a
return call from the communications module 12, to establish a Telnet session
followed by a FIP session, generally as described above. Thus, the use of CLI is
not just reserved for connecting remote computers 201, etc to remote module 12.
The remote computer 201 can make changes at the database 21, for one or more
remote modules 12. The ISP server 2 could then subsequently use CLI to request
that the remote modules 12 synchronise immediately, rather than waiting for

predetermined dial up times.
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Figure 6 is a simple flow diagram to illustrate the initial steps in establishing
a connection between ISP Server 2 and remote application 1 by use of CLI, as

described above.

Instep 61,2 PC(e.g. remote computer 201) logs on to the ISP Server 2, to
establish a typical web browsing session. In step 62, the PC requests the ISP Server
2 to connect to the remote embedded application 1 and, in step 63, the ISP Server
2 dials up the module 12 using CLI. In step 64, the module 12 detects the CLI but
does not answer the incoming call. After a predetermined time, the module dials
back to the ISP Server 2 in step 65. Thereafter, a file transfer session may be
implemented, using techniques as described above, and involving the remote
application 1, ISP Server 2 and, optionally, remote computer such as 201.
Alternatively or additionally, the remote computer such as 201 may be connected

directly to the remote embedded application 1.

During a synchronisation process, a direct communication channel could be
opened with the remote embedded application 1, thereby allowing real time data
to be captured from equipment of the remote embedded application 1, rather than
the data as last stored in the local database 11. One way of providing such a
channel is described below.

Figure 3 illustrates an advantageous option for providing data transfer
between the ISP database 21 and the vending machine database 11, via their
respective controllers 22 and 121. For simplicity, the modems 23 and 122 are not
shown in Figure 3 and, as is evident from the above description, modems are not

invariably required anyway, depending upon the kind of network employed.
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Figure 3 illustrates schematically the use of TCP ports and sockets (e.g.
Telnet) 125, 126 at the module controller 121 and 225, 226 at the database
controller 22, to establish separate CONTROL and CLEAR channels. These are
similar to the D-channel and B-channel in an ISDN environment. The CONTROL
channel provides end-to-end control information between the remote module
controller 121 and the database controller 22, whilst the CLEAR channel is

available to exchange pure end-to-end data.

For example, the remote module controller 121 may connect to the
database controller 22, using the CONTROL channel established between TCP
ports and sockets 125 and 225. A data transfer command or request is transmitted
between the database controller 22 and the remote module controller 121 (in either
direction) to indicate that it is wished to transfer data from the remote database 11
into a file on the ISP database 21. If it is not already established, the CLEAR
channel is set up between TCP ports and sockets 126 and 226, and data is them
streamed over the CLEAR channel to the database controller 22, which captures
the data in a file in the database 21. During the data transfer process, the
GONTROL channel between TCP ports and sockets 125 and 225 provides end-to-
end control - for example, STOP, START, PAUSE, etc; or can provide remote
control commands to attached equipment - e.g. PAN/TILT commands whilst

capturing real compressed video images.

The above basic mechanism allows the ISP server 2 to act as a kind of
"telephone exchange" between remote computers 201, 202, etc and remote
embedded applications such as 1 which have no direct human control. It may be
particularly advantageous when used in conjunction with the CLI ring back
procedure that is described above. It may enable higher levels of service to be

provided, which may be similar to telephony environments - for example,
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automatic divert of a TCP/IP session from the database 21 to remote computer

201, 202, etc - under the control of decision making at the database server 2.

Although a vending machine has been conveniently described above as an
example of a remote embedded application, it will appreciated that such
applications may take very many different forms. As just a few further examples of
many, one may also consider fuel level monitoring, utility automatic metering
reading, security systems, data logging, electronic point of sale terminals, industrial
control, logistic management, domestic appliances, digital tv / set-top boxes and

remote telemetry systems.

Also, although the Internet has been given as one very convenient example,
it is to be understood that the ISP server 2 may be replaced by any computer
network server which effectively is arranged to communicate simultaneously with a
plurality of remote computers, whether on a local, large area, national,
international, or global network. Embodiments of the invention may be used with
advantage in environments which include Internet, Extranet, Intranet, and private

or public packet switched or circuit switched networks.

It is to be further appreciated that, in the above described examples, the
protocols of Telnet and FIP are just examples or many different kinds of
protocols that may be utilised. For example, UDP (User Datagram Protocol) may
be utilised as a protocol that is part of the TCP/IP suite of protocols. Instead of
Telnet, any file transfer protocol, mechanism or procedure may be used. Instead
of FIP, one may use any standard or proprietary protocol transferred over a TCP

or UDP port or socket.
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In this specification, the verb "comprise" has its normal dictionary meaning,
to denote nor-exclusive inclusion. That is, use of the word "comprise" (or any of
its derivatives) to include one feature or more, does not exclude the possibility of

also including further features.

The reader’s attention is directed to all papers and documents which are
filed concurrenty with or previous to this specification in connection with this
application and which are open to public inspection with this specification, and the

contents of all such papers and documents are incorporated herein by reference.

Al of the features disclosed in this specification (including any
accompanying claims, abstract and drawings), and/or all of the steps of any
method or process so disclosed, may be combined in any combination, except

combinations where at least some of sich features and/or steps are mutually

exclusive.

Each feature disclosed in this specification (including any accompanying
claims, abstract and drawings), may be replaced by alternative features serving the
same, equivalent or similar purpose, unless expressly stated otherwise. Thus, unless
expressly stated otherwise, each feature disclosed is one example only of a generic

series of equivalent or similar features.

The invention is not restricted to the details of the foregoing
embodiment(s). ~ The invention extends to any novel one, or any novel
combination, of the features disclosed in this specification (including any
accompanying claims, abstract and drawings), or to any novel one, or any novel

combination, of the steps of any method or process so disclosed.
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CLAIMS

1. A communications system comprising a computer network server which is
arranged to communicate simultaneously with a plurality of remote computers; and
a remote embedded application having a controller which is arranged to
communicate with said computer network server such that file transfer sessions are
carried out between said computer network server and said controller: wherein
said server and controller are arranged to establish separate control and data
transfer channels via TCP ports and sockets at said server and controller, such that
data is transferred between said server and controller over said data transfer
channel, and the transfer of such data is controlled by control signals passing

between said server and controller over said control channel.

2. A communications system according to claim 1, wherein said controller

communicates with said server via a modem at said remote embedded application.

3. A communications system according to claim 1 or 2, wherein said

controller communicates with said server via a global computer network.

4. A communications system according to claim 3, wherein said global

computer network comprises the Internet.

5. A communications system according to any of the preceding claims,

wherein each said file transfer session is a File Transfer Protocol (FTP) session.

6. A communications system according to any of the preceding claims,
wherein said controller is arranged also to initiate a connection between said

controller and said server and, once that connection is made, said controller
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exchanges data with said remote embedded application under the control of said

SErver.

7. A communications system according to claim 6, wherein said connection
initiated between said module and said server is by way of a simple terminal

emulation session.

8. A communications system according to claim 7, wherein said simple

terminal emulation is by way of Telnet protocol.

9. A communications system according to claim 6, 7 or 8, wherein said server
is arranged to look up ID data in response to a connection initiated by said
controller and use that ID data to establish a file transfer session with said remote

embedded application.

10. A communications system according to any of the preceding claims,
wherein said server is arranged to transmit to said remote embedded application
during each said file transfer session a new public encryption key such that, for each
subsequent file transfer session, said server communicates with said controller
using the new public encryption key that was transmitted to said remote embedded

application during a previous file transfer session.

11. A communications system according to claim 10, wherein for each said
subsequent file transfer session, said server logs on to said controller using the new
public encryption key that was transmitted to said remote embedded application

during the immediately previous file transfer session.
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12. A communications system according to any of the preceding claims,
wherein said server is arranged to transmit to said remote embedded application,
prior to at least an initial file transfer session, real time clock data in order to
synchronise a clock local to said controller with a clock local to said server or
another reference clock which is used by said server, thereby to synchronise date

and time data as between said server and said remote embedded application.

13. A communications system according to claim 12, wherein said controller is
arranged to transmit said real time clock data to said remote embedded

application during only an initial set up procedure of said controller.

14. A communications system according to claim 12, wherein said server is
arranged to transmit said real time clock data to said controller prior to each said

file transfer session after x prior file transfer sessions, where xis 1 or greater than
1.

15. A communications system according to claim 12, 13 or 14, wherein said
server is arranged to compare the local time at said controller with the local time at
said server and to make a decision, based on the result of that comparison, whether
to transmit real time clock data to said remote embedded application, thereby to
synchronise date and time data as between said server and said remote embedded

application.

16. A communications system according to any of the preceding claims,
wherein said controller is programmed, upon installation of the controller, to
establish communication with and register with a central registration database, in

order to transfer data files from said database to said remote embedded
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application in order to set up and configure said controller for subsequent file

transfer sessions with said computer network server.

17. A communications system according to claim 16, wherein said database i

provided by said computer network server.

18. A communications system according to any of the preceding claims,
wherein said server is arranged to call said controller using Calling Line
Identification (CLI); and wherein said controller is arranged:

to detect said call and said CLI from said server;

to not answer said call from said server; and

to initiate a call to said server a predetermined time after said call and said

CLI have been received from said server.

19. A communications system according to claim 18, wherein said server is

arranged to call said controller under control of one of said remote computers.

20. A communications system according to claim 18 or 19, wherein said server

is arranged to connect said controller with one of said remote computers.

21. A communications system substantially as hereinbefore described with

reference to any of the accompanying drawings.

22. A method of communication between a computer network server, which is
arranged to communicate simultaneously with a plurality of remote computers, and
a remote embedded application, having a controller which is arranged to
communicate with said computer network server such that file transfer sessions are

carried out between said computer network server and said remote embedded
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application, wherein said server and controller establish separate control and data
transfer channels via TCP ports and sockets at said server and controller, such that
data is transferred between said server and controller over said data transfer
channel, and the transfer of such data is controlled by control signals passing

between said server and controller over said control channel.

23. A method according to claim 22, wherein said computer network server
and said remote embedded application are comprised in a system in accordance

with any of claims 1 to 21.

24. A method of communication between a computer network server and a
remote embedded application, the method being substantially as hereinbefore
described with reference to any of the accompanying drawings.
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