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RESERVING BANDWIDTH IN SOFTWARE DEFINED NETWORK

BACKGROUND

{0001} In a Software Defined Network (SDN), a control plane and a forwarding plane are
separated, so that the control plane and the forwarding plane are hosted in separate devices.
Thus, the control plane may be delivered by an operating systemn which is independent of the
forwarding plane, and features of the SDN may be easily customized according to the needs

of the network,

10002} OpenFlow is one example of a SDN standard that is gaining increasing acceptance in
the market. OpenFlow defines a SDN architecture and a communication interface between a
controller and & forwarding layer. OpenFlow allows a controller to dircctly access and
operate the forwarding plane of network devices. These network devices may be physical or
virtual. The teachings of the present disclosure may be applied to OpenFlow and to other

SDN standards,
BRIEF DESCRIPTION OF THE DRAWINGS

{6003} FIG. 1 is a flow diagram illustrating a method for reserving bandwidth in SDN

according to an example of the present disclosure.

{0004] FIG. 2 is a flow diagram illustrating a method for acquiring a SDN topology structure

according to an example of the present disclosure.

16005] FIG. 3 is a flow diagram illustrating a method for acquiring a network topology
siructure between cach pair of connected forwarding devices in a SDN according to another

example of the present disclosure.

6006} FIG. 4 is a schematic diagram illustrating a SDN networking according to an example

of the present disclosure.

{6007} FIG. 5 15 a flow diagram illustrating a method for reserving a bandwidth according to

an example of the present disclosure.

{6088] FIG. 6 13 a flow diagram illustrating a method for allocating an IP address by the

controller according to an example of the present disclosure.
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{0009] FIG. 7 is a flow diagram illustrating a method for reporting an IP address to the

controller according to an example of the present disclosure.

{6010} FIG. 8 is a flow diagram tllustrating a method for reserving bandwidth in SDN

according to another example of the present disclosure.

{6011} FIG. 9 is a schematic diagram illustrating a structurc of an apparatus for reserving

bandwidth in SDN according to an example of the present disclosure.

{G012] FIG. 10 is a schematic diagram illustrating a structure of a network device according

to an cxample of the present disclosure.

DETAILED DESCRIPTION

16013} OpenFlow is one example of a2 SDN. In an OpenFlow network, an existing method for
forwarding flow is to use an Open Shortest Path First (OSPF) routing protocol. After flow
enters an OpenFlow network, a first data packet is reported to the controller, and the
controller calculates paths and distributes flow table entries to devices for further forwarding.
However, the routing protocol does not track the amount of traffic and any changes in the
traffic over time. Thus, if the traffic increases abruptly and cxceeds a certain bandwidth,
traffic may be lost. Lost traffic can result in re~connection attempts which may further
deteriorate the performance of the network. Accordingly, the present disclosure proposes a

bandwidth reservation techuique,

{0014} Before describing this in further detail, in order to improve understanding, some terms

used in the present disclosure will first be explained as follows.

{6015} Packet-in packet: a SDN forwarding device encapsulates a received packet in a
packet-in packet, and sends the packet-in packet to a SDN controller through a SDN control
link. An in-port through which the SDN forwarding device receives the packet is indicated in

the packet-in packet.

{0016} Packet-out packet: a SDN controller encapsulates a packet in a packet-out packet,
sends the packet-out packet to a SDN forwarding device through a SDN control link, and
informs the SDN forwarding device through the packet-out packet how to process the packets

encapsulated in the packet-out packet.
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{0017] Forwarding device: a device with a forwarding plane for forwarding packets, for

example, a SBDN switch or virtual switch, or a router, etc.

{6018} FIG. 1 is a flow diagram tllustrating a method for reserving bandwidth in SDN
according to an cxample of the present disclosure, As shown in FIG, 1, the method may

include the following procedures.
{6019] At block 101, a SND controller acquires a SDIN topology structure.

{6028] At block 102, the controller acquires a Hunk bandwidth between each pair of connected

forwarding devices in the SDN according to the acquired network topology structure.

{0021} At block 103, the controller reserves a bandwidth for a designated user device

according to the acquired link bandwidth between each pair of connected forwarding devices.

{6022} In this way, bandwidth may be reserved according to the topology of the network and

the bandwidth of links between pairs of connected forwarding devices.

10023] Example implementations of each of the blocks of FIG. 1 will now be described in

more detail, by way of example.

{0024] FIG. 2 15 a flow diagram illustrating a method for acquiring a SDN topology structure
and is a non-limiting example of one way in which block 101 of FIG. 1 may be implemented.

As shown in FIG, 2, the method may inclade the following procedures.

10025} At block 201, when receiving from any one of forwarding devices a packet-in packet,
which cucapsulates a packet sent by a user device, the controller learns that which port of the

any one of forwarding devices is connected with the user device.

6026} By performing block 201, the controller can acquire the network topology structure

among the local user device and forwarding devices in the SDN.

{6027} For example, when the user device goes online, the user device may automatically
send a free Address Resolution Protocol {ARP) request packet which carries its Internet
Protocol (IP) address. When the ARP request packet arrives at a forwarding device which is

connected with the aser device, the forwarding device may encapsulate the ARP request
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packet into a packet-in packet, and at the same time cucapsulate the in-port through which the
forwarding device receives the ARP request packet into a packet-in packet, and sends the
packet-in packet to the controlier. As a result, the controller can lecarn from the packet-in

packet that which port of the forwarding device is connected with the user device.

{3028] At block 202, the controlier acquires a network topology structure between each pair
of connccted forwarding devices, Le., acguires connection ports between cach pair of

connected forwarding devices.

160291 FIG. 3 is a flow diagram tllustrating a2 method for acquiring a network topology
structure between cach pair of connected forwarding devices in a SDN and is a non-limiting
example of one way in which block 202 of FIG. 2 may be carried out. As shown in FIG. 3,

the method may include the following procedures.

10030} At block 301, the controller sends a packet-out packet from all of its SDN protocol
ports, the packet-out packet carrying a pre-determined packet and a corresponding action of

“broadcasting from all the ports”.
{6031} The pre-determined packet may be a Link Layer Discovery Protocol (LLDP) packet.

18032} At block 302, any one of forwarding devices receives the packet-out packet, parses
the pre-determined packet from the packet-out packet, and according to the action carried in
the packet-out packet: “broadcasting from all the ports”, broadcasts the pre-determined

packet from all of its ports.

10033} At block 303, any one of forwarding devices receives the pre-determined packet from
any one of its ports, constructs a packet-in packet, and sends the packet-in packet from all of
its SDN protocol ports. The packet-in packet encapsulates the pre-determined packet, and
carrics an in-port through which the forwarding device receives the pre-determined packet. A
source Media Access Control (MAC) address of the packet-in packet is the MAC address of
the forwarding device, and a destination MAC address of the packet-in packet is the MAC

address of the controller.

{0034] The controller may distribute to cach forwarding device a flow table entry, 1.¢., when

receiving a pre-determined packet, the action is “sending to the controller”. Thus, when a pre-

-4
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determined packet is received, the forwarding device matches the pre-determined packet with
the flow table entry, so that a packet-in packet is constructed and sent to the controller. Or,
the flow table entry may not be distributed, since according to the SDN protocol, the

forwarding device sends any unknown packets to the controlier.

{3035] In one example, blocks 301-302 may also be replaced by: any one of forwarding
devices automatically broadcasts a pre-determined packet from all of its ports when the
forwarding device is initiated. The pre-determined packet roay be a LLDP packet generated

by the forwarding device.

{6036 At block 304, when the controller receives from any one of its SDN protocol ports a
packet-in packet which is sent from any one of forwarding devices, the controlier parses the
pre-determined packet from the packet-in packet, learns the MAC address of the forwarding
device which sends the pre-determined packet from the source MAC address of the pre-
determined packet, learns the MAC address of the forwarding device which sends the packet-
in packet from the source MAC address of the packet-in packet, parses the in-port through
which the pre~-determined packet arrives at the forwarding device which sends the packet-in
packet, and accordingly obtains the in-port from the forwarding device which sends the pre-

determined packet to the forwarding device which sends the packet-in packet.

{00371 As a result, the countroller may acquire connection ports between each pair of
connected forwarding devices, i.¢., acquire a network topology structure between forwarding

devices,

{0038} FIG. 4 is a schematic diagram illustrating a SDN networking according to an example
of the present disclosure. As shown in FIG. 4, assume the pre-determined packet is a LLDP
packet. When forwarding device A receives from port D a LLDP packet sent by forwarding
device B, the forwarding device A encapsulates the LLDP packet in a packet-in packet, and
also encapsulates the port D in the packet-in packet. When the packet-in packet arrives the
controller, the controller parses the LLDP packet from the packet-in packet, learns from the
source MAC address of the LLDP packet that the forwarding device B sends the LLDP
packet, learns from the source MAC address of the packet-in packet that the forwarding

device A sends the packet-in packet, and parses from the packet-in packet that the in-port I

¥
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through which the forwarding device A receives the LLDP packet, accordingly learns that the

in-port from the forwarding device B to the forwarding device A is the port D.

{6039} Because cach forwarding device may broadcast a LLDP packet to its neighbor
forwarding devices, the controller is able to acquire connection ports between cach pair of
connected forwarding devices, i.e., acquire a network topology structure between forwarding

devices,

{0040} In an cxample, the above-described pre-determined packet may also carry an out-port
when it is sent from a forwarding device. Thus, the connection ports between each pair of
connected forwarding devices acquired by the controller include an out-port in one

forwarding device and an in-port in another connected forwarding device.

{0041] As mentioned above, at block 102 of FIG. 1, the controller acquires a link bandwidth
between cach pair of connected forwarding devices in the SDN according to the acquired

network topology structure.

{0042} In onc cxample, block 102 may be as follows: each forwarding device in the SDN
reports a bandwidth of its each port to the countroller, so that the controller acquires a
bandwidth of cach port of forwarding devices in the SDN. As shown in FIG, 4, the
forwarding devices A to D report to the coniroller a bandwidth of each port in the

corresponding forwarding device, respectively.

{0043} Then, the controller acquires connection ports between cach pair of connected
forwarding devices according to the acquired network topology structure. For two connection
ports of a link between any two connected forwarding devices, if the bandwidths of these two
connection ports reported by the respective forwarding devices are identical, the controller
determines the identical bandwidth as the link bandwidth between these two connected
forwarding devices; otherwise, determines the lower bandwidth as the link bandwidth

between these two connected forwarding devices,

{0044] At block 103, the controller reserves a bandwidth for a designated user device

according to the acquired link bandwidth between each pair of connected forwarding devices.
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{0045] FIG. 3 15 a flow diagram illustrating a method for reserving a bandwidth for a
designated user device and is a non-limiting example of one way in which block 103 of FIG.

I may be carried out., As shown in FIG. 5, the method may include the folowing procedures.

10046] At block 501, the controller determines a pre-determined bandwidth reserved for a

first user device towards a second user device.

{60471 The pre-determined bandwidth reserved for the first user device towards the second
user device may be configured in the controller by a network manager, or requested by the

first user device to the controller,

{0048] At block 502, the controller calculates all the paths from the first user device o the

second user device according to the acquired SDN topology structure,

10049] At block 503, the controller selects a path from the calculated paths, and reserves a

predetermined bandwidth for the first user device on the selected path.

10050] When selecting the path, the controller ranks the calculated paths in an ascending
order according to the cost of each calculated path, and starting from the path with the jowest
cost or the second lowest cost, selects a path with its corresponding bandwidth larger than the

predetermined bandwidth,

{B051] At block 504, according to the selected path, the controller distributes to the
forwarding devices in the selected path a flow table entry from the first user device to the

second user device and a flow table entry from the second user device to the first user device.

{6052] In the flow table entry, both the first user device and the second user device may be
identified by an 1P address. The IP address may be allocated by the controller, or reported by

the user device automatically to the controller.

{0053} When the 1P address is allocated by the controller, the controller may allocate an 1P
address for a newly connected user device using the following method. FIG. 6 is a flow
diagram illustrating a method for allocating an IP address by the controller according to an
example of the present disclosare. As shown in FIG. 6, the method may inclade the following

procedures.
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{0054] At block 600, the controller is enabled with a Dynamic Host Configuration Protocol

(DHCP}) in advance.

{B0558] At block 601, each forwarding device in the SDN is configured with a flow table
entry in advance, 1.¢., when recetving a DHCP request packet, the corresponding action is

“sending to the controller”.

{6056} At block 602, when a user device connects to the SDIN, the user device sends a DHCP
request packet. The source MAC address of the DHCP request packet is the MAC address of

the user device.,

{B057] At block 603, when the DHCP request packet arrives at a forwarding device, the
forwarding device matches the DHCP request packet with the flow table entry configured at
block 601, encapsulates the DHCP request packet in a packet-in packet, and sends the packet-

in packet to the controlier.

{(058] At block 604, when the controller receives the packet-in packet, parses the DHCP
request packet from the packet-in packet, determines the user device which sends the DHCP
request packet according to the source MAC address of the DHCP request packet, allocates
an IP address for the user device, carries the IP address in a DHCP response packet,
encapsulates the DHCP response packet in an packet-out packet, and sends the packet-out

packet to the user device via a forwarding device.

{0059] When the IP address is reported by the user device automatically to the controller, the
following method can be used. FIG. 7 is a flow diagram illastrating a method for reporting an
IP address to the controller according to an example of the present disclosure. As shown in

FIG. 7, the method may include the following procedures.

{0060} At block 701, cach forwarding device in the SDN is configured with a flow table
entry in advance, i.c., when receiving an [P address reporting packet, the corresponding

action is “sending to the controller”.

10061} At block 702, when a user device obtains an IP address by requesting from a DHCP
server, the user device sends the 1P address reporting packet to a forwarding device

connected with itself. The IP address reporting packet carries the obtained IP address.

-8
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100621 At block 703, when the 1P address reporting packet arrives at the forwarding device,
the forwarding device matches the 1P address reporting packet with the flow table entry
configured at block 701, encapsulates the IP address reporting packet in a packet-in packet,

and sends the packet-in packet to the controller.

{6063] At block 704, when the controller recetves the packet-in packet, parses the IP address

reporting packet from the packet-in packet, and obtains the IP address of the user device.

{0064} According to the examples of the present disclosure, after the paths are calculated and
flow table entries are distributed, when the flow increases rapidly beyond the Hmit of
bandwidth, the controller is able to provide bandwidth reservation to some designated users,
which can avoid the flow lost cansed when performing the OSPF routing protocol in the case

of flow increasing rapidly.

{6065] FIG. 8 is a flow diagram illustrating a method for reserving bandwidth in SDN
according to another example of the present disclosure. As shown in FIG. 8, the method may

include the following procedures.
{0666] At block 800, the SDN controller is enabled with a DHCP.
{8067} At block 801, the SDN controller acquires a SDN topology structure.

{B068] At block 802, the SDN controller acquires a link bandwidth between each pair of
connected forwarding devices in the SDN according to the acquired network topology

structure.

{6069} In an example, as shown in FIG. 4, the link bandwidth between each pair of connected

forwarding devices acquired by the SDN controller is shown in Table 1 as follows.

Link

Bandwidth (G)
From forwarding device | To forwarding device

A B 10




WO 2015/149676 PCT/CN2015/075452

A D 10
B C 1
B D I
C D 1

Table 1 Link bandwidth between each pair of connected forwarding devices

10070] At block 803, the controller calculates a link cost between each pair of connected

forwarding devices.

{6071} For cach pair of connected forwarding devices, the link cost may be calculated by:

dividing 1600 M by the link bandwidth between two forwarding devices.

10072] At block 804, when reserving a pre-determined bandwidth for a first user device
towards a sccond user device, according to the acquired SDN topology structure and the link
cost between cach pair of connected forwarding devices, the controller calculates all the paths

from the first user device to the second user device using the OSPF routing protocol.

10073] At block 80S, the controller selects a path from the calculated paths, and reserves a

predetermined bandwidth for the first user device on the selected path.

{6074} In an example, as shown in FIG. 4, assume personal computer (PC) A represents a
customer, and PC A purchases a link bandwidth of 500 M towards server A, so the controller
will provide bandwidth reservation for the link from PC A to server A, and the reserved
bandwidth is 500 M. First, the controller calculates all the paths from PC A to server A using
the OSPF routing protocol. The path with lowest cost is “A-C”, and the path with the sccond
lowest cost is “A-B-C”. Then, the controller reserves a bandwidth of 500 M in the path with

the second lowest cost, i.e., “A-B-C”.

{0075] When selecting the path with the second lowest cost to reserve the bandwidth, the
default configuration is to allow f{low along the path with the lowest cost. Only when the
bandwidth of the path with lowest cost is not large enough, other paths will be selected.

Heuce, selecting the path with the second lowest cost to reserve the bandwidth for PC A does

- 10 -



WO 2015/149676 PCT/CN2015/075452

not impact transmission of other flows, and the flow cost is balanced, so that the bandwidth

efficiency of the SDN is enhanced.

i0076] At block 806, according to the selected path to reserve the bandwidth, the controller
distributes to the forwarding devices in the selected path a flow table entry from the first user
device to the second user device and a flow table entry from the second user device to the

first user device.

{0077} After the link bandwidth is reserved, the controller may also adjust the records about
an available bandwidth for the path where the link bandwidth is reserved, in order to provide

guidelines for the following bandwidth allocation and flow forwarding.

i8078] According to an example, as shown in FIG. 4, the controller reserves a bandwidth of
500 M for PC A to server A in the path of “A-B-C”. The IP address of cach user device is

shown in Table 2.

User device 1P address
Server A 192.168.10.101
Server B 192.168,10.102

PC A 192.168.20.101
PCB 192.168.20.102

Table 2 IP address of each user device

{6079 The IP address of the user device may be allocated by the controller, or reported by
the user device automatically to the controller after obtaining the 1P address from the DHCP
server, The detailed procedures are described at blocks 600-604 and blocks 701-704,

respectively.

{6080] The flow table entries distributed to forwarding devices A, B and C by the controller

are given in Table 3.

Flow Forwarding  device Flow table entry

- 11 -
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recetving the
o Destination P | Source IP | Out~port
distributed flow table
address address
entry
From A 192.168.20.101 192.168.10.101 [ Port D
server A to
. B 192.168.20.101 192.168.10.101 | Port ¥
PCA
C 192.168.20.101 192.168.10.101 | Port B
From PC A C 192.168.10.101 192.168.20.101 Port H
{0 server A
B 192.168.10.101 192.168.20.101 | Port G
A 192.16R.10.101 192.168.20.101 | Port A

Table 3 Flow table entries distributed to forwarding devices A, B and C by the controlier

{0081} Further, with respect to forwarding devices A to I, the link bandwidth between each

pair of conncected forwarding devices is updated as shown in Table 4.

Link
Bandwidth (G)
From forwarding device | To forwarding device

A B 10-0.5=9.5
A C 10

A D 10

B C 1-0.5=0.5

B D 1

C D 1

Table 4 Updated link bandwidth between each pair of connected forwarding devices
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{6082} In the examples of the present disclosure, the SDN may be an OpenFlow network,

{0083} FIG. 9 is a schematic diagram illusirating a structure of an apparatus for reserving
bandwidth in SDN according to an example of the present disclosare. As shown in FIG. 9,

the apparatus includes a first module 901, a sccond module 902, and a third module 903.
10084] The first module 901 acquires a SDN topology structure,

10085] The second module 902 acquires a link bandwidth between each pair of connected
forwarding devices in the SDN according to the SDN topology structure acquired by the first

module 901,

{0086} The third module 903 reserves a bandwidth for a designated user device according to
the link bandwidth between ecach pair of connected forwarding devices acquired by the

second module 802,

G087} The first module 901 may acquire a SDN topology structure, which may include the
following procedures: the first module 901 acquires the SDN topology structure between a
forwarding device and a user device according to a packet-in packet recetved from the
forwarding device which encapsulates a packet sent by the user device; and acquires the SDN
topology structure between a forwarding device and another forwarding device according to a
packet-in packet received from the forwarding device which encapsulates a pre-determined

packet sent by the another forwarding device.

{0088} The second module 902 may acquire a link bandwidth between each pair of connected
forwarding devices in the SDN according to the SDN topology structure acquired by the first
module 901, which may include the following procedures: the second module 902 acquires a
bandwidth of each port reported by a forwarding device in the SDN; acquires two connection
ports of a link between two connected forwarding devices according to the SDN topology
structure acquired by the first moduale 901; and when bandwidths reported by the two
connected forwarding devices respectively for the two connection ports are identical,
determines the bandwidths as the link bandwidth between the two connected forwarding
devices; or, when bandwidths reported by the two connected forwarding devices respectively
for the two connection porls are not identical, determines a lower bandwidth as the link

bandwidth between the two connected forwarding devices.

- 13-
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{0089] The third modale 903 may reserve a bandwidih for a designated user device according
to the hink bandwidth between each pair of connected forwarding devices acquired by the
sccond module 902, which may inclade the following procedures: the third module 903
determines the pre-determined bandwidth reserved for a first user device towards a second
user device; calculates all paths from the first user device to the sccond user device according
to the SDN topology structure acquired by the second module 902; selects a path from the
calculated paths, reserves the predetermined bandwidth for the first user device on the
selected path; and according to the selected path, distributes to forwarding devices in the
selected path a flow table entry from the first user device to the second user device and a flow

table entry from the second user device to the first user device.

{60906} The third module 903 mway select the path from the calculated paths, which may
include the following procedures: the third module 903 ranks the calculated paths in an
ascending order according to a cost of ecach calculated path, and selects a path with a
bandwidth larger than the predetermined bandwidth by starting from a path with a lowest cost

or a second lowest cost,

{0091] The apparatus for reserving bandwidth in SDN may further include a fourth module

904.

{0092] When receiving a packet-in packet from a forwarding device which carries a DHCP
request packet, the fourth module 904 parses the DHCP request packet from the packet-in
packet, determines a user device which sends the DHCP request packet according to a source
MAC address of the DHCP request packet, allocates an IP address for the aser device, carries
the IP address in a DHCP response packet, encapsulates the DHCP response packet in an
packet-out packet, and sends the packet-out packet to the user device via a forwarding device;
whercin cach of the first user device and the sccond user device in the flow table entry is

identified by an IP address.

{6093] when receiving a packet-in packet from a forwarding device which carries an [P
address reporting packet, the fourth module 904 parses the IP address reporting packet from
the packet-in packet, and obtains an IP address of a local user device of the forwarding device
from the IP address reporting packet; wherein each of the first user device and the second

user device in the flow table entry is identified by an IP address.

- 14 -
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{0094} FIG. 10 is a schematic diagram illusirating a structure of a network device according
to an example of the present disclosure. The network device may include: a processor 1010, a
non-transitory machine-readable storage medium 1020, and a bus 1030. The processor 1010

and the machine-readable storage medium 1020 are connected by the bus 1030,

{6095] The processor 1010 is configured to execute modules of machine-readable

instructions stored in the machine-readable storage medium 1020,

{0096} The machine-rcadable storage medium 1020 is configured to store the machine-
readable instruction modules executed by the processor 1310, The modules executed by the
processor 1010 may include: the first module 901, the second module 902, the third module
903 and the fourth module 904, When executed by the processor 1010, the above-described
functions of the first module 901, the second module 902, the third module 903 and the fourth

module 904 may be achieved.

{0097] In this case, the instructions read from the storage medium can implement the
functions of any of the aforementioned examples, and therefore, the instructions and the
machine-rcadable storage medium storing the instructions constitute a part of the present

disclosure.

{6098] A non-transitory “machine-readable storage medium” may be any electronic,
magnetic, optical, or other physical storage apparatus to contain or store information such as
execulable instroctions, data, and the like. For example, any machine-readable storage
medium described herein may be any of Random Access Memory (RAM), volatile memory,
non-volatile memory, flash memory, a storage drive (e.g., a hard drive), a solid state drive,
any type of storage disc {e.g., a compact disc, a DVD, etc.), and the like, or a combination
thercof, Further, any machine-readable storage medium described herein may be non-

transitory.

{8099} According to the above-described exaraples of the present disclosure, it can be seen
that by reserving a bandwidth for a designated user device according to the acquired link
bandwidth between each pair of connected forwarding devices, the user experience in the
SDN is enhanced, and a problem of frequent connection of user devices when there is a lot of

flow available in the SDN is solved.
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{001066] The foregoing 1s preferred examples of the present disclosure, which s not
intended to limit the present disclosure. Any moedifications, equivalents, and improvements
made within the spirit and principle of the present disclosure should be covered by the scope

of the present disclosure.

- 16 -
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CLAIMS

WHAT IS CLAIMED 1S:

1. A method for reserving bandwidth in a Software Defined Network (SDN),
comprising:

acquiring, by a controller, a SDN topology structure;

acquiring, by the controller, a link bandwidth between cach pair of connected
forwarding devices in the SDN according to the acquired SDN topology structure; and

reserving, by the controller, a bandwidth for a designated user device according to the
acquired link bandwidth between each pair of connected forwarding devices.

2. The method according to claim 1, wherein acquiring the SDN topology structure
COMPrises:

acquiring the SDN topology structure between a forwarding device and a user device
according to a packet-in packet received from the forwarding device which encapsulates a
packet sent by the user device;

acquiring the SDN topology structure between a forwarding device and another
forwarding device according to a packet-in packet received from the forwarding device which
encapsulates a pre-determined packet sent by the another forwarding device.

3. The method according to claim 1, wherein acquiring the link bandwidth between
cach pair of connected forwarding devices in the SDN according to the acquired SDN
topology structure comprises:

acquiring a bandwidth of each port reported by a forwarding device in the SDN;

acquiring two connection ports of a link between two connected forwarding devices
according to the acquired SDIN topology structure;

when bandwidths reported by the two connected forwarding devices respectively for
the two connection ports are identical, determining the bandwidths as the link bandwidth
between the two connected forwarding devices; or, when bandwidths reported by the two
connected forwarding devices respectively for the two connection ports are not identical,
determining a lower bandwidth as the link bandwidth between the two connected forwarding

devices,
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4. The method according to claim 1, wherein reserving the bandwidth for the
designated user device according to the acquired link bandwidth between each pair of
connected forwarding devices comprises:

determining the pre-determined bandwidth reserved for a first user device towards a
second user device;

calculating all paths from the first user device to the second user device according to
the acquired SDN topology structure;

selecting a path from the calculated paths, and reserving the predetermined bandwidth
for the first user device on the selected path; and

according to the sclected path, disiributing to forwarding devices in the selected path a
flow table entry from the first user device to the second user device and a flow table entry
from the second user device to the first user device,

5. The method according to claim 4, wherein selecting the path from the calculated
paths compriscs:

ranking the calculated paths in an ascending order according to a cost of each
calculated path, and selecting a path with a bandwidth larger than the predetermined
bandwidth by starting from a path with a lowest cost or a second lowest cost.

6. The method according to claim 4, further comprising:

in response to receiving a packet-in packet from a forwarding device which carries a
Dynamic Host Configuration Protocol (DHCP) request packet, parsing the DHCP request
packet from the packet-in packet, determining a user device which sends the DHCP request
packet according fo a source Media Access Control (MAC) address of the DHCP request
packet, allocating an Internet Protocol (IP) address for the user device, carrying the IP
address in a DHCP response packet, encapsulating the DHCP response packet tn an packet-
out packet, and sending the packet-out packet to the user device via a forwarding device;

wherein each of the first user device and the second user device in the flow table entry
is identified by an I address.

7. The method according to claim 4, further comprising:

in response to recetving a packet-in packet from a forwarding device which carries an
Internet Protocol (IP) address reporting packet, parsing the IP address reporting packet from
the packet-in packet, and obtaining an IP address of a local user device of the forwarding

device from the IP address reporting packet;
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wherein each of the first user device and the second user device in the flow table entry
is identified by an IP address.

8. A network device for reserving bandwidth in a Software Defined Network (SDN),
comprising: a processor and a non-transitory storage medium storing machine-readable
instructions those are executable by the processor to:

acquire a SDIN topology structure;

acquire a link bandwidth between ecach pair of connected forwarding devices in the
SDN according to the acquired SDN topology structure; and

reserve a bandwidth for a designated user device according to the acguired link
bandwidth between each pair of connected forwarding devices.

9. The network device according to claim 8, wherein the machine-readable
instructions are executable by the processor to:

acquire the SDN topology structure between a forwarding device and a user device
according to a packet-in packet received from the forwarding device which encapsulates a
packet sent by the user device;

acquirc the SDN topology structure between a forwarding device and another
forwarding device according to a packet-in packet recetved from the forwarding device which
encapsulates a pre-determined packet sent by the another forwarding device.

10. The network device according to claim 8, wherein the machine-readable
instructions are executable by the processor to:

acquirc a bandwidth of each port reported by a forwarding device in the SDN;

acquire two connection ports of a link between two connected forwarding devices
according to the acquired SDN topology structure;

when bandwidths reported by the two connected forwarding devices respectively for
the two connection ports are identical, determine the bandwidths as the link bandwidth
between the two connected forwarding devices; or, when bandwidths reported by the two
connected forwarding devices respectively for the two connection ports are not identical,
determine a lower bandwidth as the link bandwidth between the two connected forwarding
devices.

11. The network device according to claim 8, wherein the machine-readable

instructions are executable by the processor to:
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determine the pre~-determined bandwidth reserved for a first user device towards a
second user device;

calculate all paths from the first user device to the second user device according to the
acquired SDN topology structare;

sclect a path from the caleunlated paths, and reserve the predetermined bandwidth for
the first user device on the selected path; and

according to the selected path, distribute to forwarding devices in the selected path a
flow table entry from the first user device to the second user device and a flow table entry
from the second user device to the first user device.

12. The network device according to claim 11, wherein the machine-readable
instructions are executable by the processor to:

rank the calculated paths in an ascending order according to a cost of cach calcunlated
path, and select a path with a bandwidth larger than the predetermined bandwidth by starting
from a path with a lowest cost or a second lowest cost.

13. The network device according to claim 11, wherein the machine-readable
instructions are executable by the processor to:

when receiving a packei~-in packet from a forwarding device which carries a Dynamic
Host Configuration Protocol (DHCP) request packet, parse the DHCP request packet from
the packet-in packet, determine a user device which sends the DHCP reqguest packet
according to a source Media Access Control (MAC) address of the DHCP request packet,
allocate an Internet Protocol (IP) address for the user device, carry the 1P address in a DHCP
response packet, encapsulate the DHCP response packet in an packet-out packet, and send the
packet-out packet to the user device via a forwarding device;

wherein cach of the first user device and the second user device in the flow table entry
is identified by an IP address.

14, The network device according to claim 11, wherein the machine-readable
instructions are executable by the processor to;

when receiving a packet-in packet from a forwarding device which carries an Internet
Protocol (IP) address reporting packet, parse the IP address reporting packet from the packet-
in packet, and obtain an IP address of a local user device of the forwarding device from the P

address reporting packet;
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wherein each of the first user device and the second user device in the flow table entry
is identified by an IP address.

15, A non-transitory storage medium, storing machine-rcadable instructions
executable by a processor for reserving bandwidth in a Software Defined Network (SDN), the
instructions comprising mstructions to:

acquire a SDIN topology structure;

acquire a link bandwidth between ecach pair of connected forwarding devices in the
SDN according to the acquired SDN topology structure; and

eserve a bandwidth for a designated user device according to the acguired link

bandwidth between each pair of connected forwarding devices.
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101
L
a SND controller acquires a SDN topology structure

'

the controller acquires a link bandwidth between each pair of connected forwarding
devices in the SDN according to the acquired network topology structure

'

the controller reserves a bandwidth for a designated user device according to the
acquired link bandwidth between each pair of connected forwarding devices

| 102

103

FI1G. 1

when receiving from any one of forwarding devices a packet-in packet, which 201
encapsulates a packet sent by a user device, the controller learns that which port of the
any one of forwarding devices is connected with the user device

'

the controller acquires a network topology structure between each pair of connected
forwarding devices, i.e., acquires connection ports between each pair of connected
forwarding devices

| 202
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218

301
L/
the controller sends a packet-out packet from all of its SDN protocol ports

'

any one of forwarding devices receives the packet-out packet, and parses the pre-
determined packet from the packet-out packet, and broadcasts the pre-determined
packet from all of its ports

'

any one of forwarding devices receives the pre-determined packet from any one of its |/
ports, constructs a packet-in packet, and sends the packet-in packet from all of its SDN
protocol ports

'

the controller parses the pre-determined packet from the packet-in packet, learns the
MAC address of the forwarding device which sends the pre-determined packet from the
source MAC address of the pre-determined packet, learns the MAC address of the
forwarding device which sends the packet-in packet from the source MAC address of
the packet-in packet, parses the in-port through which the pre-determined packet arrives
at the forwarding device which sends the packet-in packet, and accordingly obtains the
in-port from the forwarding device which sends the pre-determined packet to the
forwarding device which sends the packet-in packet

| 302

303

304

FIG. 3
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501
the controller determines a pre-determined bandwidth reserved for a first user device 4
towards a second user device
| 502

the controller calculates all the paths from the first user device to the second user device
according to the acquired SDN network topology structure

'

503
the controller selects a path from the calculated paths, and reserves a predetermined d
bandwidth for the first user device on the selected path
| 504

according to the selected path, the controller distributes to the forwarding devices in the
selected path a flow table entry from the first user device to the second user device and
a flow table entry from the second user device to the first user device

FI1G. 5
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| 600

the controller is enabled with a DHCP in advance

'

each forwarding device in the SDN is configured with a flow table entry in advance,
i.e., when receiving a DHCP request packet, the corresponding action is “sendmg to the
controller”

'

when a user device connects to the SDN, the user device sends a DHCP request packet

l

when the DHCP request packet arrives at a forwarding device, the forwarding device

matches the DHCP request packet with the flow table entry configured at block 601,

encapsulates the DHCP request packet in a packet-in packet, and sends the packet-in
packet to the controller

'

when the controlier receives the packet-in packet, parses the DHCP request packet from
the packet-in packet, determines the user device which sends the DHCP request packet
according to the source MAC address of the DHCP request packet, allocates an [P
address for the user device, carrics the IP address in a DHCP response packet,
encapsulates the DHCP response packet in an packet-out packet, and sends the packet-
out packet to the user device via a forwarding device

| 601

| 602

% 603

| 604

FiG. 6
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each forwarding device in the SDN is configured with a flow table entry in advance, |} 701

i.e., when receiving an IP address reporting packet, the corresponding action is “sending
to the controller”

'

when a user device obtains an IP address by requesting from a DHCP server, the user
device sends the IP address reporting packet to a forwarding device connected with
itself

'

when the IP address reporting packet arrives at the forwarding device, the forwarding
device matches the IP address reporting packet with the flow table entry configured at
block 701, encapsulates the IP address reporting packet in a packet-in packet, and sends
the packet-in packet to the controller

l

when the controller receives the packet-in packet, parses the IP address reporting packet|
from the packet-in packet, and obtains the IP address of the user device

| 702

703

| 704
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6/8

| 800
the SN controller is enabled with a DHCP
| 801
the SDN controller acquires a SDN topology structure
. ‘ 802
the SDN controller acquires a link bandwidth between each pair of connected
forwardmg devices in the SDN according to the acquired network topology structure

l 803

L

the controller calcnlates a link cost between each pair of connected forwarding devices

l

when reserving a pre-determined bandwidth for a first user device towards a second
user device, according to the acquired SDN network topology structure and the link
overhead between cach pair of connected forwarding devices, the controlier calculates
all the paths from the first user device to the second user device using the OSPF routing
protocol

'

the controller selects a path from the calculated paths, and reserves a predetermined
bandwidth for the first user device on the selected path

804

805

. . oy . 806
according to the selected path to reserve the bandwidth, the controller distributes to the P’

forwarding devices i the selected path a flow table entry from the first user device to
the second user device and a flow table entry from the second user device to the first
user device

FIG. 8
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