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DIGITAL DATA FILE ENCRYPTION
APPARATUS AND METHOD AND
RECORDING MEDIUM FOR RECORDING
DIGITAL DATA FILE ENCRYPTION
PROGRAM THEREON

Matter enclosed in heavy brackets [ ] appears in the
original patent but forms no part of this reissue specifica-
tion; matter printed in italics indicates the additions
made by reissue.

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application is a reissue application of application
Ser. No. 09/527,670 filed on Mar. 17, 2000 (now U.S. Pat.
No. 7,130,246). The present application also claims priority
to Korean Patent Application No. 1999/9014 filed in the
Republic of Kovea on Mar. 17, 1999, which is incorporated
by reference it its entirety. There are multiple reissue appli-
cations related to U.S. Pat. No. 7,130,246 including Ser. No.
12/252,295 (the present application); Ser. No. 12/252,300
filed Oct. 15, 2008; Ser. No. 12/252,306 filed Oct. 15, 2008;
and Ser. No. 12/252,311 filed Oct. 15, 2008.

BACKGROUND OF THE INVENTION

1. Field of the Invention

The present invention relates to digital data file encryption
in which an encrypted digital data file is prevented from
illicit interception and decoding when digital audio data or
digital video data is transmitted to a personal computer
through a computer communication network and, in turn,
downloaded to a digital data player such as an MP3 player.

2. Description of the Related Art

MP3 (shorthand for MPEG-1 Layer 3 Audio) is one of
various available digital data formats for audio data. An MP3
player is a new notional, portable digital device capable of
readily downloading and reproducing desired data from a
computer communication network using an audio data com-
pression coding technique prescribed in MPEG-1 Layer 3.
The MP3 player has few faults and excellent sound quality
because it stores a file in the form of digital data. Further, the
MP3 player is small in size and light in weight, thereby
assuring high portability such that a user can carry it even
during his physical exercise. For these reasons, this product
is a viable alternative to a portable cassette tape recorder and
compact disk (CD) player.

With reference to FIG. 1, there is shown in block form a
conventional arrangement of a digital data player and associ-
ated peripheral devices. In this drawing, the reference
numeral 10 denotes a digital data server which assigns an
identification (ID) number and password (PWD) to a per-
sonal computer 20 for user registration, and which also
transmits a digital data player 22 in software form to the
personal computer 20. Upon receiving a file supply request
from the user, the digital data server 10 identifies the user on
the basis of an ID number and password entered by him and
supplies an encrypted digital data file to the user in accor-
dance with this identification. The personal computer 20
stores the digital data file supplied from the digital data
server 10 on a hard disk 21 therein and decrypts it through
the downloaded software player 22 to reproduce the result-
ant unencrypted digital data file or to download it to a digital
data playing device 30. The digital data playing device 30
downloads the unencrypted data file from the personal com-
puter 20 and stores it in a memory unit 40 for the reproduc-
tion thereof. The memory unit 40 downloads the unen-
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2

crypted digital data file from the digital data playing device
30 and stores it in its internal memory 42 to output the file
for a desired playing operation.

The operation of the conventional arrangement with the
above-mentioned construction will now be described.

In order to legally receive a desired digital data file from
the digital data server 10, the user has to register with a
digital data file supplier. During user registration, the user is
assigned an ID number and password from the digital data
file supplier. Then, the user downloads a digital data player
22 in software form from the digital data server 10 through a
communication network and installs the downloaded digital
data player 22 in the personal computer 20.

Thereafter, to download a desired digital data file from the
digital data server 10 through the personal computer 20 and
communication network, the user transmits his ID number
and password to the digital data server 10 through the per-
sonal computer 20 and communication network. The digital
data server 10 identifies the user on the basis of the transmit-
ted ID number and password and supplies the desired digital
data file to the user in accordance with the identification. At
this time, the digital data server 10 encrypts the digital data
file using the user’s ID number as an encryption key and
transmits the encrypted digital data file to the personal com-
puter 20.

The personal computer 20 stores the digital data file trans-
mitted from the digital data server 10 on the hard disk 21.
Then, upon receiving a reproduction request from the user,
the personal computer 20 decrypts and reproduces the stored
digital data file via the digital data software player 22. As a
result, the user is able to listen to desired music through the
personal computer 20.

On the other hand, if the user intends to listen to music in
a digital data file form using the portable digital data playing
device 30, then the personal computer 20 decrypts the digital
data file, stored on the hard disk 21 with the digital data
software player 22, and sends the decrypted digital data file
to the digital data playing device 30 through a download unit
23 therein and the communication network.

Then, the digital data playing device 30 stores the digital
data file, sent along the above path, in the memory 42 of the
memory unit 40, which is typically in the form of a remov-
able card. If the user requests the digital data player 30 to
reproduce the digital data file stored in the memory 42, then
the digital data player 30 reads the stored digital data file
from the memory 42 and reproduces it through a decoder 32
therein. As a result, the user can listen to desired music any-
where using the digital data player 30.

However, the above-mentioned conventional arrangement
has a disadvantage in that the digital data file may be inter-
cepted from the communication network during download-
ing from the personal computer to the digital data playing
device (or from the digital data playing device to the
memory card) in an unencrypted condition. Such an inter-
ception of the unencrypted digital data file makes it impos-
sible to protect the copyright of a music copyright holder and
music copyright associates (for example, a music producer
and planner taking charge of music production, duplication
and distribution). In order to solve the above problem, a
conventional powerful encryption method may be used to
powerfully encrypt the digital data file and send it to the
digital data player. However, such powerful encryption, in
turn, requires a powerful decryption function, thereby
increasing the cost of the digital data player.

SUMMARY OF THE INVENTION

Therefore, the present invention has been made in view of
the above problems, and it is an object of the present inven-
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tion to provide an encryption system in which illegal outflow
of a digital data file, such as MP3, downloaded from a server
can be prevented, with no additional increase in cost.

In accordance with one aspect of the present invention,
there is provided a method for encrypting digital data includ-
ing decrypting digital data which has been encrypted at a
high encryption level, storing a predetermined amount of the
decrypted digital data in a buffer, reencrypting output digital
data from the buffer at a low encryption level; and transfer-
ring the reencrypted digital data to a digital data player or a
data storage medium.

In accordance with another aspect of the present
invention, there is provided a method for encrypting digital
data including determining whether digital data which has
been encrypted at a high encryption level must be protected
from unauthorized copying, decrypting the digital data,
transferring the decrypted digital data to a digital data player
or a data storage medium if the decrypted digital data need
not be protected from unauthorized copying, and reencrypt-
ing the decrypted digital data at a low encryption level if the
decrypted digital data must be protected from unauthorized
copying.

In accordance with a further aspect of the present
invention, there is provided a program (or script) embodied
on a computer-readable medium for encrypting or decrypt-
ing a digital data file, the computer-readable-medium-
embodied program including a first program code segment
to receive and store digital data encrypted to a high level and
an encryption key, a second program code segment to
decrypt the stored digital data using the encryption key, a
third program code segment to store a predetermined
amount of the decrypted digital data in a buffer, and a fourth
program code segment to reencrypt the digital data from the
buffer to a low level and download the reencrypted digital
data to a digital data player or a data storage medium.

BRIEF DESCRIPTION OF THE DRAWINGS

The above and other objects, features and advantages of
the present invention will be more clearly understood from
the following detailed description taken in conjunction with
the accompanying drawings, in which:

FIG. 1 is a block diagram of a conventional arrangement
of a digital data player and the associated peripheral devices

FIG. 2 is a block diagram of an embodiment of a digital
data file encryption apparatus in accordance with the present
invention;

FIGS. 3A to 3E are views illustrating examples of file
encryption in accordance with the present invention;

FIG. 4 is a flowchart illustrating a digital data file encryp-
tion method in accordance with the present invention;

FIG. 5 is a block diagram of an alternative embodiment of
the digital data file encryption apparatus in accordance with
the present invention; and

FIG. 6 is a diagram illustrating the digital data file encryp-
tion method shown in FIG. 4, and the flow of the data file
among the components of the digital data file encryption
apparatus shown in FIGS. 2 and 5.

DETAILED DESCRIPTION OF THE PREFERRED
EMBODIMENTS

With reference to FIG. 2, there is shown in block form an
embodiment of a digital data file encryption system in accor-
dance with the present invention. FIG. 6 illustrates the flow
of the data file among the components of the digital data file
encryption system. The operation of the digital data file
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4

encryption system according to the present invention will
hereinafter be described in detail with reference to FIGS. 2
to 4 and 6.

First, the user must register with a digital data file supplier
to legally receive a desired digital data file from a digital data
server 110 (FIG. 6, Step 400). During user registration, the
user is assigned an ID number and password from the digital
data file supplier (FIG. 6, Step 401). Then, the user down-
loads a digital data player 122 in a software form from the
digital data server 110 through a communication network
and sets the downloaded digital data player 122 in a personal
computer 120.

Thereafter, the user transmits his ID number and pass-
word to the digital data server 110 through the personal com-
puter 120 and communication network to download a
desired digital data file from the digital data server 110
through the communication network. The digital data server
110 identifies the user on the basis of the transmitted ID
number and password and supplies the desired digital data
file to the user in accordance with the identification (FIGS. 4
and 6, Step 430). At this time, the digital data server 110
encrypts the digital data file on the basis of a predetermined
encryption key and transmits the encrypted digital data file
to the personal computer 120.

The personal computer 120 stores the digital data file
transmitted from the digital data server 110 on a hard disk
121 therein (FIG. 6, Step 431). Then, upon receiving a repro-
duction request from the user, the personal computer 120
decrypts and reproduces the stored digital data file through
the digital data software player 122. As a result, the user can
listen to desired music through the personal computer 120.

On the other hand, in the case where the user intends to
listen to music in a digital data file form using a digital data
playing device 130, the personal computer 120 has to trans-
mit the desired digital data file to the digital data playing
device 130. In this case, if the digital data file is powerfully
encrypted and downloaded to the digital data playing device
130, a corresponding powerful decryption function must be
performed in the digital data playing device 130. Such pow-
erful decryption would result in an increase in cost of the
digital data playing device 130. Alternatively, when the digi-
tal data is downloaded under the decrypted, or non-
processed, condition, it is subject to illicit diversion during
transmission, and subsequent uncontrolled distribution. In
order to overcome the above problems, the present encryp-
tion apparatus encrypts and downloads the digital data file in
the following manner.

In the personal computer 120, an encrypted data file from
the hard disk 121 is decrypted by an encryption decryptor
123, temporarily stored in a buffer 124, and then transferred
to an encryption/download unit 125 (FIGS. 4 and 6, Steps:
470 and 480). Noticeably, different types of data files may be
transferred to the encryption/download unit 125 along the
same path. At this time, it is determined whether a given data
file must be protected during transmission because of a
copyright. If the given data file is determined to be
copyrighted, then the buffer 124 is appropriately changed in
size according to the size (capacity) of the given file (FIGS.
4 and 6, Steps: 490 and 500). To the contrary, in the case
where the given data file need not be protected because of a
copyright, then it is directly downloaded to the digital data
playing device 130 (FIGS. 4 and 6, Step: 510).

Changing the size of the buffer 124 appropriately as
needed causes the decrypted data not to be normally used
even if it is hacked or illicitly diverted while being stored in
the buffer 124. As a result, the hacking or illicit diversion of
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the data file so protected does not frustrate the purposes of
copyright laws, because the diverted file cannot be used

For example, assume that a digital data file to be protected
in copyright has a three-minute capacity and it is normally
reproducible only when being stored in the buffer 124 in the
unit of two-second amounts. In this case, the one-second
amount-unit storage of the digital data file in the buffer 124
causes the digital data file not to be normally used even when
it illegally flows. As a result, the copyright of the digital data
file can be protected. There may be various methods for
identifying files to be protected in copyright. One such
method is to identity files to be protected in copyright on the
basis of extension indexes.

In the case where the output digital data from the buffer
124 need not be protected in copyright, it is downloaded
directly in unencrypted form to the digital data playing
device 130 through the encryption/download unit 125
(FIGS. 4 and 6, Step: 510). However, if the copyright of the
output digital data from the buffer 124 must be protected,
then the file is weekly encrypted and downloaded to the
digital data playing device 130 by the encryption/download
unit 125. For example, the encryption/download unit 125
encrypts the raw data (deencrypted data) using an encryp-
tion key, e.g., 16 BYTES E_K from the digital data playing
device 130 as shown in FIGS. 2 and 5, where the encryption
key is associated with a host device such as the digital data
playing device 130 and/or the storage medium 140.

FIGS. 3A to 3E are views illustrating examples of file
encryption in accordance with the present invention. For
weak encryption, a strongly encrypted file as shown in FIG.
3A is partially decrypted on the basis of a predetermined
encryption key and the remaining parts thereof are left
strongly encrypted. As a result, a file encrypted and down-
loaded by the encryption/download unit 125 has striped,
strongly encrypted areas as shown in FIG. 3B. Here shading
denotes encrypted data and no shading denotes unencrypted
data.

Alternatively, the file encrypted as shown in FIG. 3A may
be totally decrypted as shown in FIG. 3C and then more
weakly encrypted/downloaded as shown in FIG. 3D on the
basis of the predetermined encryption key. Alternatively, the
unencrypted file shown in FIG. 3C may have only portions
weakly encrypted as shown in FIG. 3E. Any of the encryp-
tion schemes shown in FIG. 3B, 3D, or 3E reduce processing
requirements for the digital data playing device 130 relative
to a file where all of the data has been strongly encrypted.
FIG. 6 also the encryption schemes of FIGS. 3B, 3D, and 3E.

The digital data playing device 130 stores the digital data
file from the personal computer 120, encrypted and down-
loaded in the above manner, in a memory 142 of a data
storage medium 140 which may be in the form of a remov-
able card. If the user requests the digital data playing device
130 to reproduce the digital data file stored in the memory
142, then the digital data playing device 130 reads the stored
digital data file from the memory 142 and reproduces it
through a decoder 132 therein. At this time, the digital data
file read from the data storage medium 140 has to be
decrypted for the reproduction because it is in an encrypted
form. For this reason, in the digital data playing device 130,
a microcomputer 131 decrypts the digital data file read from
the data storage medium 140 on the basis of the encryption
key used in the above encryption procedure of the
encryption/download unit 125 and outputs the decrypted
digital data file to an output line through the decoder 132.
Because of the weak encryption shown, for example, in
FIGS. 3B, 3D, and 3E, the decoder is kept low-cost. As a
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result, the user can listen to desired music anywhere using
the digital data playing device 130 and the digital data file
can be prevented from illicit diversion and distribution while
being downloaded to the digital data playing device 130.

In accordance with the present invention, the above
encryption method may be implemented by one program on
a recording medium. The encryption program is configured
to receive and store both digital data encrypted to a high
level and an encryption key, decrypt the encrypted digital
data according to the encryption key, store the decrypted
digital data in a buffer in a predetermined unit of size, reen-
crypt output digital data from the buffer to a low level and
download the reencrypted digital data to a digital data player
or a data storage medium. This encryption program is stored
on a single recording medium for use in the digital data
encryption of the present invention.

FIG. 4 is a flowchart illustrating a digital data file encryp-
tion method in accordance with the present invention. A user
of the present invention must have previously registered and
have been assigned an ID number and password, as
described earlier in the description of the related art.

Thereafter, according to the present invention as shown in
FIG. 4, upon receiving a digital data file download request
from a personal computer at Step 410, a server identifies the
user at Step 420 to determine whether the user is legitimate.
At this time, the server identifies the user on the basis of an
ID code and password which are assigned from the server to
the user, as stated previously. If the user is identified to be
legitimate, the server downloads a desired digital data file
encrypted to a high level and an encryption key to the per-
sonal computer at Step 430. Upon downloading the desired
digital data file from the server, the personal computer deter-
mines at Step 440 whether a copyright of the downloaded
file must be protected. If the downloaded digital data file
need not be protected in copyright, then it is decrypted and
downloaded directly to a digital data player at Step 510. In
this case, because no copyright problem is caused even when
the downloaded file is hacked/diverted, there is no necessity
for encrypting the downloaded file to send it to the digital
data player.

On the other hand, in the case where it is determined at the
above Step 440 that the copyright of the downloaded file
must be protected, the personal computer first checks the
capacity of the downloaded file at Step 450 and then sets an
effective capacity of a buffer in accordance with the checked
result ate Step 460. Then, the personal computer decrypts the
downloaded file according to the encryption key at Step 470
and stores the decrypted file in the buffer at Step 480 in such
a manner that the decrypted file cannot be normally repro-
duced even when it is hacked in process of being down-
loaded to the digital data player. The digital data file stored
in the buffer is encrypted to a low level at Step 490. This low
level encryption does not require a separate microprocessor
which is typically used for the high level encryption or pow-
erful encryption, thereby avoiding an increase in cost of the
associated playing device. Then, the digital data file
encrypted to the low level is downloaded to the digital data
playing device at Step 500.

With reference to FIG. 5, there is shown in block form an
alternative embodiment of the digital data file encryption
system in accordance with the present invention. This sec-
ond embodiment is substantially the same in construction as
the first embodiment, with the exception that a plurality of
digital data servers 110A—110C are provided. Because of the
provision of the plurality of digital data servers, the personal
computer 120 performs the decryption operation, not using
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the single encryption key as shown in FIG. 2, but using a
plurality of encryption keys supplied respectively from the
digital data servers. Then, the personal computer 120 repro-
duces the decrypted, or non-processed, digital data files or
downloads them (with or without encryption) to the digital
data playing device 130 for storing in the storage medium
140 in the same manner as stated previously.

FIG. 6 is a diagram illustrating the digital data file encryp-
tion method shown in FIG. 4, and the flow of the data file
among the components of the digital data file encryption
apparatus shown in FIGS. 2 and 5. After the user registers
with a data file supplier (Step 400), and is assigned an 1D
number and password (Step 401), the user is authorized by
the digital data server to receive data files upon request. The
request by the user is fulfilled by the digital data server
downloading the data file (Step 430), the file having been
encrypted to a high level by the predetermined encryption
key. The data file is received and stored in the personal com-
puter (Step 431), partially decrypted (Step 470) and then
stored by changing the size of the buffer (Step 480).

It the downloaded digital data file need not be protected in
copyright, then it is decrypted and downloaded directly to a
digital data player at Step 510. In this case, because no copy-
right problem is caused even when the downloaded file is
hacked/diverted, there is no necessity for encrypting the
downloaded file to send it to the digital data player. On the
other hand, in the case where it is determined at the above
step 440 that the copyright of the downloaded file must be
protected, the digital data file stored in the buffer is
encrypted to a low level at step 490. As described above with
reference to FIGS. 3B, 3D, and 3E, any of the encryption
schemes 3B, 3D, and 3E may be used. This low level encryp-
tion does not require a separate microprocessor which is
typically used for the high level encryption or powerful
encryption, thereby avoiding an increase in cost of the asso-
ciated playing device. Then, the digital data file encrypted to
the low level is downloaded to the digital data playing device
at step 500.

According to the present invention, a digital data file
downloaded from a single server is decrypted, stored in the
buffer in a predetermined unit of size, encrypted in a some-
what simple manner and downloaded to the digital data
player. Digital data files downloaded from a plurality of
servers are decrypted in individual decryption manners,
encrypted in the simple manner as mentioned above and
downloaded to the digital data player. Therefore, it is pos-
sible to reliably protect the copyright of a given digital data
file without increasing the cost of the digital data player due
to the decryption function.

Although the preferred embodiments of the present inven-
tion have been disclosed for illustrative purposes, those
skilled in the art will appreciate that various modifications,
additions and substitutions are possible, without departing
from the scope and spirit of the invention as disclosed in the
accompanying claims.

What is claimed is:

[1. A method for copy protection, comprising:

generating a partially decrypted data unit, the partially
decrypted data unit including two portions, one of the
two portions is encrypted having a protection level dif-
ferent from the other of the two portions; and

transferring the partially decrypted data unit to a target
device for further decrypting based on information used
in the step of generating the partially decrypted data
unit; and
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further comprising the steps of:

registering a computer with a data server;

transferring encrypted data from the data server to the

computer the computer generating the partially
decrypted data unit in a first decryption unit of the com-
puter; and

using a second decryption unit of the target device to fur-

ther decrypt the partially decrypted data unit based on
the information used in the step of generating the par-
tially decrypted data unit.]

[2. The method of claim 1, wherein the two portions hav-
ing the different protection levels are spaced apart at a prede-
termined interval on the data unit.]

[3. The method of claim 2, further comprising the step of
storing the partially decrypted data unit in a data storage
medium or a digital data player.]

[4. The method of claim 3, further comprising the step of
reading the partially decrypted stored data unit from the data
storage medium or the digital data player and reproducing
the data unit at the request of a user.]

[5. The method of claim 4, further comprising the step of
decrypting the data unit based on a predetermined encryp-
tion key, and outputting the decrypted data unit to an output
line.]

[6. The method of claim 2, further comprising the step of
decrypting a remainder of the partially decrypted data unit in
the target device.]

[7. The method of claim 1, wherein the data unit is par-
tially decrypted based on a predetermined encryption key.]

[8. The method of claim 2, wherein the predetermined
interval is a multiple or divisor of a buffer size.]

[9. The method of claim 1, wherein the step of partially
decrypting the encrypted data unit in the computer is per-
formed at a plurality of locations spaced apart at a predeter-
mined interval on the partially decrypted data unit.]

[10. The method of claim 1, further comprising the step of
storing the partially decrypted data unit in a data storage
medium or a digital data player.]

[11. The method of claim 10, further comprising the step
of reading the partially decrypted stored data unit from the
data storage medium and reproducing the partially decrypted
data unit upon request of a user.]

[12. The method of claim 11, further comprising the steps
of:

sending the partially decrypted digital data unit to the

digital data player;

decrypting the reencrypted data unit based on a predeter-

mined encryption key; and

outputting the decrypted data unit to an output line of the

digital data player.]

[13. The method of claim 1, wherein the data unit received
by the target device is partially decrypted based on a prede-
termined encryption key.]

[14. The method of claim 13, further comprising the steps
of:

partially decrypting the encrypted data unit in the com-

puter is performed independently of operating the sec-
ond decryption unit in the target device.]

[15. A method for copy protection, comprising:

receiving a data unit that has been encrypted based on a

predetermined encryption key;

identifying whether or not the received data unit needs to

be protected;

generating an encrypted data unit having a different

encryption level or method from one used to encrypt
the data unit, based on a result of the identifying step;
and
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transferring the generated encrypted data unit having the
different encryption level or method to a target device
for decrypting based on information used in the step of
generating the encrypted data unit; and

further comprising the steps of:

registering a computer with a data server;

transferring the data unit from the data server to the com-

puter;

using a first decryption unit of the computer for generat-

ing the encrypted data unit having the different encryp-
tion level or method; and

using a second decryption unit of the target device for

decrypting the generated encrypted data unit having the
different encryption level or method based on the infor-
mation used in the step of generating the generated
encrypted data unit.]

[16. The method of claim 15, wherein the generated
encrypted data unit includes two portions having the differ-
ent protection levels spaced apart at a predetermined interval
on the data unit.]

[17. The method of claim 16, further comprising the step
of storing the generated encrypted data unit in a data storage
medium or a digital data player.]

[18. The method of claim 17, further comprising the step
of reading the generated encrypted data unit from the data
storage medium or the digital data player and reproducing
the data unit at the request of a user.]

[19. The method of claim 18, further comprising the step
of decrypting the data unit based on a predetermined encryp-
tion key, and outputting the decrypted data unit to an output
line.]

[20. The method of claim 16, further comprising the step
of decrypting the generated encrypted data unit in the target
device.]

[21. The method of claim 16, wherein the step of generat-
ing the encrypted data unit is based on a predetermined
encryption key.]

[22. The method of claim 16, wherein the predetermined
interval is a multiple or divisor of a buffer size.]

[23. A method for copy protection, comprising the steps
of:

enabling a registration mode for inputting a user identifi-

cation;

receiving a data unit from a storage device based on the

inputted user identification information, wherein the
data unit has been encrypted;

generating an encrypted data unit having a different

encryption level or method from one used to encrypt
the data unit; and

transferring the encrypted data unit having the different

encryption level or method to a target device for

decrypting based on information used in the step of

generating the differently encrypted data unit; and
further comprising the steps of:

registering a computer with a data server;

transferring the data unit from the data server to the com-

puter;

using a first decryption unit of the computer for generat-

ing the encrypted data unit having the different encryp-
tion level or method; and

using a second decryption unit of the target device for

decrypting the generated encrypted data unit having the
different encryption level or method based on the infor-
mation used in the step of generating the generated
encrypted data unit.]
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[24. The method of claim 23, wherein the step of generat-
ing the encrypted data unit is performed at a plurality of
locations spaced apart at a predetermined interval on the
generated encrypted data unit.]

[25. The method of claim 24, further comprising the step
of reading the generated encrypted data unit from the data
storage medium and reproducing the generated encrypted
data unit upon request of a user.]

[26. The method of claim 25, further comprising the steps
of:

sending the generated encrypted data unit to the digital

data player;

decrypting the generated encrypted data unit based on a

predetermined encryption key; and

outputting the decrypted data unit to an output line of the

digital data player.]

[27. The method of claim 23, further comprising the step
of storing the generated encrypted data unit in a data storage
medium or a digital data player.]

[28. The method of claim 23, wherein the data unit
received by the target device is encrypted based on a prede-
termined encryption key.]

[29. The method of claim 23, wherein the step of generat-
ing the encrypted data unit is performed independently of
decrypting the generated encryption unit in the target
device.]

[30. A method for encrypting a digital data file, compris-
ing:

receiving a data file from a digital data server, the data file

having been encrypted in the digital data server based
on a predetermined encryption key;

decrypting the data file using the predetermined encryp-

tion key;

identifying whether or not the received data file needs to

be protected;

reencrypting the decrypted data file on the basis of the

identified result; and

transferring the reencrypted data file to a target device,

wherein the reencrypted data file has a different level of

encryption as compared to that of the received data file
that was encrypted in the digital data server; and

further comprising the steps of:
registering a computer with the digital data server;

transferring the data file from the digital data server to the

computer,

using a first decryption unit of the computer for generat-

ing the reencrypted data file having the different level
of encryption; and

using a second decryption unit of the target device to

decrypt the reencrypted data file having the different
level of encryption based on the information used in the
step of reencrypting the decrypted data file.]
31. A method for managing content data, the method
being performed by at least one playing device and compris-
ing:
receiving the content data from an external source device,
the content data having a first encryption status;

controlling a duration time for the content data based on
an identifying operation, the content data being avail-
able on a buffer of the playing device for the duration
time, and the identifying operation determining
whether or not the duration time for the content data is
controlled based on protection information associated
with the content data;
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determining whether or not to change the first encryption
status based on the protection information associated
with the content data; and
changing the first encryption status into a second encryp-
tion status for the content data when the determining
step determines the protection information indicates
the first encryption status is to be changed into the sec-
ond encryption status for the content data,
wherein the second encryption status is different from the
first encryption status such that an external target
device can decrypt the content data having the second
encryption status.
32. The method of claim 31, wherein a size of the buffer is
changed for the controlling the duration time.
33. The method of claim 31, further comprising:
transmitting the content data having the second encryp-
tion status to the external target device; and
decrypting, by the external target device, the content data
having the second encryption status.
34. The method of claim 31, wherein the changing step
comprises.
decrypting the content data having the first encryption
status; and
re-encrypting the decrypted content data such that the
content data has the second encryption status.
35. An apparatus for managing content data, the appara-
tus comprising:
a buffer; and
a controller configured to:
receive the content data from an external source device,
the content data having a first encryption status,
control a duration time for the content data based on an
identifying operation, the content data being available

15

12

on the buffer of the playing device for the duration time,
and the identifying operation determining whether or
not the duration time for the content data is to be con-
trolled based on protection information associated with

5 the content data,

determine whether or not to change the first encryption
status based on the protection information associated
with the content data, and

change the first encryption status into a second encryption
status for the content data when the protection informa-
tion indicates the first encryption status is to be
changed into the second encryption status for the con-
tent data,

wherein the second encryption status is different from the
first encryption status such that an external target
device can decrypt the content data having the second
encryption status.

36. The apparatus of claim 35, wherein the controller is

2 further configured to change a size of the buffer for control-

ling the duration time.

37. The apparatus of claim 35, wherein the controller is
further configured to transmit the content data having the
second encryption status to the external target device such

5 that the external target device can decrypt the content data
having the second encryption status.

38. The apparatus of claim 35, further comprising:

a decryptor configured to decrypt the content data having
the first encryption status; and

30 an encryption unit configured to re-encrypt the decrypted

content data such that the content data has the second
encryption status.



