wo 2012/092224 A3 |11 N0F V0 0RO 0 0 0

(43) International Publication Date

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property Ny
Organization é
International Bureau -,

=

\

(10) International Publication Number

WO 2012/092224 A3

(51

eay)

(22)

(25)
(26)
(30)

1

(72

31

5 July 2012 (05.07.2012) WIPO I PCT
International Patent Classification:
GO6F 17/30 (2006.01)
International Application Number:
PCT/US2011/067307
International Filing Date:
24 December 2011 (24.12.2011) (84)
Filing Language: English
Publication Language: English
Priority Data:
12/979,467 28 December 2010 (28.12.2010) Us

Applicant (for all designated States except US): MI-
CROSOFT CORPORATION [US/US]; One Microsoft
Way, Redmond, Washington 98052-6399 (US).

Inventors: NICE, Nir; c/o Microsoft Corporation, LCA -
International Patents, One Microsoft Way, Redmond,
Washington 98052-6399 (US). SITTON, Daniel; ¢/o Mi-
crosoft Corporation, LCA - International Patents, One Mi-
crosoft Way, Redmond, Washington 98052-6399 (US).
KREMER, Dror; c¢/o Microsoft Corporation, LCA - Inter-
national Patents, One Microsoft Way, Redmond, Washing-
ton 98052-6399 (US). FELDMAN, Michael; c¢/o Mi-
crosoft Corporation, LCA - International Patents, One Mi-
crosoft Way, Redmond, Washington 98052-6399 (US).

Designated States (unless otherwise indicated, for every
kind of national protection available). AE, AG, AL, AM,
AO, AT, AU, AZ, BA, BB, BG, BH, BR, BW, BY, BZ,
CA, CH, CL, CN, CO, CR, CU, CZ, DE, DK, DM, DO,
DZ, EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, GT, HN,

HR, HU, ID, IL, IN, IS, JP, KE, KG, KM, KN, KP, KR,
KZ, LA, LC, LK, LR, LS, LT, LU, LY, MA, MD, ME,
MG, MK, MN, MW, MX, MY, MZ, NA, NG, NI, NO, NZ,
OM, PE, PG, PH, PL, PT, QA, RO, RS, RU, RW, SC, SD,
SE, SG, SK, SL, SM, ST, SV, SY, TH, TJ, TM, TN, TR,
TT, TZ, UA, UG, US, UZ, VC, VN, ZA, ZM, ZW.

Designated States (uniess otherwise indicated, for every
kind of regional protection available): ARIPO (BW, GH,
GM, KE, LR, LS, MW, MZ, NA, RW, SD, SL, SZ, TZ,
UG, ZM, ZW), Eurasian (AM, AZ, BY, KG, KZ, MD, RU,
TJ, TM), European (AL, AT, BE, BG, CH, CY, CZ, DE,
DK, EE, ES, FI, FR, GB, GR, HR, HU, IE, IS, IT, LT, LU,
LV, MC, MK, MT, NL, NO, PL, PT, RO, RS, SE, SI, SK,
SM, TR), OAPI (BF, BJ, CF, CG, CI, CM, GA, GN, GQ,
GW,ML, MR, NE, SN, TD, TG).

Declarations under Rule 4.17:

as to applicant'’s entitlement to apply for and be granted a
patent (Rule 4.17(i1))

as to the applicant's entitlement to claim the priority of the
earlier application (Rule 4.17(iii))

Published:

with international search report (Art. 21(3))

before the expiration of the time limit for amending the
claims and to be republished in the event of receipt of
amendments (Rule 48.2(h))

(88) Date of publication of the international search report:

11 October 2012

(34

Title: FILTERING QUERIED DATA ON DATA STORES

Gﬂj

62

64

EXECUTE ON PROCESSOR INSTRUCTIONS CONFIGURED TO:

66

| UPON RECEIVING A DATA ITEM, STORE DATA ITEM IN DATA SET

v

UPON RECEIVING REQUEST
SPECIFYING AT LEAST ONE FILTER CRITERION:

1)

68

RETRIEVE DATA ITEMS OF DATA SET
SATISFYING AT LEAST ONE FILTER CRITERION
TO GENERATE FILTERED DATA SUBSET

— 70

v

SEND FILTERED DATA SUBSET IN RESPONSE TO
REQUEST

—

FIG. 4

END

74

(57) Abstract: A data set may be distributed over many data stores, and a query may be distributively evaluated by several data
stores with the results combined to form a query result (e.g., utilizing a MapReduce framework). However, such architectures may
violate security principles by performing sophisticated processing, including the execution of arbitrary code, on the same machines
that store the data. Instead of processing queries, a data store may be configured only to receive requests specifying one or more fil -
tering criteria, and to provide the data items satisfying the filtering criteria. A compute node may apply a query by generating a re-
quest including one o more filter criteria, providing the request to a data node, and applying the remainder of the query (including
sophisticated processing, and potentially the execution of arbitrary code) to the data items provided by the data node, thereby im-
proving the security and etficiency of query processing.



INTERNATIONAL SEARCH REPORT

International application No.

PCT/US2011/067307

A. CLASSIFICATION OF SUBJECT MATTER

GOG6F 17/30(2006.01)i

According to International Patent Classification (IPC) or to both national classification and IPC

B. FIELDS SEARCHED

IPC: GO6F

Minimum documentation searched (classification system followed by classification symbols)

Korean utility models and applications for utility models
Japanese utility models and applications for utility models

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

Electronic data base consulted during the international search (name of data base and, where practicable, search terms used)
eKOMPASS(KIPO internal) & Keywords: query* search* filter* criteri* rule

C. DOCUMENTS CONSIDERED TO BE RELEVANT

See abstract.

Category* Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.
X US 6931389 B1 (TERRY MICHAEL BLEIZEFFER et al.) 16 August 2005 1,9-10,13
Y See column 7, line 7 — column 10, line 26; figures 2 and 5. 2-3,6-8
Y US 2008-0288524 A1 (DUMITRU MARIUS et al.) 20 November 2008 2-3,6-7
See paragraphs [0029],[0030],[0038], figures 1 and 3.
Y US 2009-0125482 A1 (PEREGRINE VLADIMIR GLUZMAN et al.) 14 May 2009 8
See paragraph [0085].
A US 2008-0201303 Al (BRAGIEL JOHN S. et al.) 21 August 2008 1-14

|:| Further documents are listed in the continuation of Box C.

See patent family annex.

* Special categories of cited documents:

"A"  document defining the general state of the art which is not considered
to be of particular relevance

"E" carlier application or patent but published on or after the international
filing date

"L"  document which may throw doubts on priority claim(s) or which is
cited to establish the publication date of citation or other
special reason (as specified)

"O" document referring to an oral disclosure, use, exhibition or other

means

"P"  document published prior to the international filing date but later
than the priority date claimed

"T" later document published after the international filing date or priority
date and not in conflict with the application but cited to understand
the principle or theory underlying the invention

document of particular relevance; the claimed invention cannot be
considered novel or camnot be considered to involve an inventive
step when the document is taken alone

document of particular relevance; the claimed invention cannot be
considered to involve an inventive step when the document is
combined with one or more other such documents,such combination
being obvious to a person skilled in the art

document member of the same patent family

o

e

ng"

Date of the actual completion of the international search

21 AUGUST 2012 (21.08.2012)

Date of mailing of the international search report

22 AUGUST 2012 (22.08.2012)

Name and mailing address of the ISA/KR

Korean Intellectual Property Office
189 Cheongsa-ro, Seo-gu, Daejeon Metropolitan
City, 302-701, Republic of Korea

Facvsimile No. 82-42-472-7140

Authorized officer
Ko Jae Yong

Telephone No.  82-42-481-8212

Form PCT/ISA/210 (second sheet) (July 2009)




INTERNATIONAL SEARCH REPORT

Information on patent family members

International application No.

PCT/US2011/067307
Patent document Publication Patent family Publication
cited in search report date member(s) date
US 6931389 B1 16.08.2005 US 2002-0049700 A1 25.04.2002
US 6195653 B1 27.02.2001
US 6243703 B1 05.06.2001
US 6397207 B1 28.05.2002
US 6493700 B2 10.12.2002
US 6539371 B1 25.03.2003
US 6604096 B1 05.08.2003
US 6618718 B1 09.09.2003
US 6631381 B1 07.10.2003
US 6768987 B1 27.07.2004
US 2008-0288524 A1 20. 11,2008 US 8108399 B2 31.01.2012
W0 2008-150638 A3 11.12.2008
US 2009-0126482 A1 14.05.2009 US 7856434 B2 21.12.2010
US 2008-0201303 A1 21.08.2008 None

Form PCT/ISA/210 (patent family annex) (July 2009)




	Page 1 - front-page
	Page 2 - wo-search-report
	Page 3 - wo-search-report

