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METHOD AND SYSTEM FOR GENERATING 
MIPLCT CERTIFICATES AND 

APPLICATIONS TO DENTITY-BASED 

ENCRYPTION (IBE) 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

This application claims priority from U.S. Provisional 
Patent Application No. 60/950,262 filed on Jul. 17, 2007, 
hereby incorporated by reference. 

FIELD OF INVENTION 

The invention relates generally to the field of encryption. In 
particular, the invention relates to a system and method for 
providing implicit certificates that can be used in an identity 
based encryption system. 

BACKGROUND OF INVENTION 

Public key cryptography utilizes a public key and a private 
key that are mathematically related. The relationship is such 
that the public key can readily be computed from the private 
key but computation of the private key from the public key is 
considered infeasible. The private key is thus maintained 
secret. The keys are used in a variety of well known protocols 
to secure or sign messages. To secure a message, the public 
key of the recipient is used by the sender to encrypt the 
message and the recipient uses his private key to decrypt the 
message. To sign a message, the authoruses her private key to 
generate a signature which can be verified by use of the public 
key by any recipient. In each case, the public key has to be 
obtained from a trusted party, such as a trusted authority 
(TA). 

In identity-based public key cryptography, an entity's pub 
lic key is its identity, Such as an e-mail address, or a derivation 
thereof. An identity-based encryption (“IBE') system has 
numerous advantages, most notably: 

1. No need for a sender to obtain a public key before 
encrypting a message; 

2. Encryption can be done by the sender before the recipi 
ent possesses a private key: 

3. Identities can be chosen by the sender, not just the 
recipient; 

4. Existing identities and addresses can be made into public 
keys; and 

5. Public keys can be humanly memorizable. 
Many identity-based encryption schemes have been pro 

posed. In one simple scheme, each user is responsible for 
generating its own private/public key pair. The user does not 
disclose its private key to anyone, including the TA. Each user 
may simply adopt its public key as its identity, for example, 
using it as an e-mail or website address. The user, however, 
would have to be content with whatever public key that may 
be generated and use it (or a representation thereof) as its 
identity, such as an e-mail address or website address. There 
are other IBE schemes proposed as well, but none has been 
deemed practical. 

It is an object of the present invention to mitigate or obviate 
at least one of the above mentioned disadvantages. 

SUMMARY OF INVENTION 

In one embodiment, an IBE system is based on implicit 
certificates issued by a certification authority (“CA). In a 
pre-certification phase of the implicit certification process a 
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2 
recipient requests a certificate but then receives its implicit 
certificate only after it receives an encrypted message from a 
sender who chooses the identity of the recipient. The certifi 
cation authority issues the implicit certificate to the sender 
and recipient as needed, and does the necessary authentica 
tion (identity proofing) along the way. The certification 
authority, however, does not have possession of the private 
key of the recipient. The recipient constructs its own private 
key by combining the implicit certificate received from the 
CA, its own secret contribution and any public information 
related to the recipient that may be selected by any one of the 
recipients, the CA and the sender. In this scheme, both the 
public key and the private key of the recipient are based on the 
recipient’s identity. 

In one aspect of the invention, there is provided a method of 
transmitting messages encrypted with identity-based public 
keys derived from information provided by a certification 
authority. The certification authority has a pair of public and 
private keys. The method includes the steps of providing a 
recipient's registration request and registration information 
to the certification authority, the registration information 
including the recipient’s identity information selected by the 
recipient and the registration request correlating to a first 
secret value selected by the recipient; providing the recipient 
selected identity information to a sender, upon receiving a 
request from the sender and another of the recipient’s identity 
information selected by the sender, the certification authority 
generating a public key reconstruction data from the registra 
tion request, the registration information, the sender selected 
identity information of the recipient, a second secret value 
selected by the certification authority and a certificate infor 
mation selected by the certification authority; transmitting an 
implicit certificate to the sender, the implicit certificate 
including the public key reconstruction data and the certifi 
cate information, reconstructing a public key of the recipient 
from the implicit certificate, the certificate information and 
the certification authority's public key; and transmitting to the 
recipient a message encrypted with the public key of the 
recipient together with an indication that the public key is 
reconstructed from the implicit certificate. 
To decrypt a message received from the sender, the recipi 

ent transmits a private key request to the certification author 
ity, the private key request includes all identity information of 
the recipient used during generating the implicit certificate. 
The certification authority then provides a private key recon 
struction data and the public key reconstruction data to the 
recipient for the recipient to reconstruct its private key. The 
private key reconstruction data is generated by combining 
mathematically the certification authority's private key, the 
all identity information, the public key reconstruction data, 
and the second secret value. A private key of the recipient is 
generated from the implicit certificate, the certification infor 
mation, the private key reconstruction data and the first secret 
value. 

In another aspect of the invention, there is provided a 
method of providing a recipient’s public key to a sender and 
a private key corresponding to said public key to the recipient. 
The method includes the following steps. First, said recipient 
selects a secret contribution to said public key and generates 
a registration request information from said secret contribu 
tion, and then provides said registration request information 
and a first identify information associated with the recipient 
to a certification authority. A sender, when requiring the 
recipient’s public key, transmits to the certification authority 
a request for an implicit certificate of the public key, said 
implicit certificate request including said first identity infor 
mation and a second identity information of the recipient. The 
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certificate authority generates a public key reconstruction 
data from the registration request information, the first and 
second identity information, a certificate information 
selected by the certification authority and a private contribu 
tion selected by the certification authority, and transmits said 
implicit certificate to the sender, the implicit certificate 
including said public key reconstruction data and said certifi 
cate information. The sender computes the public key from 
the implicit certificate and the certification authority’s public 
key and uses the public key for exchanging information with 
the recipient. The recipient, when requiring its private key to 
decrypt message received from the sender, send a private key 
request to the certification authority. The certification author 
ity generates and provides a privatization information to the 
recipient, along with the implicit certificate. The recipient 
then computes the private key from the implicit certificate and 
the privatization information. 

In other aspects the invention provides various combina 
tions and subsets of the aspects described above. 

BRIEF DESCRIPTION OF DRAWINGS 

For the purposes of description, but not of limitation, an 
embodiment or embodiments of the invention will now be 
explained in greater detail by way of example with reference 
to the accompanying drawings, in which: 

FIG. 1 is a diagram illustrating schematically an IBE Sys 
tem, in which one member of the system acts as a certification 
authority; and 

FIG. 2 is a flowchart illustrating schematically steps of a 
method for issuing implicit certificates and computing public/ 
private key pairs for use in the IBE system shown in FIG. 1. 

FIG. 3 is a table summarizing a method of three-phase 
implicit certification. 

DETAILED DESCRIPTION OF EMBODIMENTS 

The description which follows, and the embodiments 
described therein, are provided by way of illustration of an 
example, or examples, of particular embodiments of the prin 
ciples of the present invention. These examples are provided 
for the purposes of explanation, and not limitation, of those 
principles and of the invention. In the description which fol 
lows, like parts are marked throughout the specification and 
the drawings with the same respective reference numerals. 

FIG. 1 illustrates schematically an IBE system 100, which 
includes a central certification authority 102. The IBE system 
100 has a number of users, or entities 104, including a sender 
106 (or more commonly called sender Alice, or sender A) and 
a recipient 108 (or more commonly called recipient Bob, or 
recipient B). Each user 104 communicates with the CA102 
through a communication link 110. The CA is a central cer 
tification authority but not a trusted authority. 

Sender 106 and recipient 108 exchange messages through 
a communication channel 112 between the pair of users. 
When sender 106 needs to send a message, sender 106 gen 
erates a session key Z to encrypt the message. The session key 
Z is constructed from the public key of recipient 108 and the 
sender's own private key. The result of the encryption, 
namely, encrypted message, is sent to recipient 108 through 
communication channel 112. The public key of recipient 108 
is derived from the identity information of recipient 108 in a 
systemic manner described herein. The recipient 108 likewise 
generates a session key from his private key and the public 
key of the sender so as to decrypt the message. The private key 
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4 
is computed by the recipient 108 from information possessed 
by the CA102 and a secrete contribution to the private key 
from the recipient 108 itself. 
The general relationship between a private key and the 

secret contribution to the private key from its owner is the 
same for all users. This is desirable as all users may use the 
same correspondence for constructing their own private keys. 
The recipient 108 therefore must keep secret its contribution 
to its own private key so that not everyone can compute its 
private key from the general relationship. 
The CA does not need to be trusted by any user in that the 

CA does not possess any private key of any user. It is sufficient 
that the CA possesses Sufficient information about a user So 
that the user's identity can be authenticated by the CA. 
Instead of possessing private keys of all users, the CA 102 
provides the necessary data for the recipient 108 to construct 
its private key when needed. Likewise, the CA also provides 
the necessary data for the sender 106 to construct a public key 
of the recipient 108 when needed. In a scheme described 
below, the CA sends an implicit certificate to the sender for 
the sender to compute the public key of the recipient and to the 
recipient to compute its corresponding private key. 
The IBE system 100 may be implemented on any message 

exchange network. For example, the communication system 
100 may be based on postal mail. Each user is identified by a 
name and a postal address. The delivery of mail by postal 
offices establishes the communication channel 112. The com 
munication system 100 may also be an electronic message 
network system. Eachuser has a network address at which the 
user can be reached. The communication channel 112 is then 
a network connection that links the pairofusers. For example, 
in case the communication system is an e-mail system, the 
network address is an e-mail address. In case the communi 
cation system is a mobile phone text message system, the 
network address is a phone number. The connection between 
the pair of users may be an internet-based connection or a 
public Switch exchange based connection, or any other Suit 
able data communication link. 

Although here one user is designated as sender 106, the 
same description applies when the pair of users reverse roles, 
namely when the other user sends electronic messages. It is 
only for the convenience of description that one user is des 
ignated a sender and the other user is designated a recipient. 

Further, in this specification, “sender is used interchange 
ably to refer to a user of the system who sends messages, a 
message software program employed for sending electronic 
messages by the user Such as an e-mail program, or a general 
purpose computer on which the message program for sending 
electronic messages is executed, unless the context requires 
otherwise. The general-purpose computer typically has a 
CPU, a memory storage device and a storage device, both 
accessible to CPU, and input/output (I/O) devices. The mes 
sage program may be stored on the storage device. Likewise, 
the term “recipient' is used interchangeably to refer to a user 
of the system who receives messages, a message Software 
program employed by the user for receiving electronic mes 
sages or a general-purpose computer on which the message 
program for receiving electronic messages is executed, unless 
the context requires otherwise. 

Referring to FIG. 2, there is shown schematically a method 
of issuing implicit certificates for users to reconstruct public 
and private keys. According to this method, certificates are 
issued in several phases, and in Such away as to achieve many 
of the benefits of identity based encryption. The method is a 
process 200, as summarized in FIG. 3 below, that includes at 
least three phases. The three phases are registration 202, 
publication 204 and privatization 206. 
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TABLE 2 

Three-Phase Implicit Certification 

Phase CA Bob Alice 

Registration re R1, n-1 
R = r * G 

I, R I 
se- He 

Publication II, 12 
-e- 

k11, 12, 13 e R1, n-1 
P = R + k, 12, 13 * G 
h = H(P.I., I, I) P; I 
S = k11, 12, 13 * h + c mod in h = H(P, I, I2, I3) 

B = h : P + C 

M = ENCB(m) 
M, I2, I 
re 

Privatization (I1; I2; I3) 
-e- 

S = k11, 12, 13 * h + c mod in 

15- h = H(P.I.I.I.) 
b = r * h + S mod n 

m = DEC(M) 

During registration 202, a recipient Bob 108 registers to a 
certification authority 102. Bob 108 registers by submitting to 
the CA102 a registration request Rand his registration infor 
mation. The registration information includes his identity 
related information I, such as his e-mail address. The regis 
tration request is derived from a secret contribution such as a 
secret number, r, from the recipient Bob 108. The secret 
contribution r is known to Bob only, while both Bob 108 and 
the CA 102 keep the registration request R confidential 
between them. Preferably, the registration request R is 
derived from a cryptographic operation on the secret contri 
bution r so that the CA cannot have any knowledge of r. 

The following is an example of computing R from a secret 
contribution in an elliptic curve cryptosystem. The recipient 
Bob 108 first at step 210 selects a random integert in the range 
1, n-1 as his secret contribution, where n is the order of the 

elliptic curve group E with a generator point G. The registra 
tion request R is a product of the integer rand the generator G 
of the elliptic curve group E: 

At step 212, the recipient Bob 108 submits I and R to the 
certification authority 102 over a secure channel. Bob does 
not reveal r to anyone at all. R is disclosed to the CA, but not 
anyone else. Bob's identity-related information I, however, 
is made generally available, in particular to the sender Alice 
106. Bob can do so, for example, by sending it directly to 
Alice; alternatively Alice 106 can retrieve it from a public 
directory service such as the certification authority 102. 

During registration 202, the certification authority 102 
does not issue an implicit certificate to Bob, but does obtain 
security information from Bob and check Bob's credentials 
according to its policies so that it is able to issue an implicit 
certificate for Bob later. As will become clear later, the reg 
istration request R contributes to Bob's public key B and 
private keyb while his secret number r contributes only to his 
private key b. 

During publication 204, the sender Alice 106 asks the 
certification authority 102 to issue an implicit certificate for 
Bob (step 220). The certification authority 102 computes an 
implicit certificate (step 222) and issues the implicit certifi 

10 

15 

25 

30 

35 

40 

45 

50 

55 

60 

65 

6 
cate to Alice (step 224). Alice 106 computes at steps 226 
Bob’s public key from the implicit certificate received. 
When requesting for the issuance of an implicit certificate 

at step 220, Alice 106 selects and includes another piece of 
information I that relates to Bob's identity. For example, 
Alice can select parameters such as Bob's birth date, age or 
nationality. 
At step 222, the certification authority 102 establishes 

identity-related information I selected from Bob's creden 
tials as certificate information and computes an implicit cer 
tificate as described below. For the set of identity-related 
information I, I and I, the certification authority 102 first 
selects a random integerk, 12, is from the range (1,n-1. The 
certification authority 102 notes this correspondence between 
the set of identity-related information I, I and I and the 
random integer k . . is selected for this request from the 
sender. In establishing a correspondence between Bob's iden 
tity-related information and the random integer, the certifica 
tion authority may choose not to use I, not to use I or not to 
use both. But in general, the identity-related information I 
selected by the sender Alice is always included. For example, 
the certification authority may compute a pseudorandom 
numberk from a keyed pseudorandom function with I as the 
only identity-related information in the functions input. 
The certification authority 102 then computes Bob's recon 

struction public data Pahash value h, and a secret integers 
according to the following equations: 

S-k1121sh-c mod in 
where His preferably a secure hash function and c and C are 
the CA's private and public keys, respectively. The certifica 
tion authority 102 issues an implicit certificate (P: I) to Alice 
106 at step 224. It should be noted that the implicit certificate 
(P: I) is for this request only. It is possible that in another 
session, either requested by Alice or some other users, the 
same set of identity-related information II and I is selected 
but a different randomintegerk, 12, is is generated, in which 
case, there will be a different implicit certificate (P'; I). 
At step 226, Alice 106 computes Bob's public key B by first 

reconstructingh and then computing B: 

It is presumed above that the certification authority 102 has 
already pre-distributed its public key C to Alice 106 and Bob 
108 in an authentic manner. 

Using Bob's public key B, Alice is able to encrypt her 
message m to Bob: 

Where ENC() represents an encryption operation that incor 
porates Bob's public Key B. The encrypted message M can be 
sent to Bob in any manner, for example, over a non-secure 
communication channel 112 between Alice and Bob. In order 
for Bob to be able to decrypt the encrypted message, Alice 
also sends I and I along with the encrypted message M to 
Bob. 
At this point, Bob does not have his private key bassociated 

with the newly issued implicit certificate (P: I) nor his public 
key B. Thus, upon receipt of the encrypted message M from 
Alice 106, Bob 108 is not able to decrypt the message. 
Instead, Bob is notified by header information associated with 
the encrypted message or by some other means that the mes 
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sage M has been encrypted with a certain certificate and Bob 
must determine the private key with assistance of the certifi 
cation authority 102. Bob determines the private keyb during 
privatization 206 and decrypts the message M once the pri 
vate key is determined. 

During privatization 206, Bob 108 requests the certifica 
tion authority 102 Supply the necessary information that com 
pletes the input to his private key generation algorithm. First, 
at step 230, Bob sends to the certification authority 102 the 
necessary identifying information I and I provided by Alice 
as well as the identifying information I initially submitted by 
Bob during registration 202. At step 232, Bob's request for 
information is verified. The necessary information required 
by Bob is the reconstruction of public data P and the CA's 
secret contributions: the pair (PS). To discourage any fraudu 
lent attempt by an adversary, the certification authority 102 
first verifies that Bob is who he claims to be, as in registration, 
and will further check that any extra conditions in the new 
implicit certificate Such as I, I received from Alice, are also 
met. Once the certification authority is satisfied, it sends Bob 
the necessary information, (P. s), that Bob needs to complete 
the calculation of the new private key corresponding to the 
new implicit certificate (P: I). 
At step 234, Bob reconstructs his private key by computing 

the hash value hand then his private key b. 

b=rh+S mod in (2) 

At this point, Bob 108 is able to decrypt the encrypted mes 
sage M from Alice 106: 

It will be appreciated that at no point will the certification 
authority 102 be able to learn Bob's private key b. In particu 
lar, the certification authority does not have nor is able to 
obtain Bob's private key because Bob's contribution to his 
private key, r, is always kept secret. The certification authority 
is therefore not able to decrypt or sign for Bob, even after 
Bob’s public key has gone into active use. In this respect, the 
certification authority 102 does not need to be a trusted 
authority, in the sense of conventional identity-based encryp 
tion and signatures. In other words, the certification authority 
needs to be trusted to verify the authenticity of Bob's identity, 
but does not need to be trusted further. Indeed, Bob's private 
key is not trusted to the certification authority 102. 

Optionally as a further step, Bob 108 can verify the authen 
ticity of the response (P, s) received from the certification 
authority 102. Bob 108 already knows his contribution I to 
the implicit certificate and his confidential certificate request 
R. He also has the contribution I selected by Alice 106 and I 
selected by the certification authority 102. When Bob 
receives the response (Ps) to the certificate request R, it is 
possible for Bob to verify the authenticity of the response by 
checking that the following equation holds. 

This equation should hold because 

= h : (k -- r) : G + c : G 
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8 
Thus Bob knows the logarithm of B=hP+C with respect to the 
generator point G. Alice can reconstruct B using only the 
reconstruction public data P, the certificate information (I, I, 
I), and the CA's public key C. 
The certification authority will generally need to store 

Bob's certificate request R. When the certification authority 
generates its contribution k . . is to Bob's private key, the 
certification authority may want to do so by a secret deter 
ministic function of (I, I. I.). This way, the certification 
authority will not need to storek, 12, is separately for each 
publication of an implicit certificate, nor to record any corre 
spondence between the stored k, 12, is and the set of identity 
information (I, II), or the certificate request R. 

In practice, a single registration phase may correspond to 
many different publication and privatization phases. For 
example, Alice may request an implicit certificate on a per 
message basis, so that each private key that Bob computes 
will only be applicable to one message. Alternatively many 
different users may request different implicit certificates for 
sending their messages to Bob, thus requiring separate pub 
lication and privatization phases corresponding to each 
implicit certificate issued to each of these different users. 

Various embodiments of the invention have now been 
described in detail. Those skilled in the art will appreciate that 
numerous modifications, adaptations and variations may be 
made to the embodiments without departing from the scope 
of the invention. Since changes in and or additions to the 
above-described best mode may be made without departing 
from the nature, spirit or scope of the invention, the invention 
is not to be limited to those details but only by the appended 
claims. 
What is claimed is: 
1. In a communication system comprising at least a certi 

fication authority computer of a certification authority, a 
sender computer of a sender and a recipient computer of a 
recipient, the certification authority computer, the sender 
computer and the recipient computer communicating with 
each other over communication network, a computer-imple 
mented method of transmitting messages encrypted with 
identity-based public keys derived from information pro 
vided by the certification authority, said certification author 
ity having a pair of public and private keys, said method 
comprising: 

the recipient computer providing a recipient’s registration 
request to the certification authority computer over the 
communication network, said registration request cor 
relating to a first secret value selected by the recipient 
computer; 

upon receiving a request from the sender computer, said 
request from the sender computer including an identity 
information of the recipient selected by the sender, the 
certification authority computer generating a public key 
reconstruction data from said registration request, said 
identity information selected by the sender, a second 
secret value selected by the certification authority com 
puter and a certificate information selected by the certi 
fication authority computer, 

the certification authority computer transmitting an 
implicit certificate to the sender computer over the com 
munication network, said implicit certificate including 
said public key reconstruction data and said certificate 
information; 

the sender computer reconstructing a public key of the 
recipient from said implicit certificate, said certificate 
information and the certification authority’s public key: 

the sender computer transmitting to the recipient computer 
over the communication network a message encrypted 
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with said public key of the recipient together with an 
indication that said public key is reconstructed from said 
implicit certificate, said indication including said sender 
selected identity information. 

10 
private key corresponding to said public key to a recipient 
computer of the recipient, the sender computer, the recipient 
computer and a certification authority computer of a certifi 
cation authority communicating with each other over com 

2. The computer-implemented method of claim 1, further 5 munication network, said method comprising the steps of: 
including the step of 

providing another identity information of the recipient to 
the certification authority computer over the communi 
cation network, said another identity information being 
selected by the recipient, 

wherein said public key reconstruction data incorporates con 
tribution from said another identity information. 

3. The computer-implemented method of claim 1, wherein 
said certificate information includes a third identity infor 

mation of the recipient selected by the certification 
authority computer. 

4. The computer-implemented method of claim 1, further 
comprising: 

the recipient computer transmitting a private key request to 
the certification authority computer, said private key 
request including all identity information of the recipi 
ent used during generating said implicit certificate, 

the certification authority computer providing a private key 
reconstruction data and said public key reconstruction 
data to the recipient computer, said private key recon 
struction data being generated by combining math 
ematically the certification authority's private key, said 
all identity information, said public key reconstruction 
data, and said second secret value, 

wherein a private key of the recipient is generated by the 
recipient computer from said implicit certificate, said certifi 
cation information, said private key reconstruction data and 
said first secret value. 

5. The computer-implemented method of claim 1, further 
comprising: 

the certification authority computer establishing a corre 
spondence between said second secret value and the 
request from the sender computer. 

6. The computer-implemented method of claim 5, wherein 
said correspondence is established using a secret determinis 
tic function incorporating contributions from all identity 
information used during generating said implicit certificate. 

7. The computer-implemented method of claim 1, wherein 
an elliptic curve encryption scheme is used, and the public 
key reconstruction data is determined mathematically by the 
certification authority computer from the formula R+kG, 
wherein R is the registration request, k is the second secret 
value selected by the certification authority computer and G is 
a generator of an elliptic curve group E selected for the elliptic 
curve encryption scheme. 

8. The computer-implemented method of claim 7, wherein 
the private key reconstruction data is determined mathemati 
cally by the certification authority computer from the formula 
kh+c mod n, wherein h is a hash value derived from the 
implicit certificate, c is the certification authority’s private 
key and n is the order of the elliptic curve group E. 

9. The computer-implemented method of claim 8, wherein 
the recipient’s public key is determined mathematically by 
the sender computer from the formula hP+C and the recipi 
ent’s private key is determined mathematically by the recipi 
ent computer from the formula rh+s mod n, wherein P is the 
public key reconstruction data, C is the certification authori 
ty's public key, r is the first secret value selected by the 
recipient computer and S is the private key reconstruction 
data. 

10. A computer-implemented method of providing a 
recipient’s public key to a sender computer of a sender and a 
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said recipient computer selecting a secret contribution to 
said public key and generating a registration request 
information from said secret contribution, 

said recipient computer providing said registration request 
information and a first identify information associated 
with the recipient to the certification authority computer 
over the communication network; 

said sender computer transmitting to the certification 
authority computer over the communication network a 
request for an implicit certificate of the public key, said 
implicit certificate request including said first identity 
information and a second identity information of the 
recipient selected by the sender computer; 

the certificate authority computer generating a public key 
reconstruction data from the registration request infor 
mation, the first and second identity information, a cer 
tificate information selected by the certification author 
ity computer and a private contribution selected by the 
certification authority computer; 

the certification authority computer transmitting said 
implicit certificate to the sender computer over the com 
munication network, the implicit certificate including 
said public key reconstruction data and said certificate 
information; 

the sender computer computing the public key from the 
implicit certificate and the certification authority’s pub 
lic key; 

upon receiving a private key request from the recipient 
computer, the certificationauthority computer providing 
a privatization information and the implicit certificate to 
the recipient computer over the communication net 
work; and 

the recipient computer computing the private key from the 
implicit certificate and the privatization information. 

11. The computer-implemented method of claim 10, 
wherein the privatization information is generated by com 
bining mathematically the implicit certificate, the private 
contribution selected by the certification authority computer 
and the certification authority’s private key. 

12. In a communication system comprising at least a cer 
tification authority computer, a sender computer of a sender 
and a recipient computer of a recipient, the certification 
authority computer, the sender computer and the recipient 
computer communicating with each other over communica 
tion network, a computer-implemented method of providing 
the recipient’s public key to the sender computer, said public 
key being based on identity information of the recipient, said 
method comprising: 

the recipient computer providing the recipient’s registra 
tion request to the certification authority computer the 
communication network, said registration request 
including the recipient's first identity information and 
registration information correlating to a first secret value 
selected by the recipient computer; 

the recipient computer providing said first identity infor 
mation to the sender computer over the communication 
network; 

the sender computer transmitting to the certification 
authority computer over the communication network a 
request for an implicit certificate, said request including 
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said first identity information and a second identity 
information of the recipient selected by the sender com 
puter; 

the certification authority computer generating a public 
key reconstruction data from said registration request, 
said first and second identity information, a third identity 
information of the recipient selected by the certification 
authority computer and a second secret value selected by 
the certification authority computer; 

the certification authority computer transmitting an 
implicit certificate to the sender computer over the com 
munication network, said implicit certificate including 
said public key reconstruction data and said third iden 
tity information; and 

the sender computer reconstructing a public key of the 
recipient from said public key reconstruction data, said 
first, second and third identity information and the cer 
tification authority's public key. 
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