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1. 

SYSTEMAND METHOD FOR 
SYNCHRONIZNGELECTRONIC POLL 

BOOKVOTER DATABASES 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

Not applicable. 

STATEMENT REGARDING FEDERALLY 
SPONSORED RESEARCH ORDEVELOPMENT 

Not applicable. 

BACKGROUND OF THE INVENTION 

1. Field of the Invention 
The present invention relates generally to Voting systems, 

and, more particularly, to a system and method for synchro 
nizing voter databases between a plurality of electronic poll 
books. 

2. Description of Related Art 
In many voting jurisdictions, electronic poll books have 

replaced paper poll books for tracking registered Voters and 
voter activity. An electronic poll book allows a poll worker to 
access a database of all the Voters registered to vote in a 
particular election. In general, when a voter enters a polling 
place, the poll worker uses the electronic poll book to search 
for the voter's record in the database, confirm that the voter 
has not yet voted in the election, and issue a voting credit to 
the Voter. In many jurisdictions, the database resides locally 
on the electronic poll book, which are periodically synchro 
nized with a central Voter database. 

However, a voting system relying on a central Voter data 
base presents some drawbacks. For example, if the central 
voter database or the communication link to the central voter 
database is unavailable, none of the electronic poll books can 
be synchronized potentially allowing unauthorized voting 
to occur. In other words, the central Voter database presents a 
single point of failure. Furthermore, the lagtime that occurs at 
the central voter database between the receipt of information 
from a poll book and the transmission of Such information to 
the remaining poll books may be substantial, leaving open the 
possibility that at any given time many of the poll books do 
not have up-to-date information in their databases. 

BRIEF SUMMARY OF THE INVENTION 

The present invention is directed to a system and method 
for synchronizing a plurality of electronic poll book voter 
databases. The system includes a plurality of electronic poll 
books in communication over a network, each poll book 
having a unique identifier and each including a voter database 
of voter information. Each poll book is operable to transmit its 
unique identifier in an information packet and receive unique 
identifiers in information packets from other poll books com 
municating over the network. Each poll book arranges the 
transmitted and received unique identifiers in order according 
to a predetermined ordering scheme, and establishes commu 
nication with two adjacent poll books based on the ordered 
unique identifiers. Each poll book then synchronizes (i.e., 
exchanges and updates Voter database information) with the 
two adjacent poll books to ensure that all databases have 
updated information. With the communication established as 
described, the poll books form a ring network and database 
information is propagated from poll book to poll book so that 
the databases of all of the poll books are synchronized. This 

10 

15 

25 

30 

35 

40 

45 

50 

55 

60 

65 

2 
ring arrangement provides a reliable, robust network that is 
not dependent on a single point of storage (i.e., a central 
database), and that is not dependent on any single communi 
cation path. In the event of a failure of any poll book or 
communication path, the system and method of the present 
invention automatically reconfigures based on the currently 
available poll books and paths. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 is a perspective view of an electronic poll book in 
accordance with an exemplary embodiment of the present 
invention. 

FIG. 2 is a block diagram of a network of electronic poll 
books, each poll book having a unique identifier in accor 
dance with an exemplary embodiment of the present inven 
tion. 

FIG.3 is a chart summarizing the electronic poll book and 
unique identifier information of the network of FIG. 2. 

FIG. 4 is a chart summarizing the electronic poll book 
information of FIG. 3, arranged in order of the unique iden 
tifier. 

FIG. 5 is a block diagram of a configured ring network of 
electronic poll books in accordance with an exemplary 
embodiment of the present invention. 

DETAILED DESCRIPTION OF EXEMPLARY 
EMBODIMENTS 

The present invention is directed to a system and method 
for synchronizing electronic poll book voter databases. While 
the invention will be described in detail below with reference 
to exemplary embodiments, it should be understood that the 
invention is not limited to the specific system configurations 
or methodologies of these embodiments. In addition, 
although the exemplary embodiments are described as 
embodying several different inventive features, one skilled in 
the art will appreciate that any one of these features could be 
implemented without the others in accordance with the inven 
tion. 

Referring first to FIG. 1, an electronic poll book in accor 
dance with an exemplary embodiment of the present inven 
tion is depicted generally as reference numeral 10. In general, 
electronic poll book 10 is mounted on a base 12 that serves to 
hold the poll book 10 in a slightly-angled upright position 
during use. When not in use, base 12 is used as a protective 
case for poll book 10 during transport and storage. Preferably, 
poll book 10 includes a touchscreen display 14 that serves as 
both an input device and output device. Poll book 10 may also 
be connected to other types of input devices, such as a stan 
dard keyboard 16 and a mouse 18. In addition, other acces 
sories (not shown) may be connected to poll book 10, such as 
a signature capture device for electronically capturing a Vot 
er's signature during Voter check-in, a barcode reader for 
scanning a barcode on a voter registration card, a magnetic 
stripe reader for scanning identification cards such as a driv 
er's license or state identification, and/or a printer for printing 
a paper ballot or voter receipt. 

Poll book 10 comprises a computing system (Such as a 
programmed general purpose computer, a special purpose 
computer, or the like) that includes a processor and a storage 
device for storing a voter database. The processor of poll book 
10 is operable to execute computer-readable instructions 
(e.g., Software or firmware) stored on a computer-readable 
medium (e.g., the computers internal hard drive, a thumb 
drive or a compact flash card) to thereby perform the various 
processes of the present invention, as will be described in 
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greater detail hereinbelow. The storage device of poll book 10 
may comprise any type of computer memory, such as the 
computers internal hard drive, a thumb drive or a compact 
flash card. One skilled in the art will appreciate that other 
types of memory devices may also be used in accordance with 
the present invention. 

The voter database is stored locally on the storage device of 
poll book 10. Preferably, the database contains voter records 
for all of the registered voters in the jurisdiction. Several types 
of communication networks and connections may be used to 
network the poll books, including a local area network 
(LAN), wireless local area network (WLAN) or wide area 
network (WAN). The communication network may be any 
combination of analog, digital, wired and wireless commu 
nication equipment and infrastructure Suitable for transport 
ing information between poll books 10 connected to the net 
work. For example, the communication network may include 
one or more of the following: the Internet, an intranet, a 
cellular communication system, a Public Switched Telephone 
Network (PSTN), a private telephone network, or a satellite 
communication system. In the exemplary embodiment, poll 
books communicate via a wired closed network with the 
central server via a wired closed network using TCP/IP or 
other streaming network protocol. This communication may 
be encrypted using TLS PSK, SSL or other cryptographic 
protocols. Preferably the poll book voter database is initially 
installed to the poll book via distribution from a central reg 
istration database on media Such as a flash drive. Alterna 
tively, the poll book voter database can be initially installed 
over the communication network, Such as from a central 
server that has a copy of the central registration database 
installed, or voter records may be fetched on demand from a 
central server in the event the information is not available 
locally. The poll book voter database may be a subset of the 
entire central registration database, with only the Voter 
records and/or information necessary for that particular elec 
tion or poll book. 

The poll book has been described above with reference to 
the terms “processor,” “storage device' and “database.” It 
should be understood that as used herein (including in the 
claims) the term “processor may mean either a single pro 
cessor that performs the described processes or a plurality of 
processors that collectively perform the described processes; 
the term "storage device' means eithera single storage device 
that stores the described database(s) or a plurality of storage 
devices that collectively store the described database(s); and 
the term “database' means either a single database that con 
tains the described data or a plurality of databases that col 
lectively contain the described data. Thus, the poll book may 
be implemented with any number of processor(s), storage 
device(s) and database(s) without departing from the scope of 
the present invention. 

Referring now to FIG. 2, a block diagram depicts an exem 
plary network of a plurality of poll books in communication 
over a network. Communication with the network is indicated 
by the solid line connecting the poll book to the network, with 
the arrowheads indicating that communication occurs in both 
directions—to the network and from the network. Each poll 
book (labeled as A through F in the diagram) includes a 
unique identifier that identifies that particular poll book. For 
example, poll book A has a unique identifier of “x.x.x. 124 
(where X.X.X.124 represents an IP address assigned to that 
poll book), poll book B has a unique identifier of “x.x.X.212, 
and so forth as shown in FIG.2. Note that while the exemplary 
embodiment in FIG. 2 uses an IP address as the unique iden 
tifier of each poll book, any unique identifier may be used in 
accordance with the present invention, such as a poll book 
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4 
serial number, a name or location of the poll book, or any 
other identifier uniquely associated with the poll book. 

With the plurality of poll books in communication over the 
network as described, each poll book periodically broadcasts 
its unique identifier over the network, preferably in a UDP 
broadcast packet on a predefined port. Each poll book like 
wise continuously monitors network traffic to identify and 
capture any unique identifier information transmitted by 
other poll books on the network. Preferably, each poll book 
broadcasts its unique identifierpacket periodically, most pref 
erably at least every ten minutes. 
As shown in FIG. 3, by continuously monitoring the net 

work for poll book identification packets, each poll book thus 
captures a complete list of unique identifiers of all of the poll 
books (including itself) communicating on the network. 
Thus, as seen in FIG. 3, the list of poll books on the network 
of FIG. 2 includes poll book A, with unique identifier 
“x.x.x. 124', poll book B, with unique identifier “x.x.X.212, 
and so on, all the way through poll book F, with unique 
identifier “X.X.X.187. 

Looking to FIG. 4, with the poll book unique identifier 
information collected, each poll book orders the list of unique 
identifiers according to a predetermined ordering scheme, 
preferably by placing the information in numerical order 
according to the IP address. Thus, as shown in FIG. 4, by 
ordering the unique identifiers numerically the order of poll 
books in the listis: poll book C, poll book A, poll book E. poll 
book F. poll book B, and poll book D. As indicated by the 
arrow in FIG. 4 linking the last entry in the list to the first 
entry, the ordered list forms a “ring configuration where 
every entry in the list is adjacent to two other entries. For 
example, poll book B is adjacent to poll book F (preceding) 
and poll book D (following), and poll book D is adjacent to 
poll book B (preceding) and poll book C (following), and so 
forth. 

Turning to FIG. 5, each poll book, relying on the ordered 
list, establishes communication with two adjacent poll books 
according to that list. Thus, as shown in FIG. 5 in accordance 
with the ordered list of FIG.4, poll book C establishes com 
munication with poll book A and poll book D, poll book D 
establishes communication with poll book C and poll book B, 
and so on. The actual communication paths between adjacent 
poll books through the network are indicated in the drawing 
by dotted lines depicting communication between adjacent 
poll books through the network, labeled as CD, DB, BF, FE, 
EA, AC (where line CD indicates communication between 
poll books C and D, line DB indicates communication 
between poll books DB, and so on). The virtual “ring com 
munication path between adjacent poll books is indicated by 
the dotted lines directly between the adjacent poll books 
forming the ring network, labeled as CD, DB', BF', FE, EA', 
AC". Thus, as seen in FIG. 5, the poll books are configured in 
a “ring network, with a continuous path around the ring by 
communication through adjacent poll books. 

With the poll book network thus arranged, voter database 
information may be synchronized between adjacent poll 
books by transmitting that information from one poll book to 
the next. For example, any changes made to Voter database 
information at poll book Care synchronized by transmitting 
the changed data to poll book A and poll book D, which 
update their databases with that information. Likewise, any 
changes to voter database information at poll books A and D 
are transmitted to poll book C, which updates its database 
with that information. Furthermore, the updated database 
information received from poll book C by poll books A and D 
is designated by those poll books as updated information that 
is then further synchronized with the other poll books in 
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communication with poll books A and D, namely, poll books 
E and B, respectively. Changed data from a poll book to be 
synchronized with other poll books is preferably sent as a 
message packet, or other data grouping. Each message packet 
includes a unique key identifying the source of the data. The 
key can be a unique integer number or other globally unique 
identifier (GUID). Other keys or tags may also be used in 
accordance with the present invention to track the source of 
the data being updated. 

Thus, as can be seen in FIG. 5, database information thus 
propagates to all poll books connected in the ring network as 
the updated information is transmitted around the ring via 
adjacent poll books. Preferably, each poll book transmits its 
changed database information to adjacent poll books periodi 
cally, most preferably every ten minutes. Alternatively, that 
information could be transmitted as soon as it is changed or 
could be transmitted based on Some other trigger event, Such 
as opening or closing of polls. Voter database information 
may include any Voter or election information, such as poll 
status, device status, ballot issued status, ballot cancelled 
status. Voter status, or log events. The system and method of 
the present invention may be used whenever multiple poll 
books are in communication on a network, Such as during 
early Voting and election day voting, or any other situation in 
which the poll books are connected to the network. 
As changed data propagates through the ring network to the 

various poll books, it will eventually make its way back to the 
original poll book source. The unique key or GUID associated 
with the data, as described above, identifies its source and 
allows the originating poll book to recognize that the data 
originated with it, and thus does not need to be updated. 
Similarly, any of the poll books can recognize the data and 
determine if that data has already been updated to its data 
base, preventing multiple or redundant updates of the same 
data. 
When the election is over, or at any other desired time, the 

synchronized database (i.e., the database from any of the poll 
books), or information from the synchronized database, can 
be copied back to a central server and eventually back to the 
central registration database. The synchronized database can 
be transferred via physical media, Such as a flash drive, or may 
be transferred over a communication network when a central 
server is available on the network, either as part of the ring, or 
otherwise. Alternatively, synchronized data could be pushed 
to a central server periodically throughout the election. It 
should be understood that transferability to a central server is 
not necessary to the operation of the ring network as 
described. 

In addition to the ring arrangement described with respect 
to the exemplary embodiment, other configurations of the 
electronic poll book communication network are anticipated 
by the present invention. For example, the poll books could be 
arranged in a tree (i.e., hierarchical) network where each poll 
book connects to a predetermined number of other poll books, 
or where poll books are redundantly connected to multiple 
other poll books. Alternatively, the poll books could be con 
nected in a one-way ring configuration similar to that just 
described, but where information is synchronized only one 
way—for example, looking to FIG. 5, data could synchronize 
only clockwise, from poll book C, to D, to B, to F, to E, and to 
A, in a one-way ring configuration. These and other variations 
and configurations are within the scope of the present inven 
tion. 

Looking to FIGS. 2 through 5, it should be understood that 
the system and method of the present invention is dynamic 
and self-configuring, such that additional poll books can be 
added to the network, or poll books can be removed from the 
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6 
network, at any time and the network will reconfigure itself 
based on those changes. For example, looking to FIG. 4. 
assume that a new poll book (e.g., poll book G, having a 
unique identifier of X.X.X.231) is connected to the network. 
Following the unique identifier broadcast and receive scheme 
described above, every poll book on the network would detect 
the new poll book and recreate an ordered list of poll books 
with new poll book G inserted between poll book B and poll 
book D shown in FIG. 4 (based on the IP address of new poll 
book G being x.x.X.231). Thus, poll book G would be 
included in the ring network adjacent to poll books B and D, 
and voter database synchronization would include poll book 
G. Similarly, if a poll book is removed (or a communication 
link with a poll book failed) the remaining poll books would 
reconfigure to exclude the removed poll book. 

Thus, the system and method of the present invention pro 
vides a reliable, dynamic and robust network that does not 
rely on a single point of reference as does a system using a 
central voter database. Because there is no central voter data 
base, there is no requirement to pre-configure a host server for 
the system, and, there is no single point of failure that could 
potentially interrupt operation of the system. The system and 
method of the present invention provide for automatic recon 
figuration as poll books are added to, or removed from, the 
network (or if communication paths to poll books are inter 
rupted). Additionally, the configuration accommodates lost 
packets by periodically synchronizing the databases, and lim 
its the bandwidth used by the system by preventing over 
saturation of the network. The system and method thus is 
reliable in that in the event of a network failure (either local or 
global), individual poll place processing can continue unin 
terrupted, and is robust in that in the event of a catastrophic 
failure of any poll book, no data is lost because that same data 
is stored on all other poll books in the ring. 

It should be understood that while the system and method 
of the present invention do not rely on a central Voter data 
base, a central Voter database may be connected into the ring 
network or otherwise tied to the network to allow an up-to 
date version of the voter database to be archived or backed-up, 
or, used to update the main Voter registration database. The 
system and method of the present invention, however, do not 
rely on or require that central Voter database to operate as 
described above. 

While the present invention has been described and illus 
trated hereinabove with reference to exemplary embodi 
ments, it should be understood that various modifications 
could be made to these embodiments without departing from 
the scope of the invention. Therefore, the invention is not to be 
limited to the specific systems and methods described and 
illustrated above, except insofar as such limitations are 
included in the following claims. 

What is claimed and desired to be secured by Letters Patent 
is as follows: 

1. A computer-implemented method for synchronizing 
voter databases between a plurality of electronic poll books, 
comprising: 

providing a plurality of electronic poll books operable to 
communicate over a network, each of said poll books 
having a unique identifier and comprising a database 
configured to store a plurality of Voter records; 

for each of said poll books: 
transmitting an information packet comprising said unique 

identifier of said poll book over said network; 
receiving a plurality of information packets comprising 

said unique identifiers of other of said poll books com 
municating over said network; 
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arranging said transmitted and received unique identifiers 
according to a predetermined ordering scheme: 

establishing communication with at least one other poll 
book based on said ordered unique identifiers; and 

exchanging Voter record information with said at least one 
other poll book and updating said database with data 
received from said at least one other poll book to syn 
chronize said poll book databases. 

2. The computer-implemented method of claim 1, wherein 
said unique identifier comprises an IP address of said elec 
tronic poll book. 

3. The computer-implemented method of claim 1, wherein 
said ordering scheme comprises a list of said unique identi 
fiers in numerical order and wherein communication is estab 
lished with two other poll books corresponding to the next 
higher and next lower unique identifiers in said list. 

4. The computer-implemented method of claim 1, wherein 
said information packet is a UDP broadcast packet. 

5. The computer-implemented method of claim 4, wherein 
said UDP broadcast packet is assigned to a pre-defined port. 

6. The computer-implemented method of claim 1, wherein 
said communication is established using a TCP/IP connection 
on a pre-defined port. 

7. The computer-implemented method of claim 1, wherein 
said exchange occurs at predetermined time intervals. 

8. The computer-implemented method of claim 1, wherein 
said exchange occurs upon detection of a change in said voter 
record information in said database. 

9. The computer-implemented method of claim 1, wherein 
said voter record information comprises poll status, device 
status, ballot issued status, ballot cancelled status, Voter sta 
tus, and combinations thereof. 

10. The computer-implemented method of claim 1, further 
comprising: 

providing a central database in communication with at 
least one of said poll books, said central database oper 
able to receive voter record information from at least one 
of said electronic poll books to provide backup storage 
of said voter record information. 

11. The computer-implemented method of claim 1, 
wherein said at least one other poll book comprises at least 
two other poll books. 

12. A system for synchronizing Voter databases between a 
plurality of electronic poll books communicating over a net 
work, each of said poll books having a unique identifier and 
comprising: 

a database configured to store a plurality of Voter records; 
a processor operable to: 

transmit an information packet comprising said unique 
identifier of said poll book over said network; 

receive a plurality of information packets comprising 
said unique identifiers of other of said poll books 
communicating over said network; 

arrange said transmitted and received unique identifiers 
according to a predetermined ordering scheme; 

establish communication with at least one other poll 
book based on said ordered unique identifiers; and 

exchange Voter record information with said at least one 
other poll book and update said database with data 
received from said at least one other poll book to 
synchronize said poll book databases. 

13. The system of claim 12, wherein said unique identifier 
comprises an IP address of said electronic poll book. 

14. The system of claim 12, wherein said ordering scheme 
comprises a list of said unique identifiers in numerical order 
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8 
and wherein communication is established with two other 
poll books corresponding to the next higher and next lower 
unique identifiers in said list. 

15. The system of claim 12, wherein said information 
packet is a UDP broadcast packet. 

16. The system of claim 15, wherein said UDP broadcast 
packet is assigned to a pre-defined port. 

17. The system of claim 12, wherein said communication is 
established using a TCP/IP connection on a pre-defined port. 

18. The system of claim 12, wherein said exchange occurs 
at predetermined time intervals. 

19. The system of claim 12, wherein said exchange occurs 
upon detection of a change in said voter record information in 
said database. 

20. The system of claim 12, wherein said voter record 
information comprises poll status, device status, ballot issued 
status, ballot cancelled Status, Voter status, and combinations 
thereof. 

21. The system of claim 12, further comprising: 
a central database in communication with at least one of 

said poll books, said central database operable to receive 
voter record information from at least one of said elec 
tronic poll books to provide backup storage of said infor 
mation. 

22. The system of claim 21, wherein said central database 
contains voter records for all registered Voters in a jurisdic 
tion. 

23. The system of claim 12, wherein said at least one other 
poll book comprises at least two other poll books. 

24. An electronic poll book, comprising: 
a display; 
a database comprising a plurality of Voter records; and 
a processor operable to: 

transmit an information packet comprising a unique 
identifier of said poll book over a network; 

receive a plurality of information packets comprising 
unique identifiers of a plurality of other poll books 
communicating over said network; 

arrange said transmitted and received unique identifiers 
according to a predetermined ordering scheme; 

establish communication with at least one other poll 
book based on said ordered unique identifiers; and 

exchange Voter record information with said at least one 
other poll book and update said database with data 
received from said at least one other poll book. 

25. The electronic poll book of claim 24, wherein said 
unique identifier comprises an IP address of said electronic 
poll book. 

26. The electronic poll book of claim 24, wherein said 
ordering scheme comprises a list of said unique identifiers in 
numerical order and wherein communication is established 
with two other poll books corresponding to the next higher 
and next lower unique identifiers in said list. 

27. The electronic poll book of claim 24, wherein said 
information packet is a UDP broadcast packet. 

28. The electronic poll book of claim 27, wherein said UDP 
broadcast packet is assigned to a pre-defined port. 

29. The electronic poll book of claim 24, wherein said 
communication is established using a TCP/IP connection on 
a pre-defined port. 

30. The electronic poll book of claim 24, wherein said 
exchange occurs at predetermined time intervals. 

31. The electronic poll book of claim 24, wherein said 
exchange occurs upon detection of a change in said voter 
record information in said database. 
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32. The electronic poll book of claim 24, wherein said voter 
record information comprises poll status, device status, ballot 
issued status, ballot cancelled status, Voter status, and com 
binations thereof. 

33. The electronic poll book of claim 24, wherein said at 
least one other poll book comprises at least two other poll 
books. 

34. A non-transitory computer-readable medium having 
instructions stored thereon for execution by a processor to 
perform a method for synchronizing Voter databases between 
a plurality of electronic poll books, the method comprising: 

transmitting an information packet comprising a unique 
identifier of a poll book over a network; 

receiving a plurality of information packets comprising 
unique identifiers of other poll books communicating 
over said network; 

arranging said transmitted and received unique identifiers 
according to a predetermined ordering scheme: 

establishing communication with at least one other poll 
book based on said ordered unique identifiers; and 

exchanging Voter record information with said at least one 
other poll book and updating a database with data 
received from said at least one other poll book. 

35. The non-transitory computer-readable medium of 
claim 34, wherein said unique identifier comprises an IP 
address of said electronic poll book. 

36. The non-transitory computer-readable medium of 
claim 34, wherein said ordering scheme comprises a list of 
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said unique identifiers in numerical order and wherein com 
munication is established with two other poll books corre 
sponding to the next higher and next lower unique identifiers 
in said list. 

37. The non-transitory computer-readable medium of 
claim 34, wherein said information packet is a UDP broadcast 
packet. 

38. The non-transitory computer-readable medium of 
claim 37, wherein said UDP broadcast packet is assigned to a 
pre-defined port. 

39. The non-transitory computer-readable medium of 
claim 34, wherein said communication is established using a 
TCP/IP connection on a pre-defined port. 

40. The non-transitory computer-readable medium of 
claim 34, wherein said exchange occurs at predetermined 
time intervals. 

41. The non-transitory computer-readable medium of 
claim 34, wherein said exchange occurs upon detection of a 
change in said Voter record information in said database. 

42. The non-transitory computer-readable medium of 
claim 34, wherein said voter record information comprises 
poll status, device status, ballot issued status, ballot cancelled 
status. Voter status, and combinations thereof. 

43. The non-transitory computer-readable medium of 
claim 34, wherein said at least one other poll book comprises 
at least two other poll books. 

k k k k k 


