(12) STANDARD PATENT
(19) AUSTRALIAN PATENT OFFICE

(11) Application No. AU 2008298886 B2

(54)

(51)

(21)
(87)
(30)

(31)

(74)

(56)

Title

Wirelessly executing transactions with different enterprises

International Patent Classification(s)
GO7F 7/10 (2006.01)

Application No: 2008298886 (22) Date of Filing:  2008.09.11
WIPO No: WO009/036191
Priority Data

Number (32) Date (33) Country

12/206,564 2008.09.08 us

60/971,813 2007.09.12 us

Publication Date: 2009.03.19

Accepted Journal Date: 2013.11.07

Applicant(s)
DeviceFidelity, Inc.

Inventor(s)
Jain, Deepak

Agent / Attorney
Pizzeys, PO Box 291, WODEN, ACT, 2606

Related Art
US 2007/0145135 A1




w0 2009/036191 A3 IO 0 000 0O

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property Organization

International Bureau

(43) International Publication Date
19 March 2009 (19.03.2009)

(10) International Publication Number

WO 2009/036191 A3

(51

21

(22)

(25)
(26)
(30)

(1)

(72)
(75)

74

@1

International Patent Classification:
GO7F 7/10 (2006.01)

International Application Number:
PCT/US2008/076046

International Filing Date:

11 September 2008 (11.09.2008)
Filing Language: English
Publication Language: English
Priority Data:
60/971,813 12 September 2007 (12.09.2007) usS
12/206,564 8 September 2008 (08.09.2008) us

Applicant (for all designated States except US): DE-
VICEFIDELITY, INC. [US/US]; 1701 N. Greenville
Avenue, Suite 1110, Richardson, Texas 75081 (US).

Inventor; and

Inventor/Applicant (for US only): JAIN, Deepak
[US/US]; 7534 Spicewood Drive, Garland, Texas 75044
(US).

Agents: COX, Michael E. et al.; Fish & Richardson P.C.,
P.O. Box 1022, Minneapolis, Minnesota 55440-1022
(US).

Designated States (unless otherwise indicated, for every
kind of national protection available): AE, AG, AL, AM,

(84)

AO, AT, AU, AZ, BA, BB, BG, BH, BR, BW, BY, BZ,
CA, CH, CN, CO, CR, CU, CZ, DE, DK, DM, DO, DZ,
EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, GT, HN,
HR, HU, ID, IL, IN, IS, JP, KE, KG, KM, KN, KP, KR,
KZ, LA, LC, LK, LR, LS, LT, LU, LY, MA, MD, ME,
MG, MK, MN, MW, MX, MY, MZ, NA, NG, NI, NO,
NZ, OM, PG, PH, PL, PT, RO, RS, RU, SC, SD, SE, SG,
SK, SL, SM, ST, SV, SY, TJ, TM, TN, TR, TT, TZ, UA,
UG, US, UZ, VC, VN, ZA, ZM, ZW.

Designated States (unless otherwise indicated, for every
kind of regional protection available): ARIPO (BW, GH,
GM, KE, LS, MW, MZ, NA, SD, SL, SZ, TZ, UG, ZM,
ZW), Eurasian (AM, AZ, BY, KG, KZ, MD, RU, TJ,
TM), European (AT, BE, BG, CH, CY, CZ, DE, DK, EE,
ES, FL, FR, GB, GR, HR, HU, IE, IS, IT, LT, LU, LV,
MC, MT, NL, NO, PL, PT, RO, SE, SI, SK, TR), OAPI
(BF, BJ, CF, CG, CI, CM, GA, GN, GQ, GW, ML, MR,
NE, SN, TD, TG).

Published:

(88)

with international search report (Art. 21(3))

before the expiration of the time limit for amending the
claims and to be republished in the event of receipt of
amendments (Rule 48.2(h))

Date of publication of the international search report:
11 March 2010

(54) Title: WIRELESSLY EXECUTING TRANSACTIONS WITH DIFFERENT ENTERPRISES

106b i08e

§INSTITUTIONT |

| WSTIFUTION B

(57) Abstract: The present disclosure is directed to a
system and method for wirelessly executing transac-
tions with different institutions. In some implementa-
tions, a physical interface, a communication module,
secure memory, a user-interface module, and a trans-
action module. The physical interface connects to a
port of a mobile host device that includes a Graphical
User Interface (GUI). The communication module
wirelessly receives Radio Frequency (RF) signals
from and transmits RF signals to an access terminal.
The secure memory stores a plurality of selectable
user credentials. At least one set of user credentials is
used to execute transactions with the access terminal,
and each set is associated with different institutions.
The transaction module dynamically switches between
the plurality of selectable user credentials in response
to at least an event and wirelessly transmits to the ac-
cess terminal a response to a requested transaction in-
cluding user credentials selected from the plurality of
selectable user credentials.
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Wiretessly Executing Transactions with Different Enterprises
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THCHNICAL FIELD
This Invention relates 1o network commanications and, moere pasticufarty, ©

wirelzealy executing transactions with different enterprises.

it BACKGROUND
Postable elecironic devices and tokens have become an integrated part of the
regulay day o day oser expetience. Thers v a wide variety of common pntable and
handbeld devices that uasers have in their possession melading conupanication,

business and entertaiming devices such as cell phones

nasic pla al camneras,

3 smart cards, memory  twken and  vanety of possible combumbions of  te

monality that

aforcrsemtioned devices and tokens. Al of these devines share the <
consunier are accustomed {0 carrying them with Giem most of the tmie apd  most
Chas s true across the various demographics and age groups regardiess of the

places, 1

fevel of the sophistication of the consumer, thelr age group, thew techaical bevel or

smmon haadhedd devices offer options for expandable memory. Mo
Seeare Digtial (microR D) is the popular nterface across high-end celiphines while SD

and MulttviediaCard (MMC) interfaces are also availabie i mited wodels. MicraSD

ast comnon denominator sepported by the maority of these deviess and

o b Yo
O AL Y

25 tokens (noeoms of swee). In askdition, adaptors are available 1o convert s MicrolSD o

M ST, S, MMO and USE  Although meost popalar MP3 plaver GPOIY offer's a

proprietary lnterface, competing designs do offer standard interfaces. i3

i Micre and

v SD and MM winle extrenie Digital {33} 3s another opti

1y

ans Of these mterfaces are also avatlabde i several models, MEm-USH 38
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acreasingly avadable across celipbones, digital cameras and MP3 plavers for

syachronization with laptops,

SUMMARY
bo present disclosure 18 divected to a system and method for wislessly
§ 0 executing tamsactions with different instingtions.  In some ymplementations, & physical

commnication woduale, secure memory, & user-inferface module, wd a

asction module. The physical interface comnects o a port of a moksie host device

that nchades a Graphical User Interface (GUIY.  The wonununication swdule

veceives Radio Froquescy (RF) signals from and trarssmits RF ajgnals to an

wiredo

1 sa temmunal. The secure memory stores a plurality of selectable user eredentiala,
At Jesd one set of user credentials is used 10 execute transactions with the ascess
termninal, and cach set 18 associated with different mstitutions. The tansaction modud
dynamically switches between the phurality of selectable aser credentials in response o
sl Jeast s ovent and wirelessly tansmits {0 the access termnnal a response 10 a

w0 requesied fawaction  including user oredentals selected from the plarality of
sefesiabic user credentals.

The detaile of oue or more embodmients of the wvendion are set finth m the
ACOIPAY drawings and the description below.  Other features, obiects, and
advantages of the invention will be apparent from the deseription and deawings, and

20 Hrore theclaims,

DESCRIPTION OF DRAWINGS
FHIURE 1 is an cxample fransaciion system i accordance with some
mplomaavons of the present disclosure;
IGURE 2 v an example transactions sysiem that transmits amsaction
25 wm tireush a cellular core network;
JRE 3 s an example transaction card of FIGURE 1w accordance with
some npiomeniations of the present disclosure;
FUWAURE 4 is an example infelligent card that selectively switehing an antenna;
FIGURYE 5 is another example transaction system in accorvdanos with some
3 ipplemensatioons of the present disclosure;
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FIGURE & 15 a schematic diagram illustrating personalization processes of

el

WGURES 74 ard B i3 & flow chart idllustrating an exasaple mathod for

mitidize an ixaieliigcm card;

5 are an example call flow illustrating call sessiovs with an
E % 45 a flow chat illustrating an cxample method for activating a
frany s card;
URE 10 iflustrates an examiple memory for stonng - of pser
10 an ntethgent card; and

11 s a flow chagt illestrating an example method for dynanyically

Lake reforence symbols m the various drawings indicate hike elements

DETAILED DESCRIPTION

1% FIGURE 1 3 a block diagram illustrating an exaniple transaction system 100

executing ransactions  with  different enterprises using a angle

For example, the system 100 sray include s single micoSecureldigital
{microSy card thar execcutes transactions with differeat enterprises {eg, foancial

N\

)y independent of a mobile host device. For example, a single microSE card

mstiniio

3

may execnls & pavment transaction with a fmancial mstitution, an acsess conuol
frapsaction with 2 enlerprise uetwork, a ticket purchase fransaction with a transit

“m‘wmi\ andfor an wlentity validation transaction with a governpent agency. In such

implementitions, each of the {ransactions can sccurely dentify a user and user

privileges with respect 1o the services being received from the different enterprises.

31

Aside from micro81{Y, the systerm 100 may include other mass storage interfaces that
commact an ielligent card to g host device such as, for example, MaltiMediaCard
(MDY, SO, Untversat Serial Bas (USB), Firewire, and/or others. A host devics may
inchide a celiphone, a smartphone, a Personal Digital Assistant (PDA), a MPEG-]
Audic Layer 3 {MP3) device, a digital camery, a cameorder, a client, & compoter,

3¢ anddor other device that includes, for example, a mass menwry interface.  In some

“

fnplernentations, an telbigent card can be a card that inserts nto # host deviee and

execates transactions independent of the host device.  In executing ransactions, the

5
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stelligent card may use a dual interface that connects to both the host device through s

physica] Dtevface {eg, 5D, MMC, USB} and external devices through a wireless

7, NFC, 1SO 14443, Bluetooth), The mtelligent cand may control or
otherwisa operate one or more hardware components of the mobile host shevice {e.g
s Jdisplay, cellslar radie {echnology) using the physical taterface and  edrefessty

corppnmuacate with access  erounals wsing the wiveless  interface. 1o some

implenentations, te ttelligent card mcludes a phurality of user credentials with sach
wentity set associated with a different mstitution.  For example, the siclligent card

may store yser cradentials for a credit card, a debit card, a prepaid card, @ @it card, &

1 cheeking account, and/or other user accounts, In addition, the imtelligent card may
also store yeor cradentials for other applications sach as loyalty (points for parchase),
atrhine {access to clabs, check-in), state {(drniving license), membershups (Clubg) andior
others whess user credentials are used to identify user st that goods andior services
a be provided, By storing mudtiple user eredentials v 4 single intedhgent card, the

N

1% sysiom 100 may execate transactions with different nstitutions withawt requuring

muttpls stromenis. In other words, a si_nglc mteliigent card may operate as @ fogicai

ISOF aCoounts 1 response 10 at least an event. By providing an intelhigent

ey 106 may wirele: SE Cexecute fransdacions with astitations withowt

20 cither requining addivonal bardware, software, andfor fimmware andior without

b

requiring clanges to existing hardware, software, and/or firmwarg for reasder ternunala
1o enable a user to wirelessly execute a transaction.  In addition, the systeme 100 may
chmiraly, munimze or otherwise redece the mumber of fnstruments possessed by an
pulividial to execute trapsactions using different user accounts. It other words, the

frtelligont card may operate as a plurality of different instraments but implemented as

<

a single devige.

Atb g high level, the systeny 100 inclades an enterprise 162 and cltonts 104 and
134h coupled to nsiitetions 106 through a network 108, While not iustrated, the
svstem 10 may included several intermediary parties between the institaton 106 and

usetwork such as, for example, a transaction acquirer and/or a payment network

Py
T
>
>

A
&

host, The euterprise 102 includes a mobile device 110a having a transaction card 112a

as poird 114 that executes transactions with castomers. The sccess point

)

fes w Graphical User lmterface {(GUL) 109 for presenting nfomuation o
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ansior receiving information from asers. In somwe implementations, the scoesy point

114 can wivelessly transnut & reguest (o execute & transaction @ the tansaction card

1120 The trapsaction cant 113 may transmit authentication information s the access
point 114 The client 104 imcludes the GUE TES for presenting information associated

100, The chient 104a includes a card reader 116 that imterfaces the

“

fransaction card 1120 with the chient 104a. The institation 106 may athorize ¢

P

gt

ion based, at Jeast in part, on information trnsmitted by the transaction card

Yo

L. The mobide device 110 mcludes a GUT 111 for presenting infonmation associated

with asey fransactions.

10 The onterprise 102 iy gencrally at feast a portion of an enterprise having a

o>
=3

physical presence {eg, bulding} for operations. For examyple, the enterp

ise 102 may
sell goads andior services at a physical location {e.g., a brick-and-mwostar stove} directly
© customers. bt this oxample, the enterprise 102 buys or otherwise reseives goods
{e.g., produce) from distributors (not lustrated) and then may sell these goods to

customers, vack as users of the mobile device 110, ¥o general, the enterprise 12 may

(843

offer faeevto-face :,\pcrienccs with customers in providing goods and/or services. For
¢ onterprise 102 may be a click-and-mortar stove such that @ gser sclects a

g-,-\m.a:i or service using the Internet and parchases and receives the good or servies at the

ererrise 102, The enterprise 102 may provide one or more of the followng seevices

20 assocuuesd with goods: inventory, warchousing, distribution, and/or transportation. As
@ result, the onterprise 102 may not fomediately distribute goods raccived from
distnbutors. The enterprise 102 may include a single retasl facility, one or guae retail
frodlition at a single geographic location, and/or a plurality of retail facilities
geograpiveaily disiributed. In some cases, two OF more entities mpay represent portion

25 of the same legal entity v affiliates, For example, the enterpnse 102 and distnbutors
may e departments within cne enterprise.  In summary, the enterprise 12 may
wirelossly execute financial transactions with the mebile device 110

N

flach mobile device 11 comprises an electromic device operable 1o interface
witls the ansaction card 112a. For example, the mobile device 1310 may recerve and
3G fransmit wiscless and/or contactless commuuication with the system 1L As used

the mobile devices 110 are intersled to encompass cethidar phones, data

5, portable computers, SIP phones, sioart phones, personal data assistanis

{E"i.)‘.!\_\s}, o;'.ig,it";.a’i cameras, MP3 plavers, camcorders, one ¢r nyae proseossors within
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these o other devices, o any other suitable processing devices capable of

compneating information with the ransaction card 112, I ssume implementations,

the wobile devices 110 may be based on a cellubir radio technology. For examyple, the

mobile dovice 110 miay be a PDA operable to wirelessly vonnect with an external or

8 uossowred network. To apother example, the mobile device 1H may comprise a laptop
that weludes an nput devive, such a5 a keypad, fouch scresn, mwouse, or other devics
trat o acoep information, aud an output device (hat conveys wformation associatoc
with a transaction with the enterprise 102, including digital data, visual information, or
GUI {1

10 The GUT 11 comprises a graphical uscr interface operable to allow the user of
the mobtle device 110 o interface with at Teast a portion of the system 100 for any
suflable puarpose, such as oxecating transactions and/or and presenting ftansaction
tustory. Generally, the GUI 1T provides the particular aser with an efficient and asor-
friendly presemtation of data provided by or communicated within the system 100

W anddor also an effiient and sser-friendly means for the user @ seif-nanags actings
and socess services offered by the nstitation 106, The GUT 11 may comprise a
plaraiity of custmunizable frames or views baving interactive felds, pull-down bists,
andfor battons operated by the user. The ferim graphical user interface may be used in

wilar or i the plaral 1o describe one of more graphical user mtertfaces and each

2 splays of @ particular graphical user byterface. The GUE 11 can inclade any

al user interface, such as a generic web browser or touch acvoen, that processes

information i te system 100 and presents the results to the user.

3

The tansaction card 112 can include any software, hardware, andfor Hrorware

)w

<

configured w0 wirelessly execote transactions with the access point 124 asing one of a
25 phwality of selectably user accounts. For examiple, the transaction cacd 112 may select
aser credontialy associated with one of the plurality of seleclable user accounts (e,

finanvial sccounts) and execute a contactless transaction with e access pomt T8

wsing the selosterd account and fndependent of the mobile devies T1H0a. fx other words,
the transaction card 112 may wirelessly execute transactions withowt aspects of the
A Gansacsion being exeouted by the mobile deviee 110, In addition, the transzction card

vy localivestore user eredentinds and/or applications (e.g., payment applications,

s appdications) for a phurality of selectable wser accounts. The transaciim cand

i2 may dvnamically switch between user credentials and payment applications i

-
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response (0 at feast an event. A switching event may include a selection from a user

. completion of a transaction, detection of a {ype of signal,

determuning # type of purchase {e.g., groceres, clothes), chinge i gengraphic area

Iy

{eng, GPS), anddor other events. The different aser accounts may fnclude a oredis card

S accommt - Visa, MasterCard), a retail account {e.g, Target, Dillard’s), a prepad
card, & gift card, @ bank card {e.g., Bank of America), an airline card, an identity card,
a driving Heense, andfor others. In some implementations, the transaclion card 112
may wclude yser credentialy for any combination of {inancial, retail, airine, corporate,
state andior ather accounts,  In some implementations, the trapsaction card 112 may
15 locally-store applivations for the pluraiity of selectable user sccountz. For cxample,

the ranssetion card 112 may execute a different apphication for each of the differens

aser ersdentiads. The different applications may execute fransactions using different

readey infiastractures, formals, protocols, encryption, type/structure of user creduntialy

exchasged with the termnnal, anddor other aspects,
i) The wansaction card 112 may execule transactions with the access pomt 114

using short rnge signals sach as NEC {e.g., ISO 18092/BECMA 340y, 1ISOH

&

IS0
£5693, Podics, MiFARE, Bluetooth, Ullra-wideband {UWER), Radie Freguency
identifier {(RFILY, andfor other signals compatible with retail payment temunale {e.g,

(\}

aceess point 1) In some wplementations, the transaction card 112 may include one

es 1o

20 or more chipseis thal execute an operating system and security pro
tndependently sxecute the transaction.  In diing so, the mobtle devics HO does not
roquure widional hardware, software, and/or firmware o wirelessly execution a

nsaction with the A access point 114 such as an NFC gamsacton.  In some

s, the iransaction card H2 may execute one or more of the fobiowing:

dynarnically switeh between aser eredentials and/or applications int response (0 at least

s

one or more events; wirelessly receive a request {rom the access point H4 w0 execute @

on awdor transnut & response; banslate between wireiess protocols and

protocods compatible with the transaction card 112) translate between transaciim-card

protoceds and protocols compatible with mobile device 110] present and receive
30 mforation {a.g, FIN request, PINY from the user through the GUE 11 decrypt and
enotypt fufrmation wirclessly transmitted between the tapsaction card 112 and the

i14; execwte applications jocally stored in the tansaction card 13

witch the antenna of the transaction card 112 o and off based, at losat in

i
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PArt, On RS T More pvents; execute asthentication processes based, at least in part, on

m veceived, for example, through the GUL 11 wansmit & host signatare o

14 in response o at feast @ transaction challenge; store, at Reast in part,

¥ the tnasaction sxecuted between the card 112 and the sccess pont 114,

5 generate andior present alerts {eg., audio-visual alerts) to the user through the GUL
111; gonwrate and/or trassmit wireless-message alerts o the institution 106 using the

N

sobile device 110 3f cellular capable; and/or others. I somie implementations, e

ansaction card 112 may fillate & transaction in response o at least a user selecting a
graphieal olement i the GUY 111, The transaction card 112 may initiate a8 ltansaction

10 with the access point 114 m response {0 at feast wireless request transmitied by the
ageesy pontt 114 In some implementations, the transaction card 112 may selectively
switch the antenna between an on and off state 1 response to o o1 more evants. The
DT OF ore events may iehide & aser request, completion of ransaction, msertion of
card 112 different mobtle device, location change, timer events, detection of meorwess

& PIN osfered by the user, change of wireless network that the device s conmscsed 6y,
message recvived from the institution 106 using wircless comnuimcation methods such

as SMS, wwlor other events. For example, the transaction card 113 may receive one

oy yhore conunands © switch the antenna off from a cellular network (not Slastrated)

viee 110,

through the mobile ¢
R In regards to translating between protocols, the transaction card 12 owy
process infrrmation in, for example, 18Q 7816, a standard security protocol, and/or

others. §n this case, the transaction card 112 may tansiate between as NFC protocol

g, 180 180923 and the fraswaction-card protocol.  In addition, the trapsaction cavd

112 way mterface the mobile device 110 through a physical pterface sich as
25 MioroSDY, Minis80 or SD. 1o regard o securily processes, the transantion sand 112

wformation

jose)

fement one or more encryption algorithns o secure ransacti

sioh as card number {eg, credit card namber, debit-card nam

fockid

, bank account
pumbery, FIN{ andior other sccurity refated information.  The scourity related
iformation may mclade an expiry date, card verification code, user name, home

30 phoae pumber, user zip code and/or other user nformaton associated with ventving

~N

asy idensuty of the sand holder. In some implementations, the transaction card 112 may
exeguie private key {symunetrie aigorithms) such as DES, TDES andior others or

vmmetric algorithims) such as RSA, clhipue curves, and/or athers. In

pablic key
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TPROM) for

addition, the trapsactien card 112 may inchude memory (¢

storing user data, apphcations, offline Webpages, and/or other infvwrmation. [n regards

A

o applications, the transaction card 112 may execute a locally stored application and
present wdormation o and received information from the user Swough the GUT 111

Fosr

[

mnple, the ransaction card 112 may exccute an application used o synchronize

1

ke device

an gecount balance with the instutution 106 using the GLY 131 and the muwd

offfine. Wed pages o the user using the GUT 111 In regponse o pultating a

sransaciion, the gamsaction card 112 may autnmatically present an offline Web page
10 throogh the GUY L In some implementations, the offline Web page can be aasociated

with a instbution 106, In some bmplementations, the transaction ecard 112 can be

backward compatible and oparate a5 @ mass storage device.  For example, if the
wirgiess interface of the ransaction card 112 is not available or deactivaded, the
wanssction card 112 may operate as a mass storage device enabling users © ageess
1% data stored i the memory eomponent (@, Flash)., In some implemeotations, the
transaction card 112 can excoute a set of initialization commands in responase o at least
insertion o the mobile device 110 These mutialization comrsands may mclade
determining devive related information for the mobile devine 1006 (e ., pbone number,
signanie, connected metwork information, focation fdormation and oider avadable

20 properhiesy, defenmining user relating information {e.g., PIN code, activation: vode},

incrementing counters, seiting flags and activating/deactivating funotions according to

<

pre-exi nddes andfor algorithms,

In some flmpiemeni‘ﬂi.iq’ms, the trappsaction card 112 may mitomatically execute

ome sy wore fraud control processes. For examiple, the tansaction card 112 may
25 identify an operational change and automatically transmit a notification to the financial

mstitation based, at feast in part, on the identified change. The transaction card 12
may exenude two fraud control processes: (1) determine a violalion of one or nwre
N

sados; and {2) aulomatically execute one or gENE ACHONS N response o al least the

vioktion,  in regards o rules, the transaction card 112 may focally store rules

30 asacciated with updates 1o operational aspects of the transaction card 12 For
example, the ransaction card 112 may store a rale indicating & change i moblie host

$

10 {8 an operational vielation, T some mnplementations, the transaction card

vovey 3
A

2 may siore roles based, at feast in past, on opdates 1o one or more of Sy following:

P



WO 2009/036191

a
NG

PCT/US2008/076046

phone mumber of host device 110; MAC address of host device 110; network

wirelizsaly connected 1o host device HO; location of host devicey and/or sther aspects.
i rorponse @ one or more events matching or othenwise violating rules, the

w eard 112 may execute one or more processes to substantially prevent or

aonly the stitations 106 of potentially frasduient activity.  For example,

Py

b transaction card 112 may execute a command to block an associated wser account
and/or e transaction card 112, Alternatively or in addition, the transaction card 112
way fuwsmit @ command to the institution 106 w0 call the mobtie haat device 11Q, In
some inplementations, the tansaction card 112 may execute & conmand based, at

sast in pari, on an event type. In some exanmiples, the transaciton card 112 may mitiate

oo

a el witle the instifution 108 in response to at least a change n mumber of the host

HE In some examples, the tansaction card 112 may re-exenute the activaton
process v wespimse 0 as least a specified event type.  In some implomentations, the

i1 fran the

tranmaction card 112 may exscute a commiand to disconnect the G

ransaction card 112, The transaction card 112 may present a disconnection

Seation through the GUE 111 prior 0 executing the command.  §n sonw
mplomentations, the transaction card 112 may transamt & conumanst to the mstituton
106 (o deactivate anaccount assoctated with the card 112,

i some inplementations, the access pomt 114 may frnsmit & rapsaction
vequest 117 o the transaction card 112 for mformation to generale an suthorization
request 118, In response o al jeast the transaction request, the transaction sard 112
may anemil one or more ransaction responses 119 identifying information associated
with & wser account,  In stme implementations, the accessy point 114 may transmis a
reguest I8 0 authorize @ trapsaction to the insutution 106, The authorization
fuformudion way nclade an account number, a transaction anrount, wser sredentials,
and/or other information.  In respimse to at Jeast the transaction yeguest 118, e
institation 106 moay ransmit gn asthorization response 120 1o e access point 114, in
some wplementations, the access point T4 may transnot the response 120 to e

won card 112 The trarsaction response 120 may nchude, for example, & reneipt

fo 1o the aver through the GUT 1Ha, In some mplomentations, the mstitution

wansmit the authorizaton response 120 it the mobile deviee through a

celiular core network {see FIGURE 21 1o this implementatio, the institution 106 may

have stoved the assotiation between the mobile devive 110 and the amsaction card 112



WO 2009/036191 PCT/US2008/076046

shiring e user sgn-up process, avtomatically upon user actvation of the card 132

when, for example, the card 112 i mitially mserted e the melnle device THY, andfy

S

e GLI

other event. In the Hlustrated inplementation, the access point 114 includes

5 The GUY 109 comprises a graphical user interface operable to allow the user of

soss point 114 o interfzee with at least a portion of the svstemy X for any

surtabie purpose, such as a user entering transaction information {e g, PIN, ransaction

O\

sccoptance} and/or and presenting transaction information {e.g., transact

Wi amount).
Gonerally, the GUT 109 provides the particular user with an efficient and aser-fvendly

W presentation of data providcd by or communicated within the system 10U and/or also

sy transaction

ot aod user-Iriendly means for the user o nitiate a wirele

QL SIS

with the ansaction card 112, The GUI 109 may present a series of screens or displays
t the user to, for exanple, sccept a transaction and enter seerity formatim such as

& PIN.

1§ v some implemontations, the tassaction cawrd 12 can be implemented
gifferentiy. The transaction card 112 may be mplemiented as a8 KeyFOB and remamns
Hve outside the mobile device 110 ag a FOB. In this case, the transaction card 1312

2 and powered from an mduction magneue fcld generated by the access

The trasaction card 112 may be implemented iy the foeny of an industrial

2 rogit chip for moanting on a PCB or IC chip. In some unplementations,
card 112 may be implemented i the form of a self contammed deskiop

standatone wot powered by extermal AC adapter or siand alone bix, I sonwe
implemaentations, the transaction card 112 can be mmplemented a8 an external
attsehment © @ mobile device 110 (g, case) and connected o the mobile device

@8 using @ peripheral interface such as USR, serial port, the iock apple propnetary

inferfacs, ansd/or other interface.

wordanee

o som wnplementations, the transaction card 112 may operate 1

wie o more of the following modes: active card enndaton; active reader] self

with

Fain; X v: and/or other medes. The transaction card 112 may operate
3¢ sctive-sard-amalation mode to convert the mobtie device 10 to & contactiess payment

aded with a financial vehicle (FV) that may be, for example, o aredit card, a

dev
debit cassd, a gift card andfor other retail payment prodect,  In s mode, the

franmsaction card 112 may execute transactions at any capable retail paynent emubnal
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2.,

{e. sy poud 114) that scoepts comtactless payment transaciions.  For oxample,

such terminaly may be contactiess-enabled termuinals corrently being deployed by

merchanis ander MasterCard’s paypass or Visa's paywave pr ws, After the anienba

fnsaction card 112 15 activated 1o tus mode, a merchant teroinal may detect

sence of the transaction card 112 and prompt the user to sathorise a transaction
s entering & PIN, sigming on a terminal fnterface, confimming the smeunt of
{on, and/or other action. In this mode, such transactions may be handied as
a normal eradit card present transaction.  fn this tnplepweniation, seither the ferminal

GOHOR.

or the i al institution may require additional software to execnte the tram

PN
D

In addivon, the transaction card 112 in this mode may be used for other applications
sach ax physical access control {10 open gates either b & corporate environment ot in a

wransit environmenty, logical access control {to request petwork access via & POy,

e aveess control {to buy access for amenities sach as trapgportation, movies

£y

applic

N

. awlfor ather

or whersver paymens needs o be made 0 gain access 10 a fac

1 apginations,

In the active-reader mode, the transaction card 12 may convert the mobile

sevice T (b @ contactiess reader device capable of recetving data when o rangs of &

framsuuiung ferminal (& g, access point 114} In some iwnplementations, this mode can

e

regatre special NEC bardware with reader mode capability as part of the transaction

HEom or lesa} a

20 oard 112, In the cvent that the mobile device 116 s proximate {e.z.,
ansmitiing terminal, the reader mode of the transaction card 12 may activated and
promapt the aser for anthorization t receive data through the GUT THIY. This mode may

‘4

thie for mobile devices 110 with a UT element, such as an OK buitom and a

ondy be au
sereery, an LED to indicate that data reception is bemg requested, andifor other
25 inmtesfroes. Onee the user authorizes the transmission, the transaction cant 112 i s

mode may veceive, and tocally store, process and may execute 8 travsaction and/or

forward recetved data to another entity. For example, the transaction card 112 i this

mode may eeetve content through promotional posters, validating the purchase of a

toket, and/or others, For example, the transaction card 112 1o this maode wmay function
30 as a wobile POY terminal recciving transaction information from & plastic contaciless

and instracting the mobile device 110 to prepare a transaction avthorization

the matitution 106 throagh a cellalar core network. Once the mstitation 186



WO 2009/036191 PCT/US2008/076046

authort

s the tansaction, the mobile device 110 may display the confirmuion of the
transaction to the user twough the GUT 111

fn ropards fo the self-train mode, the transaction card 117 may execuie a

version of the yeader mode,  In some implementations, the seti-train mode can be

wm

activated by a special action {e.g, a needle point press to a small switeh, entry of an

adminsirative password via the GUE 11} In response 0 at least activating this mode,

1

tre fransacuon card 112 may be configured 1o receive personaiization data over, for
example, the short range wirgless inferface from another peer trassaction card such as
the g}iasiic contactieas cards comphant with thus fmetionality and issued

s, Porsonaitzation data recetved mn this mode may include e

E

frn o sonme

that i stored in secured memory of the transaction cavd 112
tnplementations, the Wensaction card 112 in this mode may recerve the PV
information through o contactless interface of 3 transmutier andfoy others, The

gansaction card 112 may thes synthesize the PV information that comresponds o the

7o

1 user scomu and personaiize the secure element. The scelfttrain mode may be used

o

roe-parsonalize the plug-in in the field. In some miplementatons, all previvus data can

ol the sellmim maode is activated. The selftrain mode moay be a paorto-

dization mode where the card 112 may recetve porsonatization

mwformation Jom another transaction card 112, This mode may pot inchude a factory,
26 store andor Over-The-Al {OTA) personalization scenarios which oy be senver ©
client personabization scenaries. In some implementations, the self-irain mode reay be

a peer-to-peer personalization oxede where the transaction card 112 receives

sonalizativas information from another gransaction card. Since fwo ansaction cards

¢ ased 10 dus mode, this made 13 not a server to cliont personufization scenario

as with 2 factory, store, and OTA personalization.

i vegards to the kilied mode, the wansaction card 112 may permanently

deactivate the contactiess interface.  In some implementations, the kifled musde

<.

activated through the physical interface with the mobile deviee 110 such as a microSE

interface, It response 10 at Jeast the activation of the killed made, the trassaction card

30 112 may pomanently behaves as a mass memory stick. In the event ihay the reset

ite point is pressed, the transaction card 112 may, in seme mplementatons, not be

made fo enter any other mades. o addition, the transaction caed 12 may delete

fmancial content in menx Y m respognse o ai feast thus mode being activated. o some

o]

s
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implomentations, wircless operators may use this mode o delete data from &

N

12 may opersio as # mass

some npdementations, the transaction card 112 may astomaticaliy activate this made

frr response 10 at feast bemg removed from the bost device, meered o & non-

authorized host device, and/or other events.  The transaction card may be

7
*
<
<
7
be

:/

acttve maode fFom the memory mode by, for example, imseriing the card
112 bsto an suthortzed device or may be swilched fom this mode to the selfvtrain

raonalize the device for a new host device or a pew user acconi.

Iy asome  maplementations, the  oansaction card 112 may be e

! such as using software deviee management procass andfor a

hardware yeset.  For example, the aser may want to re-personahize the franaction vard

devices, to have multiple host devices, andfor other vessons.  n

vegards U the sedtware device management, the user may need to cradie the new host
dovice with e tramsaction card 112 serted to launch the software deviee

ment application.  In some imiplementations, the software wanagewment

can be an application divectly istalled on the client HM, itegrated as a

normal synchronization application such as ActiveSyne, avilable via a

X

browser plug-in rumuag on the plug-in provider's website, and/or other sources. The

user may fog into the application and verify thelr identity, and i rosponse o

verification, the application may allow access o a devices sec

management application. The device management application may

gansacion card 112 and display the MAC addresses, signatares of the devicss that he

™

rin to, and/or other device specific mformaton. The mobile

.

ed as active and the host device may be shown us disallowsad

or mactive. The apphication may enable the user 0 update the status of the new host

device, snd in response (o at least the selection, the device management application
ail the signatwre on the new host device and mark update the clatus as
allowable in secure memory of the transaction card 112, The aser may be able to alse
apdate the status of the mobile device 110 w0 disallowed. Otherwise, both devicss may

1d the transaction card 112 may be switched between the two devices. In

e

segards 6 the hardware reset process, the ase may use the reset needle point press on

PCT/US2008/076046
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U transaction card 12 fo activate the self-train mode.  In this mode, the

dats may be delgied and have to be relonded. When the tansaction osed 112
w1 into the new host device, the provisionng process may begin ay discussed

§ cess point 114 can nclude any software, hardwarg, and/sr firmware that
wirelesaly recgive account information for executing a wansacuon with one or more
mstifutions 106, For example, the aceess point 114 miay be s clecironis cash regaster

<

capable of wirclessly transmitting transaction information with the tansaction card

P1%a. The scoess point 114 may transinit wformation m ong sy mere the following

i a0 14443 Type A/B, Felica, MiFare, ISO 18092, ISO 15693, andior sbers. The
traypsaction nformation may inciude verificaton information, check number, routing
aumber, account mamber, transaction amount, tume, driver's Hicense number, merchant
1D, merchant pavameters, credit-card munber, debit-card snmnber, digial signature
B or information. In some implementations, the transaction infosmation nay

15 o oenerypled.  In iliustrated implementation, the access point 114 i wirelessly

roceive  snorypted  tansaciion  nformation from the transaction card 112 and

rez

clectronically send the bformation to one of more of the mshtulions 106 for
authostzation. For example, the access point 114 may receive an mdication that a
sransaction amount has been accepted or declined for the identified accounyt andiy

20 vequost askiliional information frony the transaction card 112,
As used in this disclosure, the chient 194 are intended {0 encranpass & personal
computar, touch sereen tenmingl, workstation, network computer, & desktop, kiosk,
wirctess data port, amart phone, PDA, one or more processors eatiin these or other

N 3

sfov or any other suitable processing or electronic device used for viewing

~

wansaciion information associated with the wansaction card 112, For exumple, the

"y
oo

may be 2 PDA operable to wirelessty conneet with an external oy ynsecurad

I another example, the cliert 104 may comprise & aptop (at ineludes an

¢, sueh a3 a kevpad, wuch sereen, mouse, or other device that can aeoept

and an output device that conveys information asaaciated  with

{- Ne ey

30 transattions execuied with the imstitutions 106, inclading digital data, visual

1

n some implementations, the client 104k can wivelesaly

wiosmation, or QUI 115,

communizate with the tansaction card 112b using, for example, an NFC pratogol. n

siane iaphsmentations, the client 104a inchudes a card reader 116 having a physical

- {5~
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minrfhce for commuagcating with the transaction card 112¢, ¥n sonwe implemantatio

the card reader 116 may at least inchude ap adapter 116b that adapts the interface
supportad by the client 104 {eg., USB, Firewire, Bloetooth, WiFi} o the physical

N

uderiaee supported by the card 112 {e. g, SIYNFC) In thus case, the client 104a may

o

nat mchde @ anscaiver for wireless connunication.

wraphical user interface operalide to aliow the sser of

the client 104 w mtoerface with at feast a portion of the system 100 for any saitable

purpose, sacl as viewing transaction information. Generally, the GUT 1S provides the

partie efficient and eser-friendly presentation of data proested by or

10 communicated within the system 100, The GUI 115 may comprise g plurality of

farnes or views having interactive Helds, pali-down hisis, andfor bations

aperated by the wser. The teon graphucal user interface may be wsed i the singular or

N

i the plural o describe one or more graphical aser mterfaces and cach of the displays

<,

lar graphucal nser nterface. The GUIT 1S can melude ay graphical user

5 inderface, sueh as a generic web browser or touch sorcen, that processes information in

oy HOG and presents the resulis 1o the user The stitutions 108 canr aceept

data from the client 104 using, for example, the web bronwser {e.g, Microzofl Infomet

v Mozilla Firefox) and return the appropriate sesponses {e.g., HTMIL

¥ to ifyr browser using the network 18 In some impicmen{,atiims fie GUT 11

zn of the transaction card 1130 may be presented throwgh the GUY 118a of the client 104

in these mplomentatons, the QUL 11Sa may retrieve user creden rom the GUI
e and populate Gnancial fooms presented in the GUE 1134 For exampie, the G

nt a form 1o the user for entering credit card iformation (o purchase a

Y

good Hhro o Infernet, and the GUT 1154 wmay populate the fomi using the GUI

@5 1l vesponse 1o ab jeast a request from the user.
Inatihions 100s-0 can include any enierprise that sy authorixe ansactions
HIVAH hrough the network 108, For example, the mstitution 100a yoay be a credit

card provider that delesmuiues whether to authorize 8 transaction based, af least i part,

oy fudvan

a receteed twough the network 106, The matitation 16 may

k2

yank, an assoctation {e.g., VISA), a retail merchant

o
(254

card provider, 4

tocard provider, an internet bank, & government entity, a club, andimr

prep

5.

I general, the stitution 106 may executs sme s more of the following:

receive a sequest to authorize @ transaction; identify an account wmaber and other

SR
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S

kN

fransacton wformiaton {z.g, PIN}; identfy funds and/or a eredit Himit associated with
the dentified account; identily access privileges assoviated with the user account;
determing whether the transaction reguest exceeds the funds andfor eredit Himit andfor
violates any other rales associated with the account; transest an ndication whether the

transsclion has been accgpled or declined; andior other provesses.  In regards o
hanking, the mstitution 106 may dentify an account namber {e.g., hank acount, debit
card surnber) and associated vertfication information {e.g. PIN, 2ip code} and
determing funds available to the account bolder. Based, &t least in pat, on the

P 3

idoniified  funds, the institution 106 may either accept or reject the redquested
transaction of request additional information. As for encryption, the instiiution 108
may wse a peblic key algorithm such as RSA or elliptic curves and/or private key
abgorithmy such as TDES o encrypt and decrypt data.

fstwork 108 facilitates wireless or wired communicaiion betwesn the financial
jnstitutions and any other local or remote computer, such as clients 104 and the access
point 134, Network 108 may be ali or a portion of an enterprise or secwred network.

Wiale ihatrated as simgle network, network 108 may be a continsous bebwork

catly divided mto various seb-nets or virtaal networks withsnat departing fom the

scope of thiy disclosure, so long as at feast a portion of network 108 wmay facifitate

conupunications of Gansaction mfonmation between the nstntions 14 \) he clienis

104, and the enterprise 102, In some inplementations, nmsiwork 18 encompasses any
puernal oy external network, setworks, sub-petwork, or combination teres operable

o facilitate communications between varions compating components i system 100,

Cmay compnicate, for cxample, Intemet Protoco! (IP) packets, Frams
Relay frames, Asynchronous Transfer Mode (A”i‘M) calls, voloe, video, data, and other

Sieci s et atie Tty s ong 0% may e N iy fye
swilahde tnfbrmation between network addresses. Netwark 108 may inchude one of

’

mors focal area notworks (LANS), radio access networks (RANS), metropuiian area

networks (MANSs), wide area networks (WANs), all or a porbon of the global

compuier network known as the Internet, andfor any other commuication systent oy

IYSILALS at one or more locations.

E 2 s 2 block diagram Ulostrating an exsmpls iransaction systern 200

s compnpucating ransactions informauon using colinlar radio technology.

For cxample, the systent 200 may wirglessly comnuincate a transsction receipt 1o a

transaction card 112 using a mobile bost device 110 and sellular mdio tecimology. In
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some mplementations, celiular radio technology may include Global System for

~

Mobile Communicidion {GSM), Code Division Multiple Access (UDMA), Lntversal
Mabile Telecomaranications System (UMTS), and/or any other cellalar technology.
The mstiivtions 1006 may assign ong of more mobile host deviess 110 o a transaction

card 1121 response fo one or more events. I some examples, the uset may register

the one oy more mobile devices 110 with the wstitution 166 1 connection with, for

sovample, requesting the associated fransaction card 112, In some examples, the

tranasction card 112 may register the mobile host device 110 with the mstitagon 106

rdless of the

W oresponse 16 A least an intbal Dmsertion into the device 1HY

process, the system 100 may use the cellular capabilitics of the hast

1 comgnancsie information betwesn the nalitigtions 188 and the

12 In using the celtular radic technology of the host deviee 110, the

R
N
3

{may comnonacate with the transaction card 112 when the card 113 15 not

proximate a retadd device, such as the Access point 114 of FIGURE L

the lustrated buplementation, the cellular core network 02 tvpically

i1

snchides. various switching elements, gateways and service control fanciw

ding ccliular sorvis The celldar core network 202 often provides these

P

348

services vis a mumber of collular access networks {e.g., RANY and also interfaces the
cethdar systeny with other conmunication systems sach as the petwirk 108 v a MSC
206, In acoordance with the cellelar standards, the cetlidar core network 202 may

snchide a cironit awitched {or voice switching) pontion for processing voice catls and a

racket switched {01 data switching) portion for supporting data wransfers such as, for
i { 8 ;

sxmmple, eomall messages and web hrowsing, The cirewtt switched portion inclodes
MEU 208 that switches or connects telephone calls betwern radio acvess netwirk

N T

{RAM)Y 204 and the network 108 or another network, between celludar cove networks or

aibers. i case the core netwerk 202 1s & GSM core notwork, e core network 332 ca
include a packet-switched portion, alse known as General Packet Radio Service

{GPRRY}, wmciuding & Serving GPRS Sapport Node (SGSN} {not ilhustrated}, sinular (o

o
4

5, for serving and tracking communication devices 132, and 2 Gateway GPRS
Suppors Node (GGSN)Y {not llustrated) for establishing conncetions betwess packet-
switchesd networks and comumumication devices 110, The SGSN way also contam
subscriboy data aselad for eatablishing and handing over call vonpestions. The cellelar

core nstwork 202 may alse mclude a home location register (HLR) v saintaiang
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"permanent” subsertber data wnd a visitor location re (VELR) (and/or an SGSN)

for “temaporandy™ maintaining sebseriber data retrieved from the HIR and up-to-date

adormation on the location of those communications devices 110 using a wireless

copnunications method,  In addition, the cellular core network 202 may include

s Authenizaion, Auvthorvization, and Accounting (AAA} that paformy the role of
authenticating, authonizing, angd accounting for devices 1O operable 1o access GSM
COTS DRLW 2, Whle the deseription of the core wetwork 202 s described with
vespact &y GOSM networks, the core network 202 may include other celfelar radio
fechnologies such as UMTS, CDMA, and others witheut departing frome the scope of
10 s disclosure,

The BAN 204 provides a radio interface between mobile devices and the

3%}

rore network 202 which may provide real-time veonce, data, and multimoedia

celiular

services {e.g., a call) ty mobile devices through a macrocet! 208, In goneral, the RAR

nneates air frames via radio frequency (RE} links.  In particular, the RAN
15 204 converts between alr frames 1o physical Link based messages for iransonsesiont

shrough the cellular core petwork 2020 The RAN 204 may implement, for exanple,
cue of the {olfowing wireless interface standards during transreission: Advanced
Mobile Phone Service {(AMPS) GSM standards, Code Division Mutuple Access

{UDN

AA3, Time Division Muluple Access (TBMA), 18-34 (TDMA), General Packet

@ Radio Service {(GPRS), Enhanced Data Rates for Global Evelation {(ED(C
proprictary radio inferfaces. Users may subsenbe to the RAN 204, for example,

reectve cellular telephone service, Global Positioning Systern {GPS) service, XM radic

The RAN 204 may inclade Base Stations (BS) 210 connecied o Bage Station

lers {BSO) 2120 BS 210 recetves and trapsmits afr frames witiun a geograpiie

'r«r/.

v“S(‘ﬂ of

(AN 204 {Le. transmitted by a cellular device 102¢) and comnanmcenies with

g

sihar mobile devices 110 connected {0 the GSM core network 2862

d with one or more BS 210 and conwols the associated BS 210 For example,

may provide functions such as handover, cell configuration dat, condrol of
30 REF power levels or any other suitable fanctions for managing radie resource and

- and the

routing signals o and from BS 2100 MBC 206 handies avcess to 88C
potwork 108, MSC 206 may be connected to B5C 212 through a standard inferface

A

sueh as the A-mterface. While the elements of RAN 204 are deserbe with respuct io
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N

30

CSM wetworks, the RAN 204 may inclade other cellular technologios such

CINA| anddor others. o the case of UMTS,

Radio Natwork Controflers {(RNC).

st

he contactess smart card 214 13 a pocket-stead card with embedded miagrated

Y

mformanon. For example, the smart card 214 may wirelesaly

receive ransaction infosmaiion, process the information wsing embedded applications
asd wirelessly tansmit a response. The contacticss smart card 214 gwy wirelesely

55 of

conmpnetoaie with card readers through RFUD induction technology @t dats ya

o

hit/s. The card 214 may wirelessly communicate with proximate readers

botwsen Hiom {eg, ISOVEC 14443} 1o 30cm (eg, SO 15693 The contactiess

st card 214 operates independent of an intemal power supply and captures energy

frory  meidend radio-frequency  interrogation signals 1o power the  cmbedded
eleo s, The smart card 214 may be a memory card or nucropracessor eavd,  In

general, mamory cards include only nonevolatile memory storage cimpponents and nay
clade souw: specidic security logic. Microprocessor cards include volatife pwanory
and puemprocessor componenis.  {n some implementations, the smart card 214 can
have stimenatons of normmally credit card sive {eg, 83.60 » 3398 = Fonun, S x 18 ¥

6wy in somie implemeniations, the smart card 214 mway be a 0B or other security

tokert

smart card 214 may wmclude a security system with tamper-resistant

propertics {e.g., o secure crypioprocessor, secure file system, human-readable features)

and/or may be configared to provide security services {e.g., confidentiality of stored

1y some aspects of operation, the institution 106 may wirclessly communicate

nie host device 110 using the ecllular core network 202, For exampie, the

with the
mstitation 6 may fnsnut infornadon to the mobile host devier 110 1o response o
at feast an svent. The information may inclade, for example, transaction mfonmaton

fransaction receipt, transaction history), seripts, applications, Web pages, andéor

other information associated with the wnstitabions 1060 The svent may nclede

comploting a wansaction, determining & transaction card 112 is outside the operating

B

wess point terminal, recetving a request from g wser of the mobule host

device, andior others.  For example, the insutution 106 way wentify 2 mobiie bost
device 110 assooiated with a card 112 thet executed a transaction and travsaunt

ransaction information to the mobile host device 110 using the ecliulur core notwork

- 20 -
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In using the celtular cove network 202, the butitutions 106 may transmi

mfornaion 0 the ransaction card 112 withoul requiring an acvess point terminal
being prosimaie to the card 1120 In addition or alternatively, the fnstiution 106 may

reguest nformation from the mobile host device 10, the transaction card 112 andfor

e cellular core network 202, For example, the ipstitution 106 may

o
e
ooz
197
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ol
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=
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joert
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P

st @ roquest for ransaction history o the card 112 thwough the ¢©

petwork 202 apnd the mobile host device 1100 In some baplementations,

host device T Hie may operate as 3 mobile Potrt of Safe (POS) terniinal contig
wirnlessly exesute fransactions with the smart card 214, For exanple, & vendor may
16 by mobdile {eg, a taxi driver) and may include a mobile host device 110¢ with ¢
mansaction card H12e. In this example, the wansaction card 112¢ may wirnlessly
ant mfermation from the smart card 214 and tanspyt an acthorization

o the stitution 106 using the mobile host device 110 and the cellular core

13 n some implementations, the systerm 100 may execute sne or maore of the

mades discossed with respeet to FIGURE 1. For example, the transaction card T2

miay be re-personalizediupdated asing the cellular radio technology of the wobiie host

device Y10, The aser may want to re-personalize the transaction card 112 to changs
fasst devicas, to bave multipie bost devices, andfor other reasons.  fn vegards o the
20 software device management, the user may ansmit o the institotion 14 a request {o

walize the transacton card 112 using the cellular radin fechnology of the host

B 3 llustrates 13 a block diagraum illustrating an example frapsaction

card 113 FGURE 1 in accordance with some implemeniations of the present

hat

25 diselosare. I general, the tansaction card 1312 includes personabized modules
execnie frmsactions {e.g., financial} independent of the maobile device 1L The

Hlostraiod transaction card 112 s for example purposes only, and the ransaction card

112 may clade some, all or different modales without departing fron the seope of

X In some boplementations, the transaciion card 112 can include as fnierface

fayer 362, an APFUT 304, a Web server 309, a real-time framework 308, payment

dons 310, value added applications 312, multiple vyer credenuals 314, real-time

O 31§, coniacticss chipset 318, antenna coutrol functions 320, antgmpa 327,
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¢ 324, free memory 326, and @ wallet papagoment system 328 In

W12, he APIAH

X

sonte npstermentations, a hoxt coniroiler tncludes the nterface layer
;

364, the Web server 306, the real-time fomework 308, the contactiess chipsey 318, and

the antonma comfral functions 320, In sonwe implementations, a secasly modide

5 ancludes the pavmeni applications 310 and the user credentials 314, The tustitution
menway 334 and free memory 326 nay be contained i Flashe  In soms
sntations, the contactless chipset 318 may be integrated
werated as a standalone. The antenna 322 may be electroni
Phe wterface layer 302 includes interfaces o both the host device, fe, physical
1 comngonon, angd the extemal world, e, wireless commection. i payment

altions, the wireless connection can be based on any

frnpl

standayd such as contactless {e.g, ISP 14443 A/B), preximity {e.g, 3O 1568%), KFC

ARG 180823, anddor others.  In some feplementations, the wircless conngction

3¢ another shont range wireless protocol such as Bluetootl, another proprielary
1 dnterfaces wsed by setail payment temunals (Felica m Japan, MiFare in Asia, efc),
NEEY

andior others. I regards o the physical interface, the mterface fayer 32 may

o dnterface the mobile device 110 using an SD pratoos! such as MicroSi,

Min-SDY or SB (fullssizey.  In some implenentations, the pbysical mierface nay

mclade & smverteradapter © convert betweens two different protocols based,

o

3

u the mobile device 110, In some mpluncm\mo:;s the mobhile devise TG

mRy canppaucaie using protocols such as USRB, MMC, iPhone proprictary interface,

Thye APFUT fayer 304 can include any sofiware, bardware, and/or Semoware that
operates as an AP between the mobile device 110 and the tramsaction card 112 and as

o the UL HIL Proor W execeling transactions, the ifrumsaction card T2 may

tieally install drivers in the mobile deviee 110 i response o at least inserton.

Foy example, the transaction card 112 may astomatically fnstall & MieoSD devics

driver W the device 110 1o enable the transaction card 1312 o mterfuce the mobile

dovice 110, {n some hmplementations, the transaction card 112 may pwstall an

§ device driver such as the a Mass Memory with Radio (MMR) AFL In this

30 enhanges
waplemoentaton, the interface can deive i class of plug-ins that contain mass mwemory

a8 well an a radi interface. The MMR AP may execute one or move of the following:

Hsconneol w/from the MMR controller (Microeontrolicr i the plagany;
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(BTN

gansfar data wstng MM protocol (e.g., SD, MMC, X[, USB, Firewirel; serad enervpted
ditta to the MMR controfler; eeive Acknowledgement of Saccess of Frros; received
statex wind indizating description of ervor; tum radio onfofll send instruction 1o the

T ¢

ransacion card 112 1o tarn the wstenna on with specifying the mode of operation (2.,

& sending mode, bstening mode); transmi data such as send instroction © corgrolier to
fraemit Qe via the radio; fisten for data such as send nstraction o comtrotier o Hsten
dinstruction W controller to seud the data recetved by
she hstoning radio; and/or others. In some mplementations, MMER can be compliant
with TOPAPR. In soe implemenctations, AP encapsalated ISO 7816 commands may

it be processed by the security modale 1w addition (o other connnands.

fn some inglernentations, the APL can operate in accordance with the two

{1} the vansaction card 112 as the master and the wobile dovize 11 ay the

N

i {2) the card UL as the master. In the st process, the transaction cand 3

N

LSS

WAy paas e of wore conunands o the mobile device 110 i response o, for example,
1 mseriion of T transaction card 112 mto a slotin the mobile device 1, a transaciion
between the transaction card 112 and the access point 114, and/or othor events. In

some toplementations, the gansaction card 112 can request the mobile device 11 o

execais one o micre of following functions: Get User Toput; Get Signatare; Dhsplay

Data; Send Daty; Beceive Data; andéor others. The Get User oput connmand may
23 present a reguest through the GUL 11D for data from the wser.  In somwe

vions, the Get User Input may present & request for maduple data inpats,

The data mputs may be any switable format such as numeric, alphanumerie, andfor
other sirings of characters. The Get Signature copunand may rogquest e mobile
device 110 o retum identification data such as, for example, a phone nusiber, a

@5 petwork code, a connection status, location dfenmation, Wi-Ft beacons, GPFS data,
andfor other device specific information. The Display Data cornmand may present a
:;iiaht.\g & the aser throogh the GUL 111, In sonme implementations, the dialog cun

ar aftey a period of time, a user selection, and/or other evert. The Send Data

1

conunand may reguest the mobile device 110 w0 transmit packet data using its own

commection 1o the extemal world {eg, SMS, celhddar, WiF) The Keceive Data

<

command may sequest the mobde device 110 1o open a conneciion channel with

ameters and  ideptity data recoived twough the comnection. bt somwe

cortam

[e52
«

N
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mplesnentations, the command can request the mobile device 110 10 forward any data
{e g SMY) satisfving cortain oriteria 1o be forwarded to the ransaction card 112,
in regards to the Ul as master, the UL may execite one or more of the folfowdng

Smart Card Command/Responss;  Activate/Deactivate; Flash Memory

2; Send Date with or withow! encryption; Receive Data with or without

L Get Data / URL Post Date; andfor others.  The sscanity modale

\ik\‘\ i'ﬂ\‘\
conunarsly may relate o secarity functons provided by the card and are directed
towardy e securtty module within the transaction card 112 {e g, standard ISQ 7816
comnand, proprietry comamands). i some implomentations, the conmmands may
10 felede encryption, asthenticatiom, provisioning of data, ereation of secastty domains,
upsdats of secunty doman, update of user credentials after verification of koy, andéor
others.  In some implementafions, the commands pray mehude non securily related

st cand eommands such as, Tor example, read transaction history commands. The

ction history conunand may performn: a read of the secuwre mwowry 324 of
1§ 112, In soane implementations, cartain Hags or areas of the seqwrs

1 omay be written o after security vertfication.  The Activate/Desctvate

corwnad iRy activate or deactivate certam fupctions of the transaction card 12, The

Memory Read/Wrike command may execute a read/Wwitle operation s @

4 area of the now-secure memory 326, The Send Data wih or withoat

card 112 o transmit data osing s
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83 connection wiii'i, for example, the access potnt 114, fn addition, the data may
de gpcryiaod by the transacuon card 112 prior (o transmission using, for example, keys
amsd encrypiion capability stored within the security modle, The Recepve Data with or
withoo! deeryption conunand way instract the transactm cand 113 1o switch

25 hstening mode to receive data from its wireless connection with the tevminadireader

{2, access pomnt 114} In some implementations, data decryption can be seguested

by the security module asing, for exaniple, keys and decoyption algorithos available
~ ! Lot < ke 7 v an
on the security module, ie, on-board decryption. The URL Get Data/URL Fost Data

! magy jastract the web server 306 to retwm pages as per offfine get oy podt

[

getions sy, for exampie, offline URLs.

w
el
o
o~
fd
4
foos

e

The Web server 308, as part of the O8 of the transaction card 112, may assign

v othrwise assoctate URL style addressing do certain fifos stored n the memory 326

¢, Hasto of the transaction card 112, fn some implemerdations, the Web server 36

[
BN



WO 2009/036191

1

20

EY)

o

30

PCT/US2008/076046
fwates a file using the URL and veturns the file to a browser using standard HTTP,
HTTPS style transfor. In some implementatons, the definition of the files can be
formatted wsing standard HTML, XHTML, WML and‘or XML style languages. The
ale may mehade Unks that pomnt to additional offline storage focations 1 the memory

326 andfor budernet sites that the mobile device 110 may accese.  In sonw

unplenientations, the Web server 300 may support secarity protoceds sach ay 335L.
The Web server 306 may transfer an application in memary 328 o the mohile device
11 By nstaliation and execation.

As part of the Real time 08, the real-time Famework 308 may execute one
more fanctions based, al feast fn part, on one or more periods of e, For example,
the resd-time framework 308 may enable an internal clock availabie on the CPU fo
provide mostamps i response 0 at least requested events. The real-time framework
308 sy allow Certain taska to be pre-scheduled such that the tasks are executed in

response (o at last cortain tme and/or event based triggers. i some implementations,

the real-nme framework 308 may alfow the CPU o msert delavs in

s o osome implementation, a part of WAP standards cabied WTAY
{Wireleas Toelephoney Application Interface) can be implemented to allow offiine
browsset pages an tie card 112 (o make ase of functions offered by the mobile device

10 {sg, sondd / recetve wireless data, send / receive SMS, moake # vosew eall, play a

\

rmElone eie )

he real-nime 08 316 may execuie or otherwise melade ong or wore of the

seal-time framework 308; a host process that implements the physieal

bewween the transaction-card UPU and the mobsle device 118 an intarface

that imploments the physical interface between the transacton-card CPU and the
seounty mwdule; a momory-management provess that nnplemenis the SO 7816
physical mterface between the transaction-card CFU and the memory 324 and/or X

the Webs

an application-layer process that implements the AP and U capabiliv

v othars, b sonig

L antenpa-contrad functions 320; power management; and/

siations, the real-time OS 316 may manage the physical interface betveeen the

gansaction-card CPL and the secure memory 324 that includes memory segmentation
fo allvw cortain memory areas 0 be restricted access andior data buffers/pipes. In
some foplementations, the securily modufe can melude & secanity module O8

provited by the acourity moduie Vendor and may be compliant with Visa and

I
wh
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Maste spectfications.  The security module O8 may stmstore the sdata in the

security module v be conypliant with Faypass and/or payWave spectficalions s any

other avatlalde contactless retafl payment indusiry specifications.  In addition, the

security swodule may store bost device signatures and allow modes of e antenna 322

ae element 324, In osome implomentations, the seal-time QS 316 mway

e s¢

he secure elerment 324 sach

inclade & mizrocontroller OS configured to personalizing

sample, eonvertng raw FV data (account number, expuy date, CCV, other

In addition, the

spectiic details) into secure encrypied informe

condroller OF may prosent the card 112 as 2 MicroSE mass storage o the host

device. The misrccontrolier OS may partition the memory into & usey sectisnr and a
proteciad device apphication section.  In this example, the device application section
ay be wsed fo store provider specific appheations that cither operate from thus

of the memory or are installed on the host device from this segment of the

SCEINGH

The security mwodude chip may provide tunper-tesistant bardware security

functions  for epcryption, authentication, management of user credentals using

wultiple security domains, on-board processing capabilities for personalzation, access

and storage, mwdor others. I some implementations, the security module chip can

mohide e contactiess chupset 318

contactioss  chipset 3IR  may provides e Taedwars  profocol
aplementation andfor drivers for RE commuication. For example, the contactless

38 may inchide on-board RF circutiry o intertace with an exwemal world

chipse

conneviin using a wireless/contactiess connection. The wireless comnection may be,

N

for example, cliert o node (fermmal / reader / base station}, node W client {passive
fag), of paor o poer {apother transaction card 112).

~

The apternma comtrol function 320 may controls the availabifity of the RF

adernia, For exmnple, the antenna controf function 320 may achivaie/descivite the

AN

Y I oresponse o, for sxample, succesaful astheatication, vompletion of a

anienna

™ ~
2

routine extablished by the 05 316, and/or other event. The anteuna 322 may be a shaot

range wircless antenna connected {o an NFC inday via @ software switch such as a
NAND Gate or other element.
The wallet management sysiem 328 wmay selectively switeh fwbtwesn the

auftipie credentials 314 when exceuting transactions. For example, the wallet

“ 26 -
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managemont sveteny 328 may wdentify a defaolt account, switching relos, sad/or other

nfirreation. 1o sime ioplementations, the wallet management systermn 328 may

autoratically switch to default usee credentials in response tr at least an event such as

comple of a transacuon wsing non-defanlt eredentials. The swiiching roles way

idcntsi‘yi ¢ ouser oredentials and associated events sach that the waller management

o

aystom 328 switches e oser eredentials i response to at feast determining an event,
FIGURE 4 i3 a block diagram llustrating an example wicthgent card $ 1o

gocordance with some imp.ic_amtn?ati(ms Of the present disclosure. For axample, the

transaction card of FIGURE 1 may be mplemented in accordance with the thostrated
10 atelligend ward 400, In general, the intelligent card 400 may independenty aceess
services snddfor wansactions. The utelhgent card 400 ¢ for iflostrations parposes only

N

angd ey melode some, all, or difforent clements withont departing from the seope of

the dise

Hgent card 400 inclodes an antenna AQZ, a ywiich plus
1% toning cirouit 404, & security module and contactiess chipset 408, & CPU 468 and
memory 410 The antenna 402 wirelessly transmits and receives signais such as NEC

{n some mplementations, the swiich plus tining cireuit 404 may dynamically

adjust the impedance of the antenna 402 o tune the transmoit and/or recstve frequancy.
w, the switch plus tuning circuit 404 may selectively switeh the antonna 402

oY

T in respoaise to oatb east a comumand from the CPU 4 In some

e

witons, the antenna 402 can be @ short range wireless antenna connectad 10
lay via a software switch such as an NAND Gale or other element o allow

fFom the CPU 408 to twn the antenna 402 on and off In sowme

inplemeniations, the disk 400 may mclude an NFC inlay (not tilustrated) that et be a
@5 passive nydementation of NFC short range wireless technology deriving power from
the reader termuinal i order (o transmit data back or & stronger tnplemertation ushrig
any s NFC clhupset to power active reader mode and self-tran mode. o addition, the

gdisk 400 may nclade an external needle point reset {not sthatrated} that prompts the

CPU 408 10 {icgmrsonaiim the memory or secure element.

g conunand m vesponss 10 an event
such ay 8 west reguest, cf.smp'ii'.i‘ii;»n of a transaction, and/or sthers. When switched o,
the seeurity clhip and contactess chupset 400 15 connected to the antenna 402 and

executes one o more of the following: format signals for wireless convounication in
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ance with one or move formats; deorypt recetvied niesss and encrypt

transmitied nessages; authenticate user credentials ocally stored e the memory 41
andior ather processes. The memaory 410 may include & secure and nonssecured
section,  in this inplementation, the secure memory 410 may store ong or more usey

AN

credentals that are wit accessible by the user. In addition, the memory 410 may stoge
offline Web pages, applications, transaction history, andior other data.  In some
implanendatons, the memory 410 may wclade Flash memory from 64 MB o 32GR

410 may be partitoned Into user memory and devies

I adhitiarg e memory

applicanen wemory. The chipset 406 may nclude a security modude that s, for

Visa and/or MasterCard certified for stonng financial vehicke dats andior

soe vwith global dandards. In addition 1o a user’s financial vehicle, the seoare

&

clement may store signatwres of allowed host devices andfor antenns medes.

In some implementations, the CPU 408 may swiich the antenna 492 between

wnl denctivate mode based, at least 1w part, on a porsor Y opanuneier

by, for example, a user, disinbuior {eg. fnancial bhistiusion, service
provider, anddor others. For example, the CPU 408 may activaie the antenna 402

irdelligent card 400 s physicaily connected to 3 host devies and whan a
the host doevies iy successfully execsted. In some puplomiendations,

on

way automatically deactivaie the antenna 4072 when the wielligent card

G0 18 renwrved from the host device.  In some implemtentations, the antenna 403 13

e

active such that the intelligent card 400 may be used as a standwalone access

¢, device on a keyeham). In regards to the handshaking process, the CPU

408 may execule one or more autbentication processes p;‘i«.’_sr o activatuys the

P
1~

intelligant card 400 andVor antenna 402 as ilustrated in FIGURE 7. For exampie, the

Hom, and/or 4 user

O sy exeeuie 8 phvsical authentication, a device authentics

seation. For example, the CPU 408 may aclivate the antenpa 402 in response to

vy

ting 2 connection (o the physical interfuce with the host device {e g, SR

covssful installation of the device driver S mass mamory acoess

SO device driver) on the host device.  In some unplementations, dovice

authentiogtion may include physical authentication in addiion & signature
comparison of a device signature stored fn memory (e.g., secarity mohide} that was
orcated during fvstuse {provisioning} to @ run-time signatare caloulated using, for

example, @ unique parameter of the host device, In the event no bost device signature

vl
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axfats i the memory, the CPU 408 may bind with the first compatible hast device the

N
N

e a device that can

mserted wiwo. A compatible host device may

accomplish

wal mithentication successfully, 16 o host-device

ators with

§t

sertt i the memory, the CPU 408 compares the stored s
8 the reab-tiovw stgnature of the current host device. If the signatwes match, the CPU 403
may proceed fo complete the bootstrap operation. If the signatures do it mateh, host

devies 13 rajeetad, bootstrap is aboried and the disk 400 15 retamed o the modi i aas

nseried inio the device.

sauthentication may tnchude verification of physical conneotion with & user

10 wsing & ViIN entered by the user, a X509 type certificate that i3 wiigue 10 the wser and

stored on the host device, and/or other processes. Device sd aser anthentioation may
verity a phvsicnd connection with device through compagison of a device signature and
wser authentication throogh verification of wser PIN or certificate.  In some

wnplementations, the user can select a PIN or certificate at provisioning time. i this

15 casg, e OPU 408 may instantiate a software plug-in on the host device, For example,

a softvare plugain may request the user for huis PIN in real time, read @ user cenificate
stalles on the device {e.g, x.5309), and/or others. The operaticn of the softwars plug-
i oay be custeanized b_‘y' the provider. Regardless, the retamed wear dats may be

compared with user data stored in the memery.  In ease of a successivl match, the

>
<

antenna U2 may be activated. Tn case of an anseccesstul mateh of a certificate, then

disk 400 s deactivated. 1n cass ol unsuccesshial PIN match, the aser may be requasied

io repeat PIN attenpts until a seccesstul mately or the number of atempts exceeds a
shreshold. The disk provider awy costonuize the atterpt threshald.

In regards to notwork authentication, the host device may be a colipbone such

35 that the disk 80 may request network authentication prior te activation. For exsnple,

the disk 900 may be distributed by @ Wireless Network QOperator (WNOQ} that yequires

a netwsrk autheontication.  In this example, a flag in mamory may be set v ON

indicating that netwirk authentication is required. I the fag iv set o ON, 2 unigque

identity about the allowed netwaork is focally stored in memory such a Mobile Network

2 Lode for GSM networks, a?

D for COMA networks, a S8ID for broadband netwinks,
angdior identificrs, If this flag s ON,| the CPU 408 1n response (o at least insertion may

Hal software phug-in to be downloaded 1o the bost device and instintiated.

request a sp

This softwass plug-in may query the host device to respomst with network details. In
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sone vasey, the tvpe of unique network identity emploved and the method o deduce 1

host device may be canable and dependent on the network provider and

4
<
]
2
£
5
&

§

capabiiity

the CPU

¢ of the bost device. 11 the locally-stored 1D matches the reqaest 183, fhe €

408 activaied the anteana 402 {0 enable access or stherwise services are denied.

s FIGURE 3§ illustrates ap ouample fansaction system 300 for wirelessly

ommuniating transaction tdormation using one of a plorality of iterfaces. For

300 may nterface the transaction card T2 ssmg a wived ar

In regards fo wired interfaces, the syatem SO0 inclodes ae adaptisr
304 avd a reader 306, The adapior 504 can include any software, hardware, and/or
W fwware conBigured to tanslated beteeen a format compatible with the card 112 and a

frernat compatible with the cltent 104c. For example, the adaptor 304 may tanslate

botwesn wicro3l protoco! asd a USB protocol. The reader 306 can melude any

software, hardware, and/or fimnware configured to directly mterface with the card

&

0

112h, ¥ (‘)K;Zl!?ﬂ';}}t?, the reader 506 may be a micro31) reader sock that the client T0:4d

13 inferfaces with the card 112h osing 2 microSD protocol.  In regards fo wireless
micrfaces, the system 500 may inclode a cellolar tterface 362 and a shimt-mange
wireloss fnterface SO8. I regards to the celfular interface 562 mstitutions 106
may wirelsssly communicate with the transaction card 112e using the vellular radio
eohndogy of the mobils device 110e. For example, the cellalar interface 32 may be

0 w CIDMA wierface, a OSM interface, a UMTS interface, andim other colinlar

in yegards o the shortrange wiveless interface 308, the tstitutions 136

way wirelessly compmnycate with the transaction card H2E asing, for eaxamgplde, Wik

AN

wehpology., T

e short-range wireless mierface 308 may be an 802,11
Blustoath interface, andior other wireless inerface.  In these mplementations, the

y the

25 cliest 104¢ may include a transceiver used for wireless communteation wi

sransaciion card 1121

FHHURE 6 iy a schematic diagram 600 of personaiixation of a wielligent card

e, the transaction card 1132, the service card 218}, o particalar, the intethgent card

miay be persenalized prior o being issued to 8 aser, fe, pre-issuance, ov afler beng
35 issued 0 4 user, Le, postissaance. In regards o pre-issuance, mielligent sards may be

in mass batches at, for cxample, a factory. o his oxample, cacl

PCTBEIK

mitelligent card may be loaded with user credentials, secanty framewsrk, applications,

offiing Web pages, andfor other data. In some hoplementations, a i

-3~



WO 2009/036191 PCT/US2008/076046

T POTRONEHEe

d individually ai, for examiple, a bank branch. In this case, @ micligent
card may be fndnvidually loaded with data associated with a aser after, for exampie,
purchasing the disk. As for post isseance, the ntelligent card may be personabized

wirelzealy,  For example, the tansaction card 112 may be personalized through

§  collalar cospectivan established  using  the mobile  device 110 fn some

sehromzing with &

mplementations, an itelligent card may be personalized by sy
compater sechas client 104,

in seme implementations, provisioning of the mielhigent card can be based, «t

feast i part, on the distnbuuon entity (e.g, financial institulion, wircless operator,

10 user) For example, the wicligent card may be disiribuwted by a financial institusion

such ax a bavk.  In the bank foplementation, the sutelligent card can be pre

provistoned with user accounts. In this case, the intelhgent card may be activated 1n

responss 10wl feast initial isertion into a host device., The anterna mode may be set o

i

shvsical suthentication only by defaslt. In some examples, the user may soiftseloct @

oy

15 FIN suthentcation to prevent wiasthorized use or through a PO cradle and plug-in

saent software if the bost device does ot have a screen and keyboard, In the

wirsteas-ocperator umplementation,  the  ntelligent  card  may  requite  device

RN

re actvation. In some examples, the user may provisien [inancal

¥ a e

o]
».1

data (e, credit or debity using one of several methods, In addition, the

1.

heontication,  In the user-provided implementation, the wier may acquire the

L host

intelligont card from, for example, a vetail store or other channeb:

manufacturers. In this case, the user may activate the disk v & plaralisy of

differsat devices with provider selected provisioning.

opards to activating for fnancial transactions, the mtelligest card may be

N
A

configired n memory mode when user acguares the disk fromy, for examplie a bank, a
wireless apsator, a i?.li,l‘(3~piirt}-’ provider, andfor others.  Activation of the disk may
3

fnchude Se {ollowing two fevels: 1) physically, specifying antenna availability under a

spentfic set of cirowmstances desired by the provider; and b} logically, at the financial

&

stitudion signifyiag activation of the financial velucle carried on the disk. In some
3% mmplementations, activation may be based, at least in part en device distributor,
antenny avadability selection, andfor type of host deviee as illustrated w Table 3

bhelow,

<2y -
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oost

w the ilustrated implementations, the tramsaction vard 112 may be upgraded to
syecute a wallet system asing muitple vser credentials. For example, the travsaction

card 112 may upgraded with, for example, the wallet management system 328 throagh

s oor wired comnecton, o addition to gpgrading the fransaction ced 112,
5 additional user credentials may be kraded to the memory. In this case, the ransaction
sy selectively switch between the different aser credentialy based, ai Ipast
it part, on rules, user selections, events, and/or other aspects.
FIGURE 7 is o flosw chart illustrating an example method 7080 for antianatically
hoolvtvappmy an intelligent card o response to at least insertion into a hoat deviee, In
10 genemd, an mtetligent card may execute one or more agthentication procedares privy (o
activation. Maoy of the steps in this fowchart may ke place simulisneousty andior
o differens orders as shown,  System 100 or systern 2060 may use methods with
addinional steops, fewer steps, anddor different steps, so long as e methods remain
appropriats
(\"1

Method 700 beginy at step 702 where fnsertion mites 3 host devics i detectest.

(923

P

For exanysle, the transactton card 112 may defect insention mwto the mobile davice 1

1 anthentcation s not required for any aspect of the intelligent card at decistonal step

an evecution ends. T authentication i required for at least one axpeet, then
execution prweeds to decisional step 706, H comanaucation with the hast device
20 meindes ong or more errors, then, at step 708, 8 fatlure 18 tndicated to the user. In the
example, the tassacton card {12 may present an indication of 4 conunanication wrror
o the wsey asing the GUIT 11H I a commumication errar is not detected at decisional
step TOO, then execution proceeds to decisional step 710, I some implersentations,
the mntedligont card uploads an S{3 driver to the host device, I the mtedligent vard only
25 requires physical authentication, then execation procesds t desisional step 7120 H the
netwsk asthentication flag i not set to on, then, at step 714, the antenm s tvsed o
anl the intelligent vard is updated with bost-device signature. As for the example, th
ransaction card 112 may activate the antenna for wireless transactins and update

focal memory with the bost-device signatare.  If the network authentication flag 6

(%3
>

tugned on at decisional step 712, then, at step 716, the tutellipent card transmits a

el Yor the network 1D 16 the host device. Next, at step 718, the intefligent card

Qg

Hpee

>

retrioves & locally-stored network 1D, If the stored netwosk 1D and the request

1A
\\..
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network 153 mateh at decisional step 720, then the disk 1s activated at sep 7140 Hf the

two neitwork 1D7%s do not match, then the antenna is deactivated at step 722,

O

Retaming o decistonal step 716, if the suthentication ik pot caly physical

atlen, then execution proceeds to decisional step 7240 1 the aunthentication

d ransmits

(841

s3 deviee authentication, then, at step 729, the infefligent ¢

or a network 1D o the host device., At step 728, the intelhigent vayd retrioves

A loeally seved device signatores. 1 the intethgent card does not inelude sy least ong
device signature, then execation proceeds o decisional step 734, W the intelligent card
fnclades one or more device signatares, then execution procecds © decisional step
5 F32. W one of the dovise signatares matehes the request network T, then execution

provesds o deststonal step 734, 1 the signatures and the request network 1D do not

mafeh, then execution proceeds to step 722 for deactivation. H user anthentication s

the anthentication process, then execution provecds o desistonal step

pot inchuded in
732 for physical authentication. 1 user authentication is fnchided at decisional step
15 734, {hen axecuton proceads to step 738,
teturnng 1o decisional step 724, if the authentication process does not inciude
device asthentication, then execulion procecds o decssional step 738 H user

anthenfication {3 not mcladed in the process, then, at step 722, the intelligant card s

i aser authentication 1s included, then, at step 738, the wtelhigent card

tarned
2 reguest a PIN pumber from the user asing the host device.  Agan retrning W the

fo, the transaction card 112 may present a request for the eser o amer & PIN

GUT 111, AL step 740, the mitethgent card retnieves 8 locaily-stored FIN,

est PIN and stored PIN maich at decisional step 742, then execwtion

proceads s docisional step 712 for physical authentication. H the request PIN and the
25 storest PIN do noi match at deetsional step 742, then execution procesds (0 dectstonal

-~

step 744, 1Y the number of attempts bave not exceeded @ spevified threshold, then

exgcution retarns o step 7380 If the number of attempts has excead to the thresheld,
then the amenna by deactivated at step 722.
FIGURE § s an cxample call flow 300 i accordance with soms
T

20 implemeniations of the present discloswre.  As illustrated, the flow R} mcludes a

, a host devive 304, an intelligent card 800, and a terminal 808, The bost

1 s configured 1o compnunicate with the network 802 and mdiades a slot for

msertion of {he futelligent card 806, The intelligent card 836 15 configured ty transmit
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conumads to and receive data from a user interface apphcation §18 exceated by the
bost devive ¥10 and execute transactions independent of the bost device 816, The card
806 ipviudes a CPU S12 for executing tansactions and 3 wirsless chipset 14 for
comprigcating with the tenminal 808, The CPU 812 executes & host controlier’ APY

$  interface 16 configured (o transoits commands in a form compatible with the host

vand convert data from the bost device 804 o a form compatilsie with the

Ay hstrated, the flow 800 muay inchude mudtiple seasions 820 bebworn the host

z

devicg U4 and the card 806 and between the card 808 and the ternunal 808, The

nsbwork

Hostrstes 3 sesston managed by the card 300 using

G sesson

N

?

capain of the host device 810, In this example, the card 806 fansmits duta for

ransnussicgy through & cellular network connected 1o the host device N4, and afier

receiving the cellular data, the host device 804 transmuts the data 1o the network 802,

In response (o recsiving data from the network 802, the host device 804 may

1 automatically transmnt the yecetved data o the card 806, In some implementations, the

card 3OS iy waosmit a reguest for @ device signature 1o he host device 834 a3

Husirated i session §20b,  For example, the card 80¢ may request the device

signature during a bootatrapping process. The session 820¢ ustrates that a eser may

bt conwnands o the card 806 through the mterface of the host device S840 For

20 cxample, the user may request that the disk dispiay the user’s transaction Ristry
tireaugh the terface of the hwst device 804.

N

i sspe Wnplementationy, the card 800 may receive a connmand 1o activate or

deaciivaie the amtenna through the host device &04 as lustrated i session 8204, For
example, & fmancial bstetion nay tdentfy wregular ganssctions and Fansmit a
28 conumand Svough the network 802 to deaciivate the card 806, The card 800 may

<

aser by requesting a PIN asing the host devise 804, As tllustated i

, theaser sy subouit a PIN to the card 806 asing the interfice of e host
device 804, and i response to an evaluation of the submitted PIN, the card 806 may

wesent throuzh the host device 804 an mdication thai the aser verification s
i

or has fatded, o sowe implonwataiions, 8 user anddor finaseal mstitauon

may yequest a transaction ustory of the card 806 as lustrated w session K200 For

examople, & financial institution may tansmit a request for the transaction hastory

s network 302 connecied to the host device 804, and i response 1o at last in
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o some

7 pay present offfine Web pages stored in the card 866 as

For example, the card 806 may receive a requoest o present

5 an offfine Web page from the user esing the host devics 804 and present the offine
pags using the URL i w request  In some implomentations, datg siored in ihe

of the card %06 may be presented through, for example, the host device 804 as
shastrated 1 session $20h,  For example, the user may request specific mformation
associated with & tansaction on g certain data and the card 8066 may rofvieve the data
10 ansd present the data o the user using the host device 804, In addition, the user may
write dati o the memory in the card 806 as ilhustrated in session $201 For example,
the user may update ransaction data with an annotation, and m response o at Jeast the
reqacsy, the card 806 may indicate whether the update was @ suceess or faihare. The

call sesatone 820w ilhuestrates that selection of the user credentials may be received

18 oh the bost device 3. For example, the sesston 820m may switeh the aser
crodentialy hased, at keast v part, on a user selecting a graphieal slement through a
GUT of the device 804, wireless signal recetved by the bost devie
In regards to session between the card 806 and the lormmal,
¢ personalization session 820k and the transaction sesston &
@ wion, & fnancial institution may personabize a card 808 with oser

dals, user applications, Web pages, andor other inforpmation s Mlastrated in
For example, the terminal 808 may trasmi a provisiomng reguest ©

b

& may transiate the

3 inchuding associated data. The protocol transiation 81

reguest 1o a form compatible with the card 806, In response S0 at Jeast

&
=

personsizalion

N

@5 the request, the CPU §12 transont an wdication whether the personalusatinn was a

sueeess or Bt using the protocol transtation 818, Prior Gy the lerminal execating &

fransaction, the werounal 803 may submit a transacton challenge o the card 806 as
iliustrated 1o session 8201 In this case, the eard 806 may identify a device signatuwre of

N

the host device 804, present assuciated data fo the user through the hostsbevice 804,

X

& the signature 1o the terminal ¥08 using the protocol travslation X158

3 and tra

FIGURE 9 is a fow chan Hlustrating an examyple method #00 for activating 8

wireloss transaction svstem inchuding an intelligent card.  In general, an welhgent

card wmay cxecute Ong Of WMOre activalion processes in response to, for example, a
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selection from a user. Many of the steps fn this flowchan may take place
t

simusttaneousty anddor 1 different orders as shown.  Svstem 100 or systemt 280 mway
J J 8, R

use methods with additional steps, fewer steps, and/or different steps, ao long as the

aln appropriate.

an

fothod 900 begins at step 902 where a request 1o activate a transaction curd is

For example, the aser may select a graphical element dis ad through the

1Y of a wobile host device 110 i FIGURE 1. I an account avitvation 3

{at decisional atep 904, then at step 900, a request to activale the assouiated
user acomnd iy wirelessly tapsmitted to financial mstitution using cellular vadic

< A
¥

» ost device. For example, the transaction card H2d of FIGURE 2

may wivelosy fransnut an acivaton request o the institution 198 asing the cellelar
racio technodogy of the mobile host device TH0d I an account aciivation 3 not
fnchuded, then exscution proceeds to decisional step 908, I card activatt is not

mchided, then exccntion ends. Hf card activation is iehaded, then execution proceeds

sl step D10, ¥ an activation code is not meluded, then at step 812, one or

o

rogrampoted gquestions are presented to the user using the GUE of the bt

o

device. Beturmng to the inttial example, the transaction card 112 may dextily focally
stored questions and present the guestions (o the user using the GUT 111 of the mobile
host device 1O, At step 914, focally-stored answers (o the programnmed questions are

3

Returmng o decisional step 210, if ap achvation code is inchuded, then

wdeniid

291
o

execuiion proceeds to decisional step 916, It the activation code is snanually entered
by the user, then at step 91§, 8 request for the activation code is presented © the user
hrowugh the GUT of the mahile host device, In the imtial example, the tansaction card
12 snay prosent a request for an activation code such as a string of characiers to the

11 of the modbile bost device 11, I the activation code is e

N
on

manuaily entered by the aser, then at step 920, the transaction card wirelessly transouts

of the hast device.

3 reguest for the aetivation code using the cellular radio technotogs

i the celfular exaniple, the trmwsaction cand 112 may transmit a request o 1he financial

v using the cellular core network 202, In eithor case, the locally-stored

vation oode is identificd at step 922, I die locally stored information matches the
provided information at decisional step 924, then at step 926, the tansacuon card s

sampie, the transaction card 112 may activide w response by at least a

- 4 -
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Yoo

gser oniening & matching activation code throagh the GUT 111 I she provided

inforraasion does not msateh the locally stored Hformation, then execution ends.
FIGURE 18 iiastrates exanmple secure memory 1000 1 accordance with some

aaplesweantations of the present disclosure.  In general, the sccure menwwy 1000 i

N

conligured o store wsey credentiads for a phavality of differeny fnancial institutions,

ampie, cach credential may be associated with a different user account {e.g.,
eredit card, bank account). In the ithustrated implementaticn, the secare memory 1000
mcludes aser credentialy 1002a-¢ and associated  secunty  frameworks  HiMac
separated by logical bamiers 1010-¢, Dy addition, the secure mgmory 1838 fnchides
masier ovedentials 1004 and a master security framework 1008, Bach user credeontiais
1002 may be associated with a different user account and/or instiudion. For each user
eredentiad 1002 i assigned or otherwise associated with a security famewnrk 10,
The security foamework 106 may be a payment application exscated by the
intelligent cind in rogponse 0 at east a selection of a aser accmi. For example, the
scearity framework 1006 may execule fransactions i accordance with a specified
fornwat, protocod, sacryption, and/or other aspects of an wsthorzation request. In some
inplementanons, the sccarity framework 1006 can substantially prevent enauthorized

aocesy truser cradentiala, For example, cach sccurity framoework MK

mufuple kees that provide different levels of access.

- ¥ [N cartrrer et
gured to be accessible acvordimg o particulay

&

framework (006 may then be con

o

seeunity lovels, In some teplemeniations, the security frameworks HX miay nwdude

differesnt versions of a payment applicaton for a type of Gnancial nstrument {e.g.,

X

Viza) in some fmplementations, the security framework 1006 may be idadified using
an applicvation 10,

an

e waster oredential 1004 and the master sccurtty framewaork 1008 may

voes,

gnable finmancial mstitolons L store or apdate user credentialy 1002 and assectatesd

security Sramewinks 1006, For example, creation of & sew Key wiihin a sec
framework 1006 may be protected by the master framework’s root Xey. The bamiers

(019 may gencnte security domaing between the different selectable aser credentiaiy
502 and asaociated seeurity framework 1006, For cxampie, a financial mstitution may

$3 user oredentials 1002 and associated secwrity framework 1006 for a managed

Rt

N

user accoant but may be substantially prevented from acoessing asey credenttady 1002

sated securily framework 06 for different Snancind institutions.

&)

and ass
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PN

In soane Doplementations, the intelligent card {e.g., transaction card 112} can

dynameally swiich between aser credentials 1002 and secority frameworks 1006 1o

response 10 at least an event. For example, the intelligent card may switch to defacht
aser oredentialy 1002 and the corresponding  security  framicwsark 1006 gpon

o of @ dransaction. In some impiementations, the intefligens card may switch

and secarity frameworks 006 1o response & o selection from &

<.

gent card pay

user theough, for example, the GUI 111 of FIGURE 1. The inte

typioaily swiich between shifferent user accounts based, at least i part, sov different
cireumsiances.  In regards 0 adding additional user accounts, a user may manaally

10 enter user aredentialy 1002 using the GUY of a host device. In some implemeniations,

the wemory HIGH may be updated OTA using the cellular radio techulogy of the kst
davice,

FIGURE 11 45 a fow chart iliustrating an example owthal 1160 for

dynnically switching between user aceonits.  In general, an butelligent card may

s dynamizally swiich between a plurality of selectable user credentials and assocrated

seagity frameworks moresponse {0 at feast an event.  Many of the sieps i this

flowchart mray take place stmultancously andfor in different orders as chown. System

00 or systen 200 may use methods with additions! steps, fewer steps, and/or different
steps, so fong as the methods remain appropriate.

0 The methesd 1100 beging at step 1102 where an event i wdentifted.  For

wransaction card 112 of FIGURE 1 may deternune that one or more of the

s¢ been apdated: network 1D, phone munber, MAC addgess, mndior other

In soms implementations, the event may inehude identtving one o more

agpaats of & trapsaction or potential ransaction.  For example, the transaction card 112

25 way deteriine an enterprise, type of enterprise, goods aud/or services, types of goods

awd/or services, and/or other aspects. At step 1104, the currently selected user acoount

s determined. In the example, the transaction card 112 may determine the curvently

selocted wer gredentials and security framework. I the user accounts are swiiched a

decisional siep 1106, then at step 1108, the intelligent card shynapueadly switches the

N eoted user account o a dilferent user account based, at feast w pant, on the

~

dentified svent.  Again in the example, the transaction card 112 may dynamically

ceen the phurality of selectable user accounts based, at teast by pagt, on one

step 1110, a request (0 exeoate bs received. As for the

7

oFf maore avents.  Nexi, at
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yxampie, the ransaction card 112 may directly receive g wiredess seguest 10 execnle @
travpaction with the access point 114, In response 10 at least the request, 8 request 0

N

e iransacton 1s presented to the user at step 1120 Io the example, the

o
S
o4
bl
o
z

s
-

transaction card 112 may present the request o the user throagh the GUT 11T of the

5 mebie host device 110, In some hmplementations, the fransaction canl 112 pay
present the currently selected aser account to aser through the GUT 1 Avstep 1114,
the wtion 1s executed  using  the selected  wser oredentials and
corrasponding secunity frmework i response to at feast a selectiom from the usat,
Agamn i the example, the transaction card 112 may execute the request ravsaction i

O response 10 al least a user selecting a graphical clement i the GUT T of the mobile

fost device 110 and wirelessly transmit the aothorization sequest divectly o thy access
poing T4, If the selection of aceount s switched o a defaull acoouit at decisionad step
111
FERN

&, the intelligent card mutomatically switches the selected user acoonnt to default

user eredentizds and corresponding seeurity framework. 1f the seleethion is uot switehed

15 foadefauit acoount, then execubion ends.

A nunber of embodiments of the mvention have been desertbed. Nevertheless,
it will be understood that various modifications may be made without departing from
the spisit and scope of the Invention, Accordingly, other embodiments are within the

scop of the following claims.
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CLAIMS

1. A card comprising:

an physical interface that connects to a port of a mobile host device, wherein
the mobile host device includes a Graphical User Interface;

an communication module that wirelessly receives Radio Frequency signals
from and transmits Radio Frequency signals to an access terminal;

secure memory (1000) that stores a plurality of selectable user credentials
(1002), wherein the user credentials (1002) execute transactions with access terminals
and each are associated with different institutions, wherein the secure memory (1000)
includes master credentials (1004) and a master security framework (1008), wherein
the master credentials (1004) and the master security framework (1008) enable
financial institutions to update the user credentials (1002) and associated security
frameworks (1006);

a user-interface module that presents and receives information through the
Graphical User Interface of the mobile host device;

a transaction module that dynamically switches between the plurality of
selectable user credentials in response to at least an event and wirelessly transmits to
the access terminal a response to a requested transaction including user credentials
selected from the plurality of selectable user credentials; and

wherein the communication module executes the transaction independent of

the mobile host device.

2. The card of claim 1, wherein the physical interface comprises at least
one of a SecureDigital interface, a miniSD interface, a microSD interface, a MMC
interface, a miniMMC, a microMMC, a firewire or a apple iDock interface, or a

Universal Serial Bus interface.

3. The card of claim 1, wherein the memory stores a plurality of security
frameworks for the plurality of user credentials, the communication module executes
the requested transaction using a security framework from the plurality of security

frameworks corresponding to the selected user credentials.

44
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4. The card of claim 1, wherein the one or more events includes a user
selecting a graphical element presented through the Graphical User Interface of the

mobile host device.

5. The card of claim 1, wherein the user-interface module presents
information associated with the requested transaction through the Graphical User
Interface of the mobile host device; optionally wherein the presented information
based, at least in part, on at least one of real-time content during the transaction,
locally-stored offline content, or online content associated with the financial
institution; or wherein the user-interface module further presents a request for user
identification including at least one of a Personal Identification Number (PIN), user
ID and password, or biometric signature through the Graphical User Interface of the
mobile host device, the processing module further verifies the submitted user
identification with user identification locally stored in the secure memory prior

executing the requested transaction.

6. The card of claim 1, wherein the communication module selectively
switches an Radio Frequency antenna between an activate state and an inactivate state
in response to at least an event; or wherein the wireless Radio Frequency signals
comprise at least one of contactless signals, proximity signals, Near Field
Communication signals, Bluetooth signals, Ultra-wideband signals, or Radio
Frequency Identifier signals; or wherein the communication module further
comprises a protocol translation module that translates signals between wireless

protocols compatible with the retail terminal and an internal transaction application.

7. The card of claim 1, further comprising a cryptographic module that
decrypts received signals prior to processing by the transaction module and encrypts
at least part of the transaction response prior to wireless transmission; or further
comprising an authentication module that authenticates at least one of a network of

the mobile host device, the mobile host device, or a user; or further comprising a

45
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bootstrap module that executes one or more authentication processes in response to at
least insertion in the port of the mobile host device, optionally wherein the one or
more authentication processes authenticates at least one of a network, a mobile host

device, or a user.

8. The card of claim 1, further comprising an activation module that
activates access to user credentials from the plurality of selectable user credentials
and transmits to an associated financial institution a request to activate an associated
user account, optionally wherein access to user credentials from the plurality of
selectable user credentials is activated based, at least in part, on a user manually
entering an activation code using the Graphical User Interface of the mobile host

device.

0. The card of claim 1, wherein the user of the mobile host device
manages different user accounts associated with the plurality of selectable user

credentials using the Graphical User Interface.

10. The card of claim 1, wherein the communication module is further
configured to receive requests to update the plurality of selectable user credentials
through a wireless connection with a cellular core network or a wired connection with
a broadband network, optionally wherein the communication module is further
configured to at least add new sets of user credentials or delete existing user

credentials based, at least in part, on the update requests.

11. The card of claim 1, wherein the plurality of selectable user credentials
include a default user credentials, the communication module further configured to
switch to the default user credentials in response to at least completing the requested
transaction using a different one of the plurality of selectable user credentials; or
wherein the plurality of selectable user credentials include a default user credentials,
the security module further configured to switch to a default user credentials in

response to at least expiration of a period of time to complete a transaction using non-
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default user credentials; or wherein the plurality of selectable credentials are each

loaded into the secure memory from a different institution.

12. A method comprising:

connecting to a port of a mobile host device, wherein the mobile host device
includes a Graphical User Interface;

wirelessly communicating Radio Frequency signals with an access terminal;

enabling financial institutions to store a plurality of selectable user credentials
(1002) and associated security frameworks (1006), wherein the user credentials
execute transactions with access terminals and each is associated with a different
institution, wherein the financial institutions are enabled to store the user credentials
(1002) and the associated security frameworks (1006) by a master credential (1004)
and a master security framework (1008) included in a secure memory (1000);

presenting information through the Graphical User Interface of the mobile
host device;

dynamically switching between the plurality of selectable user credentials in
response to at least an event;

wirelessly transmitting to the access terminal a response to a requested
transaction including user credentials selected from the plurality of selectable user
credentials; and

executing the requested transaction independent of the mobile host device.

13. The method of claim 12, wherein the port comprises at least one of an
SD interface, a miniSD interface, a microSD interface, a MMC interface, a

miniMMC, a microMMC, a firewire or a apple iDock interface, or a USB interface.

14. The method of claim 12, further storing a plurality of security
frameworks for the plurality of user credentials, the transaction is executed using a
security framework from the plurality of security frameworks corresponding to the

selected user credentials.
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15. A system comprising:

a means for connecting to a port of a mobile host device, wherein the mobile
host device includes a Graphical User Interface;

a means for wirelessly communicating Radio Frequency signals with an
access terminal;

a means for storing a plurality of selectable user credentials, wherein the user
credentials execute transactions with access terminals and each is associated with a
different institution, wherein the means for storing includes master credentials (1004)
and a master security framework (1008), wherein the master credential (1004) and the
master security framework (1008) enable financial institutions to store or update the
user credentials (1002) and associated security frameworks (1006);

a means for presenting information through the Graphical User Interface of
the mobile host device; and

a means for dynamically switching between the plurality of selectable user
credentials in response to at least an event;

a means for wirelessly transmitting to the access terminal a response to a
requested transaction including user credentials selected from the plurality of
selectable user credentials; and

a means for executing the request transaction independent of the mobile host

device.

16. The card of claim 1 wherein the secure memory is configured to store:

user credentials for a plurality of different financial institutions, and

associated security frameworks separated by logical barriers; each user
credential being associated with a security framework;

optionally wherein the barriers are operable to generate security domains
between the different selectable user credentials and associated security framework,
such that a financial institution may access user credentials and associated security
framework for a managed user account but is prevented from accessing user

credentials and associated security framework for different financial institutions.
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