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(57) Abstract: Various embodiments of systems, methods, computer systems, and computer programs are disclosed for providing
active-active failover capability to non-failover capable direct-attached storage (DAS) servers. One embodiment is a method for
providing active-active failover capability to non-failover capable DAS servers. One such method includes: connecting a first and
a second non-failover capable DAS server; directly connecting the first and second DAS servers to a shared storage pool via an
expander that supports storage zoning; configuring a first storage zone including the first DAS server and a first portion of the
shared storage pool; configuring a second storage zone including the second DAS server and a second portion of the shared stor-
age pool; detecting that the second DAS server has failed; zoning out the second portion of the shared storage pool; and mapping
the second portion of the shared storage pool to the first storage zone.
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ACTIVE-ACTIVE FAILOVER FOR
A DIRECT-ATTACHED STORAGE SYSTEM

FIELD OF THE INVENTION
[0001] The invention generally relates to storage systems and, more particularly, to

direct-attached storage systems.

BACKGROUND

[0002] Computer networks for use in a business environment continue to require
more storage. Typically, such enterprises employ a centralized data storage system, and
the computer network includes various personal computers, laptops, efc. that
communicate over the network with the data storage system. The data storage system
typically includes one or more servers that control the storage of information on and the
retrieval of information from dedicated data storage resources, such as hard disk drives,
magnetic or optical disks. As the demand for storage continues to increase, the storage
capacity of the centralized storage system is becoming larger and larger, and the systems
are becoming more and more complex and costly to operate. The complexity and costs
are increased by the additional requirement for redundant storage capabilities.

[0003] Some enterprises have migrated storage resources to a storage arca network
(SAN). A SAN is a specialized, high-speed computer network that is typically used to
attach computer systems or servers (commonly referred to as “hosts”) with little or no
local storage to back-end storage devices that provide the bulk of storage and the shared
storage. The primary purpose of the SAN is to transfer data between the hosts and the

storage devices. A SAN typically includes a communication infrastructure that provides
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physical connections and a management layer that organizes the connections, storage
elements, and computer systems, so that data transfer is secure and robust. SANs are
typically, although not necessarily, identified with block input/output (I/O) services.
SANs provide an alternative to traditional dedicated connections between servers and
local storage elements, as well as any restrictions to the amount of data that a server may
access. Instead, a SAN provides the flexibility of networking to enable one server or
many heterogeneous servers to share a common storage unit, which may include a
storage controller and many storage devices, such as, for example, disk, tape, optical, or
other storage devices or systems. Despite the advantages of SAN-based solutions, they
remain prohibitively expensive for many smaller enterprises or in small exchange
deployments.

[0004] Another storage solution involves Direct Attached Storage (DAS) in which all
the storage is seen as local by each server and is under the direct control of storage
controllers integrated with the servers. The storage may be physically inside the server or
outside the server or any combination of the two, but the critical distinction of a DAS
system 1is that the controller of such storage is seen as local for each server and is not
shared with other servers. The main advantage of this approach is that its cost is
significantly lower than a SAN, at least for small configurations. However, the DAS
approach also has disadvantages. For instance, the main limitation is that the storage is
only local and cannot be shared across servers, thus creating major limitations in terms of
fault tolerance. If a server dies, all its storage dies with it and there is no way to access
the data any longer. In contrast, the SAN approach allows the same data to be accessed

by other servers that can provide (at a high cost) a convenient failover mechanism.
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[0005] Despite the many advantages and the commercial success of redundant
storage systems and SAN-based storage solutions, there remains a need in the art for

more cost-effective redundant storage systems.

SUMMARY

[0006] Various embodiments of systems, methods, computer systems, and computer
programs are disclosed for providing active-active failover capability to non-failover
capable direct-attached storage (DAS) servers. One embodiment is a direct-attached
storage (DAS) system including: a first DAS server including a first storage controller; a
second DAS server including a second storage controller, the second DAS server in
communication with the first DAS server via a local interface; and a zone expander
device associated with at least one of the first DAS server and second DAS server, the
zone expander device adapted to connect the first and second DAS servers to a first
storage device and a second storage device, the zone expander device including a zone
configuration module adapted to configure a first storage zone including the first DAS
server and the first storage device and a second storage zone including the second DAS
server and the second storage device; wherein the first DAS server further includes an
active-active failover module adapted to: detect the failure of the second DAS server;
disable the second storage zone; and add the second storage device to the first storage
zone.

[0007] Another embodiment is a method for providing active-active failover
capability to non-failover capable direct-attached storage (DAS) servers. One such

method includes: connecting a first and a second non-failover capable direct-attached
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storage (DAS) server; directly connecting the first and second DAS servers to a shared
storage pool via an expander that supports storage zoning; configuring a first storage
zone including the first DAS server and a first portion of the shared storage pool;
configuring a second storage zone including the second DAS server and a second portion
of the shared storage pool; detecting that the second DAS server has failed; zoning out
the second portion of the shared storage pool; and mapping the second portion of the
shared storage pool to the first storage zone.

[0008] Yet another embodiment includes a computer program for providing active-
active failover capability to non-failover capable direct-attached storage (DAS) servers
directly attached to a plurality of storage devices via a zone expander. One such
computer program embodied in a computer readable medium and executable by a
processor includes logic configured to: configure a first storage zone including a first
DAS server and a first portion of the storage devices; configure a second storage zone
including the second DAS server and a second portion of the storage devices; detect the
failure of the second DAS server; zone out the second storage zone; and map the second

portion of the storage devices to the first storage zone.

BRIEF DESCRIPTION OF THE DRAWINGS

[0009] FIG. 1 is a block diagram illustrating an embodiment of a direct-attached
storage (DAS) system with active-active failover capability.

[0010] FIG. 2 is a flow chart illustrating certain aspects of an embodiment of an
active-active failover method associated with the operation of the DAS system of FIG. 1.

[0011] FIG. 3 illustrates an exemplary zoning configuration for the DAS system of

FIG. 1.



[0012]

[0013]

[0014]

[0015]
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FIG. 4 is a flow chart illustrating additional aspects of another embodiment of
an active-active failover method associated with the operation of the DAS system of FIG.
1.

FIG. § illustrates the DAS system of FIG. 4 during a failover mode.

FIG. 6 is a flow chart illustrating the architecture, operation, and/or
functionality of an embodiment of the zone management and/or active-active failover

modules of FIG. 1.

DETAILED DESCRIPTION

FIG. 1 illustrates an embodiment of a direct-attached storage (DAS) system 100
for implementing various embodiments of an active-active failover functionality. The
DAS system 100 generally includes one or more DAS servers 102 directly attached to a
shared storage pool 104 via a port expander 110. In general, the active-active failover
functionality enables one DAS server 102 to take over the storage services of another
DAS server 102 in the event of server failure and, when the failed server returns to
service, to return the storage services to the previously-failed DAS server 102. As
described in more detail below, the active-active failover functionality provides a
redundant storage mechanism for enabling one of the DAS servers 102 to take over the
storage tasks of another DAS server 102 in the event of a system failure. In an
embodiment, the active-active failover functionality is at least partially implemented by
manipulating a storage zoning feature provided by the port expander 110 and/or the
storage controller(s) 106. The storage controller(s) 106 and/or the port expander 110 may

be integrated with the DAS server(s) 102 or provided as an external device connected to
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the DAS server 102. It should be appreciated that in some embodiments certain aspects
of the storage controllers 106 and/or the port expander 110 may be integrated with the
storage devices 104.

[0016] In general, the storage controllers 106 include a processing device for managing
the physical storage on associated storage devices 104 and presenting the storage as
logical units. The storage devices 104 may include any suitable storage means, such as,
for example, disk systems (e.g., Just a Bunch of Disks (JBOD), Redundant Array of
Independent Disks (RAID), etc.), optical systems, or tape systems (e.g., tape drives, tape
autoloaders, tape libraries). The storage controller(s) 106 operate in association with the
port expander 110 to directly connect the DAS servers 102 to corresponding portions of
the storage pool 104. The connection between the DAS servers 102 and the storage pool
104 is represented by the connection 118. The connection 118 includes any non-
networked connection by which the storage pool 104 or other digital storage system is
connected to the DAS servers 102 without a storage network in between. The connection
118 may include any desirable physical connection(s) or configurations and may support
any suitable data transfer technology, physical interfaces or communication protocols.

[0017] In an embodiment, the connection 118 and the components and/or interfaces in
the DAS system 100 may be configured to support one or more of the Small Computer
System Interface (SCSI) standards. One of ordinary skill in the art will appreciate that
the DAS system 100 may implement any other suitable data transfer technology. For
example, an exemplary working environment supports the Serial Attached SCSI (SAS)
data transfer technology. In such embodiments, the port expander 110 may include a

SAS expander. In general, the port expander 110 includes a component used to facilitate
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communication between large numbers of storage devices 104 and DAS servers 102. A
SAS expander is a device that may create communication paths between any connection
(i.e., a port) attached to it. The name “expander” is due to the fact that, in an
embodiment, a common usage is to create communication paths between a small number
of server (or “host”) ports and devices (or “disk”) ports, thus actually “expanding” the
host connectivity to devices. Some types of expanders include a feature called “zoning”
that allows a user to configure which ports connect to which others. This is a key feature
to protect data path security and the “zones” described below. It should be appreciated,
however, that in an embodiment the zoning feature may be implemented with an
activation matrix of all possible ports and the user can program (e.g., either through boot
code or on line) for each port whether it can connect with any other. The ports that are
connected (i.e., zoned-in) do not require knowledge that there is an expander in between.
It is just like a “wire” connecting them in the sense that the ones that are not connected
(i.e., zoned-out) have no way to even know there are other ports.

[0018] Referring to FIG. 1, the DAS servers 102 may include an active-active failover
module 116, which may be integrated with the storage controller 106 or otherwise
integrated with the DAS server 102. As described below in more detail, the active-active
failover module 116 may be configured to detect the failure of one of the DAS servers
102 and then command the port expander (e.g., through the storage controller 106) to
reprogram storage zones defined in the zone tables 114 during the failover and failback
processes. In this regard, the active-active failover module 116 is configured to
communicate with the port expander. The port expander 110 includes several

components that combine with the active-active failover module 116 for implementing
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the active-active failover functionality by manipulating the zone capability: a zone
management module 112; and one or more data structures for storing zoning information
(e.g., zone table 114). It should be appreciated that the zone management module 112
and the active-active failover module 116 in the DAS servers 102 include the logic for
providing certain functions associated with the active-active failover and failback
processes. Although illustrated in FIG. 1 as separate modules, the modules may include
multiple modules and in certain embodiments the associated logic may be combined into
one or more associated modules. One or ordinary skill in the art will appreciate that these
components may be implemented in software, hardware, firmware, or any combination
thercof. In certain embodiments, the module(s) may be implemented in software or
firmware that is stored in a memory and that is executed by the storage controllers 106 or
any other processor(s) or suitable instruction execution system.

[0019] One of ordinary skill in the art will appreciate that any process or method
descriptions associated with the operation of the modules 112, 114 and 16 (or any other
modules associated with the DAS system 100) may represent modules, segments, logic or
portions of code which include one or more executable instructions for implementing
logical functions or steps in the process. It should be further appreciated that any logical
functions may be executed out of order from that described, including substantially
concurrently or in reverse order, depending on the functionality involved, as would be
understood by those reasonably skilled in the art. Furthermore, the modules may be
embodied in any computer readable medium for use by or in connection with an

instruction execution system, apparatus, or device, such as a computer-based system,
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processor-containing system, or other system that can fetch the instructions from the
instruction execution system, apparatus, or device and execute the instructions.

[0020] In general, the zone management module 112 includes the logic for configuring
storage zones. As mentioned above, a storage zone is used to define which portions of
the storage pool 104 are to be served by any particular DAS server 102. For example,
referring to FIG. 3, a storage zone A may define a first storage system A including the
DAS server 102a and storage device(s) 104a being served by the DAS server 102a, while
a second storage zone B may define a second storage system B including the DAS server
102b and storage device(s) 104b being served by the DAS server 102b. Various storage
systems may be defined using any desirable zoning configurations. For purposes of
illustrating the operation of the active-active failover functionality, the remaining
description will use the simplified two-zone configuration including zones A and B to
describe the operation of the active-active failover functionality, although it should be
appreciated that any number of zones (M) and any number of DAS servers (N) may
provide an N-way failover mechanism on M zones. It should be further appreciated that
the active-active failover module 116 in the DAS servers 102 generally includes the logic
for implementing a failover and a failback process, as described below.

[0021] The operation of various embodiments of methods for implementing an active-
active failover functionality using a zoning feature provided by the port expander 110 are
described below with respect to FIGS. 2 — 5. FIGS. 2, 3 and 5 generally illustrate a zone
configuration and failover process. FIG. 4 generally illustrates a failback process.

[0022] Referring to the method 200 of FIG. 2, at block 202, the DAS servers 102a and

102b are directly connected (i.e., connection 118) to the storage pool 104 via the port
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expander 110, which supports zoning capability. At blocks 204 and 206, the DAS system
100 configures two or more storage zones in any conventional or other manner. As
illustrated in FIG. 3, a first storage zone A may be configured to define the DAS server
102a and associated storage devices 104a to be served by the DAS server 102a. A
second storage zone B may be configured to define the DAS server 102b and associated
storage devices 104b to be served by the DAS server 102b. Although the DAS servers
102a and 102b may be configured to share the storage pool 104, in an embodiment in
which the storage controllers 106 are implemented as RAID controllers, the storage zones
may be constrained, for example, such that the DAS servers 102a and 102b each have a
statically assigned virtual disk and each virtual disk in the DAS system 100 cannot be
shared or accessed by multiple DAS servers 102 at any time. In other non-RAID
embodiments, this constraint may be reduced, altered, or removed.

[0023] After the DAS system 100 is configured and operating according to the zones, at
block 208, the DAS system 100 determines that one of the active DAS servers 102 has
failed. Failure detection may be implemented in any suitable fashion. In an embodiment,
the DAS servers 102 may be connected via a local interface (FIG. 1), in which case a
heartbeat or a ping mechanism may be used to detect server failure. In an embodiment, a
heartbeat over a local areca network (LAN) may be used. Other embodiments may use,
for example, a backend heartbeat over SAS, or perhaps a shared management tool that
controls the system gets notified through various mechanisms, such as, service consoles,
etc. In this example, the DAS server 102b represents the failed server. At block 210, the
storage devices 104b being served by the DAS server 102b are zoned out. The zone-out

may be controlled by the active-active failover module 116 in communication with the

10



WO 2010/056239 PCT/US2008/083324

port expander 110 (e.g., either pass-through the storage controller 106 or sideband). At
block 212, the storage devices 104b are mapped to an active zone — zone A in this
example. It should be appreciated that the port expander 110 controls the zones based on
internal configuration tables (e.g., tables 114). The initial mapping may be done by boot
code or a system console that creates the basic configurations with the proper zones. In
the case of a failover, the surviving DAS controller may overwrite the zones excluding
the dead controller port and adding the device ports to its own zone map. In the case of
failback, the surviving controller may zone out the disk ports to be returned to the revived
DAS server and zone in the other DAS server. There are various ways to implementing
the zone mapping. In a RAID-based embodiment, for example, the RAID controller will
see a set of foreign disks showing up to the disk ports. The active-active failover module
116 may communicate to the controller to import the foreign disks and then expose the
configuration to the DAS server. In this manner, as represented by block 214 and
illustrated in FIG. 5, after the failover process is complete the DAS server 102a serves
both storage devices 104a and 104b.

[0024] Referring to the method 400 of FIG. 4, at blocks 402 and 404, the failback process
may be initiated upon detecting that the previously-failed server (i.e., DAS server 102b)
has returned to service. Again, this may be accomplished via a heartbeat or ping, or
other, mechanism. At block 406, the DAS server 102a may terminate services associated
with storage devices 104b so they can be prepared for failback. At block 408, the DAS
system 100 zones out the storage devices 104b from zone A. At block 410, the DAS

system 100 zones in the storage devices 104b in connection with zone B. As described

11
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above, the zoning information may be managed via zone table(s) 114. At block 412, the
reactivated DAS server 102b may detect storage devices 104b and resume operation.

[0025] FIG. 6 is a flowchart illustrating the architecture, operation, and/or functionality
of an embodiment of the zone management module 112 and active-active failover module
116. At blocks 602 and 604, the zone management module 112 configures the storage
zones as desired. The zone management module 112 may be configured to enable a user
of the DAS servers 102 (or other computer system) to manually configure the storage
zones. At decision block 606, the active-active failover module 116 detects the failure of
a DAS server 102b. At blocks 608 and 610, the active-active failover module 116 zones
out the storage devices 104b from zone B and maps them to zone A. The active-active
failover module 116 monitors the DAS system 100 to determine when the failed DAS
server 102b is back online (decision block 612). When the failed DAS server 102b
returns to service, at blocks 614 and 616 the active-active failover module 116 zones out
storage devices 104b from zone A and zones in storage devices 104b to zone B.

[0026] It should be noted that this disclosure has been presented with reference to one or
more exemplary or described embodiments for the purpose of demonstrating the
principles and concepts of the invention. The invention is not limited to these
embodiments. As will be understood by persons skilled in the art, in view of the
description provided herein, many variations may be made to the embodiments described

herein and all such variations are within the scope of the invention.

12
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CLAIMS

What is claimed is:

1. A direct-attached storage (DAS) system comprising:

a first DAS server comprising a first storage controller;

a second DAS server comprising a second storage controller, the second DAS
server in communication with the first DAS server via a local interface; and

a zone expander device associated with at least one of the first DAS server and
second DAS server, the zone expander device adapted to connect the first and second
DAS servers to a first storage device and a second storage device, the zone expander
device comprising a zone configuration module adapted to configure a first storage zone
comprising the first DAS server and the first storage device and a second storage zone
comprising the second DAS server and the second storage device;

wherein the first DAS server further comprises an active-active failover module

adapted to:
detect the failure of the second DAS server;
disable the second storage zone; and
add the second storage device to the first storage zone.
2. The DAS system of claim 1, wherein the first and second storage devices

comprise a Redundant Array Independent Disks (RAID) controller.

13
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3. The DAS system of claim 1, wherein the zone expander device supports a Small

Computer System Interface (SCSI) standard.

4. The DAS system of claim 3, wherein the zone expander comprises a Serial

Attached SCSI (SAS) expander.

S. The DAS system of claim 1, wherein the zone expander device comprises an

external switch unit.

6. The DAS system of claim 1, wherein the zone expander device is integrated with

at least one of the first and second storage controllers.

7. The DAS system of claim 1, wherein the zone expander device is integrated with

at least one of the first and second storage devices.

8. The DAS system of claim 1, wherein the zone expander device is integrated with

a common backplane interconnect unit.

9. The DAS system of claim 1, wherein the active-active failover module is further
adapted to:

detect that the second DAS server is back in service;

remove the second storage device from the first storage zone; and

enable the second storage zone.

14
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10. A method for providing active-active failover capability to non-failover capable
direct-attached storage (DAS) servers, the method comprising:

connecting a first and a second non-failover capable direct-attached storage
(DAS) server;

directly connecting the first and second DAS servers to a shared storage pool via
an expander that supports storage zoning;

configuring a first storage zone comprising the first DAS server and a first portion
of the shared storage pool;

configuring a second storage zone comprising the second DAS server and a
second portion of the shared storage pool,

detecting that the second DAS server has failed;

zoning out the second portion of the shared storage pool; and

mapping the second portion of the shared storage pool to the first storage zone.

11. The method of claim 10, wherein the first and second DAS servers implement a

Small Computer System Interface (SCSI) standard.

12. The method of claim 11, wherein the expander comprises a Serial Attached SCSI

(SAS) expander.

15
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13. The method of claim 10, further comprising:
detecting that the second DAS server is back in service;
zoning out the second portion of the shared storage pool;

mapping the second portion of the shared storage pool to the second storage zone.

14. A computer program for providing active-active failover capability to non-
failover capable direct-attached storage (DAS) servers directly attached to a plurality of
storage devices via a zone expander, the computer program embodied in a computer
readable medium and executable by a processor, the computer program comprising logic
configured to:

configure a first storage zone comprising a first DAS server and a first portion of
the storage devices;

configure a second storage zone comprising the second DAS server and a second
portion of the storage devices;

detect the failure of the second DAS server;

zone out the second storage zone; and

map the second portion of the storage devices to the first storage zone.
15. The computer program of claim 14, wherein at least a portion of the logic is

integrated with a storage controller associated with at least one of the first and second

DAS servers.

16
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16 The computer program of claim 14, wherein at least a portion of the logic is

integrated with the zone expander.

17. The computer program of claim 14, further comprising logic configured to:
detect that the second DAS server is back in service;
zone out the second portion of the storage devices;

map the second portion of the storage devices to the second storage zone.

17
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