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(57) Abstract: Supervision of the security in a computer system For
supervising the security of a computer system (SY) comprising severa
elementary computer items(Bl), such as machines and applications,
and severa gathering items (Big), such as networks, services or sites,
gathering elementary items, a supervision device (DS) collects base
measurements (MB) representative of states of the elementary items. A
unit (UDI) determines several security indicators (I) of different types
for each elementary item according to respective functions of the base
measurements and several security indicators of different types for
each gathering item. Each security indicator of a given type of a gath-
ering item is determined according to arespective function of the secu-
rity indicators of the given type of the elementary items gathered in the
gathering item. The indicators of one item relate to the availability, the
intrusion, the vulnerability and the compliance to a security policy.
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Supervi sion of the security in a conputer system

The present i nvention rel ates to t he
security field in computer systens.
A conputer system conprises various computer

itens, also referred to as "entities", or "objects",
or "conponent s". Conput er itenms are for exanple
conput er machi nes, such as vari ous conputers,
stationary or nobile termnals, servers, routers,
gateways, switches, etc., applications and operating
syst ens i nstall ed in the machines, comuni cati on

networks interconnecting the machines, such a network
of servers and a network of user termnals, and
services provided by the nachines.

More particularly, this invention relates to
a method and a device for supervising the security of
a conputer system for <collecting and analyzing data
relating to the states of conputer itenms included in
the conputer system and depending on events and on
behavi ours of the itens.

It is known to nodify the Nagi os supervision
free or "open-source" software tool for supervising
the security of nachines gathered into networks.

The nodified Nagios tool characterizes the
security of a conmputer mnachine via four "lowlevel™
i ndi cators bei ng rel ated to t he criticality,
vul nerability, detection of incident and service. The
criticality represents the inportance of the nachine.
It has five values: m ni mum | ow, nmean, high and
maxi mum The wvulnerability is represented by the
counts of wvulnerability counters categorized by their
severities that could be info, low, nean and high. The
i nci dent i ndi cat or associ at es al | t he i nci dents
relating to the machine, whatever the nature thereof,
and depends on counts of incident counters categorized
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by the severities thereof that could be info, Ilow,
mean and high. A supervision point in a machine is a
service provided by the machine, such as nonitoring
the opening of a port. The supervision point is
checked by a control of the Nagios tool performed by
neans of a Nagios agent installed on the nachine. The
service indicator is represented by an availability
rate, expressed in percentage, of the applicative

services present on the machine. The levels of service

are "avai | abl e", "pendi ng" (bei ng checked),
"dangerous", “critical" and "unknown" (unavail able).
For each machine, a security indicator is

determned as a function of the first three previous
“lowlevel" indicators and is equal to the sum of
vulnerability and incident indicators being weighted
by the | evel s of severity, par anet eri zabl e in
configuration, and nultiplied by the criticality of
t he machi ne.

An overall indicator is determned for each
machine as a function of the security indicator and
the service indicator and is made up by the maxi mum of
those two indicators.

The meaning of the wvulnerability, i nci dent
and service indicators is rigidly set in the code,
leading to nodify the application if the node of
calculation of a low level indicator is to be changed.

The machi nes are recor ded in Nagi os
configuration files. Any new nmachine recorded in
configuration is only taken into account when the
Nagios tool is restarted, then initiating the checks

by the services in the nachine.

The machines could be gathered by network.
The networks are recorded in Nagios configuration
files and any new network recorded in configuration is

only taken into account upon the restart of the Nagios
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tool. A network has a criticality deduced from the
criticalities of the conputer itenms, such as networks
and/ or machi nes, contained in the network, and is
equal to the average of the criticalities of the
contained items. An overall indicator is determ ned
for each network as a function of the overall
indicators of items contained in the network and is
equal to the weighted aver age of the overall
indicators of the contained itenms, such as networks
and/ or machi nes.

State data are recovered by the Nagios tool
and the extensions thereof installed in a server
either in the Nagios native nodes for the service
indicator, or by alarm packets or "traps" according to
the  SNWP ("Sinmple Network Managenent Pr ot ocol ")
supervision protocol for the incident indicator and

the wvulnerability i ndi cator. The data from these
i ndi cators are not st andar di zed, which does not
facilitate t he readi ng t her eof . Mor eover ,

paranmeterizing could only be nodified through manually
updating the configuration files of the Nagios tool
and the extensions thereof, the server having to be
restarted for taking into account these nodifications.
The aggregation functions of the indicators are fixed
and determined in the applicative code. The incident
i ndi cator aggregates the counts of incidents whatever
the nature of the incidents relating to a nmachine,
such as an intrusion for exanple.

Furt her nor e, the Nagios supervision tool
shows to the admnistrator of the security of the
supervi sed conputer system only the exact reflection
of the technical ar rangenent of the supervised
conput er itens i ncl uded in t he system Thi s
representation could be hardly processable by the
adm nistrator when the supervised conputer system is
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conmplex and the technical data allowing it to be
described do not give any representation of the
security state in the system being easy to understand.

The objective of the invention is to provide
a supervision of the security in a conputer system
concealing the technical conplexity of the system
while showing the security state of the system through
the security states of functional groups of elenentary
conputer itens, such as machines and applications
i ncl uded in the system these functional gr oups
corresponding to the job of the system user and being
famliar to him

In order to achieve this objective, a nethod
for supervising the security of a conmputer system
conmprising several el enentary conputer itens, each
el enentary item being supervised depending on base
nmeasurenents representative of predetermned states of
the elenentary item and several gat heri ng itenms
respectively gathering supervised elenmentary itens, is
characterized in that it conprises determning several
security indicators of different types for each
supervised elenmentary item each security indicator
being determned according to a respective function
of base measurenents associated wth the security
indicator, and determining several security indicators
of different types for each gathering item each
security indicator of a given type of a gathering item
being determ ned according to a respective function of
the security indicators of the given type of the
elementary itens gathered in the gathering item

A few security i ndi cators bei ng al |
det er m ned accordi ng to a conmmon process are
sufficient for indicating, in a rapidly understandable
way, the security state of an elenentary item and a
gathering item
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The supervision nethod of the invention is

thereby able to supervise various types of gathering
item belonging to the organizational, | ogi cal and
geographical distribution of the elenmentary itens in
the supervised conputer system such as conputer
machi nes and applications. |In particular, a gathering
item could be a network of conputer nmachines as
elementary itens gathered in the gathering item or a
service based on applications, as elenmentary itens
gat her ed in t he gat hering item for exampl e,
i npl emented on several servers, or a geographical site
gat heri ng comput er machi nes and/ or net wor ks as
elementary itens gathered in the gathering item These
gathering itenms correspond to the arts of the user of
the conputer system and the security i ndi cators
thereof could be sinultaneously displayed for easily
tracking a relatively deficient gathering item

In order to know the security state of the
different elenentary itenms in the supervised computer
system and accordingly to understand the inpact on the
gat heri ng itens of a security problem in any
elenentary item of the system one of the security
indicators of each elenentary item could be dependent
on base neasurenents relating to the availability of
the item or dependent on base neasurenents relating
to at |least one type of incident in the item and on a
severity factor of the type of incident, or dependent
on base neasurenents relating to the vulnerability of
the item and representative of an estimation of the
i mpact of at | east one security failure of a
predetermined type on the item and a severity factor
of the failure, or dependent on base neasurenents
relating to a conpliance assurance of the item wth
respect to a pre-established security policy. These
four types of indicators could be established and
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di splayed for each elenentary item and for each
gathering item

According to another characteristic of the
met hod i nt ended for determ ni ng t he security
i ndicators of an elenentary item such as a nachine, an
application or parts t her eof , accordi ng to
paraneterizable functions aggregating by category the
base neasurenents associ at ed with the item and
standardi zing the wupdating process of the indicators
what ever the type thereof, the determning of a
security indicator of a given type of the elenmentary
item conprises, further to a nodification of one of
the base neasurenents associated wth the security
i ndi cator,

estimating a neasurement derived according
to a function of the nodified base neasurenent and of
at least one other base neasurenent i nt er dependent
with the nodified base neasurenent, and

estimating a netric according to a function
of the estimated derived neasurenent and of at |east
one second derived neasurenment according to a function
of interdependent base neasurenents associated wth
the security indicator of a given type and different
from the previous base neasurenents,

the security indicator of a given type being
determned according to a function dependant on the
estimated netric.

If the supervised elenentary item includes
one or nore other elenentary itens, determning the
security indicator of the given type of the elenmentary
item could conprise an aggregation of security
indicators of the given type of parent elenentary
itens i ncl uded in the elenentary item in an
aggregation indicator, the security indicator of the

el enentary item being determ ned according to a
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function depending on the estimated netric and on the
aggregation indicator.

The invention also relates to a device for
supervi si ng t he security of a conputer system
conprising several el enentary  conputer itens. The
device is able to collect base neasurenents associated
with each elenentary item and representative of
predeterm ned states of the elenentary item Several
gathering itenms gather respectively elenmentary itens.
The device is characterized in that it conprises a
means for determning several security indicators of
different types for each supervised elenmentary item
each security indicator being determined according to
a respective function of base neasurenents associated
Wi th t he security i ndi cat or, and a neans for
determining several security indicators of different
types for each gathering item each security indicator
of a given type of a gathering item being determ ned
according to a respective function of the security
indicators of the given type of the elenentary itens
gathered in the gathering item

A gathering item could be at |east one of
the following gathering items: a network of conputer
machi nes, as gathered elenentary itens, a service
based on applications as gathered elenentary itens and
a geographical site gathering conputer nmachines and/or
networks as gathered elenentary itens. The device
could thus present the security state of the conputer
system to be supervised according to three famliar
orientations .

Means for determning the item security
indicator could be adapted for determning at |east
one of the followng security indicators for an
elenentary item and a gathering item a security
i ndicator depending on base neasurenents relating to
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the availability of the item a security indicator
dependent on base neasurenents relating to at |east
one type of incident in the item and a severity factor
of the type of incident, a security i ndi cat or
dependent on base neasurenents rel ating to the
vulnerability of the item and representative of an
estimation of the inpact of at I|east one security
failure of a predetermined type on the item and a
severity factor of the failure, and a security
i ndi cat or dependent on base neasurenents relating to a
conpliance assurance of the item with respect to a
pre-established security policy. The device according
to the invention thus mnmanages various types of
indicator and the reactions being applied or to be
applied as a result of the nodification of any
indicator. Notifying the nodification of an indicator
| eads the device admnistrator to know the detail of a
problem of security of the conputer system for
intervening on the item notified by the nodified
indicator so as to solve the corresponding problem of
security .

The invention also relates to a conputer
program able to be inplenmented in a supervision device
of the invention, said program conprising instructions
whi ch, when the program is carried out in the
supervision device, perform the steps of the nethod of
the invention.

Addi tional characteristics and advantages of
the present invention shall becone easily apparent
from reading the description that follows of several
enbodi nents of the invention given as non limtative
exanpl es, with reference to t he correspondi ng
acconpanyi ng draw ngs, in which:
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- FIG 1 is a schematic block diagram of a
supervision device according to the invention for
supervising computer itenms of a conputer system

- FIG 2 is an algorithm of the supervision
method according to the invention for determ ning,
nor e particul arly, a security i ndi cat or of an
el enent ary item and a security i ndi cat or of a
gathering item

- FIG 3 is a schematic block-diagram of a
computer system with several gathering itens such as
networ ks, services and sites;

- FIG 4 is a diagram of the inpact of an
anomaly of conpliance assurance in a firewall of the
computer system of FIG 3 on gathering itens; and

- FIG 5 schematically shows a screen page
with the inpact of the anomaly of conpliance assurance
propagated in the gathering itens of the conputer
system

Wth ref erence to FIG 1, a security
supervision device DS according to the invention is
adapted for supervising the security of a conputer
system SY conprising nunmerous elenentary conputer
items Bl and being thus generally conpl ex. It
supervises the security state of elementary conputer
items so as to present the security states of

gat heri ng items Big gathering elenentary conputer
items in order to provide a reaction plan for
i nhi biting anomal i es det ect ed in the elementary

conputer itens.

For exanmple, the conputer system bel onging
to a conpany or a conmpany and the subsidiaries
t her eof , is organized in networks arranged in
geogr aphi cal sites and business services provided to

t he user-personnel of the conpany.
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The elenentary comput er items Bl to be
supervised in the conputer system SY have various
technical sorts. For exanple, the elenentary itens BI
are conputer nmachines, such as conputers, peripherals,
fixed or nobile termnals, servers, routers, gateways,
i nterfaces, switches, etc., sone of which could be
child items including parent itenms such as included
hardware and software conponents. The elenentary itens
Bl could further be applications and operating systens
arranged in the conputer machines, some of which could
be child itenms including parent items such as software
nmodul es and conputer prograns. Thus, nore generally,
an elenentary item Bl to be supervised could not
conprise any other elenmentary parent item to be
super vi sed, or conprise a set of parent elenmentary
items to be supervised, some of which could be
t hensel ves conposite elenmentary itens. For exanmple, a
set of parent elenentary itens to be supervised could
be a machine as a «child item conmprising several
applications and/or hardware or software devices, such
as controllers, to be supervised.

The gathering items Big are |ocal or
ext ended conmuni cati on net wor ks i nterconnecti ng
machi nes, such as a network of servers and a network
of user termnals, services each having parts to be
supervised inplenmented on at least two machines, as
appl i cations i mpl ement ed on several servers, and
geographical sites, each gathering nachines and/or one
or nore networks and/or one or nore services to be
supervi sed .

The  supervision devi ce DS could be a
conputer with a man-machine interface IHM including a
supervision console. The supervision device DS is in
comuni cation wth managing units UG and conprises a
data standardizing wunit WJ, an indicator determ ning
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unit UDI connected to the unit UU and the man-nmachine
interface |IHM connected to the unit UD . The interface
| HM is used not abl y for activating ei t her
automatically or manually the device DS, for capturing
various data such as identifiers and characteristics
of the itens Bl and Big, for paranmeterizing functions
for determining security indicators of the itenms and
functions in the managing units UG being associated
therew th, for capturing the architecture of the
system Sy, for di spl ayi ng, anongst ot hers t he
indicators of the itenms and the security state of the
system and for notifying alarns.

The managing wunits UG analyze the security
states of the items of the system Sy. Each elenentary
computer item Bl to be supervised is an item being
often associated wth nunerous respective managing
units UG However, a gathering item Big conprising
several elenentary itenms to be supervised, such as a
net wor Kk, a service or a site, is not associated
directly with managing units, and is only indirectly
associated with the nmanaging units of the elenentary
items that it conprises only through these elenentary
itens, according to a tree-shaped hierarchy of the
items of the system as illustrated in FIGS. 2 and 4,
to be described later on. The association of an
elenentary item Bl with a respective nmanaging unit UG
could be a link being either internal and/or external
to the elenentary item when the managing unit is
located in the elenentary item or in the vicinity
thereof. For exanple, a managing unit is a sensor, a
probe, a robot or a software agent integrated or added
to the itemBI, and able to detect security states,
such as predetermined events or behaviours occurring
in the elenentary item Bl, and to control them as a

function of pre-programed rul es, so as to notify
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operating anonalies of the item For exanpl e, an
anomal y could be an unauthorized access to an

application in a machine or related to a service, an
error in t he anal ysi s of t he runni ng of a
conmuni cati on pr ot ocol , an entering or out goi ng
predeterm ned message or packet probed in the traffic
on a port of a machine or a conponent internal to this
machine or on a link to or in a machine, a network or
a site. The association of an elenentary item Bl to a
respective nmanaging unit UG could also be a conceptual
rel ati onship when t he managi ng unit relies on
statistical data delivered by a know edge base
relating to predetermned events or behaviours of an
item simlar to said elenmentary item Bl, notified by a
third party. The code of each managing unit could be
nodified so as to paraneterize the estimation of the
associ ated base neasuremnent.

As schematically shown on FIG 1, an
el ementary conputer item Bl could be associated wth
one or nore availability managing units UG, and/or to
one or nore incident managing units U3 and/or to one
or nmore vulnerability managing units UGV and/or to one
or nore conpliance assurance units UGA. Each managi ng
unit UG, UG, UG/, UGA transmits, either periodically
or depending on the occurrence of at |east one event
or behaviour being specific to it, respective data DD,
D, Dvy DA to the data standardizing wunit UU  These
data are anongst others an address, an identifier of
the associated item and a base neasurenment MB adapted
for the determnation of a respective indicator D
1, 1V, |A of the elementary item Bl the managing unit
is associated to. The data standardizing unit UU
collects through secured networks all the data DD, D,
Dv, DA notified by the managing units UG and formats
them into uniform structures of data SDD, SD, SDV,
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SDA, wherein all data necessary to the determ nation
in the unit UDI of the security indicators ID I, 1V,
IA of the elementary conmput er item BI occur,
i ndependently from the technical nature of the item
Each i ndi cat or depends on one or nmore uniform
structures of data.

Each of the structures of data SDD, SDI, SDV
and SDA for the determination of respective indicators
ID, 1I, IV and IA of an elementary item Bl includes a
netric ME. A netric ME is a conbination of derived
neasurenents MD relating to a conmon thene, such as
organi zi ng a renote nanagenent of the item or
nonitoring network protocols or transport protocols,
or predetermned steps of sessions in the elenmentary
item A derived neasurenent MD is a conbination of
i nt er dependent base neasurenents MB transmtted by
managing units to the standardization wunit UU. A base
nmeasur ement MB represents a control neasured at a
particul ar poi nt of the elenmentary item Bl by a
managing unit UG The interdependence of two base
nmeasurenents MB regarding the elenentary item neans

t hat t he base nmeasur enent s have conmon
characteristics. For exanple, wthin the framework of
connecti ons of a machine relying on transport
protocols being renotely secured, interdependent base

nmeasurenents check that the transport protocols are
acceptable by a security policy, or have addresses of
entering packets being conpatible with security rules.
A base neasurenent MBD relating to the
availability is an availability rate expressed in
percentage of a conmponent of the associated elenentary
item The values of the availability rate are for
exanmpl e 100% 75% 50% 25% and 0% respectively, when
the availability of the associated conponent is fully

avai | abl e, pendi ng, danger ous, critical or unknown.
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For exanple, base neasurenents MBD of a termnal are
nmeasur ement s of availability rates of sever al
aut omat ed of fice appl i cations and of sever al
peri pherals of the printer and scanner types directly
connected to the termnal. Two derived neasurenents
MDD relating to this exanple of availability are the
average of availability rates of the applications and
the average of the availability rates of t he
peri pherals nmeasured on the ports of the termnal
connected to the peripherals. The netric MED for this
exanple of availability is a linear relationship of
two averages of the availability rates provided wth
different factors and represents an availability of
the term nal in the field of office automation.
Accordi ng to another exanpl e, base nmeasur ement s
relating to the availability of a service server could
be based on the counts of visitor wuser counters for
predet er m ned service applications during a given
period of time and/or on the nunber of open ports and
the nunber of closed ports of predeterm ned protocols.

The base neasurenent MBA relating to the
conpliance assurance is an assurance rate expressing
in percentage that a step or an operation process of
the associated elenmentary item is assured to rather
comply with one or nore rules of a pre-established
security policy. The values of the assurance rate are,
for exanple 100% 75% 50% 25% and 0% respectively,
when the step or the operation process fully conplies,
is a little altered, pretty altered, strongly altered
and does not conpl y. For exanpl e, base
nmeasurenments MBA for the conpliance assurance of a
renote access to an authentication server are relating
to a control of the installation for an access
prohibition to predetermned wusers in the server and a
control of a nutual authentication between the server
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and a user termnal for opening a secured session. The
derived neasurenent MDA relating to this exanple of
the conpliance assurance is the mninmum value of the
assurance rates associated wth the two previous
controls, expressing the access to the authentication
server to be renotely secure. The netric MEA for this
exanpl e of conpliance assurance is the mninmm val ue
of the previous derived neasurement MDA and of another
derived nmeasur enent expressi ng base measur enent s
relating to the control of requests from a particular
transport protocol in a server connection interface
and represents a conpliance assurance of an access to
the authentication server according to the particular
transport protocol.

A structure of data SDI for determning an
intrusion indicator 11 could be recorded in the | CODEF
format ("I ncident Object Description Exchange Format")
of the RFC 5070 recommendation and be defined, anongst
others, by a class of the elementary item BI involved
in the incident relating to the intrusion, an instance
indicating the type of the item infected by the
incident, the beginning and ending instants of the
incident, the type of incident and the description of
the history of the incident, contributing to the
traceability of the incident, and the description of
an action for remedying the incident. 1In particular,
the structure of data SDI conprises a netric Ml
depending on counts of counters for incidents of
i ntrusion, as base neasurenents, associated wth
severity factors and a type of incident. A counter of
incidents of intrusion is incremented by one unit as
soon as the managing wunit including the incident
counter detects a respective incident of intrusion in
the elenmentary item Bl corresponding to the severity
factor and to the type of incident associated with the
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incident counter and is decrenmented when such an
incident is overconme. The severity factor associated
with an incident counter is all the higher as the
incident is serious. Incident counters included in
managing units UG associated with the item Bl could
be categorized by type of incident. For exanple, the
el enentary item Bl is associated with three incident
counters associated with a type of incident and to
severity factors representative of a mnor incident, a
mean incident and a major incident. The counts of the
three incident counters, as base neasurenents MBI, are
conbined into a derived neasurenment MDD depending on
the severity factors, and the derived neasurenents MDI
relating to types of incident of a commobn category are
conbined into a netric of incident ME representing
the seriousness of the incidents of this category
having occurred and not overcone in the elenentary
item Bl. An incident in a machine or an application
could be a nore or less serious attack, such as for
example, the intrusion of a command into a defective
program by an attacker for installing a downl oaded
script, the injection of a malicious code in a part of
an application for nodifying the code thereof and
performng particular conmands, in response to a
duplicate nessage or packet, a saturation of an IP
address allocation server or of a link connected to
the server through an overflow with a high nunber of
requests, etc.

A structure of data SDV for determining a
vul nerability indicator 1V of an elenmentary item BI
conprises a metric MEV being representative of the
estimation of the inpact of a security failure on the
elementary item BI it is related to. A security
failure is a potential threat and could allow an
i nt ruder to access nore or less easily to the
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elementary item It could be a bug resulting from
programmng errors of an application or occurring upon
the installation of a new application in a machine
allow ng, for exanple, to access confidential data or
the opening of a port, an erroneous interpretation of
a script or a command, etc. The structure of data SDV
includes a netric of vulnerability MV estimating the
i mpact of security failures of a sanme category. Each
failure of this category is defined by a confidence
rate in the inpact of the failure in the elenentary
item Bl, a severity factor and a type of the failure.
The structure of data SDV further conprises a short
nane and a detailed description of the security
failure of this category, solutions for overcom ng the
failure, and references to vulnerability know edge
bases relative to the failure and maintained by third
parties. A reference is characterized by a single
identifier and the nane of the know edge base, as for
exanple, the bases CVE ("Conmputer Vulnerabilities and
Exposures”) and Bugtraq. For exanple, a managing unit
associated with the item Bl includes a vulnerability
counter associated wth a severity factor and a type
of t he failure havi ng its count, as a Dbase
nmeasurenent, being incremented by the confidence rate
of a failure notified to the managing unit and having
a severity factor and a type associated wth the
managi ng unit. Vul nerability counters included in
managing units UGY associated with the elementary item
Bl could be categorized by severity factor and type of
failure. For one type of failure, three severity
factors could be contenplated: Iow, nean and high. A
derived rmeasuremnent MDV conbines the counts of the
three wvulnerability counters, as base neasurenents
VBV, as a function of severity factors. A
vul nerability metric VEV representing t he
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vul nerability of failures of one category conbines the
derived measurenments MV of a category of failures in
the item Bl as a function of the types of failures.

The data standardization unit UU transmts
the uniform structures of data SDD, SDI, SDV and SDA
to the indicator determning wunit UD .

Each elenmentary item Bl in the unit UD is
characteri zed nore specifically by the follow ng
information being nenorized in the unit Ul :

- a criticality CR indicating the inportance
of the elenmentary item conpared to the need of the
user of the system SY being prelimnarily defined by
the adm nistrator of the supervision device DS and
being a function of the inplenentation and of the role
of the elenmentary item Bl it plays in the business
activity of the user. For example, the criticality of
a server or a router is higher than that of a user
term nal, and the criticality of an authentication
application in a machine is higher than a service or
an office automation application;

- uniform structures of data SDD, SDI, SDV
and SDA of the elementary item aimng at respectively
det erm ni ng t he i ndi cators of avai lability | D,
i ntrusion ', vul nerability IV and conpl i ance

assurance |A of the elenentary item and

- the security indicators of availability
| D, intrusion 11, vulnerability IV and conpliance
assurance IA resulting in the overall | evel of

security of the elenentary item and,

if the item is a child item such as a
gat hering item Big, conpri si ng sever al supervi sed
el ement ary itens, the security indicators of the
parent items it contains.

A gathering item Big is also supervised

t hanks to the determination of an availability
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i ndi cat or, an intrusion indicator, a vulnerability
indicator and a conpliance assurance indicator. Each
one of these indicators depends on indicators of the
same type of the elenentary itens as the gathering
item contains and does not directly depend on any
nmetric specific to the gathering item The netrics are
only associated with elenentary itens.

The determ nation nmet hod of a security
indicator is illustrated on FIG 2 and conprises the
steps D1 to D6 for determning an indicator,
referred to by 1, of an elenmentary item BI, being one
of the indicators ID Il IV and |A of the item Bl such
as a machine, or a hardware or a software part thereof
or an application or a part thereof. The determ nation
of the indicator | is automatically triggered for the
item Bl each time a base neasurenent MBm of the item
the indicator | depends on is nodified further to a
pr edet er m ned event or behavi our detected in the
elementary item by one UGn of the managing units
associated with the elenmentary item in step D1. The
i ndi cat or I of the item Bl is also determned
automatically each time a security indicator |Igp of
the same type as the indicator | and associated with a
parent elenentary item BIP included in the item Bl, as
a child item is updated, as wll further detailed
later on. Al the updated data resulting from the
nodification of a base neasurement MBm are saved in
the units UU and UDI so as to be used for subsequent
updates of indicators, as a result of nodifications of
ot her base neasurenents. Prelimnarily, before the
super vi si on devi ce DS is i mpl enent ed, t he
adm ni strator t her eof has entered the tree-shaped
hi erarchy of the supervised itenms in the system SY so
as to nenorize it in the wunit UD. An exanple of a
tree-shaped hierarchy is schematically shown on FIG 5
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to be described later. Al the functions referred to
hereinafter as "algorithnms” for determning derived
neasur enment s, metrics and i ndi cators can be
paraneterized by the admnistrator of the device DS
via the interface |HM upon configuration phases.

Updating the base neasurenent MBm of the
elementary item BI, referred to as interpretation,
occurs if a command or an incident is received by the
managing unit UGn associated wth the item BI and
managi ng the basis measurenent MBm thus nodifying the
value of the base nmeasurenent MBm in step D1. The
managing unit UGn contains a specific interpretation
algorithm for wvarying the base neasurenent MBm The
data standardization wunit UU re-estimates in step D2
the derived neasurement MDm depending on the nodified
base nmeasur ement  MBm and on t he ot her base
nmeasur ement s MB associated wth the item BI and
interdependent with the base nmeasurenent MBm according
to another specific interpretation algorithm AMD
included in the unit UU Then, the wunit UU re-
estimates and nmenorizes in step DI3 the netric MEm
depending on the re-estinmated derived mneasurenment MDm
and on the other derived nmeasurenents MD associated
with t he item BI accordi ng to a specific
standardi zation algorithm AME included in the unit UU.
The unit UU constitutes a structure of data SD notably
with the re-estimated derived measurenent Mm

The indicator det er m ni ng unit uDl t hen
automatically determines the indicator | of the item
Bl depending on the re-estimated updated nmetric MEm
while respectively performng aggregation algorithns
implenented in the unit UD, according to the three
followng steps D4, DI5 and D 6. These algorithns
each aggregate honpbgeneous variables and respect the
formalism established by the unit UD. For each one of
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the security indicators | D, ', IV and 1A t hree
aggregati on al gorithns specific to the security
i ndicator can have been preselected in a library of

algorithms of the unit UD by the administrator of the
super vi si on devi ce Ds, respecting t he formalism
establ i shed by the wunit UDI. These al gorithns are
i nterchangeable and paraneterizable as a function of
the needs of the user of the system notably of the
architecture of the conputer system SY and the types
of the supervised itens it contains. Al gorithns
included by default in the library are, for exanple,
the mininum the nmaxinmum and the average weighted by
the criticalities of the parent itens contained in the
elementary item BlI, the indicator of which is to be
det er mi ned. The adm ni strator coul d add ot her
algorithns for nmeeting specific issues.

In step D4, the indicator determning unit
UDI aggregates the re-estimated netric MEm in step D3
and, should they exist, one or nore other nenorized
netrics ME of the elementary item Bl relating to the
same type of indicator, while applying a netrics
aggregation algorithm AAM on these netrics so as to
produce an aggregation netric MEA(BI) of the item BI.
For exanple, if the item Bl has another netric ME and
if the algorithm AAM relies on the mnimm t he
aggregation nmetric is:

MEA (Bl ) = AAM(MEm ME) = nin (MEm ME).

In step Dl 5, t he unit UDI aggr egat es
indicators Igp of the parent itens Blgp included in
the item B, if the item Bl includes at |east one
parent item Blgp, or nore generally is a conposite

item The unit UD applies to this end an indicator
aggregati on algorithm of parent item AAl on the
indicators |Igp to produce an aggregation indicator of

the parent item I|A(BlI) . For exanple, if the item BI,
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as a conputer nachine, includes three parent itens
Blgpl, Blgp2 and Blgp3 having indicators Ipgl, 1pg2

and 1pg3, as applications inplenented in the nachine,
and if the algorithm AAl is based on the average
weighted by the criticalities CRgpl, CRgp2 and CRgp3

of the parent items Bl gpl, Blgp2 and BIgp3, t he
aggregation indicator of the parent item is:
IA(BI) = AAl (Igpl, Igp2, 1gp3), that is
IA(BI)

= [CRgpl x Ilgpl + CRgp2 x Ilgp2 + CRgp3 x Ilgp3 ]/ [CRgpl
+ CRgp2 + CRyp3]

In step D6, the wunit UD aggregates the
results MEA (Bl ) and | A(BI) of t he previ ous
aggr egati ons, should they exist, applying an overall
aggregati on algorithm AAG on these results for
producing the updated indicator | of the item Bl . For
exanple, the algorithm AAG is based on the nmaxinum
and the updated indicator is:

I (Bl)= AAG (MEA(BI'), [IA(Bl)) = max (MEA(BI ),
IA(BI) ).

If the item Bl as a parent item is included
in one or nore child itens Ble according to the tree-
shaped hierarchy of the supervised itenms of the system
SY, as an application, or a machine, or a hardware or
software nodule included as an elenentary item in a
gathering item Big, such as a network, a service or a
site, the security indicator of each child item Ble
automatically inherits the update of the indicator |
of the elementary item Bl. Prelimnarily, for any
child item Ble and in particular for any gathering
item Big, the nethod conprises an initial gathering
step DO for configuring in the wunit UD the child
item Ble with the identifiers of the elenmentary itens

Bl it contains.
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In order to update the security indicator of
the child item Ble, the wunit UD then perforns the
step DI7 simlar to the step D5 and if the child
item is not a gathering item Big, the step D8 sinlar
to the step DI6. In step D7, the unit UD aggregates
indicators |Ip of the parent items Blp included in the
item Ble, including the indicator | of the item B, if
the item Ble includes at least one parent item or
nore generally is a conposite item The aggregation is

performed applying an indicator aggregating algorithm

AAl e specific to the child item Ble on the
indicators Ip of the parent items Blp and their
criticalities for producing an aggregation indicator
of the parent item IA(Ble) . In step D8 if the child

item Ble is not a gathering item and is an elenentary
item associated wth at least one nmetric MEA(Ble), the
unit UDI aggregates the aggregation netric MEA(Ble) of
the child item Ble nenorized in the unit UD and the
aggregation i ndi cat or of the parent item [1A(Ble)

resulting from the previous aggregation while applying

an overall aggregation algorithm AAGe specific to the
child item Ble on the variables MEA(Ble) and |A(Ble)
for producing the wupdated indicator | (Ble) of the

child item Ble.

Steps similar to steps DI7 and DI8 are
performed by the unit UDI for updating the indicators
of the sane type as the indicator | of the item BI,
associated wth all the items, including the item BI,
for all the "generations” of item to inherit the
update of the indicator | in the hierarchy tree of the
system SY. For exanpl e, t he item BI is an
application Ap included in a server Sri also included
in one Resl of the networks located in a geographical
site Sil. The server Sri is involved in a service Scl

The indicators of the same type as the updated
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indicator of the application Ap, associated wth the
server Sri are first updated. Then, the indicators of
the same type associated wth the network Resl, the
service Scl and the site Sil are respectively updated.

The man- machi ne interface IHM  rapidly
displays in an understandable way the propagation of
the inpact of the nodification of any base neasurenent
or any indicator through the supervised system SY. For
exanpl e, the propagation of the probable inpact of the
unavailability of a server, or of an incident detected
during the running of an application, or of an
infection of a page or of a script being downl oaded in
a machine, or a non-conpliance of an update of an
application, is imrediately displayed at the screen of
the interface IHM in the nodelled system Sy.

Thus, accordi ng to the i nventi on, t he
indicator determning wunit UD considers different
orientations of analysis relating to the gathering
items Big being:

- an orientation to one or nore of the
comput er net wor ks comput er machi nes bel ong to,
including, in turn, applications;

- an orientation to one or nore services
relating to the jobs of the users and needed for the
activities of the conpany owning the supervised system
sSy; and

- an orientation to one or nore sites
representing the geographical di stribution of the
conputer hardware and software itens of the conpany.

These orientations are integral with a
single nodel containing the set of items to be
supervised in the system Sy, the relationships they
have wth each other and the hierarchy divisions
corresponding to the above described orientations. As

soon as an indicator for an item is updated, the unit
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UDI automatically determines the indicators of all the
i npacted itens according to these orientations.

Moreover, the indicator determning unit UD
considers the connected or unconnected state of the
machi nes in the conputer system Sy, for exanple
through nonitoring the opening of ports, so as to
check t he supervi si on peri neter of each user
authorized to use at |east one of the nmachines and at
| east one of the services of the system Sy. The
supervision perineter represents the set of itenms the
user is authorized to supervise. The wunit UD thus
eval uat es the overall state of security in the
supervision perineter of the connected user and the
interface IHM could di spl ay t he i mpact of t he
nodi fication of any base neasurenent or any indicator
on the supervision perineter in order to, nor e
specifically, invite the user not to undertake or stop
certain actions and commands that would be detrinmental
to his works.

More  generally, as a function of t he
nodi fications of the security indicators 11D 1I, IV
and |A processed by the unit UD, the latter is able
to define a reaction plane to be initiated by the
adm ni strator of the supervision device DS. For
exanmple, the wunit UD establishes a list associating
for each item the four security indicators, t he
pr esent failures, an incident and the associated
reaction plane. The unit UD transmts the list to the
interface |IHM that displays it clearly according to a
particul ar or gani zati on, such as illustrated on
FIG 5.

In order to better understand the advantages
of the invention, an exanmple of the inpact of an
anomaly detected in a probe, through a computer system
SY is detailed hereinafter. As shown on FIG 3, the
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conput er system is essentially i npl emented on two
sites SI1 and SI2 of a conpany in tw different
cities. The conput er system SY requires t he
posi ti oni ng of an overall network divided into a
network RS of servers SE and two networks of users RUL
and RU2 together on the two sites SI1 and SI2. Each
network of users RUL, RU2 conprises a server SEl, SE2
and terminals TUl, TW2 connected by a switch Cul, CU2.
The network of servers RS is installed in a conmputer
centre of the first site SI1 conprising a router RO
servicing the networks RS and RUL. The networks RS,
RUL and RU2 are supervised in terns of security by a
hypervision network RH through a dedicated secured
network RSD of a teleconmunication operator conprising
inter alia routers RO The hypervision netwrk RH is
installed in the first site SI1 and conprises, nore
specifically, a security super vi si on devi ce DS
according to the invention connected to a hypervision
server SEH connected through a fire-wall PH to a
router RO of the dedicated secured network RSD.

The conpany nakes available to its wusers-
enpl oyees a service of access to a "Wb Mil"
el ectronic nessaging via a Wb page. In the network of
servers RS, the Wb Mil service is provided by a Wb
server and a server of electronic Mil and requires
the presence of a DNS ("Domain Nane Systent) domain
nane server and of a DHCP ("Dynami c Host configuration
Pr ot ocol ") address dynamic allocation server. The
network of servers RS further conprises a server of
access to directories of  user i nformation LDAP
("Lightweight Directory Access Protocol"), a switch CS
connected to the servers and a fire-wall PRS in charge
of the protection of the services provided by the
servers of the network RS.
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The security information comng from the
network of servers RS of the networks of users RUL and
RU2 and from the hypervision network RH are notified
by probes, as managing units UG arranged in these
networks for the security supervision device DS. In
order not to overload FIG 3, sonme probes SS,  SPRS,
Su1, SsI, Su2, SS2 and SPH in these networks are
schematically represented.

It is assuned that the anomaly detected in a
probe SPRS is relating to a base neasurenent VBA
relating to the conpliance assurance of the fire-wall
PRS in the network of servers RS. The followng
scenario shown on FIG 4 shows how the inpact of a
conpl i ance failure of the fire-wall PRS on the
supervised networks, services and sites propagates and
is notified to the device DS.

Initially, all the controls performed in the
supervised system SY notify a total conpliance wth
the pre-established security policy. The assurance
rates MBA, as base neasurenents, relating to all the
above-nenti oned supervi sed conput er itens in the
system SY are thus 100%

More specifically in the fire-wall PRS
protecting the Wb Mil servi ce, two netrics are
monitored by probes SPRS: the renote nmanagenent MEAL
and the filtering MEA2, as shown on FIG 4. The
metrics MEA1L and MEA2 require base neasurenments MBAll
and MBA21 for controlling paraneterizing renbte access
protocols such as UDP ("User Datagram Protocol"), TCP
("Transm ssion Control Protocol") and ICWP ("Internet
Cont r ol Message Protocol ") and the listening of
connections by these protocols to the fire-wall PRS,
and base neasurements MBA12 and MBA22 for controlling
the integrity of paraneterizing files of filtering



WO 2012/007402 PCT/EP2011/061697
28

rules and their adequacy to the security policy. These
base neasurenents are performed periodically.

The data standardization unit UU conbines
the base nmeasurenments MBA1l and MBAl12 into derived
neasurenments MDA11l and MDAl2 and the base nmeasurenents
MBA21 and MBA22 into derived neasurenents MDA21 and
MDA22, and the derived neasurenments MDA11l and MDAL2
into the nmetric MAlL and the derived nmeasurenents
MDA21 and MDA22 into the nmetric MEA2. The indicator
determnation wunit UD conbines the netrics MEAL and
MEA2 into an indicator of conpliance assurance |APRS
for the elenentary item nade up by the fire-wall PRS.
As all the controls result in a total coonpliance, the
base neasurenents, the derived rmeasurenents, t he
netrics and the assurance indicator are in a "green"
state corresponding to assurance rates at 100%

Upon controls on the fire-wall PRS, a probe
SPRS detects an anomaly on filtering rules for exanple
while detecting that a non secured TCP protocol is
declared as authorized while the security ©policy
stipulates that it should not be.

Aut omati cal |y, t he conpl i ance assurance
i ndi cat or IAPRS of the fire-wall PRS is again
determned as follows. The base neasurenent MBA21
relating to the filtering of the protocol TCP swtches
to a "red" non-conpliance state. Assuming that the
function of interpretation of the derived neasurenent
MDA21 rel ating to t he filtering of protocol s
stipulates that the value thereof is a function of the
m nimum value of the base neasurenents MBA21 it
depends on, the derived neasurenment MDA21 switches to
a "red" state. Assum ng t hat the function of
standardi zation of the nmetric MEA2 relating to the
stipulated filtering is the mninum of the derived
nmeasurenments MDA21 and MDA22 it depends on, the metric
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MEA2 also switches to a "red" state. Assuming that the
function of aggregation for the assurance indicator
| APRS of the fire-wall PRS is the weighted average of
the metrics MEAl and MEA2 and that the weight of the
filtering mnmetric MEA2 is higher than that of the
renote admnistration netric MEA, the indicator |APRS
of the fire-wall PRS switches to a "dark orange" state
(twi ce hatched) for resulting in a strongly non-
conpliant assurance, for exanple corresponding to an
assurance rate ranging between 25% and 49% The tw ce
hat ched menbers on FIG 4 illustrate a first
indication of the inpact of the detected anomaly on
the directly relevant item PRS.

The wunit UD in the supervision device DS
al so propagates the inpact of the detected anomaly to
all the Web Ml <child conputer itens SI1, RS and SY
depending on the relevant item PRS.

The fire-wall PRS protecting the Wb Mil
servi ce, the conpliance assurance t her eof becones
al tered. The i npact depends on the aggregation
algorithm relating to the assurance indicators of the
itenms i ncl uded in the Wb Mai | servi ce. Thi s
aggregation algorithm is for exanple an average of the

assurance indicators of the items weighted by the
weight of the fire-wall PRS and the weights of the
ot her supervi sed itens defi ned in the service.

Assunming that the indicator |APRS of the fire-wall has
a very low weight, the assurance indicator |AW of the
Wb Mail service is hardly affected and switches to a
"yel | ow' hardly altered state (dotted line) for
exanple corresponding to an assurance rate ranging
between 75% and 99% This is interpreted as a |ow
inpact on the wuser termnals using the Wb Mil

service .
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In the first site SI1, the fire-wall PRS
plays an inportant part but anongst other itens. The
assurance i ndicator IASI1 of the site SI1 is also
hardly altered and switches to a "yellow (dotted
line) state. This is interpreted as a |ow physical
i mpact .

Any item of the network of servers RS is
considered as indispensable. The alteration of the
assurance indicator of such an item as the indicator
| APRS of the fire-wall PRS, is interpreted in the unit
UDl as that of all the network RS depending on an
aggregation algorithm based on the mninmum of the
assurance indicators of the supervised itens included
in the network RS. The network of servers RS has
therefore a strongly altered assurance indicator |ARS
and switches to a "dark orange" (double hatched) state
as the assurance indicator I|APRS. This is interpreted
as a very strong inpact on the network RS.

In the supervised conputer system SY, the
network of servers RS is considered as nore inportant
than the networks of wusers RUL and RU2 and the
hypervision network RH The aggregation algorithm for
the compliance assurance of the system Sy is for
exanple an average of the assurance indicators |ARS
| ARUL, |ARU2 and | ARH of the networks RS, RUl, RU2 and
RH weighted by the low weights of the networks RUL,
RU2 and RH and the higher weight of the network RS.
The system SY has therefore a mldly altered assurance
i ndicator 1ASY and switches to the "orange" state
(merely hatched) , for exanple corresponding to an
assurance rate ranging between 50% and 74% This is
interpreted as a strong inpact on the system SYv.

As shown on FIG 5, the supervision console
in the man-nmachine interface |IHM displays, anongst
ot hers, the states of security of +the Wb Ml
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service, the sites SI1 and SI2 and of the system SY

rel ating to their conpl i ance assur ance
i ndicators | AW | ASI 1, IASI2 and |1ASY wth the
conpliance assurance indicators of the respective
parent itens they inherit from It seenms that the

detection of an anomaly of non-conpliance in the fire-
wall PRS is sinultaneously passed on according to the
three orientations of the networks, the services and
t he geographi cal sites. The detection of the anonaly
has led to a low inpact for the users and to a problem
to be overconme urgently by the conputer service of the
conpany for renedying a significant failure of the
security of the network of servers RS.

The herein described invention relates to a
method and a device for security supervision of a
conput er system SY conprising sever al el enent ary
conputer itenms Bl . According to an inplenentation, the
steps of the nethod of the invention are deternmined by
the instructions of a conputer program incorporated
into the base station. The program able to be
i mpl ement ed in the supervi si on devi ce of this
i nvention conprises program instructions which, when
said program is carried out in the supervision device
having its operation then controlled through the
program being carried out, perform the steps of the
nmet hod according to the invention.

Consequently, this invention also applies to
a conputer pr ogr am not abl y a conputer program
recorded on or in a recording nedium readable by a
computer and any data processing device, adapted for
implementing this invention. This program could use
any programm ng |anguage, and be in the form of a
source code, an object code or an internediary code
between a source code and an object code such as a
partially conpiled form or any other form desired for



WO 2012/007402 PCT/EP2011/061697
32

i nplenenting the method according to the invention.
The program could be downloaded in the base station
via a conmmunication netwrk, such as internet.

The recording nedium may be any entity or
device being able to store the program For exanple,
the medium nmay conprise a storage nmedium on which the
conput er program according to the invention is
recorded, such as a ROM e.Jg. a CD ROM or a
m croel ectronic circuit ROM or a USB key, or a
magnetic recording mnmedium e.g. a hard disk.
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CLAIMS

1. A method for supervising the security of a conputer
system (Sy) conprising several elenentary conputer
items (BI), each elenentary item being supervised

dependi ng on base neasurenents (MB) representative

of predeterm ned states of the elementary item
and several gat heri ng itens (Ble, Bi g)
respectively gat heri ng el ementary itemns,
characterized in that it conprises det erm ni ng

(DI6) several security indicators (1) of different
types for each supervised elenentary item (BI),
each security indicator being deternmined according
to a respective function (AVMD, AME, AAM AAG of
base nmeasur enment s (VB) associ at ed wth t he
security indicator, and deternining (D7) several
security indicators (IA(Ble)) of different types
for each gathering item each security indicator
of a given type of a gathering item being
det er m ned accordi ng to a respective function
(AAle) of the security indicators (1) of the given
type of the elementary itenms (Blp) gathered in the
gathering item (Ble, Big)

2. The method according to claim 1, wherein one of the
gathering items is a network (RS, RUL; RU2) of
conputer nmachines as elementary itens gathered in
the gathering item

3. The nethod according to claim 1 or 2, wherein one
of the ogathering items is a service (Wb Mil)
based on applications, as el ementary itens
gathered in the gathering item

4. The nmethod according to any of <claine 1 to 3,
wherei n one of t he gat heri ng itens is a

geogr aphi cal site (SI1; SI2) gathering conputer
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machi nes and/ or net wor ks as elenentary itens
gathered in the gathering item

5. The method according to any of <clains 1 to 4,
wherein one (1D of the security indicators of
each el ementary item (BI) depends on base
measurenents relating to the availability of the
item (Bl)

6. The nethod according to any of <claims 1 to 5,
wherein one (11) of the security indicators of
each el ementary item (BI) depends on base
nmeasur enent s relating to at least one type of
incident in the item (BI) and a severity factor of
the type of incident.

7. The method according to any of <claime 1 to s,
wherein one (1v) of the security indicators of
each el ementary item (BI) depends on base
measurenents relating to the vulnerability of the
item (BI) and representative of an estimation of
the inpact of at least one security failure of a
predetermned type on the item (Bl) and a severity
factor of the failure.

8. The method according to any of clainms 1 to 7,
wher ei n one (1A of the deterni ned security
indicators of the supervised elementary item (Bl)
depends on base nmeasur enent s rel ating to a
conpliance assurance of the item (Bl) with respect
to a pre-established security policy.

9. The nethod according to any of <claims 1 to 8,
wher ei n the deternmning (DI 6) of a security
indicator of a given type (1) of an elenentary
item (Bl) conpri ses further to a nodification
(DI'1) of one (VBm of the base neasurenents
associated with the security indicator (1),
estimating (DI 2) a neasurement (ND) derived

according to a function (AMD) of the nodified base
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nmeasur enent (Mm and of at Ileast another base
nmeasur ement (MB) i nterdependent with the nodified
base nmeasurenent, and

estinmating (DI 3) a nmetric (NME) according to a
function ( AVE) of t he esti nat ed derived
nmeasur ement (VD) and at least a second derived
nmeasur ement (VD) accordi ng to a function of
i nt er dependent base neasurenments (VB) associ at ed
with the security indicator of a given type (1)
and different from the previous base neasurenents,
the security indicator of a given type (1) being
determined according to a function (AAM dependent
on the estimted netric (M)

The method according to claim g, wherein the

determining (Di6) of the security indicator (1) of

the given type of the elenentary item (BI)
conpri ses an aggregation (DI 5) of security
i ndi cators () of the given type of parent

elementary itens (Bigp) included in the elenmentary
item in an aggregation i ndi cat or (rA(BIY)), t he
security i ndi cat or (1) of the elenmentary item
being deternined according to a function (AAG
depending on the estimated netric (Mg and on the
aggregation indicator (l1A(Bl)).

The nethod according to any of claine 1 to 10,
wherein the functions (AMD, AME, AAM AAG AAle,
AACGe) are paraneterizable.

A device (bs)y for supervising the security of a

conputer system (SYy) conprising several elenentary

conput er itens (Bl), the device being able to
col | ect base neasurenents (VB) associ at ed with
each el enentary item and representative of

pr edet er m ned states of the elenentary item and
several gathering items (Ble, Big) respectively

gathering elenentary items, characterized in that
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it conprises a neans (W, UD) for determning

several security indicators (1) of different types
for each supervised el ementary item (Bl), each
security indicator being determined according to
a respective function (AMD, AME, AAM AAGQ of base
nmeasur enment s (VB) associ at ed with the security
i ndi cat or, and a neans (uDl) for determ ning

several security indicators (lIA(Ble)) of different

types for each gathering item each security
i ndi cat or of a given type of a gathering item
bei ng det er m ned accordi ng to a respective

function (AAle) of the security indicators (1) of
the given type of the elenentary itens (Bl p)

gathered in the gathering item (Ble, Big)

The device accordi ng to claim 12, wherei n a
gat heri ng item (Big) is at |east one of the
following gathering itemns: a network (RS; RUL;

RU2) of computer machines as gathered elenentary
itens, a service (Wb Mil) based on applications
as gathered elenentary itenms and a geographic site
(Sl 1; Sl 2) gat heri ng conput er nmachi nes and/ or
networks as gathered elenentary itens.

The device according to claim 12 or 13, wherein

the means for determining the security indicator

of the item (uw, uDl ; uDl ) are adapted for
determning at |least one of the following security
i ndi cators for an elenentary item (BI) and a
gat heri ng item (Big) : a security i ndi cat or

depending on base neasurenents relating to the

availability of the item (BI; Big), a security
i ndi cat or (rn) dependi ng on base neasurenents
relating to at least one type of incident in the

item (BI; Big) and a severity factor of the type
of incident, a security indicator (1v) depending

on base neasurenents relating to the vulnerability
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of the item (BI; Big) and representative of an
estimation of the inpact of at |east one security
failure of a predetermined type on the item (Bl;
Big) and of a severity factor of the failure, and
a security i ndi cator (1A dependi ng on base
nmeasurements relating to a conpliance assurance of
the item (Bl) wth respect to a pre-established
security policy.

A conputer program able to be inplenmented in a
super vi si on device (DS) of the security of a
computer system (Sy) conprising several elenentary
conput er itens (BlI), each elenentary item being
supervised in dependence of base neasurenents (M)
representative of predeterm ned states of the

elementary item and several gathering itens (Ble,

Bi g) respectively gat heri ng el ement ary itens,
characteri zed in that it conprises instructions
whi ch, when the program is carried out in the
super vi si on devi ce, perform the steps of the

nmet hod according to any of clains 1 to 11.



WO 2012/007402

PCT/EP2011/061697

1/5
SgY FIG. 1
------------------ SUPERVISED COMPUTER SYSTEM i
Bl
r Ag N Blg B g
=] r A N A N
g Bl

) 2 )

COMPUTER | _|xl. COMPUTER

ITEM Bl Bl Bl ITEM

UGD (Availability) -

UGI (Incident) -wefee

~-UGA (Assurance)

UGV (Vulnerability) g

DATA STANDARDIZATION UNIT

SDD
_|sbr |

~1SPVI~|spa SD

MSDD; MSDI; MSDV; MSDA

INDICATOR DETERMINATION UNIT

£/|D ku klv $/IA | l

t vy

DISPLAY I(BI),... I(Blg),... (FIG. 5)

SECURITY SUPERVISION DEVICE




WO 2012/007402
2/5
FIG. 2
D18 L ,
i|(Ble)=AAGe(MEA(Ble), IABN):
____________ -
e | DI7__
SiBle+BlgT! i ) !
| MEABle) | 1 AEIO=AAEUED, Ip.-b)

DI6

PCT/EP2011/061697

|(BI)=AAG(MEA(BI), IA(BI))

UDI<

DI4

] 1 ] 1 DIO:
| Ip(Blp)} -~ :Ip(BIp)}BIp e Ble,

|-
]
]
]
]
L
-

Blg

DI5 |

MEA(BI)=AAM(MEm,...ME,...)

IA(Bl)=AAl(Igp,...Igp)

SD

|
:ngp(Blgp): ----------

@Dm:AMD(MB,...MB) ------ @D

DI

U

G © @

~\

> Uu




PCT/EP2011/061697

WO 2012/007402

3/5
FIG. 3

> Fire
A
Probe

Web
A
S

Switch

y
DNS

A
A
Mail

DHCP /P\%@
Terminal %@

O
o

Terminal

Switch

SECURITY
SUPERVISION

SI2 (RU2)

v
i
i

Terminal
y

Switch

Terminal %@

A




WO 2012/007402 PCT/EP2011/061697

4/5
FIG. 4
>SeE\3/|Zral
|
IARU1 IARU2 IARH
r.A O ) ’




PCT/EP2011/061697

WO 2012/007402

5/5
FIG. 5

Mail

DNS

@
2
>
=
[
n
©
=
Q
=

DHCP

N
N

— — 0
2\ £ Vs m k=
N ol E €12 I aj
p) o ) ) o ] y S
< = N = _
, o H
_ © !
_ S _
| = 1
_ = i
] nld n — _
| @ < (O] 0] I
| | 8] E s8]
v\ | & » N/ |
m - I
0
e ]
~~l=
N _
w‘w”ﬂ
\ & 420y
/\__.r _
—_ [0 —
|8 o\ & o | o o
Y 8 =\&) (8] ¢ 2(8) |55
)= Ny 3 N\ 3
T
Sllo (s o
o =
= o
sl|B\& S -
3 3 2
2\ % i S|P | [ S
e <
e} o [ c c o© Ow
T m ~ — — — SU
) o o [¢)] (o] o N
= =

SY

rd

,/—-\\
/ NETWORK
. OF USERS
S~ —

~

’ \ sN
I e
S @\ 1@
QuTy 1 3
_.WO%_ _ o
/E U\ _%
<_/ \%

/’

(
)

NETWORK

-~
\——_——‘/

\

~

RH



INTERNATIONAL SEARCH REPORT

International application No

PCT/EP2011/061697
A. CLASSIFICATION OF SUBJECT MATTER
INV.  GO6F21/00 H04L29/06
ADD.

According to International Patent Classification (IPC) orto both national classification and IPC

B. FIELDS SEARCHED

Minimum documentation searched (classification system followed by classification symbolsi)

GO6F HO4L

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

Electronic data base consulted during the international search (name of data base and, where practical, search terms used)

EPO-Internal

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category* Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.
X Us 6 839 85Q Bl (CAMPBELL WAYNE A [US] ET 1,2,4-15
AL) 4 January 2005 (2005-01-04)
col umn 4, line 43 - line 50; figure 3
col umn 13, line 46 - col umn 15, line 1
X uUs 7 607 169 Bl (NJEMANZE HUGH S [US] ET 1-15
AL) 20 October 2009 (2009-10-20)
col umn 2, line 69 - column 3, line 8
col umn 4, line 14 - line 23
col umn 12, line 40 - line 67; figure 14B
col umn 14, line 9 - line 34
claims 1-3
- .-

Further documents are listed inthe continuation of Box C. See patent family annex.

* Special categories of cited documents :

"T" later document published after the international filing date
or priority date and not in conflict with the application but
cited to understand the principle ortheory underlying the
invention

"A" document defining the general state of the art which is not
considered to be of particular relevance

"E" earlier document but published on or after the international

- "X" document of particular relevance; the claimed invention
filing date

cannot be considered novel or cannot be considered to
“L" document which may throw doubts on priority claim(s) or involve an inventive step when the document is taken alone
which is cited to establish the publication date of another

Al - - "Y" document of particular relevance; the claimed invention
citation or other special reason (as specified)

cannot be considered to involve an inventive step when the

"O" document referring to an oral disclosure, use, exhibition or document is combined with one or more other such docu-
other means ments, such combination being obvious to a person skilled
"P" document published prior to the international filing date but in the art.
later than the priority date claimed "&" document member of the same patent family
Date of the actual completion of the international search Date of mailing of the international search report
18 October 2011 31/10/2011
Name and mailing address of the ISA/ Authorized officer

European Patent Office, P.B. 5818 Patentlaan 2
NL - 2280 HV Rijswijk

Tel. (+31-70) 340-2040, . .
Fax: (+31-70) 340-3016 Vei |l las , Eri k

Form PCT/ISA/210 (second sheet) (April 2005)

page 1 of 2



INTERNATIONAL SEARCH REPORT

International application No

PCT/EP2011/061697

C(Continuation). DOCUMENTS CONSIDERED TO BE RELEVANT

Category” Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.

X ANDREOZZI S ET AL: "GridICE: a moni toring 1,3
servi ce for Grid systems" |,

FUTURE GENERATIONS COMPUTER SYSTEMS,
ELSEVI ER SCIENCE PUBLISHERS. AMSTERDAM,
NL,

vol . 21, no. 4, 1 Apri | 2005 (2005-04-01) ,
pages 559-571 , XP025290540,

ISSN : 0167-739X, DOl :

DOl : 10. 1016/ J . FUTURE. 2004 . 10.005

[retri  eved on 2005-04-01]

secti ons 3 and 4

X Us 2005/273851 Al (RAJU DATLA KRISHNAM 1,58
[US] ET AL DATLA KRISHNAM RAJU [US] ET AL)
8 December 2005 (2005-12-08)

the whole document

X Wo 02/054325 A2 (TRUSECURE CORP [US]) 1,8
11 July 2002 (2002-07-11)
the whole document

X Us 2007/143851 Al (NICODEMUS BLAIR [US] ET 1,8
AL) 21 June 2007 (2007-06-21)
the whole document

X wo 2007/050225 Al (MICROSOFT corP [US]) 1,8
3 May 2007 (2007-05-03)

the whole document

A USs 2008/021922 Al (HAI LPERN BRENT TZION 8
[US] ET AL) 24 January 2008 (2008-01-24)
the whole document

X Us 2006/150248 Al (ROSS ALAN D [US] ET AL) 1-15
6 July 2006 (2006-07-06)
the whole document

Form PCT/ISA/210 (continuation of second sheet) (April 2005)

page 2 of 2



INTERNATIONAL SEARCH REPORT

Information on patent family members

International application No

PCT/EP2011/061697
Patent document Publication Patent family Publication
cited in search report date member(s) date
uUs 6839850 Bl 04-01-2005 NONE
us 7607169 Bl 20-10--2009 NONE
us 2005273851 Al 08-12--2005 NONE
Wo 02054325 A2 11--07--2002 CA 2433748 Al i | -07--2002
EP 1352354 A2 Is--10--2003
MX PA03006024 A 14--02--2005
us 2007143851 Al 21--06--2007 NONE
Wo 2007050225 Al 03-05--2007 CN 101300566 A 05--11--2008
EP 1941388 Al 09--07--2008
JP 2009514093 A 02--04--2009
KR 2008Q059610 A 30--06--2008
us 2007101432 Al 03--05--2007
us 2008021922 Al 24--01--2008 CN 101110020 A 23--01--2008
us 2006150248 Al 06 -07--2006 us 2010057907 Al 04--03--2010

Form PCT/ISA/210 (patent family annex) (April 2005)



	abstract
	description
	claims
	drawings
	wo-search-report

