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# Registration Authority(RA)—> Linkage Authority-x(LA-x): Initial Linkage Seed Request {
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5!

header: {
msgID: mt.MSG_RA_LA_LINKAGE_SEED_REQUEST_MSG,
taskPosition: "Linkage Authority number 1 or 2"

},
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payload: {
identifier: "Message identifier",
iMin: Number,
iMax: Number,
jMax: Number
}
}
# LA-x —> RA: Initial Linkage Seed Response {
header: {
msgID: mt .MSG_LA_RA_LINKAGE_SEED_RESPONSE_MSG,
taskPosition: "Linkage Authority number 1 or 2"
¥,
payload: {
identifier: "Incoming Message identifier",
linkageChainldentifier: "Linkage Chain ID -- HashedId8 of AES CCM Encrypted Linkage Seed",
iMin: Number,
iMax: Number,

jMax: Number

}
# RA —> LA-x: PreLinkage Value Chain Request(Chunked 10 iRange at a time) {
header: {
msgID: mt .MSG_RA_LA_PRE_LINKAGE_VALUE_REQUEST_MSG,
1RangeSegment ChunkSize: "set to 10",
current IRangeSegment : "Index of segment in total request",
taskPosition: "Linkage Authority number 1 or 2"
F,
payload: {
identifier: "Incoming Message identifier",
linkageChainld: "Linkage Chain ID to use to create P Linkage Values(PLVs)",
iMin: Number,
iMax: Number,

jMax: Number

}

# LA-x —> RA: PrelLinkage Value Chain Response {
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header: {
msgID: mt .MSG_LA_RA_PRE_LINKAGE_VALUE_RESPONSE_MSG,
1RangeSegment ChunkSize: "set to 10",
current IRangeSegment : "Index of segment in total request",
taskPosition: "Linkage Authority number 1 or 2"
},
payload: {
identifier: "Incoming Message identifier",
preLinkageValues: Array of Encryped Prelinkage values for this segment of 1,j tuples
linkageChainldentifier: "Linkage Chain ID to use to create P Linkage Values(PLVs)",
iMin: Number,
iMax: Number,

jMax: Number

¥
¥
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# Registration Authority(RA) -> Pseudonym Certificate Authority(PCA): Generate an individual

Certificate {
header: {
msgID: mt .MSG_RA_PCA_CERT_REQUEST_MSG,

1RangeSegment ChunkSize: "set to 10"
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payload: {
identifier: "hash of payload minus this field"
it Number,
plvl: "Encrypted PLV from LA1",
plv2: "Encrypted PLV from LA2",
seedPublicKey: "Seed Verify Public key",
encryptKey: "Seed Encrypt Public key",
startSeconds: "start time for this certificate",
endSeconds: "end time for this certificate",
region: "requested region",

certRequestPermissions: "the cert request permissions from the enrollment cert(will be turned into
app permissions)"

¥
}
# PCA —> RA: Certificate Response
{
header: {
msgID: mt .MSG_PCA_RA_IDENTITY_CERT_RESPONSE_MSG
F,
payload: {
data: "Signed and Encrypted SCMS certificate response",

identifier: "hash of original payload request"

}
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