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(57) Abstract: With quantisation index modulation
QIM it is possible to achieve a very high data rate,
and the capacity of the watermark transmission is
mostly independent of the characteristics of the ori-
ginal audio signal, but the audio quality suffers from
degradation with each watermark embedding-and-re-
moval step. In order to avoid degradation of the audio
quality, the inventive audio signal watermarking uses
specific quantiser curves in time domain and in par-
ticular in frequency domain for embedding the water-
mark message into the audio signal, whereby the pro-
cessing is almost pertfectly reversible. Furthermore, it
has embedded a power constraint in order to guaran-
tee that the modifications of the audio signal due to
the watermark embedding are inaudible.
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Method and Apparatus for quantisation index modulation for

watermarking an input signal

The invention relates to a method and to an apparatus for
gquantisation index modulation for watermarking an input sig-
nal, wherein different quantiser curves are used for quan-—

tising said input signal.

Background

In known digital audio signal watermarking the audio quality
suffers from degradation with each watermark embedding-and-
removal step.

One of the dominant approaches for watermarking of multime-
dia content is called quantisation index modulation denoted
QIM, see e.g. B. Chen, G.W. Wornell, “Quantization Index
Modulation: A Class of Provably Good Methods for Digital Wa-
termarking and Information Embedding”, IEEE Transaction on
Information Theory, vol.47(4), pp.1423-1443, May 2001, or
J.J. Eggers, J.K. Su, B. Girod, “A Blind Watermarking Scheme
Based on Structured Codebooks”, Proc. of the IEE Colloguium
on Secure Images and Image Authentication, pp.1-6, 10 April
2000, London, GB.

With QIM it is possible to achieve a very high data rate,
and the capacity of the watermark transmission is mostly in-
dependent of the characteristics of the original audio sig-
nal.

In QIM as described by B. Chen and G.W. Wornell and men-—
tioned above, an input value x i1s mapped by gquantisation to
a discrete output value y = Qp(x), whereby for each water-
mark message m a different quantiser @, is chosen. Therefore
the detector can in turn try all possible quantisers and de-
tect the watermark message by finding the quantiser with the

smallest quantisation error.
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J.J. Eggers et al. mentioned above have proposed an exten-—
sion to QIM in order to achieve better capacity in specific
watermark channels: in this o-QIM all input values x are
linearly shifted towards the reference value (i.e. towards
the centroid of the quantiser) with a constant factor. The

watermarked output value y can be considered as being com-

puted by y = Qpn(x) + o(x-0Qpn(x)).

Invention

The Chen/Wornell processing is by definition non-reversible
because information is lost in the guantisation step.
The Eggers/Su/Girod processing is reversible, but it is not

subject to any time-variable distortion constraint.

A problem to be solved by the invention is to avoid degrada-
tion of the audio gquality with each watermark embedding-and-
removal step by improving the known QIM processing. This
problem is solved by the gquantisation method disclosed in
claim 1. An apparatus that utilises this method is disclosed
in claim 2. A method for corresponding regaining is dis-

closed in claim 8.

The inventive audio signal watermarking uses specific guan-
tiser curves in time domain and in particular in transform
domain for embedding the watermark message into the audio
signal, whereby it is almost perfectly reversible and the
term 'reversible' means that the watermark can be removed in
order to recover the original PCM samples with high (i.e.
with near-bit-exact) quality - under the preconditions that
the watermarked audio signal has not undergone significant
signal modification, and that the secret key is known which
is required for detection of the watermark.

The inventive reversible quantisation index modulation wa-

termarking processing has embedded a power constraint, which
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is important in audio watermarking in order to guarantee
that the modifications of the signal due to the watermark
embedding are inaudible.

Advantageously, the inventive processing provides robustness
and capacity characteristics which are competitive to state-
of-the-art, non-reversible watermarking schemes, and the in-
vention allows to reverse the watermark embedding process
without significant penalties in terms of data rate, robust-
ness and computational complexity of the watermark scheme,
whereby the reversal of the watermark embedding process will

deliver almost exactly the original PCM audio signal.

In principle, the inventive quantisation method is suited
for quantisation index modulation for watermarking an input
signal x, wherein different quantiser curves Qp are used for
gquantising said input signal x and a current characteristic
of said quantiser curve is controlled by the current content
of a watermark message m, wherein in said gquantising the
difference between input value and output value at any posi-
tion is not greater than T, and said quantising curves Qp
are reversible in that for any input value x there is a
unigue output value vy,

and wherein #*T is a value defining the y shift towards y = 0
of outer sections of said quantiser curves Qp and is deter-
mined by the current psycho-acoustic masking level of said
input signal x, and y is the watermarked output signal,

and wherein the different quantiser curves @, are estab-
lished according to the current value of m by different
shifts of the complete guantiser curve in x direction.

In particular, said quantising can be carried out according
to y = Op(x) + max(-T, min(T, o(x-Qpn(x)))),

wherein o i1s a predetermined steepness of the medium section
of said quantiser curves Qp, *T is a value defining the y
shift towards y = 0 of the other sections of said quantiser
curves Qp and 1is determined by the current psycho-acoustic

masking level of said input signal x, and y is the water-
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marked output signal.

In principle the inventive quantisation apparatus is suited
for quantisation index modulation for watermarking an input
signal x, wherein different quantiser curves Qp are used for
gquantising said input signal x and a current characteristic
of said quantiser curve is controlled by the current content
of a watermark message m, said apparatus including:

- a psycho-acoustic masking level calculator;

- an embedder which carries out said quantising in which
the difference between input value and output wvalue at any
position is not greater than T, and wherein said quantising
curves Qp are reversible in that for any input value x there
is a unigue output value vy,

wherein +T is a value defining the y shift towards y = 0 of
outer sections (I,III) of said quantiser curves Qp and is
determined (26) by the current psycho-acoustic masking level
of said input signal x, and y is the watermarked output sig-
nal,

and wherein the different quantiser curves @ are estab-
lished according to the current value of m by different
shifts of the complete guantiser curve in x direction.

In particular, said quantising can be carried out according
to y = Op(x) + max(-T, min(T, o(x—-Qmpn(x)))),

wherein o i1s a predetermined steepness of the medium section
of said quantiser curves Qp, *T is a value defining the y
shift towards y = 0 of the other sections of said quantiser
curves Qp and is determined by the current psycho-acoustic
masking level of said input signal x, and y is the water-

marked output signal.

In principle, the inventive regaining method is suited for
regaining an original input signal x which has been proc-
essed according to said inventive quantisation method, said
method including the steps:

- re-quantising according to y = Qp(x) + max(-T, min(T,
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a(x-Qpm(x)))) the received watermarked signal using said
quantiser curves Qp in a corresponding manner, wherein dif-
ferent candidate quantiser curves @, are checked by applying
different shifts of the complete quantiser curve in x direc-
tion, and wherein said re—-gquantisation is carried out with a
bit depth that is greater than the bit depth that was ap-
plied originally;

- selecting that candidate quantiser curve Qp which matches
best in the frequency domain;

- based on the current Qp so determined, removing the cor-
responding current watermark m from signal y so as to pro-

vide said regained signal x.

Advantageous additional embodiments of the invention are

disclosed in the respective dependent claims.

Drawings

Exemplary embodiments of the invention are described with

reference to the accompanying drawings, which show in:

Fig. 1 example of a reversible QIM quantiser curve for with
embedding power constraint;

Fig. 2 signal flow of an embedder according to the inven-
tion;

Fig. 3 overmarking performance of known phase-based audio
WM;

Fig. 4 overmarking performance according to the invention

(no attack).

Exemplary embodiments

Reversible QIM watermarking with embedding power constraint
The invention extends QIM in order:

- to make the mapping performed at the embedder to be re-
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versible at the decoder and

- to allow to take a power constraint into account when em-
bedding a watermark.

The related characteristic curve of the quantiser has to
fulfil the following two constraints:

- the difference between the input and output value at any
position shall not be greater than T (the embedding power
constraint),

- the characteristic curve shall be reversible, that is for

any input value x there shall be one unique output wvalue y.

An example of a characteristic curve for one of the quantis-
ers for the inventive reversible QIM processing with embed-
ding power constraint is shown in Fig. 1 with output y ver-
sus input x. The curve can be divided into three linear seg-
ments I, II, III marked at the top of the figure. In seg-
ments I and III the output is shifted by the amount of T to-
wards the reference value, i.e. towards y = zero, resulting
in y1 = x+T and y3 = x-T. The shift cannot be higher because
of the power constraint. In segment II a linear curve is
used with a gradient of o, resulting in yy = ox and transi-
tion points P; = (I/1l-a, oT/l- o) and Py = -P7. I.e., the
choice of o determines the transition points P and Py be-
tween the three segments: the greater o, the larger will be

the range which is covered by segment ITI.

The computation of this example characteristic curve is de-
fined for scalar input values by

Vv = Op(x) + max(-T, min(T, o(x-Qpn(x)))) .,
where m represents the watermark message and Qp denotes the
different curves of quantisers used for embedding message m,
e.g. one quantiser curve for '0' bits of m and a different
quantiser curve for 'l' bits.
The value of o is fixed in an application, and the choice of
o 1s a trade-off: if o 1s near 'l', the robustness of the

embedded watermark is likely to be inferior than for lower
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values of o, because the average shift towards the reference
value is lower than possible. On the other hand, the higher
the value of o the better is it possible to reverse the
characteristic curve of the embedder in noisy conditions.
The value of T is adapted to the current psycho-acoustic
masking level of the input signal.

The characteristic curve in Fig. 1 has been designed to
maximise the average shift of input values towards the ref-
erence value. The different quantiser curves @, are estab-
lished according to the current value of m by different
shifts syxy, of the complete quantiser curve in x direction.
Other characteristic curves are possible as well, as long as

they fulfil the aforementioned two constraints.

Embedding in MDCT domain

In order to design a full or near reversible audio water-—
marking system, it is required to utilise filter banks with
perfect reconstruction properties. Furthermore, it is highly
advantageous in such application if the filter bank coeffi-
cients (e.g. MDCT frequency bins) are mutually independent:
that means it is desired that any modification of one coef-
ficient (in the embedding process) does only affect exactly
the same coefficient at the decoder side (assuming perfect
synchronisation of signal segments used for analysis). Any
interference with other (nearby) coefficients shall be
avoided. One example filter bank with these properties is
the MDCT.

A corresponding example embodiment of an inventive embedder
is illustrated in Fig. 2. The upper signal path is used for
determining an additive watermark signal, which can be de-
termined likewise from the watermarked signal, and includes
an MDCT step or stage 21, a 2-frames combiner step/stage 22,
an embedder 23 that carries out the above-described inven-
tive quantising, in which the (current) value of T is con-
trolled by a psycho—-acoustic analyser 26 receiving its input

from the output of step/stage 22, a 2-frames spread step/



10

15

20

25

30

35

WO 2013/007500 PCT/EP2012/062194

8

stage 24, an inverse MDCT step/stage 25, and a combiner that
adds the output of IMDCT step/stage 25 with the input signal
of MDCT step/stage 21.

Definition of a pseudo-complex spectrum

The inventive quantising processing can be carried out in

time domain, but preferably the signal processing takes

place in frequency domain, i.e. the input signal is fed into
an MDCT analysis block and the output watermark signal is
produced via an inverse MDCT. Instead of MDCT/IMDCT, any
other suitable time-to-fregquency domain/fregquency-to-time
domain transforms can be used, which must allow perfect

(i.e. bit-exact) reconstruction of the time domain signal.

According to the invention, two consecutive MDCT frames are

interpreted as real and imaginary part of one complex spec-

trum. Strictly mathematically, this interpretation is wrong.

However, it allows to define an angular spectrum for the

purpose of embedding a watermark. The actual watermark em-—

bedding corresponds to the processings described in WO 2007/

031423 Al, WO 2006/128769 A2 or WO 2007/031423 Al. For in-

serting watermark information, only the angles (i.e. the

phases) of the pseudo-complex spectrum are modified accord-
ing to the constraints provided by a psycho-acoustic analy-
sis of the input signal.

The above definition of a pseudo-complex spectrum in MDCT

domain has some advantages, compared to a real angular spec-

trum in DFT domain as used in WO 2007/031423 Al, WO 2006/

128769 A2 or WO 2007/031423 Al:

- Because of the orthogonal properties of the MDCT filter
bank, all MDCT coefficients are fully independent from
each other, and in turn all complex coefficients of the
angular spectrum interpretation are independent as well.
As motivated above, this is a precondition for reversible
watermarking.

— Because only the angles of the pseudo-complex spectrum

are modified for embedding the watermark, and because
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only the amplitudes are required for the psycho-acoustic
analysis, the results of the psycho-acoustic analysis
both for the original input signal and for the water-
marked signal are perfectly identical. Again, this is re-

quired for reversibility of the embedding process.

Embedding process

The embedding of the watermark message m is performed ac-
cording to the inventive reversible QIM with embedding power
constraint as described in connection with Fig. 1. The psy-
cho—-acoustic analysis of the original signal is used in or-
der to derive maximum modifications of the angles or phases
of individual coefficients of the pseudo-complex spectrum.
These maximum values constitute the constraint T used in the
characteristic curve from section Reversible QIM watermark-
ing with embedding power constraint.

The input values x to the embedding curve from that section
are the angles of the pseudo-complex spectrum, and the out-
put values y are used to derive the angles of the additive
watermark-only signal (in MDCT domain) y-x. The reference
angles are derived from a pseudo—-noise sequence according to
the principles described in WO 2007/031423 Al, WO 2006/
128769 A2 or WO 2007/031423 Al. The amplitudes of the com-
plex values defined by two consecutive MDCT spectra are not
modified by the watermark embedder.

The new angles (according to y-x as explained in the previ-
ous paragraph), together with the amplitudes of the complex
interpretation, are again split into two real-valued, con-
secutive MDCT spectra. The resulting stream of MDCT spectra
is fed into the inverse MDCT filter bank 25 in order to pro-

duce the additive watermark signal.

Reversibility
The watermark process is reversible because all analysis
steps that are applied in order to derive the additive wa-

termark signal are invariant to the embedding of the water-
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mark. That means, the same additive watermark signal can be

derived from the original signal as well as from the water-

marked signal. There are, however, two preconditions to this
property:

— The watermarked signal shall not be altered signifi-
cantly. Any major attack or signal modification will im-
pact the reproducibility of the computation of the water-
mark signal.

— The detection of the watermark message to be removed has
to be without error. Any detection error will result in
the reversion of the wrong watermark modifications. To-
gether with the above condition this means that the wa-
termark processing shall have 100% error free detection
results for no or minor attacks.

In practice, the watermark embedding process typically will

not be 100% reversible if the watermarked output signal of

the embedder is quantised to integer values. If, for exam-
ple, the watermarked signal is guantised to 16 bit integer
values, the output signal of a watermark remover will suffer
from the quantisation noise of this 16 bit quantiser as com-

pared to the original PCM samples.

Overmarking performance of a practical system

The above example system has been built and used to deter-
mine overmarking performance figures. The term 'overmarking'
means that a sequence of embedding and removal of watermarks
has been applied to one original audio signal.

Typically, the quality of the signal degrades according to
the number of consecutive overmarkings. Fig. 3 shows an ex-—
ample of the performance of the phase-based watermarking ac-
cording to WO 2007/031423 Al, WO 2006/128769 A2 or WO 2007/
031423 Al. The performance metric is the objective differ-
ence grade ODG (a lower ODG value indicates worse signal
quality; ODG is described in the ITV Recommendation BS.1387
(PEAQ) ), which estimates the subjective difference between

the original audio signal and the watermarked signal after
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several overmarking steps. It ranges from 0 = non-noticeable
distortion to 3 = annoying and 4 = very annoying. It is

clearly visible that the quality of the watermarked signal

decreases considerably after a major number of overmarkings.

For comparison, Fig. 4 shows the corresponding overmarking
performance for the inventive processing for the same input
signal using the embodiment described in Fig. 2 (no attack,
which means that the watermarked signal has not been modi-
fied). The subjective quality of the watermarked signal
stays essentially constant even after 100 overmarking steps.
The noise-1like fluctuation of the ODG for each overmarking
step is produced by the fact that for each overmarking a
different embedding key (i.e. reference sequence) has been
applied, which leads to different subjective gqualities of

the watermarked signals.

Fully reversible (bit-exact) audio watermarking

In a special embodiment, the above principles can also be
applied in order to provide a full removal of the watermark,
leading with high probability to the bit-exact original in-
put PCM samples of the embedder. For this purpose, in a sys-
tem as depicted in Fig. 2 at the output of adder 27, the
output signal of the embedder is gquantised with different
candidate quantiser curves like at embedding side but with a
bit depth (e.g. 24 bit per sample) that is consistently
higher than the bit depth of the original embedder-side in-
put PCM samples (e.g. 16 bit per sample). The actual QM
curve 1s determined in MDCT domain as described above.

Based on the current Qp so determined, the corresponding
current watermark message m is removed from signal y so as
to provide the regained signal x. As explained above, the
removal of the watermark will lead to PCM samples that suf-
fer from the quantisation noise from the quantisation of the
watermarked signal. With the processing described, this

quantisation noise will only affect some LSBs of the higher
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bit depth output signal of the watermark remover. Therefore
this output signal can in turn be quantised to the original
precision of the input PCM samples (16 bit per sample in the
example above). This will remove the impairment by the gquan-

tisation noise and recover the original PCM samples.

The invention can be used for applications like:

- content tracking and forensics in professional workflows
including audience measurement;

- intelligent DRM (digital rights management) where marks
and associated rights can be modified by exchanging the
watermark;

- reversible degradation of the content;

- for video watermarking.

The inventive processing can also be used in connection with

spread spectrum based watermarking techniques.
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Claims

Method for quantisation index modulation for watermarking
an input signal x, wherein different quantiser curves Qp
are used for guantising said input signal x and a current
characteristic of said quantiser curve is controlled by
the current content of a watermark message m, character-
ised in that in said gquantising the difference between
input value and output value at any position is not
greater than T, and that said quantising curves Qp are
reversible in that for any input value x there is a
unigue output value vy,

wherein *T is a value defining the y shift towards y = 0
of outer sections (I,III) of said quantiser curves Qp and
is determined (26) by the current psycho-acoustic masking
level of said input signal x, and y is the watermarked
output signal,

and wherein the different quantiser curves @ are estab-
lished according to the current value of m by different

shifts of the complete guantiser curve in x direction.

Apparatus for guantisation index modulation for water-
marking an input signal x, wherein different quantiser
curves Qp are used for quantising said input signal x and
a current characteristic of said gquantiser curve is con-
trolled by the current content of a watermark message m,
said apparatus including:

a psycho—-acoustic masking level calculator (26);

an embedder (23) which carries out said quantising in
which the difference between input value and output wvalue
at any position is not greater than T, and wherein said
quantising curves Qp are reversible in that for any input
value x there is a unique output value vy,

wherein *T is a value defining the y shift towards y = 0
of outer sections (I,III) of said quantiser curves Qp and

is determined (26) by the current psycho-acoustic masking
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level of said input signal x, and y is the watermarked
output signal,

and wherein the different quantiser curves @, are estab-
lished according to the current value of m by different

shifts of the complete guantiser curve in x direction.

Method according to claim 1, or apparatus according to
claim 2, wherein said quantising is carried out (23) ac-
cording to y = QOp(x) + max(-T, min(T, o (x-Qpn(x)))),
wherein o is a predetermined steepness of the medium sec-
tion (II) of said quantiser curves Qp, =T is a value de-
fining the y shift towards y = 0 of the other sections
(I,III) of said quantiser curves @ and is determined
(26) by the current psycho-acoustic masking level of said

input signal x, and y is the watermarked output signal.

Method according to claim 1 or 3, or apparatus according
to claim 2 or 3, wherein said quantising (23) is carried

out in frequency domain.

Method according to the method of claim 4, wherein prior
to said quantisation (23) said input signal x passes
through a time-to-fregquency transform (21) and a combin-
ing (22) of every successive frame pair, of which one
frame is treated as representing a real part of one cur-
rent frame and the other frame is treated as representing
an imaginary part of that current frame, and wherein the
quantised (23) input signal passes through a spreading
(24) of every successive frame pair, of which one frame
is treated as representing a real part of one current
frame and the other frame is treated as representing an
imaginary part of that current frame, and a frequency-to-
time transform (25), so as to form said watermarked out-
put signal vy,

or apparatus according to the apparatus of claim 4, com-

prising:
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means (21,22) being arranged prior to said embedder (23)
and being adapted for time-to-frequency transform and
frame pair combining, wherein of every successive frame
pair one frame is treated as representing a real part of
one current frame and the other frame is treated as rep-
resenting an imaginary part of that current frame,

means (24,25) being arranged following said embedder (23)
and being adapted for spreading every successive frame
pair of which one frame is treated as representing a real
part of one current frame and the other frame is treated
as representing an imaginary part of that current frame,
and for frequency-to-time transform, so as to form said

watermarked output signal y.

Method according to the method of claim 5, or apparatus
according to the apparatus of claim 5, wherein said time-
to-frequency transform is an MDCT and said frequency-to-

time transform 1s an IMDCT.

Method according to the method of one of claims 1 and 3
to 6, or apparatus according to the apparatus of one of
claims 2 to 6, wherein said output signal y controls

phase modifications of said input signal x.

Method according to the method of one of claims 1 and 3
to 7, or apparatus according to the apparatus of one of
claims 2 to 7, wherein said input signal x is an audio

signal.

Method for regaining an original input signal x which has
been processed according to the method of one of claims 3
to 8, said method including the steps:

re—quantising according to y = Qp(x) + max(-T, min(T,
a(x—Qp(x)))) the received watermarked signal using said
quantiser curves Qp in a corresponding manner, wherein

different candidate quantiser curves O are checked by
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applying different shifts of the complete gquantiser curve
in x direction, and wherein said re—-gquantisation is car-
ried out with a bit depth that is greater than the bit
depth that was applied originally;

selecting that candidate quantiser curve Qp which matches
best in the frequency domain;

based on the current @, so determined, removing the cor-
responding current watermark m from signal y so as to

provide said regained signal x.

Digital audio or video signal that is encoded according

to the method of one of claims 1 and 3 to 8.

Storage medium, for example an optical disc, that con-
tains or stores, or has recorded on it, a digital audio

or video signal according to claim 10.
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