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SYSTEMAND METHOD FOR PROVIDING A 
SECURE ENVIRONMENT FOR PERFORMING 

CONDITIONAL ACCESS FUNCTIONS FOR A SET 
TOP BOX 

FIELD OF THE INVENTION 

0001. The present invention relates to cryptographic sys 
tems. In particular, the present invention relates to a Secure 
decryption of information transmitted to a set top box to 
provide conditional access to transmitted Signals. 

BACKGROUND OF INVENTION 

0002 Cable and satellite television service providers 
utilize conditional access Systems to broadcast encrypted 
information, representing programs, to authorized custom 
erS. Cable and Satellite television Service providers use a 
conditional access transmission System to encrypt signals So 
that access to the content of the Signals is prevented except 
through a Specified mechanism. Generally, cable and Satel 
lite television Service providerS Supply Set top boxes which 
can decrypt the Signals transmitted by the cable and Satellite 
television Service providers. Each Set top box can be con 
figured to decrypt information from the cable and Satellite 
television Service providers on a per-Service or per-event 
basis. 

0003. Many cable and satellite television service provid 
ers use the MPEG-2 encoding standard for transmission of 
encoded programs. MPEG-2 Specifies a Syntax for encoding 
Video and audio information. It also specifies a transport 
Stream format which allows multiple programs to be mul 
tiplexed into a Single bit Stream. The cable and Satellite 
television Service providers break down programs into 
elementary Streams, for example Video and audio, which are 
then encoded into packetized elementary Streams (hereinaf 
ter "PES) consisting of variable-length packets containing 
coded video and audio information. PES packets are then 
encapsulated in 188-byte transport packets for multiplexing 
and transmission. MPEG-2 specifies two stream formats for 
transmitting content: program Stream and transport Stream. 
Transport Stream is used in broadcast environments. 
0004. An MPEG-2 transport stream consists of a stream 
of transport packets, each of which contains a packet iden 
tifier in the header. Packets sharing the same program 
identifier (hereinafter “PID”) are considered as belonging to 
the same Stream. In this way, multiple independent Streams 
can be carried in a transport Stream or transport multiplex. 
0005. A set top box, provided by a particular cable or 
Satellite television company, is configured to decrypt Some 
or all of the individual streams carried within the transport 
Stream Sent by the particular cable or Satellite television 
company. The Set top box can be configured to decrypt 
transport Streams on a per-Service or per-event basis. The Set 
top box generally will not work for another cable or satellite 
television company. If the user of the Set top box elects to 
change from one cable or Satellite television company to a 
Second cable or Satellite television company, the Second 
cable or Satellite television company must provide another 
set top box for the user. 

SUMMARY OF THE INVENTION 

0006 An object of the present invention is to provide a 
System and method for the reception, decryption and decod 
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ing of information from more than one provider. In a 
particular embodiment, the present invention provides for 
the installation of a conditional access applet associated with 
a Service provider which generates control words that allow 
a set top box to decrypt a Selected channel. 

0007. In accordance with a first exemplary embodiment 
of the System of the present invention, there is provided a 
Secure processing System for use in a Set top box for 
decrypting a Selected channel from a first Service provider. 
The Secure processing System includes a first System input 
for receiving at least one authorization message, a Second 
System input for receiving at least one control message 
asSociated with a Selected program, and a System output for 
providing a System output Signal. The Secure processing 
System also includes a data Storage device and a central 
processing unit. The data Storage device is configured to 
Store information conveyed by the at least one authorization 
message. The central processing unit is configured to receive 
the at least one control message from the Second System 
input, receive the at least one authorization message from 
the first System input and Store the at least one authorization 
message in the data Storage device. In addition, the central 
processing unit also executes a first conditional access applet 
which is configured to cause the System output to transmit a 
first control Signal if the at least one control message 
Specifies a type of program that can be decrypted given the 
at least one authorization message. The central processing 
unit will also cause the System output to transmit a Second 
control Signal if the at least one control message specifies a 
type of program that can not be decrypted by the decryption 
device given the at least one authorization message. 

0008 Another aspect of the invention includes a third 
System input for receiving a Service provider identifier. Yet 
another aspect of the invention includes the central proceSS 
ing unit discontinuing execution of the first conditional 
acceSS applet and beginning execution of the Second condi 
tional acceSS applet if the Service provider identifier received 
by the third System input is associated with a Second 
conditional acceSS applet. 

0009. A further aspect of the invention includes the 
Second conditional access applet being configured to cause 
the System output to transmit a third control Signal if the at 
least one control message specifies a type of program that 
can be decrypted by the decryption device given the at least 
one authorization message, and to cause the System output 
to transmit a fourth control Signal if the at least one control 
message specifies a type of program that can not be 
decrypted by the decryption device given the at least one 
authorization message. 

0010. In accordance with a second exemplary embodi 
ment of the method of the present invention, there is 
provided a method for decrypting a Selected channel from a 
first Service provider. The method for decrypting a Selected 
program includes receiving at least one authorization mes 
Sage, receiving at least one control message associated with 
a Selected program, and Storing the at least one authorization 
message. An aspect of the invention includes transmitting a 
first control Signal if the at least one control message 
Specifies a type of program that can be decrypted given the 
at least one authorization message. Another aspect of the 
invention includes transmitting a Second control Signal if the 
at least one control message Specifies a type of program that 
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can not be decrypted by the decryption device given the at 
least one authorization message. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0.011 Further objects, features, and advantages of the 
invention will become apparent from the following detailed 
description taken in conjunction with the accompanying 
figures showing illustrative embodiments of the invention, 
in which: 

0012 FIG. 1 is a timing diagram illustrating the prior art 
MPEG-2 transport stream format; 
0013 FIG. 2 is a functional block diagram illustrating a 
System for receiving, decrypting and decoding data from at 
least one Service provider, according to the present inven 
tion; 
0.014 FIG. 3 is a block diagram illustrating a secure 
processing System according to the present invention; 
0.015 FIG. 4 is a flow chart illustrating a process for 
Service acquisition according to the present invention; and 
0016 FIG. 5 is a flow chart illustrating a process for 
determining whether a set top box has authorization to 
decrypt a Selected program according to the present inven 
tion. 

0.017. Throughout the figures, unless otherwise stated, the 
Same reference numerals and characters are used to denote 
like features, elements, components, or portions of the 
illustrated embodiments. Moreover, while the Subject inven 
tion will now be described in detail with reference to the 
figures, and in connection with the illustrative embodiments, 
changes and modifications can be made to the described 
embodiments without departing from the true Scope and 
Spirit of the Subject invention as defined by the appended 
claims. 

DETAILED DESCRIPTION OF THE 
INVENTION 

0018 U.S. patent application Ser. No. 09/313,295, filed 
Mar. 17, 1999, to Steven J. Sprague and Gregory J. 
Kazmierczak entitled “Public Cryptographic Control Unit 
and System Therefor” (hereinafter “Sprague et al.”), the 
entire Specification of which is herein incorporated by 
reference, describes a cryptographic control unit in which 
Small Software applications (hereinafter "applets”) can be 
Swapped in and/or out of the cryptographic control unit. 
0019 U.S. patent application Ser. No. 09/855,898, filed 
May 15, 2001, to Leonard S. Veil and Erica E. Tups entitled 
“Method and System for Conditional Installation and Execu 
tion of Services in a Secure Computing Environment” 
(hereinafter “Veil et al.”), the entire specification of which is 
herein incorporated by reference, describes a cryptographic 
control unit in which applets can be Swapped in and/or out 
of the cryptographic control unit. 
0020 FIG. 1 illustrates the prior art MPEG-2 transport 
Stream format 10 that is used to broadcast transport Streams 
from a cable or Satellite company to a set top box. The 
MPEG-2 transport stream format 10 is compliant with the 
ISO/IEC 13838-1 specification. An MPEG-2 transport 
packet 12 is 188 bytes in length and includes a transport 
header 14, an optional adaptation field 16, and a payload 18. 
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The transport header 14 further includes a program identifier 
(hereinafter “PID”) 20, which is 13 bits in length. A group 
of MPEG-2 transport packets 12 with the same PID combine 
to make a packet Stream, a group of related packet Streams 
combine to make a program, and a group of programs 
combine to form one or more transport Stream. A "program' 
in MPEG-2 terminology is a collection of packet streams 12 
having related PIDs. An example of an MPEG-2 program 
may be the Home Box Office Channel or the Public Broad 
casting System Channel. The PID 20 allows a system to 
identify the component packet Streams of the individual 
programs. 

0021 MPEG-2 provides a general syntax for standard 
and private messages. A Standard table, called the program 
association table (hereinafter “PAT), is carried on PID 0. 
The PAT serves as a directory to the streams in the transport 
multiplex. The PAT includes many entries. Each entry in the 
PAT correlates a program number with the PID of a program 
map table (hereinafter “PMT). The PMT lists individual 
PIDs associated with the particular program. A PID listed in 
the PMT of an access-controlled program is the PID of the 
ECMs associated with the selected program. The other PIDs 
located in the PMT indicate the PIDs of the data streams that 
constitute a program, for example video, audio, and the like. 
0022. Two types of messages are used in controlling 
access to the programs: control messages and access mes 
Sages. In a preferred embodiment, the control messages are 
entitlement control messages (hereinafter “ECMs”) and the 
acceSS messages are entitlement management messages 
(hereinafter “EMMs”). ECMs are used to specify the access 
requirement associated with programs. They also typically 
contain the parameters needed for deriving decrypting keys 
or control words. ECMs are associated with individual 
programs. ECMS are transported "in-band' alongside the 
Video and audio Streams of a program. 

0023 EMMs are used to convey authorization to the 
Subscribers. They are unicast addressed to each Set top box, 
typically over an out-of-band (hereinafter “OOB') channel 
that the Set top box is always monitoring, regardless of the 
channel the Subscriber is watching. EMMs are associated 
with individual set top boxes. 
0024 FIG. 2 is a block diagram which illustrates a 
conditional acceSS System 100 for broadcasting programs 
from a cable or Satellite television provider to a Set top box. 
The conditional access system 100 includes a television 
broadcasting equipment Set-up 102, a television broadcast 
ing equipment Set-up 182, and one or more Set top box 130. 
Each of the television broadcasting equipment Set-up 102 
and the television broadcasting equipment Set-up 182 can 
provide one or more transport Stream, representing multiple 
programs, over a data line 120 to the one or more Set top box 
130. It will be appreciated that in an ordinary system there 
will be thousands of set top boxes 130 and that only a single 
Set top box is shown for purposes of explaining the present 
invention. 

0025. In an alternate embodiment, the television broad 
casting equipment Set-upS 102, 182 can be television broad 
casting Satellite uplinkS. 
0026. The television broadcasting equipment set-up 102 
includes a multiple program transport Stream generator 104, 
an ECM generator 108, a multiplexer 106, a encryption 
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device 110, a data Storage device 112, a quadrature ampli 
tude modulator 114, and an upconversion unit 116. The 
television broadcasting equipment Set-up 102 broadcasts 
multiple programs to many Set top boxes 130 using the 
MPEG-2 Standard. 

0027. The multiple program transport stream generator 
104 creates and transmits data Streams to the multiplexer 
106 and the ECM generator 108 creates and transmits ECMs 
to the multiplexer 106. The multiplexer 106 combines the 
data Streams generated by the multiple program transport 
stream generator 104 and the ECMs generated by the ECM 
generator 108 into one or more transport stream. Preferably, 
the data format of the one or more transport Stream comports 
with the MPEG-2 specification. The multiplexer 106 trans 
mits the one or more transport Stream to the optional data 
storage device 110. 

0028. The optional data storage device 110 acts as a 
buffer. The optional data storage device 110 receives and 
Stores the one or more transport Stream from the multiplexer 
106 for a predetermined period of time, and then transmits 
the one or more transport Stream to the quadrature amplitude 
modulator (hereinafter “QAM”) 114. The QAM 114 pro 
ceSSes the one or more transport Stream and transmits a 
QAM carrier representing the one or more transport Stream 
to the upconverter 116. The upconverter 116 couples the 
QAM carrier to a carrier wave and broadcasts the coupled 
data signal to the set top boxes 130 that are connected to the 
television broadcasting equipment Set-up 102 by the data 
line 120. 

0029. The television broadcasting equipment set-up 182 
is Substantially Similar to the television broadcasting equip 
ment Set-up 102. A multiple program transport Stream gen 
erator 184 of the television broadcasting equipment Set-up 
182 is Substantially similar to the multiple program transport 
stream generator 104, an ECM generator 188 of the televi 
Sion broadcasting equipment Set-up 182 is Substantially 
similar to the ECM generator 108, a multiplexer 186 of the 
television broadcasting equipment Set-up 182 is Substan 
tially similar to the multiplexer 106, a encryption device 190 
of the television broadcasting equipment Set-up 182 is 
substantially similar to the encryption device 110, a data 
Storage device 192 of the television broadcasting equipment 
Set-up 182 is Substantially similar to the data Storage device 
112, a QAM 194 of the television broadcasting equipment 
set-up 182 is substantially similar to the QAM 114, and an 
upconversion unit 196 of the television broadcasting equip 
ment Set-up 182 is Substantially similar to the upconversion 
unit 116. The multiple program transport Stream generator 
184 differs from the multiple program transport stream 
generator 104 in that the one or more transport Stream 
generated by the multiple program transport Stream genera 
tors 184, 104 are different. The ECM generator 188 differs 
from the ECM generator 108 in that the ECMs generated by 
the ECM generators 108, 188 are different. And the upcon 
version unit 196 differs from the upconversion unit 116 in 
that the carrier frequency the upconversion unit 196 uses to 
couple the QAM carrier to is generally different than the 
carrier frequency the upconversion unit 116 uses. 

0030) The one or more set top box 130 includes a tuner 
132, a demodulator 134, a demultiplexer 136, a decryption 
device 138, a main central processing unit (hereinafter 
“main CPU”) 140, a data storage device 141, a user interface 
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142, a Secure processing System 144, for example, as dis 
closed as the public cryptographic control unit in Sprague et 
al., an out-of-band interface 146, a decoder 150, and an 
analog output 152. The coupled data Signal, received by the 
one or more set top box 130, is conveyed to the tuner 132. 
The tuner 132 is tuned to a particular carrier Signal fre 
quency by the main CPU 140 and decouples the carrier 
Signal from the QAM carrier, thereby recovering an inter 
mediate frequency (IF) signal. Once the IF signal is recov 
ered, the IF signal is transmitted to the demodulator 134. The 
demodulator 134 demodulates the QAM carrier received by 
the demodulator 134 and transmits the one or more transport 
stream to the demultiplexer 136. 

0031. In a certain embodiment, the out-of-band interface 
146 is an Ethernet interface. 

0032. The demultiplexer 136 receives the one or more 
transport stream from the demodulator 134, and based on 
control signals from the main CPU 140, conveys the appro 
priate data Streams to the decryption device 138, the Secure 
processing system 144, and the main CPU 140. The CPU 
140 provides control signals to the demultiplexer 136 Such 
that the demultiplexer 136 transmits two data streams of the 
one or more transport Stream associated with a Selected 
program to the decryption device 138, transmits one data 
Stream of the one or more transport Stream associated with 
the PMT of the Selected program, which is program Specific 
information (PSI), to the main CPU 140, and transmits the 
data Streams containing the ECMs associated with the 
Selected program to the Secure processing System 144. 

0033. In an alternate embodiment, more than two data 
Streams can be associated with the Selected program, and the 
demultiplexer 136 can transmit the data Streams associated 
with the selected program to the decryption device 138. 
0034. The decryption device 138 receives the two data 
streams transmitted by the demultiplexer 136 and decrypts 
the data Streams depending on the control words transmitted 
by the secure processing system 144. If one of the EMMs 
Stored in the Secure processing System 144 gives the one or 
more Set top box 130 the privilege to decrypt a program 
asSociated with the ECM received by the Secure processing 
system 144 from the demultiplexer 136, the secure process 
ing System 144 provides the control words necessary to 
decrypt the two transport Streams. The decrypted data 
Streams are then transmitted to the Video and audio decoding 
unit 150. If the EMMs stored in the secure processing 
system 144 do not give the one or more set top box 130 the 
privilege to decrypt a program associated with the ECM 
received by the Secure processing System 144 from the 
demultiplexer 136, the Secure processing System 144 does 
not provide the control words necessary to decrypt the two 
transport Streams, and encrypted data Streams are transmit 
ted to the video and audio decoding unit 150. 
0035) The video and audio decoding unit 150 receives the 
decrypted transport streams from the decryption device 138 
and decodes the digital Signals. The Video and audio decod 
ing unit 150 processes the decrypted data Streams and 
produces an analog Signal. The analog signal is transmitted 
to the analog output 152, which transmits the analog signal 
to a monitor 180 which displays the analog signal. 

0036) The out-of-band interface 146 receives EMMs, a 
Virtual channel table and encrypted conditional acceSS 
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applets from an access controller 160. The EMMs convey 
authorization to decrypt particular types of transport 
Streams. The Virtual channel table associates a Selected 
channel with a program number, a Service provider identi 
fier, and a particular tuner Setting. The encrypted conditional 
access applets are Service provider Specific applets that are 
used by the Secure processing System 144 to generate control 
words. Each of the encrypted conditional acceSS applets is 
asSociated with a particular Service provider identifier. The 
out-of-band interface 146 transmits the EMMs, the virtual 
channel table and the encrypted control word applets, 
received from an access controller 160, to the main CPU 
140. 

0037. The main CPU 140 receives the EMMs, the virtual 
channel table and the encrypted conditional access applets 
from the out-of-band interface 146. The main CPU 140 
transmits the EMMs to the secure processing system 144. 
The main CPU 140 stores the cable association table in the 
data Storage device 141, and upon receipt of a Selected 
channel, transmits the Service provider identifier associated 
with the Selected channel to the Secure processing System 
144. The main CPU 140 transmits the encrypted conditional 
access applets to the Secure processing System 144 for 
Storage therein. 
0.038. The secure processing system 144 decrypts the 
EMMS using public-key or private-key cryptographic tech 
niques, or both. The Secure processing System 144 is 
described in more detail in relation with FIG. 3. The Secure 
processing System 144 uses the decrypted conditional acceSS 
applet associated with the service provider identifier of the 
Selected channel, which is decrypted within the Secure 
processing system 144, to compare the ECMs for the 
Selected channel with the EMMs stored within the Secure 
processing system 144. If the EMMs grant the one or more 
set top box 130 the privilege to decrypt the selected channel, 
the Secure processing System 144 transmits control words, 
derived from the ECMs and the conditional access applet 
provided by the service provider associated with the service 
provider identifier, to the decrypting device 138 which cause 
the decrypting device 138 to decrypt the data streams 
received from the demultiplexer 136. For example, if one of 
the selected program is the Home Box Office Channel, and 
the ECM for the Home Box Office Channel was PREMIUM, 
the Secure processing System 144 should have received an 
EMM that allows the one or more set top box 130 to decrypt 
PREMIUM programs in order to provide control words to 
the decryption device 138 which will decrypt the data 
streams that correspond to the Home Box Office channel. 
Otherwise, the Secure processing System 144 does not trans 
mit any control words to the decryption device 138, and the 
decryption device 138 transmits encrypted content to the 
decoding unit 150. 
0.039 The user interface 142 receives input from a user 
and conveys that information to the main CPU 140. A user 
can command the one or more set top box 130 to turn on, 
turn off, Select a particular channel, or purchase a pay per 
view event through the user interface 142. The user interface 
142 transmits these commands to the main CPU 140 which 
carries out the particular command issued by the user. If the 
main CPU 140 receives a command to purchase a pay per 
view event, the main CPU 140 transmits a purchase record 
to the out-of-band interface 146. The out-of-band interface 
146 receives the purchase record and transmits the purchase 
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record to the access controller 160. In response to the 
purchase record, the acceSS controller 160 transmits an 
appropriate EMM to the one or more set top box 130. 
0040. In an alternate embodiment, the access controller 
160 may transmit EMMs to the one or more set top box 130 
as out-of-band signals over the data line 120. In another 
alternate embodiment, the one or more set top box 130 can 
transmit purchase records to the television broadcasting 
equipment Set-up 102 as out-of-band Signals over the data 
line 120. In yet another alternate embodiment, the access 
controller 160 may transmit the virtual channel table to the 
one or more set top box 130 as an out band signal over the 
data line 120. 

0041 FIG. 3 is a block diagram illustrating the secure 
processing System 144. The Secure processing System 144, 
for example as disclosed as the public cryptographic control 
unit in Sprague et al., includes a central processing unit 202, 
a data Storage device 204, a communication device 206, and 
a unique unit identity 208. The data storage device 204 
includes memory for storing the EMMs received by the one 
or more Set top box 130 and the conditional acceSS applets 
received by the one or more set top box 130. The commu 
nication device 206 sends and receives data to and from the 
main CPU 140 and the demultiplexer 136, and transmits 
control words to the decryption device 138. The central 
processing unit 202 executes the conditional acceSS applet 
associated with the service provider identifier received from 
the main CPU 140. One conditional access applet should be 
running at any one time. 
0042. In an alternate embodiment the data storage device 
204 contains the conditional access applets in addition to the 
EMMS. 

0043 FIG. 4 illustrates a process 300 for granting con 
ditional access to a Selected program. The process 300 
begins at step 302. If the main CPU 140 receives an 
indication from the user interface 142 that the user has 
Selected a new channel, the process 300 advances to Step 
304. Otherwise, the process 300 remains at step 302. 
0044) At step 304, the main CPU 140 determines whether 
the new channel is a valid channel. The main CPU 140 has 
the virtual channel table stored in memory. The virtual 
channel table associates a Selected channel with a program 
number, a Service provider identifier, and a particular tuner 
setting. The main CPU 140 searches the virtual channel table 
for a data record corresponding to the new channel. If the 
main CPU 140 locates a data record corresponding to the 
new channel, the main CPU 140 informs the secure pro 
cessing System 144 that a new channel has been Selected, 
and the process 300 advances to step 306. If the main CPU 
140 does not locate a data record corresponding to the new 
channel, the new channel is not a valid channel and the 
process 300 advances to step 305. 
0045. At step 305, the main CPU 140 transmits an error 
indicator to the user interface 142. The user interface 142 
may output an error indication to the user. Once the error 
indicator is transmitted to the user interface 142, the proceSS 
300 advances to step 302. 
0046. At step 306, the process 300 reads and stores the 
information contained within the data record of the virtual 
channel table corresponding to the new channel. The main 
CPU 140 reads the program number, the service provider 
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identifier, and the particular tuner Setting from the data 
record for the new channel. The main CPU 140 stores these 
values in the data storage device 141, and the process 300 
advances to step 308. 
0047. At step 308, the main CPU 140 transmits the 
particular tuner Setting to the tuner 132 and transmits the 
particular Service provider identifier to the Secure processing 
System 144. The particular tuner Setting will cause the tuner 
132 to recover the one or more transport Stream carried on 
the radio frequency carrier associated with the new channel. 
If the particular service provider identifier for the new 
channel is different than the particular Service provider 
identifier for the old channel, the Secure processing System 
144 will discontinue using the conditional acceSS applet of 
the particular Service provider identifier associated with the 
old channel, and begin using the conditional access applet of 
the particular Service provider identifier associated with the 
new channel. This proceSS is further disclosed as the Soft 
ware applet installation and execution process in Veil et al. 
Once the particular tuner Setting and the particular Service 
provider identifier is transmitted to the tuner 132, the process 
300 advances to step 310. 
0048. At step 310, the main CPU 140 captures the PAT 
from the one or more transport Stream received by the 
demultiplexer 136. The main CPU 140 does this by trans 
mitting control Signals to the demultiplexer 136 which cause 
the demultiplexer 136 to transmit the MPEG-2 data packets 
with PIDs of Zero to the main CPU 140. The PAT is a table 
which associates each of a group of program numbers with 
a particular PMT PID. Each program number is associated 
with a single PMTPID. After the main CPU 140 captures the 
PAT, the main CPU 140 reads the data record corresponding 
to the program number associated with the new channel. The 
main CPU 140 stores the PMT PID associated with the new 
channel in memory. Once the PMTPID is stored in memory, 
the process 300 advances to step 3.14. 
0049. At step 314, the main CPU 140 captures the PMT 
from the one or more transport Stream received by the 
demultiplexer 136. The main CPU 140 does this by trans 
mitting control Signals to the demultiplexer 136 which cause 
the demultiplexer 136 to transmit the MPEG-2 data packets 
with PIDs equal to the PMTPID stored in the memory of the 
main CPU 140 to the main CPU 140. The PMT is a table 
which lists a group of PIDs. The PMT lists the ECM PID, 
and the PIDs of the data streams of packets which combine 
to form the program for the new channel. The main CPU 140 
reads the contents of the PMT and stores it in memory. Once 
the contents of the PMT are captured, the process 300 
advances to step 316. 
0050. At step 316, the main CPU 140 transmits control 
signals to the demultiplexer 136 which cause the demulti 
plexer 136 to transmit the packets with the PIDs listed in the 
PMT associated with the new channel to the decryption 
device 138 and the secure processing system 144. The 
demultiplexer 136 transmits the MPEG-2 data packets with 
PIDs equal to the ECM PID to the secure processing system 
144, and the MPEG-2 data packets with PIDs equal to the 
data stream PIDs associated with the new channel to the 
decryption device 138. Once the main CPU 140 transmits 
the control signals to the demultiplexer 136, the process 300 
advances to step 302. 
0051 FIG. 5 is a flow chart illustrating a process 400 for 
determining whether a set top box has authorization to 
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decrypt a Selected program. The process 400 begins at Step 
402. At step 402, if the secure processing system 144 
receives an MPEG-2 data packet from the demultiplexer 
136, the MPEG-2 data packet contains an ECM for the 
selected program and the process 400 advances to step 404. 
If the Secure processing System 144 does not receive an 
MPEG-2 data packet from the demultiplexer 136, the pro 
cess 400 remains at step 402. 
0052 At step 404, the secure processing system 144 
determines whether the conditional access applet, currently 
running on the Secure processing System 144, is associated 
with the service provider identifier received from the main 
CPU 140. If the conditional access applet, currently running 
on the Secure processing System 144, is associated with the 
service provider identifier received from the main CPU 140, 
the process 400 advances to step 410. If the conditional 
acceSS applet currently running on the Secure processing 
system 144 is not associated with the service provider 
identifier received from the main CPU 140, the process 400 
advances to step 406. 
0053 At step 406, the secure processing system 144 
determines whether the conditional acceSS applet associated 
with the service provider identifier is stored in the data 
Storage device 204. The Secure processing System 144 issues 
a request to the data storage device 204 for the control word 
applet associated with the service provider identifier. If the 
data Storage device 204 has the control word applet associ 
ated with the service provider identifier, the process 400 
advances to step 408. If the data storage device 204 does not 
have the control word applet associated with the Service 
provider identifier, the process 400 advances to step 412. 
0054. At step 408, the secure processing system 144 
begins running the control word applet associated with the 
Service provider identifier. The Secure processing System 
144 reads the control word applet associated with the service 
provider identifier of the selected channel from the data 
Storage device 204. The Secure processing System 144 Stops 
running the conditional acceSS applet that was running on 
the Secure processing System 144, encrypts the conditional 
acceSS applet, and Stores it within the data Storage device 
204. The Secure processing System 144 installs and begins 
running the control word applet received from the data 
Storage device 204, for example, as disclosed as the Software 
applet installation and execution process in Veil et al. Once 
the control word applet associated with the Service provider 
identifier is installed in the Secure processing System 144, 
the process 400 advances to step 410. 
0055. At step 410, the secure processing system 144 
determines whether it has authorization to decrypt the data 
Streams associated with the new channel. The Secure pro 
cessing System 144 uses the conditional acceSS applet cur 
rently running on the Secure processing System 144 to 
compare the ECMs received from the demultiplexer 136 to 
the EMMS received from the main CPU 140. If the one or 
more set top box 130 contains EMMs granting the one or 
more set top box 130 permission to decrypt a channel which 
is associated with the ECMs received from the demulti 
plexer136, the process 400 advances to step 414. Otherwise, 
the Secure processing System 144 does not have authoriza 
tion to decrypt the data Streams associated with the new 
channel, and the process 400 advances to step 412. 
0056. At step 412, the secure processing system 144 
discontinues transmitting appropriate control words to the 
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decryption device 138. If the secure processing system 144 
does not transmit appropriate control words to the decryp 
tion device 138, the decryption device 138 will not decrypt 
the one or more transport Stream received from the demul 
tiplexer 136. After the secure processing system 144 dis 
continues transmission of the appropriate control words to 
the decryption device 138, the process 400 advances to step 
402. 

0057. At step 414, the secure processing system 144 
transmits appropriate control words to the decryption device 
138, such that the decryption device 138 decrypts the one or 
more transport Stream received from the demultiplexer. The 
Secure processing System 144 uses the control word genera 
tor for the service provider identifier associated with the new 
channel to generate control words for the decryption device 
138. Once the control words are generated by the control 
word generator for the Service provider identifier associated 
with the new channel, the control words are transmitted to 
the decryption device 138, and the process 400 advances to 
step 402. Once control words are transmitted to the decryp 
tion device 138, the Secure processing System 144 continues 
to transmit the control words to the decryption device 138 
until Such time as the Secure processing System 144 discon 
tinues transmission of the control words to the decryption 
device 138. 

0.058. The invention has been described in connection 
with certain preferred embodiments thereof. It will be appre 
ciated that those skilled in the art can modify or alter Such 
embodiments without departing from the Scope and Spirit of 
the invention which is set forth in the appended claims. 

What is claimed is: 
1. A Secure processing System for a set top box, compris 

ing: 

a first System input for receiving at least one authorization 
meSSage, 

a Second System input for receiving at least one control 
message associated with a Selected program; 

a System output for providing a System output Signal; 

a data Storage device, the data Storage device configured 
to Store information associated with the at least one 
authorization message; 

a processing unit configured to receive the at least one 
control message from the Second System input, receive 
the at least one authorization message from the first 
System input, and Store the information associated with 
the at least one authorization message in the data 
Storage device, execute a first conditional access client 
applet, the first conditional access applet configured to 
cause the System output to transmit a first control Signal 
if the at least one control message specifies a type of 
program that the Set top box is authorized to decrypt 
given the information associated with the at least one 
authorization message, and to cause the System output 
to transmit a Second control Signal if the at least one 
control message specifies a type of program that can 
not be decrypted by the decryption device given the at 
least one authorization message. 

2. The Secure processing System of claim 1, wherein the 
first control Signal is adapted to cause a Set top box to 
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decrypt an encrypted Signal and transmit a decrypted Signal 
representing the Selected program. 

3. The Secure processing System of claim 1, wherein the 
Second control Signal is adapted to cause the Set top box to 
transmit an encrypted Signal representing the Selected pro 
gram. 

4. The Secure processing System of claim 1, further 
comprising a third System input for receiving a Service 
provider identifier. 

5. The Secure processing System of claim 4, wherein if the 
service provider identifier received by the third system input 
is associated with a Second conditional access applet, the 
central processing unit discontinues execution of the first 
conditional acceSS applet and executes the Second condi 
tional access applet. 

6. The Secure processing System of claim 5, wherein the 
Second conditional access applet is configured to cause the 
System output to transmit a third control signal if the at least 
one control message Specifies a type of program that can be 
decrypted by the decryption device given the at least one 
authorization message, and to cause the System output to 
transmit a fourth control Signal if the at least one control 
message specifies a type of program that can not be 
decrypted by the decryption device given the at least one 
authorization message. 

7. The Secure processing System of claim 6, wherein the 
third control signal is adapted to cause a set top box to 
decrypt an encrypted Signal and transmit a decrypted Signal 
representing the Selected program. 

8. The Secure processing System of claim 6, wherein the 
fourth control Signal is adapted to cause the Set top box to 
transmit an encrypted Signal representing the Selected pro 
gram. 

9. The Secure processing System of claim 1, wherein the 
data Storage device is nonvolatile random access memory. 

10. A method for decrypting a Selected program, com 
prising: 

receiving at least one authorization message; 

receiving at least one control message associated with a 
Selected program; 

Storing information conveyed by the at least one autho 
rization message; 

transmitting a first control Signal if the at least one control 
message specifies a type of program that can be 
decrypted given the at least one authorization message; 
and 

transmitting a Second control Signal if the at least one 
control message specifies a type of program that can 
not be decrypted by the decryption device given the at 
least one authorization message. 

11. The method of claim 10, wherein in response to the 
first control signal, encrypted Signal from a first Service 
provider is decrypted and transmitted representing the 
Selected program. 
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12. The method of claim 10, wherein in response to the 
Second control Signal, an encrypted Signal is transmitted 
representing the Selected program. 

13. The method of claim 10, further comprising the step 
of receiving a Service provider identifier. 

14. The method of claim 13, further comprising the step 
of transmitting a third control Signal if the at least one 
control message Specifies a type of program that can be 
decrypted given the at least one authorization message, and 
transmitting a fourth control Signal if the at least one control 
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message specifies a type of program that can not be 
decrypted given the at least one authorization message. 

15. The method of claim 14, wherein in response to the 
third control Signal, an encrypted Signal from a Second 
Service provider is decrypted and transmitted representing 
the Selected program. 

16. The method of claim 15, wherein in response to the 
fourth control Signal, an encrypted Signal is transmitted 
representing the Selected program. 
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