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(57) Abstract: Examples disclose a system comprising an integrated circuit to determine whether a data packet should be processed
by a shared security engine associated with a secure link. Additionally, the examples disclose a first media access control (MAC), as -
sociated with the shared security engine, to receive the data packet for transmission on the secure link based on the determination the
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ROUTING A BATA PACKFT T0 A SHARED SECURITY ENGINE

BACKGROUND
(00011  Computer networks, such as those compliant with IEEE 802® standards, may be
deployed in many type of cnvironments, such as a home and/or business. These protocols may
gstablish the sccurity settings to prevent unauthorized access to data traffic. The security scttings
may include maintaining confidentiality of transmitted data and/or preventing unauthorized access

to the transmitied data.

BRIEF DESCRIPTION OF THE DRAWINGS
160021  In the accompanying drawings, like numerals refer to like components or blocks. The
following detailed description references the drawings, wherein:
(00031 FIG. 1 is a block diagram of an example switch including an imtegrated cirouit to receive
a data packet and to determune whether the data packet should be processed by the shared security
engine;
[0004]  FIG. 2A s a diagram of an example switch including an integrated circuit to identify
whether a data packet 1s encrypted upon ingress to the switch and route the encrypted data packet to
a shared securtty engine for decryption;
(00051 FIG. 2B 1s a diagram of an example switch including an integrated circuit to identify a
second shared engine with an available secure association based on a determination a shared
security enging is operating with a maximum sumber of secure associations;
(00061 FIG. 3 15 a flowchart of an example method to receive a data packet, determine whether
the data packet should be processed by a shared security engine, and route the data packet to the
shared security engine;
(00071 FIG. 4 is a flowchart of an example method to receive a data packet and depending
whether the data packet should be processed by the shared security engine, the data packet is either
routed for transmission on a non-secure link or to the shared security engine for transmission on a
secure Hink;
(00081 FIG. 5 is a flowchart of an example method to receive a data packet, route the data packet

to cither the shared security engine for transmission on a sccure link or for transmission on a non-
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secure link, the example method further determines whether the shared security engine 18 operation
with a maximum number of associations and routes the data packet to a second shared security
engine; and

(00091 FIG. 6 is a block diagram of an cxample computing device with a processor to execute
instructions in a machine-readable storage medium for processing a header of a data packet and

routing the data packet accordingly.

PeraiLEp DESCRIPTION

[0010]  Sccurity scttings may be implemented by using a dedicated security cngine per
communication channel, fo maintain data confidentiality and integrity. Howoever, this may increase
system costs and complexity, Although hardware components may be altered to provide security
within the nctworking system, such alterations may require modifications of variocus other
hardware components. Further, it may be burdensome to the networking system to implement
security for cach transmission and receipt of client traffic, as this may causc a time latency. For
cxample, the client traffic may include data packets that are processed serially in a queue,
exacerbating the time latency associated with processing the data packets in series.  Such
dedicated sccurity implementations have various other limitations associated with increased
costs, space, and design complexity of a networking system.

(00117 To address these issues, examples disclosed herein provide a more cost-ctficient and
icss complex design within the networking systom by utilizing a shared sccurity cngine among
multiple Iinks or communication channels. The examples disclosed herein provide a process to
determine whether a data packet should be processed by the shared sccurity engine associated
with a secure link. Determining whether the data packet should be processed for security
reasons, prevents the fime latency as the data packets may be selectively chosen for encryption
and/or decryption by the shared security engine.

[0012]  Additionally, the examples provide the process for an integrated circuit to route the
data packet to the shared security engine upon the determination the packet should be processed
by the shared security engine. Routing the data packet to the shared security engine, enables the
process to provide decryption at the ingress of a data packet into the networking system and

encryption upon egress of the data packet onto the secure link. Providing this encryption and
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decryption further enables the networking systern to use fewer hardware components while
maintaining data confidentiality and integrity. This reduces the overall number of security
engings per networking system, as the system may utilize the shared security engine among
multiple communication channels or links.

[6013]  In another example, the process determines whether the shared security engine is
operating with a maximum nuomber of secure associations and routes the data packet to a shared
security engine with an available secure association to provide security. This example provides
an additional level of efficiency as the number of secure associations per security engine may be
fimited.  Thus routing the client traffic to the sccurity engine with the available sccure
association provides security to the client traffic which may be unsccured, otherwise.

(03141  In a further cxample, the process further determines whether the data packet may be
encrypted upon ingress into the networking svstem and routing the data packet for decryption to
a first media access control (MACY.  The process receives the deerypted data packet from a
sccond MAC. This process provides a cost-efficient process to cnable sccurity among data
packets.

(00151  In summary, examples disclosed herein provide a shared security engine to maintain data
confidentiality and integrity among multiple communication channels or links. The shared security
engine reduces the number of security components in a networking system, while also providing
data sccurity. Additionally, the examples disclosed herein prevent time latency by enabling

sclection of data packets for eneryption and/or decryption.

[0016]  Referring now to the figures, FIG. 1 13 a block diagram of an exarople switch 104 in a
networking system.  The networking system 15 a collection of networking devices and other
hardware which may be interconnected by conunumnication chanuels, such as a non-secure hink 116
and a secure hink 118, The networking syvsterm as depicted in FIG. 1 represents an Open Systems
Interconnection {(OST) model for communicating with other networking devices. These networking
systems may include wide arca network (WAN), local area network (LAN), Ethernet, optic cable
network, or other type of networking system. The switch 104 includes an integrated cirenit 106 to
recetve a data packet 102 and module 108 to determine whether the data packet should be processed

by a shared security engine 112, If the integrated civcuit 106 determines the data packet 102 should
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be processed by the shared security engine 112, the data packet is routed to a first media access
control (MAC) 118, The integrated circuit 106 further includes a hashing engine 120 to choose a
port for transmission on one of the links 116 or 118 to ransmit the data packet 102. The switch 104
is a networking component that hinks network devices together. As such, the switch 104 may
include mudtiple hinks (not illustrated) in addition to the non-secure hink 116 and the secure link 18,
The switch 104 may route client traffic {e.g., data packet{s} 102) to a data link layer or a network
fink layer of the OSI model.  In implementations, the switch 104 may include a point to point
connection with another switch through the links 116 and 118, In further implementations, the
switch 104 is included as part of a blade server component. Implementations of the switch 104
inchude a multi-port network device, nuulti-layer switch, or other type of networking component
capable of providing the physical connections through wired connections or wireless connections
between networking devices.

(60171 The data packet 102 includes data and a header for the integrated circuit 136 to process at
module 108. At module 108, a decision is determined of whether the data packet 102 should be
routed to the shared security engine 112 for processing or to the hashing engine 120, The data
packet 102 is considered a portion of aggregate data and metadata. The aggregate data may include
client traffic, a data strcam, and/or data frames. In one implementation, the integrated circuit 106
may recetve the data packet 102 as it ingresses into the switch 104, In this impicmentation, the
data packet 102 may be processed to determine whether it is encrypted and routed to the shared
sccurity engine 112 for decryption. In another implementation, the data packet 102 may be
processed as it egresses from the switch 104, In this implementation, the data packet 102 may be
processed to deterrmine if the data packet 102 contains sensitive data, indicating the data packet
162 should be processed through the shared security engine 112 to provide protection. For
example, the data packet 102 may include personal information, indicating this data should be
encrypied prior to transmussion on the secure link 118 to maintain confidentiality. The scositive
data roay be identified using a header of the data packet 102 and as such may be identified by the
application type of the data packet 102, the source of the data packet 102, the destination of the
data packet 102, and/or whether the data packet 102 may have been received upon ingress or

ggress to the switch 104,
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[0018]  The miegrated circuit 106 may receive the data packet 102 upon ingress or egress of the
data packet 102 from the switch 104, Upon ingress, the integrated circuit 106 receives the data
packet 102 for determining whether the data packet may be encrypted at module 108 and routing the
encrypted data packet to the shared security engine 12 for decryption. Upon egress, the integrated
circuit 106 receives the data packet 102 and determines whether the data packet 102 contains
sensitive data that indicates it should be encrypted by the shared security engine 112, Once
encrypting the data packet 102 by the shared security engine 112, the data packet 102 is transmutted
on the secure link 11&. In a further example, if the integrated circuit 106 determines the data within
the data packet 102 is without sensitive data, the integrated circuit 106 may route the data packet
132 to the hashing engine 120 for transmission on the non-secure link 116, In one implementation,
the integrated circuit 106 may communicate with a controller {not lustrated) to obtain a secure
association for encryption and/or decryption of the data packet 102, Implementations of the
integrated circuit 106 include an application-specific mtegrated circuit {ASIC), controlier,
microprocessor, microchip, chipsct, electronic circuit, semiconductor, microcontrolier, central
processing unit (CPL, or other programmable device capable of receiving the data packet 102
and executing module 108,

100191 The module 108 processes the header of the data packet 102 for the sensitive type of
data which indicates to the integrated circuit 106, the data packet 102 should be processed for
security reasons to maintain data confidentiality and integrity. Implementations of the module 108
include a sct of instructions, instruction, process, operation, logic, algorithm, technigue, logical
function, firmware, and or software cxecutable by the integrated circut 106 to determine
whether the data packet 102 contains sensitive data that may warrant processing through the
shared security engine 112 to maintain data confidentiality and integrity.

(00207  The first media access control (MAC) 110 acts as an interface between the logical link
layer and the network’s physical laver (PHY ). As such, the first MAC 110 is considered a sub-layer
to the data link layer 1n the OST model of the networking system. To this regard, the {ivst MAC 110
emulates a full-duplex logical coramunication channel in the networking system.

[0021]  The shared security engine 112 is a hardware component within the networking system
which is configured fo provide network security for the data packet 102, The shared engine 112

may be shared among several client devices using the same sccure channel or multiple secure
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channels (i.c., links 116 and 118). Sharing the engine 112 among multiple hoks 116 and 118
decreases the number of security components for encryption or deeryption. The securnity techniques
employed by the shared security engine 112 may include the exchange of cipher keys, symmetric
kevs, assoctated encryption/decryption, and authentication techniques fto provide network
security.  In one tmplementation the shared security engine 112 provides network security by
decrypting the data packet 102 upon ingress and encrypting the data packet 102 upon egress form
the switch 104, In this implementation, shared security engine 112 may include multiple secure
assoctations and as such, may include a secure association table. The table includes the multiple
secure associations with the secure identifiers and the corresponding keys. The table may be used to
identify the given corresponding key to encrypt or decrypt the data packet 102, This
implementation is deseribed in detail in later figures. In other implementations, the shared security
engine 112 may be specific to a given MAC, such as the first MAC 110 or specific to mmultiple
MACs. In anocther further implementation, the shared sccurity engine 112 may include a media
access control security (MACSec). The MACSec is a hardware component which defines
conncctioniess data confidentiality and integrity among the first MAC 110 and/or other MACs.
Although FIG. | illustrates the shared security engine 112 as independent of the integrated circuit
106, implementations should be himited to this illustration as the shared security engine 112 may be
part of the first MAC 110, the integrated circuit 106, or as part of a network PHY.

160221 The non-secure link 116 and the sccure link 118 include physical ports on the switch 104
which and operate as communication channels or links between the switch 104 and another
security-enabled networking device for data conwuumications.  The secure hink 118 may he
aggregated with the non-secure link 116 by combining these links in parallel to increase the
throughput beyond what a single link may be capable of transmitting as symbolized by 114. For
example, the hink aggregation may include the logical formation of multiple links to form a
single logical link between the switch 104 and another networking device. The aggregation of
these links may also provide redandancy if either the secure link 118 or the non-secure Iink 116
may fail. The links are aggregated together at the second layer and third lavers of open systems
interconnection {OSH model or combination thereof.  These layers which implement the
aggregation may inchide the data link layer and/or network layer. The secure link 118, secures

the data packet 102 that was encrypted by the shared security engine 112; however the shared
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security engine 112 rather than the secure link 118 performs the encryption. Specifically, the
secure link 11X transmits this encrypted data packet to another networking device. In another
implementation, the shared security engine 112 may decrypt the data packet 102, The decrypted
data packet is routed back to back to the integrated circuit 106, The integrated cirenit 106 then
processes the decrypted packet. In this regard, the shared security engine 112 may appear
transparent o the networking system which enables the shared security engine 112, The non-
secure link 116 1s constdered the communication channel for the transmission of the data packet
102 without the security means. Specifically, the data packet 102 may not include sensitive data
that would trigger the integrated circuit 136 to route the data packet to the first MAC 110 for
encryption by the shared security engine 112, Additionally, although FIG. 1 illustrates two links
116 and 118, implementations should not be limited to this illustration as the there may be
multipic non-sccure links and/or mmitiple sccure links.

(00231  The hashing engine 120 is a data structure enabled to identify the port for use with the
corresponding link 116 or 118 for transmission. If it is determined the data packet 102 should be
processed by the shared sccurity engine 112 for cncryption, the hashing engine 120 may bhe
bypasscd as the encrypted data packet is transmitted on the sccure link 118, In turn, if it is
determined the data packet 102 15 without scusitive data, the hashing engine 120 directs the data

packet 102 to the particular port for transmission on the corresponding link 116 and/or 118,

(00247  FIG. 2A is a block diagram of an cxample switch 104 including an integrated circuit
106 to identify whether a data packet 5 concrypted apon ingress to the switch 104, The data
packet 102, in accordance with FIG. 1, enters the switch 104 for the ntegrated circuit 106 to
deterraine whether the data packet is encrypted. Upon determining the data packet s encrypted,
the integrated circuit 106 routes the encrypted data packet to the first MAC 110 for decryption.
The data packet further includes a secure association identifier for the shared security engine 112
to 1dentify the corresponding key as in a table 212, The table 212 may be stored in memory
component within the shared security engine 112 and in another memory component internal to
the controller 214, The secure identifier is a value that enables the security engine 112 to
identify the key for encryption and/or decryption as the shared security engine 112 may contain

multiple keys for multiple communication channels. For example, the shared security engine
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112 includes the table 212 for multiple secure associations and mncludes secure dentifiers (i.c.,
SAL, SAZ, and SA3), and the corresponding keys (KEYI, KEY2, KEY3). I a secure
association has not yet been established by the shared security engine 112, the integrated circuit
106 communicates with the controller 214 to negotiate the secure association and obtain keys for
encryption at the shared security engine 112, The table 212 may also be used by the controller
214 to track the number of secure associations available at each security engine 112 and 206 as
in FIG. 2B, In this implementation, the controller 214 includes a table 212 internal to itself to
track the secure associations. Although FIGS. 2A-2B iHustrate the shared security engines 112
and 206 as separate from the integrated circuit 106 and/or PHY 204, implementations should not
be limited as this was done for illustration purposes. For example, the shared sccurity engines
112 and 206 may be included in the integrated circuit 106 or as part of the PHY 204,

(00251  In FIG. 2ZA, the MACS 110 and 208 arc dedicated to receiving the data packet for
encryption and/or decryption from the integrated circuit 106, The data packet may then be
rotited to a port for transmission on a link to establish a communication channel with another
networking device, such as a switch. In this implementation, the MACS 110 and 208 receive
communications from the integrated circuit 106 and as such, a third MAC (not pictured) routes
the encrypted data packet on a selected port to establish a communication channel with other
networking components. For example, the integrated circuit 106 may receive client traffic {e.g.,
data packet) from third MAC connccted to an external port. The integrated circuit 106 will route
this data packet to the first MAC 110 for decryption. Likewise, the client traffic {(c.g., data
packet) for transmission or egress of the data packet from the switch 104, may be received on the
seeond MAC 208 and encrypted by the shared security cogine 112, The integrated circuit 106
receives the eoncrypted packet and routes the encrypted packet out to the third MAC for
transmission on the secure link., This reduces the number of individual security engines per
networking system, as the system may utilize the shared security engine 112 among multiple
communication channels for providing data security. The two MACS 110 and 208 arc connected
together through the shared security engine 112 and a physical interface (PHY) 204, The PHY
204 is the physical interface and inchides the hardware to connect the MACS 110 and 208, The
PHY 204 is the hardware mechanism that contains a transceiver which electrically interfaces to a

physical link and is the common abbreviation for the physical layer of the OSI model. This
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creates an infernal loopback connection for the shared security engine 112 to decrypt the data
packet upon ingress into the switch 104 or encrypt the data packet upon egress from the swiich

104.

(00261  FIG. 2B is a block diagram of an example switch 104 including integrated circnit 106
to identify a second shared engine 206 with an avatlable secure association. The sccond shared
engine 206 is identified based on a determination the shared security engine 112 is operating with a
maximum number of secure associations. The second MAC 208 associated with the second shared
engine 206 reccives the data packet for processing. The ports 202 serve as an interface between the
switch 104 and other networking devices to receive client traffic {c.g., data packets}). These ports
202 may be used to receive and transmit the data packets through the links 116 and 118,

(00271  FIG. 2B illustrates the situation when the maximum number of secure associations {i.c.,
pair of keys) are cxhausted at a particular engine 112, Once the number of maximum secure
associations has been reached by the shared security engine 112, the integrated circuit 210
redirects the client traffic from the first port as indicated by the arrow 210, There are a limited
number of keys to use for a given system, as defined by a vendor for the shared sceurity engine 112,
Thus, the maximum number of secure associations 18 a pre-defined number of pairs of keys to
ensure sccurity for a given number of clicnts in the networking system. Rather than ignore client
traffic which should be processed by the shared security engine 112, the integrated circuit 106
utilizes the avatlable secure association and redirects the data packets accordingly.

(00281 For example, the first port 202 may be servicing four clients by providing security
protection with these data packets upon ingress and egress from the fust port 202, In this
example, shared security engine 112 may include available sccure associations for the four
clients and may not have an available secure association to service an additional chient. Thus, the
controller 214 as in FIG. 2A way utilize the table 212 internal 1o itself to track the nomber of
secure associations at cach shared security engine 112 and 206, The controller 214 may track
when the shared security engine 112 bas the maximurn number of secure associations and
communicate with the integrated civeuit 106 to direct the additional client to the second MAC
208 for processing by the second shared security engine 206, In a further implementation, the

key pair may specific to a particular client and as such, the keys for encryption and decryption
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may be obtained by the integrated circuit 106 from the controller 214 for placement in the second

shared engine 206,

(00291 FIG. 3 is a flowchart of an example method to receive a data packet, determine whether
the data packet should be processed by a shared security engine, and route the data packet to the
shared security engine. In discussing FIG. 3, references may be made to the components in FIGS.
1-2B to provide contextual examples. Further, although FIG. 3 is described as implemented by an
infegrated circuit 106 as in FIG. 1, it may be exceuted on other suitable components. For example,
FIG. 3 may be implemented in the form of executable instructions on a machine readable storage
medium, such as machine-readable storage medinm 604 as in FIG. 6.

[0030] At operation 302, the integrated circuit receives a data packet. The data packet may
also include a portion of a data stream and as such, FIG. 3 may include sclectively securing
particular packets in the given data stream. The data packet includes header information for the
integrated circuit to process to determine whether the data packet should be processed by the
shared sccurity enginc at operation 304 for transmission on a securc hink. The secure link,
associated with the shared sccurity engine, provides the ability to secure the data packet by
cncryption for transmission to another type of security-cnabled networking device, In this
regard, since the data packet s encrypted prior to transmission, the sccure link is counsidered
dedicated to the sccure transmission of the data packet. The non-sccure link is considered the
link for transmission of data without the sccurity for encryption. The secure link is aggregated
with a non-secure link by combining these links in parallel to increase the throughput beyond
what a single link may be capable of transmitting.

(00311 At operation 304, the integrated civcuit determines whether the data packet should be
processed by a shared security engine for transmission on the secure link. The data packet 13
analyzed to determine whether it may contain sensitive data.  The seositive data may he
identified using a header of the data packet, application type of the data packet, and whether the
data packet may have been received in ingress or egress from a networking system. At operation
304, data packets may be selectively chosen for encryption based on the seunsitive data. In one
implementation, operation 304 processes the header corresponding to the data packet for the

sensitive data. For example, the data packet may include credit card information and as such,
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should be encrypted to maintain confidentiality to the data packet as it is transmitied on the
secure link. In this implementation, operation 304 may include the hashing engine 120 as in
FIG. 1, which may be bypassed if the determination is the data packet should be processed by the
shared security engine for security reasons, Additionally, if the switch includes multiple ports
with multiple secure Hnks, each link associated with the shared security engine, the hashing
engine 120 may be utilized to determine which link {i.c., communication channel} to transmit the
encrypted data packet. In another implementation, the integrated circuit may process the data
packet for time sensitive data. In this implementation, the data packet may be directed to the
non-secure link for immediate transmission. In this implementation, the shared sccurity engine
may causc time latoncy as the data packet may be encrypted or decrypted prior to transmission,
thus to prevent the time latency the data packet may be transmitted on the non-secure Hink, Ina
further implementation, if the integrated determines the data packet need not be processed {ic,
no sensitive data}, the data packet is routed to operation 308, Operation 308 may include routing
the data packet to the non-sccure link for transmission.  These implementations are explained in
further detail in accordance with FIGS. 4-5,

(00321 At operation 306, the integrated circuit routes the data packet to the shared security
engine for transmuission on the secure link. The data packet is routed bascd on the determination
at operation 304 the data packets should be processed for encryption by the shared security
engine. The shared scourity engine maimtains confidentiality of transmitted and received data
packets to prevent unauthorized data and/or devices from propagating within a network.,  As
sach, the shared security engine may be used across multiple links {e.g., secure Huks) to provide
cryptography techunigues. The cryplography technigues may include the exchange of cipher
kevs, associated encryption/decrvption, and authentication techmiques to provide network
security,  In one noplernentation, operation 306 may determine whether the shared security
engine is operating with the maximurn number of secure associations and then identify a second
shared security engine with an available secure association. The second shared security engine
to process the data packet instead of the shared security engine. In another implementation, the
integrated circuit identifics whether the data packet was enerypted and routes the data packet to a

first MAC associated with the shared sccurity engine. The shared security engine decrypts the

11
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data packet and the integrated circuit receives the decrypted data packet from a second MAC,
These implementations are discussed in further detail in accordance with FIGS. 4-5.

[0033] At operation 308, if the integrated circuit determines the data packet is without
sensittve data, the data packet s not routed to the shared security engine. In another

implementation, operation 308 may inchide transmitting the data packet on the non-secure link.

(60341 FIG. 4 15 a flowchart of an example method to receive a data packet and depending
whether the data packet should be processed by the shared security engine, the data packet is either
routed for transmission on a non-secure link or to the shared security engine for transmission on a
sccure link, In discussing FIG. 4, references may be made to the components in FIGS. 1-2B to
provide contextual examples. Further, although FIG. 4 is described as implemented by an
integrated circuit 106 as in FIG. 1, it may be exccuted on other suitable components. For example,
FIG. 4 may be implemented in the form of executable instructions on a machine readable storage
medinm, such as machine-readable storage medinm 604 as in FIG. 6.

100351 At opcrations 402-404, the data packet is reccived by the integrated circuit for
determination of whether the data packet should be processed by the shared security cngine.
Operation 404 includes the process in which the data packet may cither be transmitted on a
sccure link or non-secure link as at operations 406 or 408, The determination of which link to
transmit the data packet depends on whether the integrated circuit determines the data packet
should be processed by the shared security engine for security purposes. For example, if the
integrated circuit determines the data packet may not be processed, the process moves to
operation 406 for transmission on the non-secure link. I the integrated civcuit determines the
data packet may contain sensitive data, the data packet should be processed to provide security
and the process moves to operation 408, Operations 402-404 may be similar in functionality to
operations 302-304 as above 1n accordance with FIG. 3.

[0036] At operation 406, the integrated circuit routes the data packet to the non-secure link
for fransmission upon determination the data packet is without sensitive data and as such, may
not need to be processed by the shared security engine at operation 404, This indicates particular
data packets may be selected by the sensitivity of the data itself and processed by the share

security engine as at operation 408, For example, certain types of data packets may need to be
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secured and with a single link, each data packet may be encrypted prior to transmission. In this
example, the packets are processed serially and nown-sensitive type of data packets may be in
queue behind a sensitive type of data packet, causing a time latency with the data packets.
Selecting particular types of data packets for processing by the shared security engine at
operation 408 prevents this type of time latency as the data packets may be transmitted on
multiple inks. In another implementation, operation 406 includes a hashing engine to select a
port to direct the data packet to for transmission on the non-secure link,

(00371 At operation 408 the integrated circuit routes the data packet to the shared security
enging for transmission on the secure link. In one implementation, the integrated circuit may
further determine whether the data packet is encrypted as at operation 410 to cither move the
process to operations 412-414 or 416-418. Operation 408 may be similar in functionality to
operation 306 as in accordance with FIG. 3.

[G038] At operation 410, the integrated circuit may further determing whether the data packet
is encrypted. f the data packet is encrypted, then the data packet is routed to a FIRST MAC for
the shared sccurity enginge to decrypt as at operations 412-414. Operations 412-414 occur upon
ingress of the data packet in the networking system for routing to an intcrnal component within
the networking system. In turn, if the data packet is not encrypted (ic., decrypied), the
integrated circuit routes the data packet to the second MAC for encryption as at operations 416-
418. Operations 416-418 occur upon cgress of the data to another networking device through the
sccure link. This provides an internal type of loopback connection to the integrated circuit for
encrypting and/or decrypting data packets prior to transmission to an internal component or o
another networking device. This reduces the number of security engines as the process may
utilize the shared security engine to maintain data confidentiality,

(00391 At operation 412 the infegrated circuit rvoutes the data packet to the fust MAC
associated with the shared sceuority engine upon determination the data packet s encrvpted at
operation 410. In onc implementation, the shared security engine may include secure
associations for multiple links, and as such, may include a type of secure association table. In
this implementation, the data packet may inclode a secure association identifier for the shared

security engine to identify a specific key corresponding to the secure association identifier. This

13



WO 2014/137351 PCT/US2013/029799

provides another level of security to cach of the links to maintain data confidentiality among the
links.

(00407 At operation 414 the integrated circuit receives the decrypted data packet from the
second MAC. The integrated circuit may then route the decrypted data packet to the authorized
networking component or device. In one implementation, the key used to encrypt the data
packet at operation 416 may correspond to a key used at operation 414 to decrypt the encrypted
data packet. In this operation, the integrated circuit receives the decrypted data packet for
internal processing within the network system.

(60411 At operations 416-418, the integrated circuit routes the data packet to the second MAC
associated with the shared security engine upon determination the data packet is not encrypted
{i.e., decrypted) at operation 410. It may be assumed if the data packet is not encrypted, the data
packet should be encrypted upon cgress from the networking system. Unce receiving the
encrypted data packet at operation 418, the encrypted data packet may be transmitted on the

secure link,

(00421  FIG. 5 is a flowchart of an cxample method to reccive a data packet and determine the
data packet should be processed by the shared sccurity engine. Basced upon this determination, a
networking component may further determine whether the shared sccurity engine is operation with
a maximum number of associations, f the shared security cngine is operating with the maximum
nomber of secure association, the integrated circuit roufes the data packet to a second shared
security engine. FIG. 5 represents the situation of when the shared security engine may be
overloaded with client traffic for encrypting and decrypting cach respective data packet.
Accordingly, the client traffic may be reduected to the available shared security engine.
Additionally, FI1G. 5 represents the situation of sharing available resources {e.g., sccure associations)
across multiple secority eogines. In discussing FIG. 3, references may be made to the components
in FIGS. 1-2B to provide contextual exaroples.  Further, although FIG. 5 s described as
implemented by an integrated circuit 106 as i FIG. 1, it may be executed on other suitable
components. For example, FIG. 5 may be implemented in the form of executable instructions on

a machine readable storage medium, such as machine-readable storage medium 604 as i FIG. 6.
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Operations 502-508 may be similar in {unctionality to operations 402-408 as above n
accordance with FIG. 4.

(00431 At operation 510, the integrated circuit determines whether the shared security engine
at operation 308 is operating with a maximum mamber of secure associations. At operations 510,
a coniroller may communicate with the integrated circuit to track the number of secure
associations in nse by cach of the shared security engines. The controller may then communicate
with the integrated circuit to redirect the data packet to the security engine which has an
avatlable secure association. The secure association represents a set of keys used for the security
at cach sccurity engine; onc key for encryption and the other key for decryption. The controller
negotiates for cach set of keys used in a secure association and as such, may utilize an internal
table to track the number of sceure associations at cach security engine. These sets of keys may
be programmed in cach of shared security engines for providing data integrity; however, the
number of keys may be limited according to the vendor of the shared security engine and as such,
cach shared sccurity engine may be capable of handling a limited number sccure associations. For
example, the maximum number of keys may be exhausted at the shared security engine. In this
example, the shared sccurity cngine may include the number of keys to support four clients for
encryption and decryption, as such, when a fifth client requests a secure channel, the intcgrated
circuit may wuiilize another shared sccurity engine for the encryption and/or decryption. The
controller may be part of the switch 104 and 204 as in FIGS. 1-2,

(00441 At operation 512, the integrated circunit identifies the second shared sceurity engine
with an available secare association. In this operation, the controller in communication with the
integrated circutt, identifies the available secure association at the second shared security engine
using a table internal to the networking system as discussed 1o accordance with operation 510,
The table s utilized to track which secure association 18 in operation at cach shared security
engine for refercnce to identify which shared security engine may have the capabilitics for the
secure association.

(00451 At operation 514, the integrated circuit routes the data packet from the shared security
engine to the second shared security engine with the available secure assog¢iation. In this
operation, the controller communicates with the integrated circuit to direct the client traffic in

exeess of the maximum number to the security engine in which has the available secure
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association. In one implementation, the second shared security engine may use secure
associations different from the secure associations used at the shared security engine, thus the
controller communicates with the integrated circuit for the integrated circuit to obtain the
appropriate secure association for a given client’s traffic (c.g., data packets). In this regard, the
controller instructs the integrated circuit to redirect the traffic to the sccond shared security

enginge,

(00461  FIG. 6 1s a block diagram of computing device 600 with a processor 602 to executie
instructions 608-624 within a machinc-rcadable storage medium 604,  Specifically, the
computing device 600 with the processor 602 is to process a header of a data packet and routing
the data packet accordingly. Although the computing device 600 includes processor 602 and
machinc-readable storage medium 604, it may also include other components that would be suitable
to one skilled in the art. For cxample, the computing device 600 may include the integrated circuit
106 and/or switch 104 as in FIG. 1. The computing device 600 is an cloctronic device with the
processor 602 capable of cxecuting instructions 606-624, and as such cmbodiments of the
computing device 600 inclade a computing device, mobile device, client device, personal computer,
desktop computer, laptop, tablet, video game console, or other type of clectronic device capable of
exccuting instructions 606-624. The instructions 606-624 may be implemented as methods,
functions, operations, and other processes implemented as machine-readable instructions stored on
the storage medium 604, which may be non-transitory, such as hardware storage devices {c.g.,
random access memory {(RAM), read only memory (ROM), crasable programmable ROM,
electrically erasable ROM, hard drives, and flash memory.

(00471 The processor 602 may fetch, decode, and execute instructions 606-624 to process a
header of a data packet and route the data packet accordingly. In one implementation, once
executing nstractions 606-610, the processor moay then execute instractions 620-624. In avother
imoplementation, once executing insiructions 606-610, the processor 602 may then execute
mnstructions 612-618.  Specifically, the processor 602 executes instructions 606-610 to: process the
header of the data packet to determing if the data packet contains sensitive material; then determine
if the data packet confains time-sensitive material; and if the data packet contains no sensitive nor

time-sensitive material, the data packet is routed to the non-secure hink for transmission. The
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processor may then execute instructions 612-618 to: route the data packet to the shared security
enging; determine it the shared security engine is operating with the maximum number of secure
associations; identify a second shared engine with an available secure association; and route the data
packet to the second shared security engine. Once executing instructions 606-610, the processor
602 may other execute instructions 620-624 to: identify whether the data packet is encrypted; route
the encrypted data packet to a first MAC associated with the shared security engine for decryption,;
and receive the decryvpted data packet from a second MAC.,

(00481  The maching-readable storage mediim 604 inclides mstructions 606-624 for the
processor to fetch, decode, and cxecute. In another embodiment, the machine-readable storage
medium 64 may be an clectronic, magnetic, optical, memory, storage, flash-drive, or other
physical device that contains or stores executable instructions. Thus, the machine-readable storage
medium 604 may inchide, for cxample, Random Access Memory {(RAM), an Electrically Hrasable
Programmable Read-Only Memory (EEPROM), a storage drive, a memory cache, network storage,
a Compact Disc Read Only Memory (CDROM) and the like. As such, the machine-readable
storage medium 604 may include an application and/or firmware which can be utilized
independently and/or in conjunction with the processor 602 to fetch, decode, and/or execute
instructions of the machine-readable storage medinm 604, The application and/or firmware may be
stored on the machine-readable storage medium 604 and/or stored on another location of the
computing device 600.

(00491  In summary, examples disclosed herein provide a shared security engine to maintain data
confidentiality and integrity among nultiple comnumication channels or links, The shared security
engine reduces the number of securtty components in a networking system, while also providing
data security, Additionally, the examples disclosed herein prevent time latency by enabling

selection of data packets for encryption and/or decryphion.
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CLAIMS
i. A system comprising:
an integrated circutt to determine whether a data packet shouold be processed by a shared
security engine associated with a secure link; and
a {irst media access control (MAC), associated with the shared security engine, to receive
the data packet for transmission on the secure link, based on the determunation the data packet

should be processed by the shared security engine.

2. The system of claim | wherein the integrated circuit is further to:

determine whether the shared sccurtty engine is operating with 8 maximum number of
secure associations;

wdentify a second shared engine associated with an available secure association;

route the data packet from the shared sccurity engine to the second shared engine based
on the determination the shared security enging is operating with the maximum number of secure
associations; and

the sccond media access control (MAC), associated with the sccond shared security
engine, to receive the data packet for processing through the sccond shared security engine.
3. The system of claim 1 wherein the integrated circuit i3 further to:

identify whether the data packet is encrypted;

route the data packet to the first media access control (MAC) associated with the shared
security engine for decryption, the shared security engine associated with the first MAC and a
sceond MAC; and

receive the decrypted packet from the sccond MAC.,
4. The system of claim 1 further comprising:

a hashing engine fo determine which non-secure link to transmit the data packet based

upon the determination the data packet should not be processed by the shared security engine.

18



WO 2014/137351 PCT/US2013/029799

S. The system of claim 1 wherein the shared security engine is a media access control

security engine and is associated with a physical interface.

6. The system of claim 1 further comprising:

the shared securtty engine to process the data packet by encrypting upon egress of the
data packet to the secure link or decrypting the data packet upon ingress of the data packet, the
shared security engine includes a table of secure associations for specifying a key for the

encryption or decryption of the data packet.

7. A non-transitory maching-readable storage medium encoded with instructions executable
by a processor of a computing device, the storage medium comprising instructions to:

process a header of a data packet for a determination of whether the data packet should be
processed by a shared scourity engine associated with a secure link; and

route the data packet to the shared security engine for transmission on the secure link

based on the determination the data packet should be processed by the shared security engine.

K. The non-transitory machine-rcadable storage medium including the instroctions of claim
7 and further comprising instruactions o

determine whether the shared security engine is operating with a maximum number of
secure associations upon ingress of the data packet;

wdentify a second shared engine associated with an available secure association;

route the data packet to the second shared security cogine instead of the shared security

engine based on the determination the data packet should be processed.

9. The non-fransitory machine-readable storage mediwm including the instructions of claim
7 and wherein to process the header of the data packet is further comprising instructions to:
wdentify whether the data packet is encrypted;
route the data packet to a first media access control (MAC) associated with the shared

security engine for decryption based on the identification of the encrypted data packet, the shared
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security engine associated with the first MAC and a second MAC; and

receive the decrypted data packet from the second MAC.

1. The non-transitory machine-readable storage medium inclading the mstractions of claim
7 and wherein if the determination is the data packet should not be processed by the shared
securtty enging, the non-transitory machine-readable storage mediom is fimther comprising
instractions to:

route the data packet to the non-secure link for transmission.

1. The non-transitory machine-rcadable storage medium including the nstructions of claim
7 wherein to process the header of the packet data is further comprising instructions to:

determine whether the data packet inclhudes time-sensitive data.

2. A method, executed by a networking device, the method comprising:

receiving a data packet;

determining whether the data packet should be processed by a shared sccurity engine
associated with a secure link; and

routing the data packet to the shared sccurity engine for transmission on the secure link

based on the determination the packet should be processed by the shared security engine.

13, The method of claim 12 wherein determuning whether the data packet should he
processed by the shared security association is further comprising:
processing a header of the data packet to determine whether the data packet 1s encrypted;
based upon the determination the data packet is encrypted, rooting the data packet to a
first media access control (MAC) associated with the shared security engine for decryption, the
shared security engine associated with the first MAC and a second MAC; and

receiving the decrypted data packet from the second MAC,

14. The method of claim 12 further comprising:

determining whether the shared security engine is operating with a maximum number of
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seeure associations according to a table;

identity a second shared security engine with an available secure association; and

route the data packet from the shared security engine to the second shared security engine
for processing based on the determination the shared security engine is operating with the

maximam pumber of secure associations.
15. The method of claim 12 wherein if the determination i3 the data packet should not be

processed by the shared security engine, the method is further comprising:

routing the data packet to the non-sccure link for transmission.
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