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( 57 ) ABSTRACT 

Provided are methods and systems for caching network 
generated security certificates . An example system may 
include a security gateway node and a storage module . The 
security gateway node may be operable to receive , from a 
client , a session request to establish a secure connection with 
a server . Based on the session request , the security gateway 
node may establish a first secure session between the client 
and the security gateway node and a second secure session 
between the security gateway node and the server . The 
security gateway node may receive a server certificate from 
the server . The security gateway node may match the server 
certificate against a gateway certificate table . Based on the 
matching , the security gateway node may receive a gateway 
certificate associated with the gateway certificate entry that 
matches the server certificate . The gateway certificate may 
be used for performing the first secure session . 
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CACHING NETWORK GENERATED identity theft activities leveraging on unsecure content sent 
SECURITY CERTIFICATES or received by users ' computing devices . The users ' com 

puting device can be instructed to use secure session with 
strong encryption in communications with servers . 

Matter enclosed in heavy brackets [ ] appears in the The sudden increase of secure sessions impacts the per 
original patent but forms no part of this reissue specifica formance of these security gateways deployed in the data 
tion ; matter printed in italics indicates the additions networks , which in turn can affect the user experience 
made by reissue ; a claim printed with strikethrough associated with services offered by the data networks and the 
indicates that the claim was canceled , disclaimed , or held servers , as well as performance of enterprise applications . 
invalid by a prior post - patent action or proceeding . 

SUMMARY 
CROSS - REFERENCE TO RELATED 

APPLICATIONS This summary is provided to introduce a selection of 
concepts in a simplified form that are further described in the 

This patent application is a Reissue Application of U.S. 15 Detailed Description below . This summary is not intended to 
Pat . No. 10,187,377 , issued on Jan. 22 , 2019 based on identify key features or essential features of the claimed 
application U.S. Ser . No. 15 / 428,036 that was filed on Feb. subject matter , nor is it intended to be used as an aid in 
8 , 2017 determining the scope of the claimed subject matter . 

The disclosure relates to systems and methods for caching 
TECHNICAL FIELD 20 network generated security certificates . According to one 

embodiment of the disclosure , a system for caching network 
This invention relates generally to data networks and generated security certificates is provided . The system may 

more particularly to a security gateway for caching a plu include a security gateway node and a storage module 
rality of network generated security certificates . communicatively coupled to the security gateway node . The 

25 security gateway node may be operable to receive , from a 
BACKGROUND client , a session request to establish a secure connection with 

a server . Based on the session request , the security gateway 
The approaches described in this section could be pursued node may be further operable to establish a first secure 

but are not necessarily approaches that have previously been session and a second secure session . The first secure session 
conceived or pursued . Therefore , unless otherwise indicated , 30 may include a secure session between the client and the 
it should not be assumed that any of the approaches security gateway node and the second secure session may 
described in this section qualify as prior art merely by virtue include a secure session between the security gateway node 
of their inclusion in this section . and the server . Upon establishing the second secure session , 
Many service providers and corporates have policies to the security gateway node may be operable to receive a 

govern the use of computers and digital computing devices 35 server certificate from the server . The security gateway node 
over their data networks , particularly policies created for may be further operable to match the server certificate 
security and fraud usage reasons . It is not uncommon that against a gateway certificate table based on one or more 
these business entities inspect data communication sessions predetermined criteria to find a gateway certificate entry 
used by a client device or a server device in their data matching the server certificate . The gateway certificate table 
network . The service providers and business entities often 40 may be operable to cache a plurality of gateway certificates 
deploy security gateways such as Secure Socket Layer associated with one or more previous secure sessions 
( SSL ) proxy gateways , SSL interception proxy gateways , between the client and the server . Based on the matching , the 
firewalls or other security proxy appliances to inspect com security gateway node may be further operable to receive a 
munication sessions even when the sessions are encrypted . gateway certificate . The gateway certificate may be associ 
These security gateways , when applied to encrypted or 45 ated with the gateway certificate entry that matches the 
secure communication session , intercept security certificates server certificate . The gateway certificate is used for per 
issued by servers and web servers , generate or forge tem forming the first secure session . The storage module may be 
porary security certificates , and send the forged certificates operable to store at least the gateway certificate table . 
to client devices . The security gateways then proceed to In another embodiment of the disclosure , a method for 
receive secure content from the client devices , decrypt and 50 caching network generated security certificates is provided . 
inspect the secure content using the forged security certifi The method may include receiving , from a client , a session 
cates , while on the other communication direction , receive request to establish a secure connection with a server . The 
secure content from the server device , decrypt and inspect method may further include establishing , based on the 
the secure content using the intercepted server security session request , a first secure session and a second secure 
certificates . Upon inspection , the security gateways can 55 session . The first secure session may include a secure 
enforce applicable security policies set by the service pro session between the client and the security gateway node 
viders or business entities ( e.g. , corporations ) . and the second secure session may include a secure session 
However , generating or forging temporary security cer between the security gateway node and the server . Upon 

tificates is a computationally intensive process requiring establishing the second secure session , the method may 
high performance computation capability . The security ses- 60 continue with receiving a server certificate from the server . 
sion interception process works well when the number of The method may further include matching the server cer 
intercepted secure sessions is reaso asonably small but the tificate against a gateway certificate table based on one or 
performance may decrease considerably for a large number more predetermined criteria to find a gateway certificate 
of actively inspected secure sessions . entry matching the server certificate . The gateway certificate 

While service providers and business entities are con- 65 table may be operable to cache a plurality of gateway 
cerned over security and fraud issues , consumers , users , and certificates associated with one or more previous secure 
software vendors are becoming more aware of fraud and sessions between the client and the server . Upon the match 
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ing , the method may continue with receiving a gateway documents , to include one or more than one . In this docu 
certificate . The gateway certificate may be associated with ment , the term “ or ” is used to refer to a nonexclusive “ or , " 
the gateway certificate entry matching the server certificate . such that “ A or B ” includes " A but not B , ” “ B but not A , " 
The gateway certificate may be used for performing of the and “ A and B , " unless otherwise indicated . 
first secure session . The techniques of the embodiments disclosed herein may 

In further example embodiments of the present disclosure , be implemented using a variety of technologies . For 
the method steps are stored on a machine - readable medium example , the methods described herein may be implemented 
comprising instructions , which when implemented by one or in software executing on a computer system or in hardware 
more processors perform the recited steps . In yet further utilizing either a combination of microprocessors or other example embodiments , hardware systems , or devices can be 10 specially designed application - specific integrated circuits 
60 adapted to perform the recited steps . Other features , ( ASICs ) , programmable logic devices , or various combina examples , and embodiments are described below . tions thereof . In particular , the methods described herein 

may be implemented by a series of computer - executable BRIEF DESCRIPTION OF THE DRAWINGS instructions residing on a storage medium such as a disk 
Embodiments are illustrtated by way of example , and not drive , or computer - readable medium . It should be noted that 

by limitation , in the figures of the accompanying drawings , methods disclosed herein can be implemented by a computer 
in which like reference indicate similar elements . ( e.g. , a desktop computer , a tablet computer , a laptop com 

FIG . 1 shows an environment , within which methods and puter , and a server ) , game console , handheld gaming device , 
systems for caching network generated security certificates 20 cellular phone , smart phone , smart television system , and so 
can be implemented . forth . 

FIG . 2 is a block diagram illustrating a method for The present disclosure relates to methods and systems for 
intercepting and processing a secure session by a security caching network generated security certificates . The meth 
gateway using a plurality of network generated security ods and systems can allow reducing the need for generating 
certificates . 25 security certificates by caching and reusing previously gen 

FIG . 3 is a block diagram illustrating a method for erated security certificates . According to an example 
processing secure sessions using a plurality of cached net embodiment of the current disclosure , a client may send a 
work generated security certificates . session request to a server to establish a secure communi 

FIG . 4 is a block diagram illustrating interaction of a cation with the server . A security gateway node , also referred 
security gateway with a client and a server using cached 30 herein as a security gateway , may be located in the path 
network generated security certificates . between the client and the server and intercept all commu 

FIG . 5 is a block diagram showing components of a nications between the client and the server and between the 
network node . server and the client . For example , the security gateway may 

FIG . 6 is a block diagram illustrating a method for be associated with a corporate network of the server and may 
managing a plurality of cached network generated security 35 inspect all incoming and outgoing data packets of the server . 
certificates . Therefore , upon receipt of the session request from the 

FIG . 7 is a block diagram illustrating a method for client , the security gateway may establish a secure session 
updating a plurality of cached network generated security with client . The security gateway further establishes another 
certificates . secure session with the server . More specifically , the security 

FIG . 8 is a block diagram illustrating a method for sharing 40 gateway may query the server to obtain a server certificate 
a plurality of cached network generated security certificates from the server . Upon obtaining of the server certificate , the 
between a plurality of security gateways . security gateway may communicate with a storage module 

FIG.9 is a block diagram of a system for caching network coupled to the security gateway to perform a search based on 
generated security certificates . the server certificate . The storage module may store a 

FIG . 10 is a process flow diagram showing a method for 45 gateway certificate table , which may comprise gateway 
caching network generated security certificates . certificate entries . The gateway certificate entries may store 

FIG . 11 shows a diagrammatic representation of a com information associated with a plurality of security certifi 
puting device for a machine , within which a set of instruc cates previously generated by the security gateway or 
tions for causing the machine to perform any one or more of another network computer and which were used in previous 
the methodologies discussed herein , can be executed . 50 secure sessions between the server and the client . 

During the search , the security gateway may match the 
DETAILED DESCRIPTION server certificate against the gateway certificate table . When 

a match is detected , i.e. when the gateway certificate table 
The following detailed description includes references to contains a gateway certificate entry associated with the 

the accompanying drawings , which form a part of the 55 server certificate , the security gateway obtains a gateway 
detailed description . The drawings show illustrations in certificate from the gateway certificate entry . The gateway 
accordance with example embodiments . These example certificate was generated based on the server certificate 
embodiments , which are also referred to herein as during a previous secure session between the server and the 
“ examples , ” are described in enough detail to enable those client and is cached in the gateway certificate table . 
skilled in the art to practice the present subject matter . The 60 The security gateway may determine whether the gateway 
embodiments can be combined , other embodiments can be certificate obtained from the gateway certificate entry is 
utilized , or structural , logical , and electrical changes can be valid . In some embodiments , such determination may be 
made without departing from the scope of what is claimed . based on comparing the current time and time information 
The following detailed description is therefore not to be associated with the gateway certificate entry . If the gateway 
taken in a limiting sense , and the scope is defined by the 65 certificate is valid , the security gateway may use the gateway 
appended claims and their equivalents . In this document , the certificate for the secure session established between the 
terms “ a ” and “ an ” are used , as is common in patent client and the security gateway . 
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When no match between the server certificate and the request 140. Upon receiving the session request 140 , the 
gateway certificate table is detected , or when the gateway system 900 may establish a secure session with the server 
certificate is invalid , the security gateway may generate a 130. The security gateway 150 may be communicatively 
new gateway certificate associated with the server certifi coupled to a storage module 160 that may store cached 
cate . The security gateway may store the generated gateway 5 security certificates associated with previous secure sessions 
certificate into a gateway certificate entry of the gateway between client 130 and server 130. Generating , updating , 
certificate table . The generated gateway certificate may be caching , and sharing of security certificates is described in 
used by the security gateway for the secure session estab detail with reference to FIGS . 2-10 . 
lished between the client and the security gateway . Further FIG . 2 illustrates a block diagram 200 for processing of a 
more , as the generated gateway certificate is cached ( i.e. , 10 secure session interception by a security gateway using a 
stored ) in the gateway certificate entry , the generated gate plurality of cached network generated security certificates . 
way certificate may be re - used by the security gateway for In an example embodiment , a client shown as a client device 
further secure sessions associated with the server and the 101 may send a session request 131 to establish a secure data 
client . session 130 with a server shown as a server device 201 via 

The gateway certificate table may include a plurality of 15 a security gateway 303. The security gateway 303 can be 
gateway certificate entries , which may be stored on a flash operable to intercept the session request 131 associated with 
memory , a hard drive , or any other types of local and the secure session 130 and establish another secure session 
external storages . Therefore , when the system for caching 220 with the service device 201. The security gateway 303 
network generated security certificates boots , there is no may further receive a secure packet associated with the 
need to re - boot or update all gateway certificates cached in 20 session request 131 from the client device 101 over the 
the gateway certificate table . secure session 130. Based on the session request 131 , the 

Referring now to the drawings , FIG . 1 illustrates an security gateway 303 may generate a secure packet associ 
environment 100 within which methods and systems for ated with the session request 231 and send the secure packet 
caching network generated security certificates can be associated with the session request 231 to the server device 
implemented . The environment 100 may include a network 25 201 over the secure session 220. Upon processing the 
110 , a client 120 , a server 130 , and a system 900 for caching received secure packet associated with the session request 
network generated security certificates . The client 120 may 231 , the server device 201 may respond with a server 
include a network machine or a network resource that sends certificate 351 in a packet associated with a session response 
a session request 140 for initiating a secure session with the 232 and send the packet associated with the session response 
server 130. The client 120 may communicate with the server 30 232 over the secure session 220 to the security gateway 303 . 
130 using the network 110 . The security gateway 303 may obtain the server certificate 

The network 110 may include the Internet or any other 351 from the session response 232 and determine to con 
network capable of communicating data between devices . tinue processing the session request 131 based on the server 
Suitable networks may include or interface with any one or certificate 351 . 
more of , for instance , a local intranet , a Personal Area 35 In an example embodiment , the security gateway 303 may 
Network , a Local Area Network ( LAN ) , a Wide Area match the server certificate 351 against a gateway certificate 
Network ( WAN ) , a Metropolitan Area Network , a virtual table 370 coupled to the security gateway 303. The gateway 
private network ( VPN ) , a storage area network , a frame certificate table 370 can include a plurality of security 
relay connection , an Advanced Intelligent Network connec certificates previously generated by the security gateway 
tion , a synchronous optical network connection , a digital T1 , 40 303 or another network computer , which are also referred to 
T3 , E1 or E3 line , Digital Data Service connection , Digital herein as network generated security certificates . More spe 
Subscriber Line connection , an Ethernet connection , an cifically , the security gateway 303 may perform a search in 
Integrated Services Digital Network line , a dial - up port such the gateway certificate table 370 to find a gateway certificate 
as a V.90 , V.34 or V.34bis analog modem connection , a cable entry 371 that matches the server certificate 351 , as illus 
modem , an Asynchronous Transfer Mode connection , or a 45 trated in detail in FIG . 3 . 
Fiber Distributed Data Interface or Copper Distributed Data FIG . 3 is a block diagram 300 showing processing of 
Interface connection . Furthermore , communications may secure sessions using a plurality of cached network gener 
also include links to any of a variety of wireless networks , ated security certificates , according to an example embodi 
including Wireless Application Protocol , General Packet ment . To match the server certificate 351 , the gateway 
Radio Service , Global System for Mobile Communication , 50 certificate entry 371 may include a time information 373 
Code Division Multiple Access or Time Division Multiple indicating the validity time duration of gateway certificate 
Access , cellular phone networks , Global Positioning Sys entry 371. In an example embodiment , the security gateway 
tem , cellular digital packet data , Research in Motion , Lim 303 may be coupled to a clock 382 and may use the current 
ited duplex paging network , Bluetooth radio , or an IEEE time of the clock 382 to validate the time information 373 of 
802.11 - based radio frequency network . The network 110 can 55 gateway certificate entry 371. In an example embodiment , 
further include or interface with any one or more of an the time information 373 may include an expiration time of 
RS - 232 serial connection , an IEEE - 1394 ( Firewire ) connec the gateway certificate entry 371. For examples , when the 
tion , a Fiber Channel connection , an IrDA ( infrared ) port , a expiration time the gateway certificate entry 371 is Aug. 23 , 
Small Computer Systems Interface connection , a Universal 2016 and current time of the clock 382 is Dec. 1 , 2015 , 
Serial Bus ( USB ) connection or other wired or wireless , 60 which is within the expiration time , the security gateway 303 
digital or analog interface or connection , mesh or Digi® may determine that the time information 373 is valid . In 
networking . The network 110 may include a network of data another example embodiment , the time information 373 may 
processing nodes that are interconnected for the purpose of include a valid time period . The valid time period may 
data communication . include , for example , 24 hours after Nov. 15 , 2014 or 

The security gateway node shown as a security gateway 65 between 8 am , Oct. 1 , 2015 to 8 pm , Dec. 31 , 2015. The 
150 may be located in the path between the client 120 and current time of the clock 382 may be May 23 , 2015. Based 
server 130 and may be configured to intercept the session on the current time and the valid time period , the security 
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gateway 303 may determine that the time information 373 is tificate 351 , or 1 day instead of 36 hours , or other mean 
not valid . In a further example embodiment , the current time ingful validity duration for normal security certificate usage . 
of the clock 382 may be Nov. 26 , 2015 and the security In an example embodiment , the security gateway 303 may 
gateway 303 may determine that the time information 373 is not include time information 373 in the gateway certificate 
valid . 5 entry 371. Additionally , the security gateway 303 may store 

In an example embodiment , the security gateway 303 may an identity of the server certificate 351 as a server certificate 
determine that the gateway certificate entry 371 is invalid identity 375 in gateway certificate entry 371. In an example 
when the time information 373 is determined to be invalid . embodiment , the security gateway 303 may obtain a client 
In further example embodiments , the security gateway 303 identity associated with the client device 101 , for example 
may check other information , such as a server certificate 10 from the secure session 130. The security gateway 303 may 
identity 375 and a client identity 311 included in the gateway store the generated gateway certificate entry 371 into the 
certificate entry 371. In an example embodiment , the server gateway security table 370 so that the generated certificate 
certificate identity 375 may include a server certificate entry 371 can be re - used for future secure sessions . In an 
identity , such as a server name indication ( SNI ) or other example embodiment , the security gateway 303 may select 
identity information . The security gateway 303 may match 15 the generated gateway certificate entry 371 as a matching 
the server certificate identity 375 against an identity of the entry for the server certificate 351 . 
server certificate 351 to determine if there is a match . In a In a further example embodiment , the security gateway 
further example embodiment , the gateway certificate entry 303 may determine that the matching gateway certificate 
371 may include the client identity 311 , which may include entry 371 is invalid due to the time information 373. The 
one or more of a client network address , Internet Protocol 20 security gateway 303 may discard gateway certificate entry 
( IP ) address , or link layer address . The security gateway 303 371 and generate a new gateway certificate entry as 
may match the client identity 311 against the identity of the described earlier . Furthermore , the security gateway 303 ay 
client device 101. Additionally , the security gateway 303 replace or modify the gateway certificate entry 371 with the 
may obtain the client identity 311 of the client device 101 , generated new gateway certificate entry . The security gate 
namely a client network address , IP address , or link layer 25 way 303 may select the generated , replaced , or modified 
address , from the secure session 130 , which may include a gateway certificate entry 371 as a matching entry for the 
Transmission Control Protocol ( TCP ) session , an IP session , server certificate 351 . 
and / or a link layer session . Referring to FIG . 2 , in an example embodiment , the 

In an example embodiment , the security gateway 303 may security gateway 303 may use the gateway certificate entry 
determine that the gateway certificate entry 371 matches the 30 371 to respond to the session request 131 of the secure 
server certificate 351 when all predetermined criteria are session 130. Subsequently , the security gateway 303 may 
valid or matched , or when one or more predetermined apply a gateway function between the secure session 130 
criteria is valid or matched . In an example embodiment , the and the secure session 220. In an example embodiment of 
security gateway 303 may determine that the gateway cer applying the gateway function , the security gateway 303 
tificate entry 371 does not match when one or more prede- 35 may receive secure content from the client device 101 over 
termined criteria is not valid or does not match . In an the secure session 130 , decrypt the secure content using the 
example embodiment , the one or more criteria may include gateway certificate 361 , examine decrypted secure content 
a domain name that the client device 101 wants to access , based on one or more security policies pre - configured in the 
also called as an SNI . security gateway 303 , encrypt the decrypted secure content 

In an example embodiment , the security gateway 303 may 40 using the server certificate 351 and send the encrypted 
determine that the gateway certificate entry 371 matches the content to the server device 201 over the secure session 220 . 
server certificate 351. Upon matching , the security gateway Based on the same gateway function , the security gateway 
303 may obtain a gateway certificate 361 from gateway 303 may receive secure content from the server device 201 
certificate entry 371 that matches the server certificate 351 . over the secure session 220 , decrypt the secure content using 
The security gateway 303 may use the gateway certificate 45 the server certificate 351 , examine decrypted secure content 
361 for sending to the client device 101 in the secure session based on one or more security policies pre - configured in the 
130 . security gateway 303 , encrypt the decrypted secure content 

According to another example embodiment , no gateway using the gateway certificate 361 , and send the encrypted 
certificate entries matching the server certificate 351 can be content to the client device 101 over the secure session 130 . 
found by the security gateway 303 in the gateway certificate 50 As shown on FIG . 2 , the client device 101 , the security 
table 370. When the match cannot be found , the security gateway 303 , and the server device 201 may communicate 
gateway 303 may generate a security certificate shown as a over a data network 500. In an example embodiment , the 
gateway certificate 361. The security gateway 303 may data network 500 may include an Ethernet network , an 
further generate a gateway certificate entry 371 to which the Asynchronous Transfer Mode network , a cellular network , a 
generated gateway certificate 361 may be stored . Addition- 55 wireless network , a Frame Relay network , an optical net 
ally , in an example embodiment , the security gateway 303 work , an IP network , or any data communication network 
may store time information 373 into the gateway certificate utilizing other physical layer , link layer capability or net 
entry 371. The time information 373 may include , for work layer to carry data packets . In a further example 
example , a pre - configured or pre - determined validity time in embodiment , the data network 500 may include a corporate 
the security gateway 303 , for example 24 hours , 3 days , 30 60 network , a data center network , the Internet , a service 
minutes , 8 am - 12 pm Monday - Friday . In an example provider network , a mobile operator network , or a network 
embodiment , the security gateway 303 may determine the 110 shown on FIG . 1 . 
time information 373 from a piece of time information in the FIG . 4 is a block diagram 400 showing interaction of a 
server certificate 351. Furthermore , the security gateway 303 security gateway with a client and a server using cached 
may calculate the time information 373 to be half of the time 65 network generated security certificates . More specifically , a 
information in the server certificate 351 , an earlier time security gateway 303 may comprise two nodes : a client side 
between 24 hours and the validity time of the server cer service node 330 and a server side service node 332. The 
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client side service node 330 may receive encrypted data 338 an input / output ( 1/0 ) module 570 , which may include a 
directed from a client 334 ( for example , via a TCP proxy ) to keyboard , a keypad , a mouse , a gesture based input sensor , 
a server 336. In example embodiments , the client 334 may a microphone , a physical or sensory input peripheral , a 
include a host . The server side service node 332 may receive display , a speaker , or a physical or sensual output peripheral 
encrypted data 340 directed from the server 336 to the client 5 Referring again to FIG . 2 , the client device 101 may be a 
334. Furthermore , the client side service node 330 may send network node as illustrated in FIG . 5 and may be connected 
the encrypted data 338 received from the client 334 to the to data network 500. The client device 101 can include a 
server side service node 332. Similarly , the server side personal computer , a laptop computer , a tablet , a smart 
service node 332 may send the encrypted data 340 received phone , a mobile phone , an Internet phone , a netbook , a home 
from the server 336 to the client side service node 330. 10 gateway , a broadband gateway , a network appliance , a set 
Therefore , the client 334 and the server 336 may commu top box , a media server , a personal media play , an access 
nicate without contacting each other directly . gateway , a networking switch , a server computer , a network 

The security gateway 303 may receive server certificates storage computer , or any computing device comprising at 
342 and generate , based on the server certificates 342 , least a network module and a processor module . 
gateway certificates . The generated gateway certificates may 15 In an example embodiment , the server device 201 may 
be cached so that the security gateway 303 may have access include a server network computer connected to the data 
to cached generated gateway certificates 344 during further network 500. The server device 201 may serve the secure 
secure sessions between the client 334 and the server 336 . session 130 requested indirectly by the client device 101 via 
Additionally , the cached generated gateway certificates 344 the secure gateway 303 . 
may be shared with a security gateway 346. The security 20 In an example embodiment , the secure session 130 may 
gateway 346 may include a security gateway working in a include a service session , such as a HyperText Transfer 
standby mode or another active security gateway . In other Protocol session , a file transfer session , a remote access 
words , to make sure that the cached generated gateway session , a File Transfer Protocol session , a voice over IP 
certificates 344 remain persistent across boots of the security session , a Session Initiation Protocol session , a video or 
gateway 303 , the cached generated gateway certificates 344 25 audio streaming session , e - commerce session , an enter 
may be shared with the security gateway working in the prise application session , an email session , an online gaming 
standby mode or with another active security gateway . session , a teleconference session , or a Web - based commu 

FIG . 5 is a block diagram illustrating a network node , nication session . In another example embodiment , the secure 
according to an example embodiment . A network node 510 session 130 may include a service session with security such 
may include a network computer and may be a security 30 as an SSL session , a transport layer security ( TLS ) session , 
gateway , a client device , or a server device . In an example an IP Security ( IPSec ) session , a secure TCP session , a 
embodiment , the network node 510 may include a processor secure Web session , a secure VPN session , a secure voice 
module 560 , a network module 530 , and a computer storage over IP session , a secure video or audio streaming session , 
module 540. In an example embodiment , the processor a secure conferencing session , a secure document access 
module 560 may include one or more processors which may 35 session , a secure network access session , a secure e - com 
be a micro - processor , an Intel processor , an Advanced Micro merce session , a secure business - to - business transaction 
Devices processor , a Microprocessor without Interlocked session , a secure financial transaction session , a secure 
Pipeline Stages processor , an ARM ( advanced RISC collaboration session , or a secure on - line game session . In an 
machine ) -based processor , or a Reduced Instruction Set example embodiment , the session request 131 may include 
Computer processor . In an example embodiment , the pro- 40 a request message for a SSL session , a TLS session , an IPSec 
cessor module 560 may include one or more processor cores session , a secure TCP session , or a request message specified 
embedded in a processor . In further example embodiments , in a secure session protocol used by the client device 101 . 
the processor module 560 may include one or more embed In an example embodiment , the security gateway 303 may 
ded processors , or embedded processing elements in a Field be a network node and may include one or more of func 
Programmable Gate Array , an ASIC , or Digital Signal 45 tionality of a firewall , an SSL proxy gateway , a server load 
Processor . In an example embodiment , the network module balancer , an application delivery controller , a threat protec 
530 may include a network interface , such as Ethernet , tion system , a secure traffic manager , a legal interception 
optical network interface , a wireless network interface , gateway , a VPN gateway , or a TCP proxy gateway . In further 
T1 / T3 interface , a WAN or LAN interface . In a further example embodiments , the security gateway 303 may 
example embodiment , the network module 530 may include 50 include one or more hardware security modules such as a 
a network processor . In an example embodiment , the com hardware - based crypto module or a hardware - based encryp 
puter storage module 540 may include Random Access tion engine . In another example embodiment , the security 
Memory ( RAM ) , Dynamic Random Access Memory , Static gateway 303 may include a security system including one or 
Random Access Memory , Synchronous Dynamic Random more network nodes and a data network , where one network 
Access Memory , or memory utilized by the processor mod- 55 node processes the secure session 130 with the client device 
ule 560 or the network module 530. In an example embodi 101 and one network node processes the secure session 220 
ment , the storage module 540 may store data utilized by the with the server device 201. In an example embodiment , the 
processor module 560. In an example embodiment , the security gateway 303 may include a security application to 
storage module 540 may include a hard disk drive , a solid process decrypted intercepted secure session data traffic . The 
state drive , an external disk , a digital versatile disc , a 60 security application may include virus detection , credit card 
compact disk , or a readable external disk . The storage fraud , document or identity theft , session recording , cyber 
module 540 may store one or more computer programming attack detection , company security policy processing , or 
instructions which when executed by the processor module government security policy or compliant processing . 
560 or network module 530 can implement one or more of In an example embodiment , the server certificate 351 may 
the functionality of the methods and systems for caching 65 be a security certificate , selected from an Internet security 
network generated security certificates described herein . In certificate , an SSL certificate , a Certification Authority ( CA ) 
an example embodiment , the network node 510 may include certificate , a corporate issued security certificate , a network 
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generated security certificate , a trusted security certificate , a embodiment , the security gateway 303 may use one or more 
user certificate , or any digital security certificate used timers associated with the clock 372 and may examine the 
between peers of a secure data communication session . In an gateway certificate table 370 when a timer expires . A user or 
example embodiment , the server certificate 351 may include a network administrator may configure the one or more 
a digital signature , a key for encryption and decryption , a 5 timers . In an example embodiment , the security gateway 303 
cipher method , an identity , and so forth . may examine the gateway certificate table 370 at predeter 

FIG . 6 is a block diagram 600 illustrating an exemplary mined time periods , for example , every hour , every morning 
embodiment of managing a plurality of cached network at 8 am , every night at 12 am , every other day at 12 am , 
generated security certificates , according to an example every 30 minutes , and so forth . 
embodiment . The security gateway 303 may be connected to 10 In an example embodiment , the security gateway 303 may 
a network node 511 over a data network , such as data examine if an entry , such as the gateway certificate entry 
network 500. The network node 511 may include a network 371 , is valid . More specifically , the security gateway 303 
storage device , a network management system , or another may obtain time information 373 of the gateway certificate 
security gateway . In some embodiments , a monitoring entry 371 and match the time information 373 against a 
device ( not shown ) may connected to the security gateway 15 current time of the clock 382. If the time information 373 
303 and the network node 511. The monitoring device may indicates that gateway certificate entry 371 is valid , the 
be responsible for monitoring data passing between the gateway 303 may determine that gateway certificate entry 
security gateway 303 and the network node 511 . 371 is valid . In an example embodiment , the security 

In an example embodiment , the security gateway 303 may gateway 303 may determine that the time information 373 is 
include a gateway certificate table 370 containing a plurality 20 not valid or is expired , according to current time of the clock 
of previously generated gateway certificate entries or pre 382. Therefore , the security gateway 303 may determine that 
viously cached gateway certificate entries . The security gateway certificate entry 371 is not valid . In an example 
gateway 303 may store the gat ay certificate table 370 in embodiment , the security gateway 303 may update the 
a storage module 340 of the security gateway 303. In further gateway certificate entry 371 or remove the gateway cer 
embodiments , the gateway certificate table 370 from the 25 tificate entry 371 from the gateway certificate table 370 . 
storage module 340 may be additionally stored in an exter In an example embodiment , the security gateway 303 may 
nal storage ( not shown ) . obtain a server certificate identity 375 from the gateway 

In an example embodiment , the security gateway 303 may certificate entry 371. The security gateway 303 may use the 
send the gateway certificate table 370 to the network node server certificate identity 375 to identity a server device 202 
511 so that the network node 511 can store the received 30 and query the server device 202 for an updated server 
gateway certificate table 370. In an example embodiment , certificate 352 corresponding to the gateway certificate entry 
the security gateway 303 may generate or modify a gateway 371. In an example embodiment , the security gateway 303 
certificate entry 371 and store the generated or modified may generate a new gateway certificate based on the updated 
gateway certificate entry 371 into the gateway certificate server certificate 352 and replace the gateway certificate 361 
table 370 , or remove the gateway certificate entry 371 from 35 of the gateway certificate entry 371 with the newly gener 
the gateway certificate table 370. The security gateway 303 ated gateway certificate . In an example embodiment , the 
may further store the updated gateway certificate table 370 security gateway 303 may update the time information 373 
in the storage module 340. The security gateway 303 may with a time information obtained from the updated server 
also send the gateway certificate entry 371 to the network certificate 352 , or replace the time information 373 with a 
node 511 with an indication that the gateway certificate table 40 pre - determined time information . Subsequently , the security 
370 was modified , generated , or removed . gateway 303 may store the updated gateway certificate entry 

In an example embodiment , the network node 511 may 371 into the gateway certificate table 370 . 
include a gateway certificate table 376. The network node FIG . 8 is a block diagram 800 illustrating sharing a 
511 may send the gateway certificate table 376 to the plurality of network generated security certificates among a 
security gateway 303. In an example embodiment , the 45 plurality of security gateways , according to an example 
security gateway 303 may include the gateway certificate embodiment . In this embodiment , the security gateway 303 
table 370. The security gateway 303 may combine the may share a gateway certificate table 370 with at least 
received gateway certificate table 376 into the gateway another security gateway 307. In an example embodiment , 
certificate table 370. In an example embodiment , the net the security gateway 303 may store the gateway certificate 
work node 511 may send the gateway certificate entry 371 50 table 370 in a storage module of the security gateway 303 . 
to the security gateway 303 , so that the security gateway 303 The security gateway 303 may send any update of the 
may combine the gateway certificate entry 371 into the gateway certificate table 370 to the security gateway 307 or 
gateway certificate table 370. In an example embodiment , receive any update of the gateway certificate table 370 from 
the security gateway 303 may store the updated gateway the security gateway 307. In an example embodiment , the 
certificate table 370 into the storage module 340. In an 55 security gateway 303 may generate a new gateway certifi 
example embodiment , the security gateway 303 may detect cate entry 371 , or modify a current gateway certificate entry 
one or more duplicate gateway certificate entries during the 371 , and store the generated or modified gateway certificate 
combining process and remove duplicate entries from the entry 371 into the gateway certificate table 370. The security 
combined gateway certificate table 370 . gateway 303 may send modified gateway certificate table 

FIG . 7 is a block diagram 700 illustrating an exemplary 60 370 , generated or modified gateway certificate entry 371 to 
embodiment of updating a plurality of cached network the security gateway 307 . 
generated security certificates , according to an example In an example embodiment , the security gateway 303 may 
embodiment . A security gateway 303 may include a gateway receive a generated gateway certificate entry 372 or a 
certificate table 370 and may be coupled to a clock 382 . modified gateway certificate entry 372 from the security 
From time to time , the security gateway 303 may check , 65 gateway 307. The security gateway 303 may store the 
based on the clock 382 , if a gateway certificate entry 371 of generated gateway certificate entry 372 into the gateway 
the gateway certificate table 370 is valid . In an example certificate table 370 , or find a matching gateway certificate 
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entry 371 to the modified gateway certificate entry 372 and cate may be based on the SNI . Upon the generation , the 
replace the gateway certificate entry 371 with the gateway further gateway certificate may be stored to the gateway 
certificate entry 372. In an example embodiment , the secu certificate table . 
rity gateway 303 may receive the gateway certificate table Additionally , an expiration time may be set for the gen 
376 the from security gateway 307. The security gateway 5 erated further gateway certificate and stored to the gateway 
303 may replace the gateway certificate table 370 with the certificate table . The expiration time may be set based on 
received gateway certificate table 376 , or combine the expiration time of the server certificate , pre - configured expi 
received gateway certificate table 376 with the gateway ration time ( e.g. , based on the SNI ) , and so forth . 
certificate table 370 . Additionally , upon receipt of the gateway certificate from 

In an example embodiment , the gateway certificate table 10 the gateway certificate table , the security gateway node may 
370 may be a shared gateway certificate table . The security validate the gateway certificate . In an example embodiment , 
gateway 303 and the security gateway 307 may use the validation may be based at least on time information asso 
shared gateway certificate table to serve client devices and ciated with the gateway certificate . 
server devices . In an example embodiment , the security In a further example embodiment , based on the validating , 
gateway 303 and the security gateway 307 may provide fault 15 the security gateway node may determine that the gateway 
redundancy or fault resiliency to security services using the certificate is invalid . Based on such determination , the 
shared gateway certificate table . security gateway node may generate a further gateway 

FIG . 9 is a block diagram representing components of a certificate associated with the server certificate . More spe 
system 900 for caching network generated security certifi cifically , the further gateway certificate may be generated 
cates , in accordance with certain embodiments . The system 20 based on the server certificate . Upon generation , the further 
900 can comprise a security gateway node 910 and a storage gateway certificate may be stored to the gateway certificate 
module 920. The operations performed by the security table . Additionally , the gateway certificate determined to be 
gateway node 910 and the storage module 920 are described invalid may be removed from the gateway certificate table . 
in detail with reference to FIG . 10 . In an example embodiment , upon receipt of the gateway 

FIG . 10 is a flow diagram showing operations of a method 25 certificate , the gateway certificate may be forged to obtain a 
1000 for caching network generated security certificates , forged gateway certificate . The forged gateway certificate 
according to an example embodiment . In some embodi may be used to perform the first secure session . 
ments , the steps may be combined , performed in parallel , or In an example embodiment , based on the matching , a 
performed in a different order . The method 1000 may also partial match of the server certificate and the gateway 
include additional or fewer steps than those illustrated . 30 certificate entry may be determined . Upon determination of 

The method 1000 can commence with receiving , by a the partial match , the gateway certificate entry may be 
security gateway node , a session request from a client to modified based on the server certificate to obtain a modified 
establish a secure connection with a server at operation 702 . gateway certificate associated with the server certificate . The 
At operation 1004 , the security gateway node can establish , modified gateway certificate may be stored to the gateway 
based on the session request , a first secure session and a 35 certificate entry of the gateway certificate table . 
second secure session . The first secure session may include In some example embodiments , the method 1000 may 
a secure session between the client and the security gateway optionally include exchanging , by the security gateway 
node . The second secure session may include a secure node , one or more gateway certificates with a further secu 
session between the security gateway node and the server . rity gateway node . The exchanging may include sending one 
Upon establishing the second secure session , the security 40 or more of the plurality of gateway certificates by the 
gateway node may receive a server certificate from the security gateway node to the further security gateway node 
server at operation 1006. At operation 1008 , the security and receiving a further plurality of gateway certificates from 
gateway node may match the server certificate against a the further security gateway node by the security gateway 
gateway certificate table based on one or more predeter node . 
mined criteria to find a gateway certificate entry matching 45 The method 1000 may further include continuously moni 
the server certificate . Additionally , in an example embodi toring the gateway certificate table based on a current time 
ment , an SNI and a client identity associated with the session and time information associated with the plurality of gate 
request may be matched against the gateway certificate table way certificates stored in the gateway certificate table . Based 
to find gateway certificate entries that match the SNI and the on the monitoring , one of the plurality of gateway certifi 
client identity . 50 cates may be determined to be expired . Based on the 

The gateway certificate table may be operable to cache a determination that one of the plurality of gateway certifi 
plurality of gateway certificates associated with one or more cates has expired , the server may be queried by the security 
previous secure sessions between the client and the server . gateway node to receive an updated server certificate . Upon 
The plurality of gateway certificates may be stored in a receipt of the updated server certificate , a further gateway 
plurality of gateway certificate entries of the gateway cer- 55 certificate may be generated by the security gateway node 
tificate table . At operation 1010 , based on the matching , the based on the one of the plurality of gateway certificates . The 
security gateway node may receive a gateway certificate one of the plurality of gateway certificates may be replaced 
associated with the gateway certificate entry that matches with the further gateway certificates in one of gateway 
the server certificate . The gateway certificate may be used by certificate entries of the gateway certificate table . 
the security gateway node for performing the first secure 60 FIG . 11 illustrates an example computer system 1100 that 
session . may be used to implement embodiments of the present 

In an example embodiment , the method 1000 may further disclosure . The system 1100 of FIG . 11 can be implemented 
include determining , based on the matching , that no gateway in the contexts of the likes of computing systems , networks , 
certificate entry matching the server certificate exists . Upon servers , or combinations thereof . The computing system 
such determination , a further gateway certificate may be 65 1100 of FIG . 11 may include one or more processor units 
generated based on the server certificate . In certain example 810 and main memory 1120. Main memory 1120 stores , in 
embodiments , the generation of the further gateway certifi part , instructions and data for execution by processor 1110 . 
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Main memory 1120 stores the executable code when in unit , a processor , a microcontroller , or the like . Such media 
operation . The computer system 1100 of FIG . 11 may further may take forms including , but not limited to , non - volatile 
include a mass data storage 1130 , portable storage medium and volatile media such as optical or magnetic disks and 
drive ( s ) 1140 , output devices 1150 , user input devices 1160 , dynamic memory , respectively . Common forms of com 
a graphics display system 1170 , and peripheral devices 1180. 5 puter - readable storage media include a floppy disk , a flexible 
The methods may be implemented in software that is disk , a hard disk , magnetic tape , any other magnetic storage 
cloud - based . medium , a Compact Disk Read Only Memory disk , DVD , 

The components shown in FIG . 11 are depicted as being BLU - RAY disc , any other optical storage medium , RAM , 
connected via a single bus 11110. The components may be Programmable Read - Only Memory , Erasable Program 
connected through one or more data transport means . Pro- 10 mable Read - Only Memory , Electronically Erasable Pro 
cessor unit 1110 and main memory 1120 is connected via a grammable Read Only Memory , flash memory , and / or any 
local microprocessor bus , and the mass data storage 1130 , other memory chip , module , or cartridge . 
peripheral device ( s ) 1180 , portable storage device 1140 , and In some embodiments , the computer system 1100 may be 
graphics display system 1170 are connected via one or more implemented as a cloud - based computing environment , such 
I / O buses . 15 as a virtual machine operating within a computing cloud . In 
Mass data storage 1130 , which can be implemented with other embodiments , the computer system 1100 may itself 

a magnetic disk drive , solid state drive , or an optical disk include a cloud - based computing environment , where the 
drive , is a non - volatile storage device for storing data and functionalities of the computer system 1100 are executed in 
instructions for use by processor unit 1110. Mass data a distributed fashion . Thus , the computer system 1100 , when 
storage 1130 stores the system software for implementing 20 configured as a computing cloud , may include pluralities of 
embodiments of the present disclosure for purposes of computing devices in various forms , as will be described in 
loading that software into main memory 1120 . greater detail below . 

Portable storage device 1140 operates in conjunction with In general , a cloud - based computing environment is a 
a portable non - volatile storage medium , such as a floppy resource that typically combines the computational power of 
disk , compact disk , digital video disc ( DVD ) , or USB 25 a large grouping of processors ( such as within web servers ) 
storage device , to input and output data and code to and from and / or that combines the storage capacity of a large grouping 
the computer system 1100 of FIG . 11. The system software of computer memories or storage devices . Systems that 
for implementing embodiments of the present disclosure is provide cloud - based resources may be utilized exclusively 
stored on such a portable medium and input to the computer by their owners or such systems may be accessible to outside 
system 1100 via the portable storage device 1140 . 30 users who deploy applications within the computing infra 
User input devices 1160 provide a portion of a user structure to obtain the benefit of large computational or 

interface . User input devices 1160 include one or more storage resources . 
microphones , an alphanumeric keypad , such as a keyboard , The cloud may be formed , for example , by a network of 
for inputting alphanumeric and other information , or a web servers that comprise a plurality of computing devices , 
pointing device , such as a mouse , a trackball , stylus , or 35 such as the computer system 800 , with each server ( or at 
cursor direction keys . User input devices 1160 can also least a plurality thereof ) providing processor and / or storage 
include a touchscreen . Additionally , the computer system resources . These servers may manage workloads provided 
1100 as shown in FIG . 11 includes output devices 1150 . by multiple users ( e.g. , cloud resource customers or other 
Suitable output devices include speakers , printers , network users ) . Typically , each user places workload demands upon 
interfaces , and monitors . 40 the cloud that vary in real - time , sometimes dramatically . The 
Graphics display system 1170 includes a liquid crystal nature and extent of these variations typically depends on 

display or other suitable display device . Graphics display the type of business associated with the user . 
system 1170 receives textual and graphical information and Thus , methods and systems for caching network gener 
processes the information for output to the display device . ated security certificates are disclosed . While the present 

Peripheral devices 1180 may include any type of com- 45 embodiments have been described in connection with a 
puter support device to add additional functionality to the series of embodiments , these descriptions are not intended to 
computer system . limit the scope of the subject matter to the particular forms 

The components provided in the computer system 1100 of set forth herein . It will be further understood that the 
FIG . 11 are those typically found in computer systems that methods are not necessarily limited to the discrete compo 
may be suitable for use with embodiments of the present 50 nents described . To the contrary , the present descriptions are 
disclosure and are intended to represent a broad category of intended to cover such alternatives , modifications , and 
such computer components that are well known in the art . equivalents as may be included within the spirit and scope 
Thus , the computer system 1100 of FIG . 11 can be a personal of the subject matter as disclosed herein and defined by the 
computer , hand held computing system , telephone , mobile appended claims and otherwise appreciated by one of ordi 
computing system , workstation , tablet , phablet , mobile 55 nary skill in the art . 
phone , server , minicomputer , mainframe computer , or any What is claimed is : 
other computing system . The computer may also include 1. A system for caching network generated security cer 
different bus configurations , networked platforms , multipro tificates , the system comprising programmable instructions 
cessor platforms , and the like . Various operating systems stored in a computer - readable media , wherein upon reading 
may be used including UNIX , LINUX , WINDOWS , MAC 60 the programmable instructions by a processor , the processor 
OS , PALM OS , ANDROID , IOS , QNX , and other suitable executes the following steps : 
operating systems . [ a security gateway node operable to : 

It is noteworthy that any hardware platform suitable for receive , from a client , ] receiving , by a security gateway 
performing the processing described herein is suitable for node , a session request to establish a secure connection 
use with the embodiments provided herein . Computer - read- 65 with a server ; 
able storage media refer to any medium or media that based on the session request , [ establish ] establishing , by 
participate in providing instructions to a central processing the security gateway node , a first secure session and a 
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second secure session , the first secure session including 6. The system of claim 1 , wherein the [ security gateway 
a secure session between the client and the security node is further operable to : 
gateway node and the second secure session including exchange ] processor further exchanges , by the security 
a secure session between the security gateway node and gateway node , one or more gateway certificates with a 
the server ; further security gateway node , wherein the exchanging 

upon establishing the second secure session , [ receive ] includes sending by the security gateway node one or 
receiving , by the security gateway node , a server cer more of the plurality of gateway certificates to the 
tificate from the server ; further security gateway node and receiving , by the 

[ match ] matching , by the security gateway node , the security gateway node , a further plurality of gateway 
server certificate against a gateway certificate table certificates from the further security gateway node . 
based on one or more predetermined criteria to find a 7. The system of claim 1 , wherein the [ security gateway 
gateway certificate entry matching the server certifi node is further operable to ] processor further executes the 
cate , the gateway certificate table operable to cache a following steps : 
plurality of gateway certificates associated with one or continuously [ monitor ] monitoring the gateway certificate 
more previous secure sessions between the client and table based on a current time and time information 

associated with the plurality of gateway certificates 
based on the matching , [ receive ] receiving , by the security stored in the gateway certificate table ; and 

gateway node , a gateway certificate , the gateway cer [ determine ) determining that one of the plurality of gate 
tificate being associated with the gateway certificate way certificates has expired . 
entry matching the server certificate [ and being used for 8. The system of claim 7 , wherein the [ security gateway 
performing the first secure session ) ; and node is further operable to ] processor further executes the 

upon receiving the gateway certificate , [ forge ) forging the following steps : 
gateway certificate to obtain a forged gateway certifi based on the determining that one of the plurality of 
cate , wherein the first secure session is performed using 25 gateway certificates has expired , [ query ] querying the 
the forged gateway certificate? ; and server to receive an updated server certificate ; 

a storage module operable to store at least the gateway upon receipt of the updated server certificate , [ generate ) 
certificate table ] generating a further gateway certificate based on the 

[ 2. The system of claim 1 , wherein the security gateway one of the plurality of gateway certificates ; and 
node is further operable to : [ replace ] replacing the one of the plurality of gateway 

based on the matching , determine that no gateway cer certificates with the further gateway certificate in one of 
tificate entry matching the server certificate exists ; gateway certificate entries of the gateway certificate 

upon the determination , generate a further gateway cer table . 
tificate based on the server certificate ; and 9. A method for caching network generated security 

store the further gateway certificate to the gateway cer- 35 certificates , the method comprising : 
tificate table . ] receiving , by a security gateway node , from a client , a 

3. The system of claim 1 , wherein the [ security gateway session request to establish a secure connection with a 
node is further operable to ] processor , upon the receiving of server ; 
the gateway certificate , [ validate ) further validates , by the based on the session request , establishing , by the security 
security gateway node , the gateway certificate , wherein the 40 gateway node , a first secure session and a second secure 
validating is based at least on time information associated session , the first secure session including a secure 
with the gateway certificate . session between the client and the security gateway 

4. The system of claim 3 , wherein the [ security gateway node and the second secure session including a secure 
node is further operable to ] processor further executes the session between the security gateway node and the 
following steps : server ; 

based on the validating , [ determine ] determining , by the upon establishing the second secure session , receiving , by 
security gateway node , that the gateway certificate is the security gateway node , a server certificate from the 
invalid ; server ; 

based on the determining , [ generate ] generating , by the matching , by the security gateway node , the server cer 
security gateway node , a further gateway certificate , the 50 tificate against a gateway certificate table based on one 
further gateway certificate being associated with the or more predetermined criteria to find a gateway cer 
server certificate ; and tificate entry matching the server certificate , the gate 

[ store ] storing , by the security gateway node , the further way certificate table operable to cache a plurality of 
gateway certificate to the gateway certificate table . gateway certificates associated with one or more pre 

5. The system of claim 1 , wherein the processor ( security 55 vious secure sessions between the client and the server ; 
gateway node is further operable to ] further executes the based on the matching , receiving , by the security gateway 
following steps : node , a gateway certificate , the gateway certificate 

based on the matching , [ determine ] determining , by the being associated with the gateway certificate entry 
security gateway node , a partial match of the server matching the server certificate [ and being used for 
certificate and the gateway certificate entry ; performing the first secure session ) ; and 

upon the determining , [ modify ] modifying , by the security upon receiving the gateway certificate , forging the gate 
gateway node , the gateway certificate entry based on way certificate to obtain a forged gateway certificate , 
the server certificate to obtain a modified gateway wherein the first secure session is performed using the 
certificate , the modified gateway certificate being asso forged gateway certificate . 
ciated with the server certificate ; and 10. The method of claim 9 , further comprising : 

[ store ) storing , by the security gateway node , the modified based on the matching , determining that no gateway 
gateway certificate to the gateway certificate table . certificate entry matching the server certificate exists ; 
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upon the determination , generating a further gateway upon establishing the second secure session , receive a 
certificate based on the server certificate ; and server certificate from the server ; 

storing the further gateway certificate to the gateway match the server certificate against a gateway certificate 
certificate table . table based on one or more predetermined criteria to 

11. The method of claim 9 , further comprising , upon the 5 find a gateway certificate entry matching the server 
receiving of the gateway certificate , validating , by the secu certificate , the gateway certificate table operable to 
rity gateway node , the gateway certificate , wherein the cache a plurality of gateway certificates associated with 
validating is based at least on time information associated one or more previous secure sessions between the client 

and the server ; with the gateway certificate . 
12. The method of claim 11 , further comprising : based on the matching , receive a gateway certificate , the 
based on the validating , determining , by the security gateway certificate being associated with the gateway 

certificate entry matching the server certificate and gateway node , that the gateway certificate is invalid ; being used for performing the first secure session ; based on the determining , generating , by the security upon the receiving of the gateway certificate , validate the gateway node , a further gateway certificate , the further gateway certificate , wherein the validating is based at gateway certificate being associated with the server least on time information associated with the gateway 
certificate ; and certificate and forge the gateway certificate to obtain a storing the further gateway certificate to the gateway forged gateway certificate , wherein the first secure 
certificate table . session is performed using the forged gateway certifi 

13. The method of claim 12 , further comprising removing 20 cate ; 
the gateway certificate from the gateway certificate table . based on the matching , determine that no gateway cer 

14. The method of claim 9 , further comprising : tificate entry matching the server certificate exists ; 
based on the matching , determining a partial match of the upon the determining , generate a further gateway certifi 

server certificate and the gateway certificate entry ; cate based on the server certificate ; and 
upon the determining , modifying the gateway certificate 25 store the further gateway certificate to the gateway cer 

entry based on the server certificate to obtain a modi tificate table ; and 
fied gateway certificate , the modified gateway certifi a storage module operable to store at least the gateway 
cate being associated with the server certificate ; and certificate table . ] 

storing the modified gateway certificate to the gateway 19. A system for caching network generated security 
certificate table . 30 certificates , the system comprising programmable instruc 

15. The method of claim 9 , further comprising : tions stored in a computer - readable media , wherein upon 
exchanging , by the security gateway node , one or more reading the programmable instructions by a processor , the 

gateway certificates with a further security gateway processor executes the following steps : 
node , wherein the exchanging includes sending by the receiving , by a security gateway node , a session request 
security gateway node one or more of the plurality of 35 to establish a secure connection with a server ; 
gateway certificates to the further security gateway based on the session request , establishing , by the sec ecurity 
node and receiving , by the security gateway node , a gateway node , a first secure session and a second 
further plurality of gateway certificates from the further secure session , the first secure session including a 
security gateway node . secure session between the client and the security 

16. The method of claim 9 , further comprising : gateway node and the second secure session including 
continuously monitoring the gateway certificate table a secure session between the security gateway node and 
based on a current time and time information associated the server ; 
with the plurality of gateway certificates stored in the upon establishing the second secure session , receiving , by 
gateway certificate table ; and the security gateway node , a server certificate from the 

determining that one of the plurality of gateway certifi- 45 server ; 
cates has expired . matching , by the security gateway node , the server cer 

17. The method of claim 16 , further comprising : tificate against a gateway certificate table based on one 
based on the determining that one of the plurality of or more predetermined criteria to determine whether a 

gateway certificates has expired , querying the server to gateway certificate entry matching the server certifi 
receive an updated server certificate ; cate exists ; 

upon receipt of the updated server certificate , generating based on the determining that the gateway certificate 
a further gateway certificate based on the one of the entry matching the server certificate exists : 
plurality of gateway certificates ; and receiving , by the security gateway node , a gateway 

replacing the one of the plurality of gateway certificates certificate associated with the gateway certificate 
with the further gateway certificate in one of gateway 55 
certificate entries of the gateway certificate table . upon receiving the gateway certificate , forging the 

[ 18. A system for caching network generated security gateway certificate to obtain a forged gateway cer 
certificates , the system comprising : tificate , wherein the first secure session is performed 

a security gateway node operable to : using the forged gateway certificate ; 
receive , from a client , a session request to establish a 60 based on the determining that no gateway certificate entry 

secure connection with a server ; matching the server certificate exists , generating a 
based on the session request , establish a first secure further gateway certificate based on the server certifi 

session and a second secure session , the first secure cate , the further gateway certificate . 
session including a secure session between the client 20. The system of claim 19 , wherein the processor , upon 
and the security gateway node and the second secure 65 generating the further gateway certificate based on the 
session including a secure session between the security server certificate , stores the further gateway certificate to 
gateway node and the server ; the gateway certificate table . 
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21. The system of claim 19 , wherein the processor , upon 

the receiving of the gateway certificate , further validates the 
gateway certificate , wherein the validating is based at least 
on time information associated with the gateway certificate . 

5 


