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SYSTEMS AND METHODS FOR METADATA ENCODING

RELATED APPLICATION
This application claims the benefit under 35 U.S.C. § 119(e) of U.S. Provisional Patent
Application Serial No. 62/759,936, filed on November 12, 2018, titled “SYSTEMS AND
METHODS FOR METADATA PROCESSING,” bearing Attorney Docket No.
D0821.70011US00, which is hereby incorporated by reference in its entirety.

BACKGROUND

Computer security has become an increasingly urgent concern at all levels of society,
from individuals to businesses to government institutions. For example, in 2015, security
researchers identified a zero-day vulnerability that would have allowed an attacker to hack into a
Jeep Cherokee’s on-board computer system via the Internet and take control of the vehicle’s
dashboard functions, steering, brakes, and transmission. In 2017, the WannaCry ransomware
attack was estimated to have affected more than 200,000 computers worldwide, causing at least
hundreds of millions of dollars in economic losses. Notably, the attack crippled operations at
several National Health Service hospitals in the UK. In the same year, a data breach at Equifax,
a US consumer credit reporting agency, exposed person data such as full names, social security
numbers, birth dates, addresses, driver’s license numbers, credit card numbers, etc. That attack
is reported to have affected over 140 million consumers.

Security professionals are constantly playing catch-up with attackers. As soon as a
vulnerability is reported, security professionals race to patch the vulnerability. Individuals and
organizations that fail to patch vulnerabilities in a timely manner (e.g., due to poor governance
and/or lack of resources) become easy targets for attackers.

Some security software monitors activities on a computer and/or within a network, and
looks for patterns that may be indicative of an attack. Such an approach does not prevent
malicious code from being executed in the first place. Often, the damage has been done by the

time any suspicious pattern emerges.
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SUMMARY

In accordance with some embodiments, a method for metadata processing is provided,
the method comprising acts of: receiving, from a host processor, a target address; using the
target address to access mapping information and decoding information, the mapping
information and the decoding information being associated with the target address; using the
mapping information to map the target address to a metadata address; using the metadata
address to retrieve metadata; and using the decoding information to decode the retrieved
metadata.

In accordance with some embodiments, a method for metadata processing is provided,
the method comprising acts of: receiving, from a host processor, a target address; determining
whether to retrieve, from a metadata memory, a metadata value associated with the target
address; in response to determining to retrieve a metadata value from the metadata memory:
mapping the target address to a metadata address; and using the metadata address to retrieve a
metadata value from the metadata memory; and in response to determining not to retrieve a
metadata value from the metadata memory, determining a default metadata value.

In accordance with some embodiments, a method for metadata processing is provided,
the method comprising acts of: associating one or more metadata labels with an application
memory region; generating an encoding for the one or more metadata labels associated with the
application memory region; and generating decoding information corresponding to the encoding
for the one or more metadata labels associated with the application memory region.

In accordance with some embodiments, a method for metadata processing is provided,
the method comprising acts of: receiving, from a host processor, a target address; using the
target address to access mapping information associated with the target address, wherein: the
mapping information is associated with an application memory address range; the target address
belongs to the application memory address range; and the mapping information comprises
information indicative of a tagging granularity for the application memory address range; using
the mapping information to map the target address to a metadata address; and using the metadata
address to retrieve metadata.

In accordance with some embodiments, a method for metadata processing is provided,
the method comprising acts of: receiving, from a host processor, a target address; using the
target address to access mapping information associated with the target address; using the

mapping information to map the target address to at least first metadata address and second
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metadata address; using the first and second metadata addresses to retrieve, respectively, first
and second metadata; and combining the first and second metadata.

In accordance with some embodiments, a system is provided, comprising circuitry and/or
one or more processors programmed by executable instructions, wherein the circuitry and/or the
one or more programmed processors are configured to perform any of the methods described
herein.

In accordance with some embodiments, at least one computer-readable medium is
provided, having stored thereon at least one netlist for any of the circuitries described herein.

In accordance with some embodiments, at least one computer-readable medium is
provided, having stored thereon at least one hardware description that, when synthesized,
produces any of the netlists described herein.

In accordance with some embodiments, at least one computer-readable medium is

provided, having stored thereon any of the executable instructions described herein.

BRIEF DESCRIPTION OF DRAWINGS

FIG. 1 shows an illustrative hardware system 100 for enforcing policies, in accordance
with some embodiments.

FIG. 2 shows an illustrative software system 200 for enforcing policies, in accordance
with some embodiments.

FIG. 3 shows an illustrative tag map table entry 300, in accordance with some
embodiments.

FIG. 4 shows another illustrative tag map table entry 400, in accordance with some
embodiments.

FIG. 5A shows an illustrative process SO0A for decoding metadata values, in accordance
with some embodiments.

FIG. 5B shows another illustrative process S00B for decoding metadata values, in
accordance with some embodiments.

FIG. 6 shows an illustrative process 600 for encoding metadata values, in accordance
with some embodiments.

FIG. 7 shows, schematically, an illustrative computer 1000 on which any aspect of the

present disclosure may be implemented.
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DETAILED DESCRIPTION

Many vulnerabilities exploited by attackers trace back to a computer architectural design
where data and executable instructions are intermingled in a same memory. This intermingling
allows an attacker to inject malicious code into a remote computer by disguising the malicious
code as data. For instance, a program may allocate a buffer in a computer’s memory to store
data received via a network. If the program receives more data than the buffer can hold, but
does not check the size of the received data prior to writing the data into the buffer, part of the
received data would be written beyond the buffer’s boundary, into adjacent memory. An
attacker may exploit this behavior to inject malicious code into the adjacent memory. If the
adjacent memory is allocated for executable code, the malicious code may eventually be
executed by the computer.

Techniques have been proposed to make computer hardware more security aware. For
instance, memory locations may be associated with metadata for use in enforcing security
policies, and instructions may be checked for compliance with the security policies. For
example, given an instruction to be executed, metadata associated with the instruction and/or
metadata associated with one or more operands of the instruction may be checked to determine
if the instruction should be allowed. Additionally, or alternatively, appropriate metadata may be
associated with an output of the instruction.

FIG. 1 shows an illustrative hardware system 100 for enforcing policies, in accordance
with some embodiments. In this example, the system 100 includes a host processor 110, which
may have any suitable instruction set architecture (ISA) such as a reduced instruction set
computing (RISC) architecture or a complex instruction set computing (CISC) architecture. The
host processor 110 may perform memory accesses via a write interlock 112. The write interlock
112 may be connected to a system bus 115 configured to transfer data between various
components such as the write interlock 112, an application memory 120, a metadata memory
125, a read-only memory (ROM) 130, one or more peripherals 135, etc.

In some embodiments, data that is manipulated (e.g., modified, consumed, and/or
produced) by the host processor 110 may be stored in the application memory 120. Such data is
referred to herein as “application data,” as distinguished from metadata used for enforcing

policies. The latter may be stored in the metadata memory 125. It should be appreciated that

4



10

15

20

25

30

WO 2020/102064 PCT/US2019/060698

application data may include data manipulated by an operating system (OS), instructions of the
OS, data manipulated by one or more user applications, and/or instructions of the one or more
user applications.

In some embodiments, the application memory 120 and the metadata memory 125 may
be physically separate, and the host processor 110 may have no access to the metadata memory
125. In this manner, even if an attacker succeeds in injecting malicious code into the application
memory 120 and causing the host processor 110 to execute the malicious code, the metadata
memory 125 may not be affected. However, it should be appreciated that aspects of the present
disclosure are not limited to storing application data and metadata on physically separate
memories. Additionally, or alternatively, metadata may be stored in a same memory as
application data, and a memory management component may be used that implements an
appropriate protection scheme to prevent instructions executing on the host processor 110 from
modifying the metadata. Additionally, or alternatively, metadata may be intermingled with
application data in a same memory, and one or more policies may be used to protect the
metadata.

In some embodiments, tag processing hardware 140 may be provided to ensure that
instructions being executed by the host processor 110 comply with one or more policies. The
tag processing hardware 140 may include any suitable circuit component or combination of
circuit components. For instance, the tag processing hardware 140 may include a tag map table
142 that maps addresses in the application memory 120 to addresses in the metadata memory
125. For example, the tag map table 142 may map an address X in the application memory 120
to an address Y in the metadata memory 125. A value stored at the address Y is sometimes
referred to herein as a “metadata tag” or simply a “tag.”

In some embodiments, a value stored at the address Y may in turn be an address Z. Such
indirection may be repeated any suitable number of times, and may eventually lead to a data
structure in the metadata memory 125 for storing metadata. Such metadata, as well as any
intermediate address (e.g., the address Z), are also referred to herein as “metadata tags” or
simply “tags.”

It should be appreciated that aspects of the present disclosure are not limited to a tag map
table that stores addresses in a metadata memory. In some embodiments, a tag map table entry
itself may store metadata, so that the tag processing hardware 140 may be able to access the

metadata without performing a memory operation. In some embodiments, a tag map table entry
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may store a selected bit pattern, where a first portion of the bit pattern may encode metadata, and
a second portion of the bit pattern may encode an address in a metadata memory where further
metadata may be stored. This may provide a desired balance between speed and expressivity.
For instance, the tag processing hardware 140 may be able to check certain policies quickly,
using only the metadata stored in the tag map table entry itself. For other policies with more
complex rules, the tag processing hardware 140 may access the further metadata stored in the
metadata memory 125.

Referring again to FIG. 1, by mapping application memory addresses to metadata
memory addresses, the tag map table 142 may create an association between application data
and metadata that describes the application data. In one example, metadata stored at the
metadata memory address Y and thus associated with application data stored at the application
memory address X may indicate that the application data may be readable, writable, and/or
executable. In another example, metadata stored at the metadata memory address Y and thus
associated with application data stored at the application memory address X may indicate a type
of the application data (e.g., integer, pointer, 16-bit word, 32-bit word, etc.). Depending on a
policy to be enforced, any suitable metadata relevant for the policy may be associated with a
piece of application data.

In some embodiments, a metadata memory address Z may be stored at the metadata
memory address Y. Metadata to be associated with the application data stored at the application
memory address X may be stored at the metadata memory address Z, instead of (or in addition
to) the metadata memory address Y. For instance, a binary representation of a metadata symbol
“RED” may be stored at the metadata memory address Z. By storing the metadata memory
address Z in the metadata memory address Y, the application data stored at the application
memory address X may be tagged “RED.”

In this manner, the binary representation of the metadata symbol “RED” may be stored
only once in the metadata memory 120. For instance, if application data stored at another
application memory address X’ is also to be tagged “RED,” the tag map table 142 may map the
application memory address X’ to a metadata memory address Y’ where the metadata memory
address Z is also stored.

Moreover, in this manner, tag update may be simplified. For instance, if the application
data stored at the application memory address X is to be tagged “BLUE” at a subsequent time, a

metadata memory address Z' may be written at the metadata memory address Y, to replace the
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metadata memory address Z, and a binary representation of the metadata symbol “BLUE” may
be stored at the metadata memory address Z.°.

Thus, the inventors have recognized and appreciated that a chain of metadata memory
addresses of any suitable length N may be used for tagging, including N=0 (e.g., where a binary
representation of a metadata symbol is stored at the metadata memory address Y itself).

The association between application data and metadata (also referred to herein as
“tagging”) may be done at any suitable level of granularity, and/or variable granularity. For
instance, tagging may be done on a word-by-word basis. Additionally, or alternatively, a region
in memory may be mapped to a single tag, so that all words in that region are associated with the
same metadata. This may advantageously reduce a size of the tag map table 142 and/or the
metadata memory 125. For example, a single tag may be maintained for an entire address range,
as opposed to maintaining multiple tags corresponding, respectively, to different addresses in the
address range.

In some embodiments, the tag processing hardware 140 may be configured to apply one
or more rules to metadata associated with an instruction and/or metadata associated with one or
more operands of the instruction to determine if the instruction should be allowed. For instance,
the host processor 110 may fetch and execute an instruction, and may queue a result of
executing the instruction into the write interlock 112. Before the result is written back into the
application memory 120, the host processor 110 may send, to the tag processing hardware 140,
an instruction type (e.g., opcode), an address where the instruction is stored, one or more
memory addresses referenced by the instruction, and/or one or more register identifiers. Such a
register identifier may identify a register used by the host processor 110 in executing the
instruction, such as a register for storing an operand or a result of the instruction.

In some embodiments, destructive read instructions may be queued in addition to, or
instead of, write instructions. For instance, subsequent instructions attempting to access a target
address of a destructive read instruction may be queued in a memory region that is not cached.
If and when it is determined that the destructive read instruction should be allowed, the queued
instructions may be loaded for execution.

In some embodiments, a destructive read instruction may be allowed to proceed, and data
read from a target address may be captured in a buffer. If and when it is determined that the
destructive read instruction should be allowed, the data captured in the buffer may be discarded.

If and when it is determined that the destructive read instruction should not be allowed, the data
7
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captured in the buffer may be restored to the target address. Additionally, or alternatively, a
subsequent read may be serviced by the buffered data.

It should be appreciated that aspects of the present disclosure are not limited to
performing metadata processing on instructions that have been executed by a host processor,
such as instructions that have been retired by the host processor’s execution pipeline. In some
embodiments, metadata processing may be performed on instructions before, during, and/or
after the host processor’s execution pipeline.

In some embodiments, given an address received from the host processor 110 (e.g., an
address where an instruction is stored, or an address referenced by an instruction), the tag
processing hardware 140 may use the tag map table 142 to identify a corresponding tag.
Additionally, or alternatively, for a register identifier received from the host processor 110, the
tag processing hardware 140 may access a tag from a tag register file 146 within the tag
processing hardware 140.

In some embodiments, if an application memory address does not have a corresponding
entry in the tag map table 142, the tag processing hardware 140 may send a query to a policy
processor 150. The query may include the application memory address in question, and the
policy processor 150 may return a tag for that application memory address. Additionally, or
alternatively, the policy processor 150 may create a new tag map entry for an address range
including the application memory address. In this manner, the appropriate tag may be made
available, for future reference, in the tag map table 142 in association with the application
memory address in question.

In some embodiments, the tag processing hardware 140 may send a query to the policy
processor 150 to check if an instruction executed by the host processor 110 should be allowed.
The query may include one or more inputs, such as an instruction type (e.g., opcode) of the
instruction, a tag for a program counter, a tag for an application memory address from which the
instruction is fetched (e.g., a word in memory to which the program counter points), a tag for a
register in which an operand of the instruction is stored, and/or a tag for an application memory
address referenced by the instruction. In one example, the instruction may be a load instruction,
and an operand of the instruction may be an application memory address from which application
data is to be loaded. The query may include, among other things, a tag for a register in which
the application memory address is stored, as well as a tag for the application memory address

itself. In another example, the instruction may be an arithmetic instruction, and there may be
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two operands. The query may include, among other things, a first tag for a first register in which
a first operand is stored, and a second tag for a second register in which a second operand is
stored.

It should also be appreciated that aspects of the present disclosure are not limited to
performing metadata processing on a single instruction at a time. In some embodiments,
multiple instructions in a host processor’s ISA may be checked together as a bundle, for
example, via a single query to the policy processor 150. Such a query may include more inputs
to allow the policy processor 150 to check all of the instructions in the bundle. Similarly, a
CISC instruction, which may correspond semantically to multiple operations, may be checked
via a single query to the policy processor 150, where the query may include sufficient inputs to
allow the policy processor 150 to check all of the constituent operations within the CISC
instruction.

In some embodiments, the policy processor 150 may include a configurable processing
unit, such as a microprocessor, a field-programmable gate array (FPGA), and/or any other
suitable circuitry. The policy processor 150 may have loaded therein one or more policies that
describe allowed operations of the host processor 110. In response to a query from the tag
processing hardware 140, the policy processor 150 may evaluate one or more of the policies to
determine if an instruction in question should be allowed. For instance, the tag processing
hardware 140 may send an interrupt signal to the policy processor 150, along with one or more
inputs relating to the instruction in question (e.g., as described above). The policy processor 150
may store the inputs of the query in a working memory (e.g., in one or more queues) for
immediate or deferred processing. For example, the policy processor 150 may prioritize
processing of queries in some suitable manner (e.g., based on a priority flag associated with each
query).

In some embodiments, the policy processor 150 may evaluate one or more policies on
one or more inputs (e.g., one or more input tags) to determine if an instruction in question
should be allowed. If the instruction is not to be allowed, the policy processor 150 may so
notify the tag processing hardware 140. If the instruction is to be allowed, the policy processor
150 may compute one or more outputs (e.g., one or more output tags) to be returned to the tag
processing hardware 140. As one example, the instruction may be a store instruction, and the
policy processor 150 may compute an output tag for an application memory address to which

application data is to be stored. As another example, the instruction may be an arithmetic
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instruction, and the policy processor 150 may compute an output tag for a register for storing a
result of executing the arithmetic instruction.

In some embodiments, the policy processor 150 may be programmed to perform one or
more tasks in addition to, or instead of, those relating to evaluation of policies. For instance, the
policy processor 150 may perform tasks relating to tag initialization, boot loading, application
loading, memory management (e.g., garbage collection) for the metadata memory 125, logging,
debugging support, and/or interrupt processing. One or more of these tasks may be performed in
the background (e.g., between servicing queries from the tag processing hardware 140).

In some embodiments, the tag processing hardware 140 may include a rule cache 144 for
mapping one or more inputs to a decision and/or one or more outputs. For instance, a query into
the rule cache 144 may be similarly constructed as a query to the policy processor 150 to check
if an instruction executed by the host processor 110 should be allowed. If there is a cache hit,
the rule cache 144 may output a decision as to whether to the instruction should be allowed,
and/or one or more output tags (e.g., as described above in connection with the policy processor
150). Such a mapping in the rule cache 144 may be created using a query response from the
policy processor 150. However, that is not required, as in some embodiments, one or more
mappings may be installed into the rule cache 144 ahead of time.

In some embodiments, the rule cache 144 may be used to provide a performance
enhancement. For instance, before querying the policy processor 150 with one or more input
tags, the tag processing hardware 140 may first query the rule cache 144 with the one or more
input tags. In case of a cache hit, the tag processing hardware 140 may proceed with a decision
and/or one or more output tags from the rule cache 144, without querying the policy processor
150. This may provide a significant speedup. In case of a cache miss, the tag processing
hardware 140 may query the policy processor 150, and may install a response from the policy
processor 150 into the rule cache 144 for potential future use.

In some embodiments, if the tag processing hardware 140 determines that an instruction
in question should be allowed (e.g., based on a hit in the rule cache 144, or a miss in the rule
cache 144, followed by a response from the policy processor 150 indicating no policy violation
has been found), the tag processing hardware 140 may indicate to the write interlock 112 that a
result of executing the instruction may be written back to memory. Additionally, or
alternatively, the tag processing hardware 140 may update the metadata memory 125, the tag

map table 142, and/or the tag register file 146 with one or more output tags (e.g., as received
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from the rule cache 144 or the policy processor 150). As one example, for a store instruction,
the metadata memory 125 may be updated based on an address translation by the tag map table
142. For instance, an application memory address referenced by the store instruction may be
used to look up a metadata memory address from the tag map table 142, and metadata received
from the rule cache 144 or the policy processor 150 may be stored to the metadata memory 125
at the metadata memory address. As another example, where metadata to be updated is stored in
an entry in the tag map table 142 (as opposed to being stored in the metadata memory 125), that
entry in the tag map table 142 may be updated. As another example, for an arithmetic
instruction, an entry in the tag register file 146 corresponding to a register used by the host
processor 110 for storing a result of executing the arithmetic instruction may be updated with an
appropriate tag.

In some embodiments, if the tag processing hardware 140 determines that the instruction
in question represents a policy violation (e.g., based on a miss in the rule cache 144, followed by
a response from the policy processor 150 indicating a policy violation has been found), the tag
processing hardware 140 may indicate to the write interlock 112 that a result of executing the
instruction should be discarded, instead of being written back to memory. Additionally, or
alternatively, the tag processing hardware 140 may send an interrupt to the host processor 110.
In response to receiving the interrupt, the host processor 110 may switch to any suitable
violation processing code. For example, the host processor 100 may halt, reset, log the violation
and continue, perform an integrity check on application code and/or application data, notify an
operator, etc.

In some embodiments, the rule cache 144 may be implemented with a hash function and
a designated portion of a memory (e.g., the metadata memory 125). For instance, a hash
function may be applied to one or more inputs to the rule cache 144 to generate an address in the
metadata memory 125. A rule cache entry corresponding to the one or more inputs may be
stored to, and/or retrieved from, that address in the metadata memory 125. Such an entry may
include the one or more inputs and/or one or more corresponding outputs, which may be
computed from the one or more inputs at run time, load time, link time, or compile time.

In some embodiments, the tag processing hardware 140 may include one or more
configuration registers. Such a register may be accessible (e.g., by the policy processor 150) via
a configuration interface of the tag processing hardware 140. In some embodiments, the tag

register file 146 may be implemented as configuration registers. Additionally, or alternatively,
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there may be one or more application configuration registers and/or one or more metadata
configuration registers.

Although details of implementation are shown in FIG. 1 and discussed above, it should
be appreciated that aspects of the present disclosure are not limited to the use of any particular
component, or combination of components, or to any particular arrangement of components. For
instance, in some embodiments, one or more functionalities of the policy processor 150 may be
performed by the host processor 110. As an example, the host processor 110 may have different
operating modes, such as a user mode for user applications and a privileged mode for an
operating system. Policy-related code (e.g., tagging, evaluating policies, etc.) may run in the
same privileged mode as the operating system, or a different privileged mode (e.g., with even
more protection against privilege escalation).

FIG. 2 shows an illustrative software system 200 for enforcing policies, in accordance
with some embodiments. For instance, the software system 200 may be programmed to
generate executable code and/or load the executable code into the illustrative hardware system
100 shown in FIG. 1.

In the example shown in FIG. 2, the software system 200 includes a software toolchain
having a compiler 205, a linker 210, and a loader 215. The compiler 205 may be programmed to
process source code into executable code, where the source code may be in a higher-level
language and the executable code may be in a lower level language. The linker 210 may be
programmed to combine multiple object files generated by the compiler 205 into a single object
file to be loaded by the loader 215 into memory (e.g., the illustrative application memory 120 in
the example of FIG. 1). Although not shown, the object file output by the linker 210 may be
converted into a suitable format and stored in persistent storage, such as flash memory, hard
disk, read-only memory (ROM), etc. The loader 215 may retrieve the object file from the
persistent storage, and load the object file into random-access memory (RAM).

In some embodiments, the compiler 205 may be programmed to generate information for
use in enforcing policies. For instance, as the compiler 205 translates source code into
executable code, the compiler 205 may generate information regarding data types, program
semantics and/or memory layout. As one example, the compiler 205 may be programmed to
mark a boundary between one or more instructions of a function and one or more instructions
that implement calling convention operations (e.g., passing one or more parameters from a caller

function to a callee function, returning one or more values from the callee function to the caller
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function, storing a return address to indicate where execution is to resume in the caller
function’s code when the callee function returns control back to the caller function, etc.). Such
boundaries may be used, for instance, during initialization to tag certain instructions as function
prologue or function epilogue. At run time, a stack policy may be enforced so that, as function
prologue instructions execute, certain locations in a call stack (e.g., where a return address is
stored) may be tagged as “frame” locations, and as function epilogue instructions execute, the
“frame” tags may be removed. The stack policy may indicate that instructions implementing a
body of the function (as opposed to function prologue and function epilogue) only have read
access to “frame” locations. This may prevent an attacker from overwriting a return address and
thereby gaining control.

As another example, the compiler 205 may be programmed to perform control flow
analysis, for instance, to identify one or more control transfer points and respective destinations.
Such information may be used in enforcing a control flow policy. As yet another example, the
compiler 205 may be programmed to perform type analysis, for example, by applying type
labels such as Pointer, Integer, Floating-Point Number, etc. Such information may be used to
enforce a policy that prevents misuse (e.g., using a floating-point number as a pointer).

Although not shown in FIG. 2, the software system 200 may, in some embodiments,
include a binary analysis component programmed to take, as input, object code produced by the
linker 210 (as opposed to source code), and perform one or more analyses similar to those
performed by the compiler 205 (e.g., control flow analysis, type analysis, etc.).

In the example of FIG. 2, the software system 200 further includes a policy compiler 220
and a policy linker 225. The policy compiler 220 may be programmed to translate a policy
written in a policy language into policy code. For instance, the policy compiler 220 may output
policy code in C or some other suitable programming language. Additionally, or alternatively,
the policy compiler 220 may output one or more metadata symbols referenced by the policy. At
initialization, such a metadata symbol may be associated with one or more memory locations,
registers, and/or other machine state of a target system, and may be resolved into a binary
representation of metadata to be loaded into a metadata memory or some other hardware storage
(e.g., registers) of the target system. As discussed above, such a binary representation of
metadata, or a pointer to a location at which the binary representation is stored, is sometimes

referred to herein as a “tag.”

13



10

15

20

25

30

WO 2020/102064 PCT/US2019/060698

It should be appreciated that aspects of the present disclosure are not limited to resolving
metadata symbols at load time. In some embodiments, one or more metadata symbols may be
resolved statically (e.g., at compile time or link time). For example, the policy compiler 220
may process one or more applicable policies, and resolve one or more metadata symbols defined
by the one or more policies into a statically defined binary representation. Additionally, or
alternatively, the policy linker 225 may resolve one or more metadata symbols into a statically
defined binary representation, or a pointer to a data structure storing a statically defined binary
representation. The inventors have recognized and appreciated that resolving metadata symbols
statically may advantageously reduce load time processing. However, aspects of the present
disclosure are not limited to resolving metadata symbols in any particular manner.

In some embodiments, the policy linker 225 may be programmed to process object code
(e.g., as output by the linker 210), policy code (e.g., as output by the policy compiler 220),
and/or a target description, to output an initialization specification. The initialization
specification may be used by the loader 215 to securely initialize a target system having one or
more hardware components (e.g., the illustrative hardware system 100 shown in FIG. 1) and/or
one or more software components (e.g., an operating system, one or more user applications,
etc.).

In some embodiments, the target description may include descriptions of a plurality of
named entities. A named entity may represent a component of a target system. As one example,
a named entity may represent a hardware component, such as a configuration register, a program
counter, a register file, a timer, a status flag, a memory transfer unit, an input/output device, etc.
As another example, a named entity may represent a software component, such as a function, a
module, a driver, a service routine, etc.

In some embodiments, the policy linker 225 may be programmed to search the target
description to identify one or more entities to which a policy pertains. For instance, the policy
may map certain entity names to corresponding metadata symbols, and the policy linker 225
may search the target description to identify entities having those entity names. The policy
linker 225 may identify descriptions of those entities from the target description, and use the
descriptions to annotate, with appropriate metadata symbols, the object code output by the linker
210. For instance, the policy linker 225 may apply a Read label to a .rodata section of an
Executable and Linkable Format (ELF) file, a Read label and a Write label to a .data section of

the ELF file, and an Execute label to a .text section of the ELF file. Such information may be
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used to enforce a policy for memory access control and/or executable code protection (e.g., by
checking read, write, and/or execute privileges).

It should be appreciated that aspects of the present disclosure are not limited to providing
a target description to the policy linker 225. In some embodiments, a target description may be
provided to the policy compiler 220, in addition to, or instead of, the policy linker 225. The
policy compiler 220 may check the target description for errors. For instance, if an entity
referenced in a policy does not exist in the target description, an error may be flagged by the
policy compiler 220. Additionally, or alternatively, the policy compiler 220 may search the
target description for entities that are relevant for one or more policies to be enforced, and may
produce a filtered target description that includes entities descriptions for the relevant entities
only. For instance, the policy compiler 220 may match an entity name in an “init” statement of
a policy to be enforced to an entity description in the target description, and may remove from
the target description (or simply ignore) entity descriptions with no corresponding “init”
statement.

In some embodiments, the loader 215 may initialize a target system based on an
initialization specification produced by the policy linker 225. For instance, with reference to the
example of FIG. 1, the loader 215 may load data and/or instructions into the application memory
120, and may use the initialization specification to identify metadata labels associated with the
data and/or instructions being loaded into the application memory 120. The loader 215 may
resolve the metadata labels in the initialization specification into respective binary
representations. However, it should be appreciated that aspects of the present disclosure are not
limited to resolving metadata labels at load time. In some embodiments, a universe of metadata
labels may be known during policy linking, and therefore metadata labels may be resolved at
that time, for example, by the policy linker 225. This may advantageously reduce load time
processing of the initialization specification.

In some embodiments, the policy linker 225 and/or the loader 215 may maintain a
mapping of binary representations of metadata back to human readable versions of metadata
labels. Such a mapping may be used, for example, by a debugger 230. For instance, in some
embodiments, the debugger 230 may be provided to display a human readable version of an
initialization specification, which may list one or more entities and, for each entity, a set of one
or more metadata labels associated with the entity. Additionally, or alternatively, the debugger

230 may be programmed to display assembly code annotated with metadata labels, such as
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assembly code generated by disassembling object code annotated with metadata labels. During
debugging, the debugger 230 may halt a program during execution, and allow inspection of
entities and/or metadata tags associated with the entities, in human readable form. For instance,
the debugger 230 may allow inspection of entities involved in a policy violation and/or metadata
tags that caused the policy violation. The debugger 230 may do so using the mapping of binary
representations of metadata back to metadata labels.

In some embodiments, a conventional debugging tool may be extended to allow review
of issues related to policy enforcement, for example, as described above. Additionally, or
alternatively, a stand-alone policy debugging tool may be provided.

In some embodiments, the loader 215 may load the binary representations of the
metadata labels into the metadata memory 125, and may record the mapping between
application memory addresses and metadata memory addresses in the tag map table 142. For
instance, the loader 215 may create an entry in the tag map table 142 that maps an application
memory address where an instruction is stored in the application memory 120, to a metadata
memory address where metadata associated with the instruction is stored in the metadata
memory 125. Additionally, or alternatively, the loader 215 may store metadata in the tag map
table 142 itself (as opposed to the metadata memory 125), to allow access without performing
any memory operation.

In some embodiments, the loader 215 may initialize the tag register file 146 in addition
to, or instead of, the tag map table 142. For instance, the tag register file 146 may include a
plurality of registers corresponding, respectively, to a plurality of entities. The loader 215 may
identify, from the initialization specification, metadata associated with the entities, and store the
metadata in the respective registers in the tag register file 146.

With reference again to the example of FIG. 1, the loader 215 may, in some
embodiments, load policy code (e.g., as output by the policy compiler 220) into the metadata
memory 125 for execution by the policy processor 150. Additionally, or alternatively, a separate
memory (not shown in FIG. 1) may be provided for use by the policy processor 150, and the
loader 215 may load policy code and/or associated data into the separate memory.

In some embodiments, a metadata label may be based on multiple metadata symbols.
For instance, an entity may be subject to multiple policies, and may therefore be associated with
different metadata symbols corresponding, respectively, to the different policies. The inventors

have recognized and appreciated that it may be desirable that a same set of metadata symbols be
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resolved by the loader 215 to a same binary representation (which is sometimes referred to
herein as a “canonical” representation). For instance, a metadata label {A, B, C} and a metadata
label {B, A, C} may be resolved by the loader 215 to a same binary representation. In this
manner, metadata labels that are syntactically different but semantically equivalent may have the
same binary representation.

The inventors have further recognized and appreciated it may be desirable to ensure that
a binary representation of metadata is not duplicated in metadata storage. For instance, as
discussed above, the illustrative rule cache 144 in the example of FIG. 1 may map input tags to
output tags, and, in some embodiments, the input tags may be metadata memory addresses
where binary representations of metadata are stored, as opposed to the binary representations
themselves. The inventors have recognized and appreciated that if a same binary representation
of metadata is stored at two different metadata memory addresses X and Y, the rule cache 144
may not “recognize” the metadata memory address Y even if the rule cache 144 already stores a
mapping for the metadata memory address X. This may result in a large number of unnecessary
rule cache misses, which may degrade system performance.

Moreover, the inventors have recognized and appreciated that having a one-to-one
correspondence between binary representations of metadata and their storage locations may
facilitate metadata comparison. For instance, equality between two pieces of metadata may be
determined simply by comparing metadata memory addresses, as opposed to comparing binary
representations of metadata. This may result in significant performance improvement,
especially where the binary representations are large (e.g., many metadata symbols packed into a
single metadata label).

Accordingly, in some embodiments, the loader 215 may, prior to storing a binary
representation of metadata (e.g., into the metadata memory 125), check if the binary
representation of metadata has already been stored. If the binary representation of metadata has
already been stored, instead of storing it again at a different storage location, the loader 215 may
refer to the existing storage location. Such a check may be done at startup and/or when a
program is loaded subsequent to startup (with or without dynamic linking).

Additionally, or alternatively, a similar check may be performed when a binary
representation of metadata is created as a result of evaluating one or more policies (e.g., by the

illustrative policy processor 150). If the binary representation of metadata has already been
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stored, a reference to the existing storage location may be used (e.g., installed in the illustrative
rule cache 144).

In some embodiments, the loader 215 may create a hash table mapping hash values to
storage locations. Before storing a binary representation of metadata, the loader 215 may use a
hash function to reduce the binary representation of metadata into a hash value, and check if the
hash table already contains an entry associated with the hash value. If so, the loader 215 may
determine that the binary representation of metadata has already been stored, and may retrieve,
from the entry, information relating to the binary representation of metadata (e.g., a pointer to
the binary representation of metadata, or a pointer to that pointer). If the hash table does not
already contain an entry associated with the hash value, the loader 215 may store the binary
representation of metadata (e.g., to a register or a location in a metadata memory), create a new
entry in the hash table in association with the hash value, and store appropriate information in
the new entry (e.g., a register identifier, a pointer to the binary representation of metadata in the
metadata memory, a pointer to that pointer, etc.). However, it should be appreciated that aspects
of the present disclosure are not limited to the use of a hash table for keeping track of binary
representations of metadata that have already been stored. Additionally, or alternatively, other
data structures may be used, such as a graph data structure, an ordered list, an unordered list, etc.
Any suitable data structure or combination of data structures may be selected based on any
suitable criterion or combination of criteria, such as access time, memory usage, etc.

It should be appreciated that the techniques introduced above and discussed in greater
detail below may be implemented in any of numerous ways, as the techniques are not limited to
any particular manner of implementation. Examples of implementation details are provided
herein solely for illustrative purposes. Furthermore, the techniques disclosed herein may be
used individually or in any suitable combination, as aspects of the present disclosure are not
limited to the use of any particular technique or combination of techniques.

For instance, while examples are discussed herein that include a compiler (e.g., the
illustrative compiler 205 and/or the illustrative policy compiler 220 in the example of FIG. 2), it
should be appreciated that aspects of the present disclosure are not limited to using a compiler.
In some embodiments, a software toolchain may be implemented as an interpreter. For example,
a lazy initialization scheme may be implemented, where one or more default symbols (e.g.,

“UNINITIALIZED”) may be used for tagging at startup, and a policy processor (e.g., the
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illustrative policy processor 150 in the example of FIG. 1) may evaluate one or more policies
and resolve the one or more default symbols in a just-in-time manner.

The inventors have recognized and appreciated that it may be desirable to reduce an
amount of memory used for storing metadata. This may be achieved by using smaller metadata
tags. For instance, by associating each word in an application memory with 16 bits of metadata,
as opposed to 32 bits of metadata, a 50% reduction in metadata memory usage may be achieved.
However, if each metadata value is only 16 bits long, at most 216 (= 65,536) distinct metadata
values may be available, which may be insufficient if many complex policies are to be enforced
simultaneously. For instance, a metadata value in memory may be a binary representation of a
metadata label, which may be based on multiple metadata symbols corresponding, respectively,
to multiple polices. With an encoding that uses one bit for each distinct metadata symbol, a
metadata value of 16 bits long may accommodate only 16 distinct metadata symbols.

Accordingly, in some embodiments, techniques are provided for reducing metadata
memory usage while making available a sufficiently large number of distinct metadata values.
For instance, different metadata encoding/decoding schemes may be provided, such that a single
metadata value of a reduced size (e.g., 16 bits) may be resolved into different metadata values of
an unreduced size (e.g., 32 bits) depending on which encoding/decoding scheme is used. In this
manner, metadata values of the reduced size may be stored in a metadata memory, and may be
converted into metadata values of the unreduced size for use in evaluating policies (e.g., by a
policy processor or a rule cache).

In some embodiments, an application memory may include a plurality of regions, and a
different metadata encoding/decoding scheme may be provided for each region. The inventors
have recognized and appreciated that some metadata symbols may be associated only with
addresses in certain application memory regions. As one example, an “EXECUTE” symbol for
a Read-Write-eXecute (RWX) policy may be associated only with addresses in an application
memory region for storing code.! Likewise, a “PROLOGUE” or “EPILOGUE” symbol for a
stack policy may be associated only with addresses in an application memory region for storing
code. Thus, the “EXECUTE,” “PROLOGUE,” and “EPILOGUE” symbols may be disregarded

when generating an encoding for an application memory region that only stores data (as opposed

! A “WRITE” symbol for the RWX policy may be associated only with addresses in an application memory region
for storing data, and a “READ” symbol for the RWX policy may be associated with addresses in both memory
regions.
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to code). Such a regionalized encoding may therefore use fewer bits than a global encoding that
encodes all symbols.

Moreover, the inventors have recognized and appreciated that a same metadata value
may be used to encode different metadata labels, provided there is a way to disambiguate (e.g.,
based on application memory region). For instance, the “EXECUTE” symbol for the RWX
policy may be associated only with addresses in an application memory region for storing code,
whereas the “WRITE” symbol for the RWX policy may be associated only with addresses in an
application memory region for storing data. Thus, a same bit position in a metadata value (e.g.,
a 16-bit value) may be used to encode the “EXECUTE” symbol and the “WRITE” symbol.

To disambiguate, the code memory region and the data memory region may, in some
embodiments, be associated with different prefixes (e.g., different 16-bit prefixes), respectively.
When tagging an address in the code memory region, the metadata value encoding both the
“EXECUTE” symbol and the “WRITE” symbol may be resolved by prepending the prefix
associated with the code memory region, resulting in a metadata value (e.g., a 32-bit value)
corresponding to a metadata label comprising the “EXECUTE” symbol. By contrast, when
tagging an address in the data memory region, the metadata value encoding both the
“EXECUTE” symbol and the “WRITE” symbol may be resolved by prepending the prefix
associated with the data memory region, resulting in a metadata value (e.g., a 32-bit value)
corresponding to a metadata label comprising the “WRITE” symbol. However, it should be
appreciated that aspects of the present disclosure are not limited to any particular metadata
encoding/decoding scheme, or any particular reduced size for metadata tags. In some
embodiments, different reduced sizes (e.g., 1 bit, 2 bits, 3 bits, 4 bits, 5 bits, 7 bits, 8 bits, etc.)
may be provided, for example, based on a number of distinct metadata symbols to be
enumerated.

The inventors have recognized and appreciated that some metadata symbols may be
associated with addresses in multiple application memory regions. For instance, a “READ”
symbol for the RWX policy may be associated with addresses in a code memory region, as well
as addresses in a data memory region. For a metadata label comprising such symbols, it may be
desirable to provide a same encoding across the different application memory regions, so that

only one rule may be provided in a rule cache (e.g., the illustrative rule cache 144 shown in FIG.

1).
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Accordingly, in some embodiments, a selected set of metadata values may be designated
as “global” metadata values. For instance, a range of metadata values (e.g., {0000 0000 0000
0000, ..., 0000 0000 0001 1111}) may be designated as a “global” metadata range. In some
embodiments, a uniform encoding/decoding scheme may be used for global metadata values,
whereas variable encoding/decoding schemes may be used for other metadata values. For
instance, a global metadata value associated with an address in an application memory region
may be resolved by prepending 16 zeros, regardless of the application memory region. In this
manner, metadata labels that are associated with addresses in multiple application memory
regions may be encoded uniformly across the different regions.

In some embodiments, different reduced sizes for metadata tags may be used, for
example, depending on tagging granularity. For instance, 8-bit metadata values may be used for
tagging 16-bit halfwords (e.g., 16-bit instructions), whereas 16-bit metadata values may be used
for tagging 32-bit words (e.g., 32-bit instructions), but both types of metadata values may be
converted into metadata values of an unreduced size (e.g., 32 bits) for use in evaluating policies
(e.g., by a policy processor or a rule cache). In this manner, an appropriate tag size (e.g., a
minimum tag size) may be chosen based on metadata complexity associated with a certain
tagging granularity.

In some embodiments, information for mapping application memory addresses to
metadata memory addresses may be stored in a tag map table. FIG. 3 shows an illustrative tag
map table entry 300, in accordance with some embodiments. For instance, the entry 300 may be
an entry in the illustrative tag map table 142 shown in FIG. 1.

In some embodiments, the tag map table 142 may be implemented as a fully associative
array, although that is not required. Additionally, or alternatively, the tag map table 142 may be
implemented using a hardware page table walker. For instance, if the tag map table 142
becomes full, one or more overflow entries may be stored in a table in a metadata memory. If an
input address does not match any entry in the tag map table 142, the hardware page table walker
may be used to walk through the table in the metadata memory to look for an entry that matches
the input address.

In the example of FIG. 3, the tag map table entry 300 stores an offset value to be added
to an address in an application memory (e.g., the illustrative application memory 120 shown in
FIG. 1) to obtain an address in a metadata memory (e.g., the illustrative metadata memory 125

shown in FIG. 1).
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Additionally, or alternatively, the tag map table entry 300 may store information that
associates the tag map table entry 300 with one or more application memory addresses. For
instance, the tag map table entry 300 may store a start address and an end address, which may
indicate an address range with which the tag map table entry 300 is associated.

In some embodiments, when a host processor (e.g., the illustrative host processor 110
shown in FIG. 1) attempts to load data from an application memory, a target address of the load
instruction may be used by tag processing hardware (e.g., the illustrative tag processing
hardware 140 shown in FIG. 1) to determine whether the load instruction should be allowed.
The tag processing hardware may match the target address to an entry in a tag map table, such as
the tag map table entry 300. For instance, the tag processing hardware may determine that the
target address falls within an application memory range indicated by the start address and the
end address stored in the tag map table entry 300. The tag processing hardware may then add
the offset value stored in the tag map table entry 300 to the target address to obtain a metadata
memory address, and may use the metadata memory address to retrieve, from the metadata
memory, a metadata tag associated with the target address.

However, it should be appreciated that aspects of the present disclosure are not limited to
any particular technique for mapping the target address to a metadata memory address. In some
embodiments, a metadata memory address may be obtained by applying a mask to the target
address. For instance, the mask may include N zeros, so that a block of 2™ addresses may be
mapped to a same metadata memory address. A result of masking the N least significant bits to
zero may be compared to a first value. If the result matches the first value, the target address
may be combined with a second value (e.g., using an OR operation) to obtain the metadata
memory address. In some embodiments, the first value may be indicative of an address block of
size 2N in the application memory, and the second value may be indicative of an offset with N
trailing zeros. The first and second values may not share any power of 2, so that combing the
target address with the second value using an OR operation may result in a sum of the target
address and the offset. This may provide savings in terms of area on a chip, because an OR
operations may be simpler to implement than an addition operation.

In the example shown in FIG. 3, the application memory and the metadata memory are
portions of a same physical memory. A memory management component may be used that
implements an appropriate protection scheme to prevent instructions executing on the host

processor from modifying metadata stored in the metadata memory. However, it should be
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appreciated that aspects of the present disclosure are not so limited. In some embodiments, the
application memory and the metadata memory may be implemented on physically separate
memories, and an appropriate mapping scheme may be used to map application memory
addresses to metadata memory addresses.

In some embodiments, information for decoding metadata values may be stored in a tag
map table, in addition to, or instead of, information for mapping application memory addresses
to metadata memory addresses. FIG. 4 shows another illustrative tag map table entry 400, in
accordance with some embodiments. In this example, the tag map table entry 400 includes a
field denoted “UTag” (for “upper tag”), which may store a value for use in resolving an encoded
metadata value retrieved from a metadata memory (e.g., the illustrative metadata memory 125
shown in FIG. 1) into a decoded metadata value to be provided to a policy processor (e.g., the
illustrative policy processor 150 shown in FIG. 1) or a rule cache (e.g., the illustrative rule cache
144 shown in FIG. 1). For instance, the UTag field may store a 16-bit prefix to be prepended to
16-bit encoded metadata values to obtain 32-bit decoded metadata values.

It should be appreciated that aspects of the present disclosure are not limited to any
particular metadata encoding/decoding scheme. For instance, the prefix in the UTag field may
have any suitable length (e.g., 1 bit, 2 bits, 3 bits, 4 bits, ..., 8 bits, ..., 16 bits, etc.). Moreover,
the tag map table entry 400 may include an “LTag” (for “lower tag”) field in addition to, or
instead of, the UTag field. The LTag field may store a postfix to be appended to encoded
metadata values, and the postfix may have any suitable length (e.g., 1 bit, 2 bits, 3 bits, 4 bits,
..., 8 bits, ..., 16 bits, etc.).

Additionally, or alternatively, the tag map table entry 400 may include an “ATag” (for
“additional tag”) field and an “Pos” (for “position”) field. The Pos field may store a value
indicating a bit position dividing an encoded metadata value into upper and lower portions,
between which a bit string stored in the ATag field is to be inserted. In some instances, the Pos
field may indicate that the lower portion is empty, so that the bit string stored in the ATag field
is to be appended, like a postfix stored in an LTag field. In some instances, the Pos field may
indicate that the upper portion is empty, so that the bit string stored in the ATag field is to be
prepended, like a prefix stored in a UTag field.

In some embodiments, another suitable transformation may be used in addition to, or

instead of, inserting values by prepending, appending, or inserting at an internal bit position.
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Such a transformation may result in a decoded metadata value of any suitable length, which may
be larger or small than, or equal to, a length of a corresponding encoded metadata value.

In some embodiments, the prefix in the UTag field may correspond to an address range
indicated by a start address and an end address stored in the tag map table entry 400. Thus, by
storing different prefixes in different tag map table entries, different encodings may be provided
for different address ranges, respectively. However, it should be appreciated that aspects of the
present disclosure are not limited to storing a different prefix in each tag map table entry. For
instance, in some embodiments, an application memory (e.g., the illustrative application
memory 120 shown in FIG. 1) may include a plurality of regions, such as regions AMRI1,
AMR?2, and AMR3 in the example of FIG. 4. Metadata associated with addresses in the regions
AMRI1, AMR2, and AMR3 may be stored in metadata memory regions MMR1, MMR2, and
MMR3, respectively. For address ranges within a same application memory region, a same
metadata prefix may be used, whereas different metadata prefixes may be used for address
ranges in different application memory regions, respectively.

In some embodiments, the tag map table entry 400 may include a field denoted “No. of
Bits,” in addition to, or instead of, the UTag field. The No. of Bits field may store a value
indicating a length of an encoded metadata value to be retrieved from the metadata memory.
For instance, the No. of Bits field may store a value indicating that the encoded metadata value
may have a length of zero bits, one bit, two bits, three bits, four bits, five bits, ..., 8 bits (or one
byte), ..., 16 bits (or two bytes), etc. However, it should be appreciated that aspects of the
present disclosure are not limited to indicating encoded metadata length in terms of bits. In
some embodiments, a “No. of Bytes” field may be provided.

The inventors have recognized and appreciated that the No. of Bits field and the UTag
field may be used in combination to provide flexible encoding/decoding schemes. For instance,
the UTag field may store a 32-bit value. Depending on an encoded metadata length indicated in
the No. of Bits field, more or fewer bits from the UTag field may be used for decoding. As an
example, the No. of Bits field may indicate an encoded metadata length of 0O bits, and the 32-bit
value in the UTag field may be used as a 32-bit decoded metadata value. No metadata value
may be retrieved from the metadata memory. As another example, the No. of Bits field may
indicate an encoded metadata length of 8 bits (or one byte), and the upper 24 bits of the 32-bit
value in the UTag field may be prepended to an 8-bit encoded metadata value retrieved from the

metadata memory, resulting in a 32-bit decoded metadata value. As another example, the No. of
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Bits field may indicate an encoded metadata length of 16 bits (or two bytes), and the upper 16
bits of the 32-bit value in the UTag field may be prepended to a 16-bit encoded metadata value
retrieved from the metadata memory, again resulting in a 32-bit decoded metadata value. As
another example, the No. of Bits field may indicate an encoded metadata length of 24 bits (or
three bytes), and the upper 8 bits of the 32-bit value in the UTag field may be prepended to a 24-
bit encoded metadata value retrieved from the metadata memory, again resulting in a 32-bit
decoded metadata value.

Any suitable combination of one or more bits from the metadata memory and/or one or
more bits from the UTag field may be used, as aspects of the present disclosure are not so
limited. Also, aspects of the present disclosure are not limited to decoded metadata values of
any particular length. For instance, in some embodiments, 64-bit decoded metadata values may
be used, in addition to, or instead of, 32-bit decoded metadata values.

It should be appreciated that aspects of the present disclosure are not limited to having a
UTag field or a No. of Bits field. In some embodiments, a tag map table entry may include an
“LOffset” field (for “lower offset”) and an “UOffset” field (for “upper offset”) in addition to, or
instead of, the illustrative No. of Bits and UTag fields shown in FIG. 4. The “LOffset” field
may be similar to the “Offset” field in the illustrative tag map entry 300 shown in FIG. 3. For
instance, an offset value in the “LOffset” field may be added to an input application memory
address to obtain a first metadata memory address, from which one or more first bits may be
retrieved. A different offset value may be stored in the “UOffset” field, and may be added to the
input application memory address to obtain a second metadata memory address, from which one
or more second bits may be retrieved. The one or more second bits may be prepended to the one
or more first bits to provide a decoded metadata value.

In some embodiments, an input application memory address may be shifted to the right
by M bit positions before adding an offset value from the “LOffset” field. In this manner, a
block of 2™ application memory addresses may be associated with a same lower tag portion.
Additionally, or alternatively, an input application memory address may be shifted to the right
by N bit positions before adding an offset value from the “UOffset” field. In this manner, a
block of 2N application memory addresses may be associated with a same upper tag portion. N
may, although need not, be equal to M. For instance, M may be zero (thus no right shifting),

whereas N may be non-zero.
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In some embodiments, a tag map table entry may include a field that stores information
about a compression mechanism, in addition to, or instead of, the illustrative UTag field shown
in FIG. 4. For instance, metadata values associated with addresses in an application memory
region may be known (e.g., at compile time), so that an appropriate lossless compression
mechanism may be chosen for that memory region. As an example, a run-length encoding may
be used for a page of metadata values in a metadata memory. Information regarding the
encoding may be stored in a tag map table entry, and may be used for decoding. For instance, in
some embodiments, a metadata cache may be used, and the information regarding the encoding
may be sent to a caching block that inflates/deflates cache lines as part of its operation.
Additionally, or alternatively, static analysis may be performed on metadata values associated
with addresses in an application memory region (e.g., a region for storing code, as opposed to
data), and an appropriate compression mechanism may be selected based on entropy of the
metadata values.

In some embodiments, a tag map table entry may include a field that stores information
about an encryption mechanism, in addition to, or instead of, information about a compression
mechanism. For instance, metadata values associated with addresses in an application memory
region may be stored in an external memory, which may be less secure than an on-chip memory.
Therefore, the metadata values may be stored in an encrypted form, and a tag map table entry
corresponding to the application memory region may store a key for encrypting and/or
decrypting the metadata values.

It should be appreciated that encryption may be applied before or after compression, or
without compression. Likewise, compression may be applied without encryption. Neither is
required.

The inventors have recognized and appreciated that it may sometimes be desirable to use
encoded metadata values having a length that is not a power of 2. However, if a length of a
metadata value is not a power of 2 (e.g., 24 bits), a ratio between a tagging granularity (e.g., 32
bits) and the length of the metadata value may not be a power of 2 (e.g., 4/3). Therefore, one or
more multipliers may be used to generate a metadata memory address from an input application
memory address. For instance, the input application memory address may be divided by 4, by
right shifting the input address by two bit positions, and then multiplied by 3. The inventors
have recognized and appreciated that such multipliers may be costly (e.g., in terms of time, area,

and/or power). Accordingly, techniques are provided for handling encoded metadata values
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having a length that is not a power of 2, without using a multiplier to generate metadata
addresses.

In some embodiments, a tag map table entry may store multiple offsets for use in
handling encoded metadata values having a length that is not a power of 2. For instance, there
may an “Offset]” field and an “Offset0” field, in addition to, or instead of, the No. of Bits field.
An offset value in the “Offset]1” field may be added to an input application memory address to
obtain a first metadata memory address, from which 2M first bits may be retrieved. An offset
value in the “Offset0” field may be added to the input application memory address to obtain a
second metadata memory address, from which 2™ second bits may be retrieved. The 2N second
bits may be prepended to the 2M first bits, resulting in an encoded metadata value having a
length of 2Y4+2~. In this manner, encoded metadata values may be handled that have a length of
3 bits (2'4+29), 5 bits (2242°), 6 bits (22+21), 9 bits (2°+2°), 10 bits (2°+2), 12 bits (2°422), 17 bits
(2*+29), 18 bits (2*+21), 20 bits (2*+22), or 24 bits (2*+23).

In some embodiments, a tag map table entry may store more than two offsets. For
instance, there may an “Offset2” field, in addition to the “Offset]” field and the “Offset0” field.
An offset value in the “Offset2” field may be added to an input application memory address to
obtain a third metadata memory address, from which 2° third bits may be retrieved. The 2°
third bits, the 2N second bits, and the 2M first bits may be concatenated, resulting in an encoded
metadata value having a length of 2M+2Y+2°, In this manner, encoded metadata value may be
handled that have a length of 7 bits (2242!42%), 11 bits (2°+2142°), 13 bits (234+2242°), 14 bits
(23422421, 19 bits (2*+2'429), 21 bits (2*+2%4+2°), 22 bits (2*+2%+2"), 25 bits (2*+23+2°), 26 bits
(24423421, or 28 bits (2*+23+2?),

It should be appreciated that any suitable number of offsets may be used, such as zero,
one, two, three, four, etc. However, the inventors have recognized and appreciated that, with
each additional offset, an additional fetch may be performed from a metadata memory or a
metadata cache, which may cause a slowdown (e.g., one or more additional clock cycles).
Therefore, a suitable number of offsets may be selected to provide a desired level of flexibility
with respect to encoded metadata lengths, without significantly impacting performance.

In some embodiments, the tag map table entry 400 may include a field denoted “Global
Range,” in addition to, or instead of, the No. of Bits and UTag fields. The Global Range field
may store a value indicative of a range of metadata values. For instance, the Global Range field

may store a value (e.g., 0000 0000 0001 1111) indicating an upper bound of a range starting at
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zero (e.g., {0000 0000 0000 0000, ..., 0000 0000 0001 1111}). In some embodiments, if an
encoded metadata value retrieved from the metadata memory falls within the range indicated in
the Global Range field, the encoded metadata value may be resolved by prepending a suitable
number of zeros, without using any prefix from the UTag field. In this manner, a uniform
encoding/decoding scheme may be used for encoded metadata values within the range indicated
in the Global Range field, whereas variable encoding/decoding schemes may be used for other
encoded metadata values.

In some embodiments, the tag map table entry 400 may include a field denoted “Size,” in
addition to, or instead of, the No. of Bits, UTag, and Global Range fields. The Size field may
store a value indicative of a granularity of tagging. As an example, the Size field may store a
value indicating that, for the address range indicated by the start address and the end address
stored in the tag map table entry 400, tagging is done on a block-by-block basis. For instance,
each block may include 2N words, where N is the value stored in the Size field. In this manner,
only one metadata value may be stored for an entire block of application memory addresses,
which may reduce an amount of memory used to store metadata values. For example, a host
processor may attempt to co-locate buffers that are homogeneously tagged (same metadata value
for entire buffer) and are larger than a selected threshold size (e.g., 2'° words, namely, one
kilobyte or 1 KB). By storing N=10 in the Size field, only one metadata value may be stored for
one kilobyte of application memory, which may represent a 1024 times reduction in metadata
memory footprint, compared to word-by-word tagging.

The inventors have recognized and appreciated that one or more of the techniques
described herein for encoding metadata for different application memory regions may be used,
additionally or alternatively, to encoding metadata for other storage regions. For instance, in
some embodiments, a same metadata value may be used to tag all registers in a memory-mapped
peripheral device (e.g., a universal asynchronous receiver-transmitter, or UART). This metadata
value may be stored directly in a tag map table entry for the peripheral device. However, in
some instances, a size of the metadata value may exceed a capacity of the tag map table entry.
Accordingly, in some embodiments, a metadata value for a peripheral device may be stored in a
metadata memory, and a Size field may be provided in a tag map table entry for the peripheral
device. The Size field may store a value selected based on a size of a range of memory

addresses associated with the peripheral device (e.g., N=12 for a 4KB device).
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Although the inventors have recognized and appreciated various advantages of applying
a lower granularity of tagging (e.g., via the Size field), it should be appreciated that aspects of
the present disclosure are not limited to any particular granularity of tagging. In some
embodiments, a higher granularity of tagging may be applied, for example, via a mask. In some
embodiments, a tag map table entry may include a field that stores a two-bit mask, in addition
to, or instead of, the illustrative Size field shown in FIG. 4. As one example, if tagging is to be
done on a word-by-word basis (e.g., for 32-bit words) for the address range indicated by the start
address and the end address stored in the tag map table entry 400, the two-bit mask may be set to
2’b00. The two-bit mask may be applied to an input application memory address (e.g., 0x123)
to obtain a masked application memory address (e.g., 0x120), which may then be mapped to a
metadata memory address. In this manner, four different byte-addresses (e.g., 0x120, Ox121,
0x122, and 0x123) may be mapped to a same metadata memory address, thereby effecting word-
by-word tagging.

As another example, if tagging is to be done on a halfword-by-halfword basis (e.g., for
16-bit halfwords) for the address range indicated by the start address and the end address stored
in the tag map table entry 400, the two-bit mask may be set to 2’b10. The two-bit mask may be
applied to an input application memory address (e.g., 0x123) to obtain a masked application
memory address (e.g., 0x122), which may then be mapped to a metadata memory address. In
this manner, two different byte-addresses (e.g., 0x122 and 0x123) may be mapped to a same
metadata memory address, thereby effecting halfword-by-halfword tagging.

Although various metadata encoding techniques are described above in connection with
a tag map table entry, it should be appreciated that aspects of the present disclosure are not
limited to using a tag map table. In some embodiments, fixed hardware logic and/or a processor
programmed by software may be used in addition to, or instead of, a tag map table.

FIG. 5A shows an illustrative process SO0A for decoding metadata values, in accordance
with some embodiments. For instance, the process S00A may be performed by tag processing
hardware (e.g., the illustrative tag processing hardware 140 shown in FIG. 1).

At act 505, the tag processing hardware may receive a target address in an application
memory (e.g., the illustrative application memory 120 shown in FIG. 1). For instance, when a
host processor (e.g., the illustrative host processor 110 shown in FIG. 1) attempts to load data
from, or store data to, the application memory, a target address of the load, or store, instruction

may be provided to the tag processing hardware.
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At act 510, the tag processing hardware may map the target address to an address in a
metadata memory (e.g., the illustrative metadata memory 125 shown in FIG. 1). For instance,
the tag processing hardware may match the target address to an entry in a tag map table (e.g., the
illustrative tag map table entry 400 shown in FIG. 4). This may be done in any suitable manner.
For example, in some embodiments, each entry in the tag map table may store a start address
and an end address, thereby indicating a range in the application memory. The target address
may be matched to an entry corresponding to an application memory range within which the
target address falls.

In some embodiments, an offset value may be stored in the tag map table entry matching
the target address (e.g., in the illustrative Offset field shown in FIG. 4). The tag processing
hardware may add the offset value to the target address to obtain a metadata memory address.

In some embodiments, the target address may be shifted by an appropriate amount prior to
adding the offset value. For instance, the tag map table entry matching the target address may
store an indication of tagging granularity (e.g., every 32 bits), for example, in the illustrative
Size field shown in FIG. 4. Additionally, or alternatively, the tag map table entry matching the
target address may store an indication of a length of a metadata value to be retrieved from the
metadata memory (e.g., 8 bits), for example, in the illustrative No. of Bits field shown in FIG. 4.
The target address may be shifted to the right by an amount determined based on a ratio between
the tagging granularity and the metadata length (e.g., shifted by 2 to reflect a ratio of 4 = 22).

At act 515, the tag processing hardware may use the metadata memory address
determined at act 510 to retrieve a metadata value from the metadata memory. In some
embodiments, the retrieved metadata value may be of the length indicated in the tag map table
entry matching the target address.

At act 520, the tag processing hardware may decode the metadata value retrieved from
the metadata memory. For instance, the tag processing hardware may determine a suitable
decoding scheme. In some embodiments, the tag map table may store an indication of a selected
set of metadata values (e.g., one or more selected ranges of metadata values discussed in
connection with the illustrative Global Range field shown in FIG. 4). The tag processing
hardware may determine whether the retrieved metadata value belongs to the selected set of
metadata values. If the retrieved metadata value belongs to the selected set of metadata values,
the tag processing hardware may apply a selected decoding scheme (e.g., prepending a suitable

number of zeros to obtain a decoded metadata value of a desired length). If the retrieved
30



10

15

20

25

30

WO 2020/102064 PCT/US2019/060698

metadata value does not belong to the selected set of metadata values, the tag processing
hardware may use decoding information stored in the tag map table entry matching the target
address to decode the retrieved metadata value. For instance, the tag map table entry matching
the target address may store a prefix to be prepended to the retrieved metadata value to obtain a
decoded metadata value (e.g., as discussed above in connection with the illustrative UTag field
shown in FIG. 4).

FIG. 5B shows another illustrative process S00B for decoding metadata values, in
accordance with some embodiments. For instance, the process S00B may be performed by tag
processing hardware (e.g., the illustrative tag processing hardware 140 shown in FIG. 1).

At act 555, the tag processing hardware may receive a target address in an application
memory (e.g., the illustrative application memory 120 shown in FIG. 1). For instance, when a
host processor (e.g., the illustrative host processor 110 shown in FIG. 1) attempts to load data
from, or store data to, the application memory, a target address of the load, or store, instruction
may be provided to the tag processing hardware.

At act 560, the tag processing hardware may determine whether to retrieve a metadata
value from a metadata memory (e.g., the illustrative metadata memory 125 shown in FIG. 1).
For instance, the tag processing hardware may match the target address to an entry in a tag map
table (e.g., the illustrative tag map table entry 400 shown in FIG. 4). This may be done in any
suitable manner. For example, in some embodiments, each entry in the tag map table may store
a start address and an end address, thereby indicating a range in the application memory. The
target address may be matched to an entry corresponding to an application memory range within
which the target address falls.

In some embodiments, the tag map table entry matching the target address may store an
indication of a length of a metadata value to be retrieved from the metadata memory (e.g., in the
illustrative No. of Bits field shown in FIG. 4). If the indicated metadata length is zero, the tag
processing hardware may determine not to retrieve any value from the metadata memory. The
tag processing hardware may, at act 565, determine a default metadata value. For instance, the
tag map table entry matching the target address may store a value of an appropriate length (e.g.,
32 bits) for use as a default metadata value (e.g., as discussed above in connection with the
illustrative UTag field shown in FIG. 4).

In some embodiments, if the indicated metadata length is greater than zero (e.g., 8 bits),

the tag processing hardware may, at act 570, map the target address to an address in the
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metadata memory. In some embodiments, an offset value may be stored in the tag map table
entry matching the target address (e.g., in the illustrative Offset field shown in FIG. 4). The tag
processing hardware may add the offset value to the target address to obtain a metadata memory
address. In some embodiments, the target address may be shifted for an appropriate amount
prior to adding the offset value. For instance, the tag map table entry matching the target
address may store an indication of tagging granularity (e.g., every 32 bits), for example, in the
illustrative Size field shown in FIG. 4. The target address may be shifted to the right by an
amount determined based on a ratio between the tagging granularity and the metadata length
(e.g., shifted by 2 to reflect a ratio of 4 = 22).

At act 575, the tag processing hardware may use the metadata memory address
determined at act 570 to retrieve a metadata value from the metadata memory. In some
embodiments, the retrieved metadata value may be of the length indicated in the tag map table
entry matching the target address.

At act 580, the tag processing hardware may determine whether to decode the metadata
value retrieved from the metadata memory. For instance, if the length of the retrieved metadata
value matches a length expected by a policy processor (e.g., the illustrative policy processor 150
shown in FIG. 1) or a rule cache (e.g., the illustrative rule cache 144 shown in FIG. 1), the tag
processing hardware may decide not to decode the retrieved metadata memory. However, that is
not required. In some embodiments, the tag processing hardware may use a length-preserving
encoding/decoding scheme, and may decode the retrieved metadata value even if the lengths
match.

If it 1s determined that the retrieved metadata value is to be decoded, the tag processing
hardware may, at act 585, determine a suitable decoding scheme. For instance, in some
embodiments, the tag map table may store an indication of a selected set of metadata values
(e.g., one or more selected ranges of metadata values discussed in connection with the
illustrative Global Range field shown in FIG. 4). The tag processing hardware may determine
whether the retrieved metadata value belongs to the selected set of metadata values. If the
retrieved metadata value belongs to the selected set of metadata values, the tag processing
hardware may apply a selected decoding scheme (e.g., prepending a suitable number of zeros to
obtain a decoded metadata value of a desired length). If the retrieved metadata value does not
belong to the selected set of metadata values, the tag processing hardware may use decoding

information stored in the tag map table entry matching the target address to decode the retrieved
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metadata value. For instance, a suitable prefix may be obtained from the default metadata value,
and may be prepended to the retrieved metadata value to obtain a decoded metadata value (e.g.,
as discussed above in connection with the illustrative UTag field shown in FIG. 4).

Although memory accesses are discussed in connection with FIGs. 5A-B, it should be
appreciated that the techniques described herein may, additionally or alternatively, be used to
encode/decode metadata associated with host processor registers. For instance, a host processor
may have a plurality of general-purpose registers and/or configuration registers (e.g., control
and/or status registers for RISC-V). In some embodiments, accesses to such registers may be
mediated by a tag map table.

FIG. 6 shows an illustrative process 600 for encoding metadata values, in accordance
with some embodiments. For instance, the process 600 may be performed by a policy compiler
(e.g., the illustrative policy compiler 220 shown in FIG. 2), a policy linker (e.g., the illustrative
policy linker 225 shown in FIG. 2), a policy processor (e.g., the illustrative policy processor 150
shown in FIG. 1) and/or tag processing hardware (e.g., the illustrative tag processing hardware
140 shown in FIG. 1).

At act 605, one or more metadata symbols may be associated with an application
memory region. For instance, as discussed above, an “EXECUTE” symbol for an RWX policy
may be associated with an application memory region for storing code, a “WRITE” symbol for
the RWX policy may be associated with an application memory region for storing data, and/or a
“READ” symbol for the RWX policy may be associated with both memory regions. However,
it should be appreciated that aspects of the present disclosure are not limited to using any
particular policy. In some embodiment, one or more other policies (e.g., a stack policy, a heap
policy, etc.) may be used in addition to, or instead of, an RWX policy.

Association between metadata symbols and application memory regions may be
performed in any suitable manner. For instance, in some embodiments, the policy compiler
and/or the policy linker may obtain information from an ELF file describing code and data
layout in an application memory (e.g., the illustrative application memory 120 shown in FIG. 1),
and/or flags indicating which memory locations are read only, executable, etc. The policy
compiler and/or the policy linker may use such information to associate one or more metadata
symbols with an application memory region.

The inventors have recognized and appreciated that direct associations between metadata

symbols and application memory regions may be dependent upon memory layout and/or other
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implementation details of a target system. Thus, an encoding generated based on such
associations may not be applicable across different target systems. Accordingly, in some
embodiments, associations between metadata symbols and application memory regions may be
created indirectly, for example, via domains.

For instance, an application memory may have a region for a program stack, a region for
a program heap, and/or a region for one or more ELF data segments. Each of these regions may
be associated with a Mem domain, for example, to indicate that the region is in an application
memory (e.g., as opposed to a peripheral device). Additionally, or alternatively, these regions
may be associated with a Stack domain, a Heap domain, and a Data domain, respectively. Thus,
domains may represent virtual regions that may be mapped to physical regions depending on
how a target system is implemented.

Additionally, or alternatively, a policy language may be provided that allows metadata
symbols to be assigned to one or more domains. For example, the “EXECUTE” symbol may be
assigned to a Code domain, the “WRITE” symbol may be assigned to a Data domain, and/or the
“READ” symbol may be assigned to both the Code domain and the Data domain.

In some embodiments, the policy compiler and/or the policy linker may be programmed
to construct a metadata label based on one or more metadata symbols having one or more
associated domains. For instance, a metadata label {EXECUTE, READ} may be constructed by
combining metadata labels {EXECUTE} and {READ} (e.g., via a set union). The combined
metadata label {EXECUTE, READ} may be associated with an intersection of respective
domain sets of the component metadata labels {EXECUTE} and {READ}. For example, the
metadata label {EXECUTE} may be associated with {Code}, the metadata label {READ} may
be associated with {Code, Data}, and the set intersection may be {Code}.

In some embodiments, the policy compiler and/or the policy linker may be programmed
to trigger an error if an attempt is made to combine metadata labels that do not share at least one
domain. For instance, if the metadata label {EXECUTE} is associated with {Code}, and the
metadata label { WRITE} is associated with {Data}, then an attempt to combine {EXECUTE}
with {WRITE} may trigger an error.

In some embodiments, the policy compiler and/or the policy linker may be programmed
to associate a set of one or more domains with an application memory region or other storage
region. For instance, the policy compiler and/or the policy linker may use information from a

target description, which may describe one or more features of an ISA and/or a system-on-chip
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(SoC) of a given target system, to assign each domain to one or more relevant features in the
target description.

As an example, the Data domain may be assigned to an application memory region
associated with an ELF file program data section, whereas the Code domain may be assigned to
an application memory region associated with an ELF file executable section. As another
example, the Mem domain may be assigned to the application memory, whereas a Core domain
may be assigned to one or more non-memory aspects of an ISA, such as a register file, one or
more control and/or status registers, etc. However, it should be appreciated that aspects of the
present disclosure are not limited to using any particular domain, or any domain at all. In some
embodiments, one or more domains may be provided based on one or more features of an
operating system and/or an application program.

In some embodiments, a metadata label may be associated with an application memory
region having at least one domain in common with the metadata label. For instance, the
metadata label {EXECUTE, READ}, which may have the domain set {Code}, may be
associated with an application memory region having a domain set that also includes Code.

Returning to the example of FIG. 6, an encoding for an application memory region may
be generated at act 610, for example, by the policy compiler and/or the policy linker. For
instance, metadata labels that are associated, at act 605, with the application memory region may
be identified (e.g., metadata labels having at least one domain in common with the application
memory region). An encoding may be generated for such metadata labels, for example, by
enumerating these metadata labels and using a binary representation of an index of a metadata
label in the enumeration as an encoding of the metadata label. Additionally, or alternatively,
metadata symbols associated with one or more domains associated with the application memory
region may be identified. Each such metadata symbol may be assigned to a respective bit
position in a binary representation. A zero or a one in such a bit position may indicate,
respective, an absence or presence of the corresponding metadata symbol (or vice versa).

Additionally, or alternatively, a disambiguation value associated with the application
memory region may be generated (e.g., to be used as upper, lower, or additional bits, as
discussed above in connection with the example of FIG. 4).

In some embodiments, a global encoding may be used for a metadata label associated

with multiple application memory regions. For instance, the “READ” symbol for the RWX
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policy may be associated with both a code memory region and a data memory region.
Therefore, the metadata label {READ} may be encoded using the global encoding.

Atact 615, decoding information may be stored in association with the application
memory region. In some embodiments, a tag map table entry (e.g., the illustrative tag map entry
400 shown in FIG. 4) may be created that corresponds to the application memory region. For
instance, the policy compiler and/or the policy linker may use address information from the ELF
file and/or one or more linking scripts, the disambiguation value generated at act 610, etc., to
initialize the tag map table entry.

Ilustrative configurations of various aspects of the present disclosure are provided
below.

Al. A method for metadata processing, the method comprising acts of: receiving,
from a host processor, a target address; using the target address to access mapping information
and decoding information, the mapping information and the decoding information being
associated with the target address; using the mapping information to map the target address to a
metadata address; using the metadata address to retrieve metadata; and using the decoding
information to decode the retrieved metadata.

A2.  The method of configuration A1, wherein: the decoding information comprises a
value corresponding to an application memory region to which the target address belongs; and
using the decoding information to decode the retrieved metadata comprises using the value
corresponding to the application memory region to decode the retrieved metadata.

A3.  The method of configuration A2, wherein: using the value corresponding to the
application memory region to decode the retrieved metadata comprises combining the value
corresponding to the application memory region with the retrieved metadata.

A4.  The method of configuration A3, wherein: combining the value corresponding to
the application memory region with the retrieved metadata comprises prepending the value
corresponding to the application memory region to the retrieved metadata.

AS5.  The method of configuration A1, wherein the act of using the target address to
access mapping information and decoding information comprises: matching the target address to
an entry in a tag map table, the tag map table entry storing the mapping information and the

decoding information.
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A6.  The method of configuration A5, wherein: the tag map table entry corresponds to
an application memory region; and matching the target address to the tag map table entry
comprises determining that the target address falls within the application memory region.

A7.  The method of configuration A6, wherein: the application memory region
comprises an application memory address range; and the tag map table entry stores a start
address and an end address of the application memory address range.

A8.  The method of configuration A5, wherein: the tag map table entry stores a value
indicative of an amount of metadata to be retrieved; and using the metadata address to retrieve
metadata comprises retrieving the indicated amount of metadata starting from the metadata
address.

A9.  The method of configuration AS, wherein: matching the target address to an entry
in the tag map table comprises: determining whether the target address matches an entry in the
tag map table; and in response to determining that the target address does not match an entry in
the tag map table, using a page table walker to determine if the target address matches an
overflow entry that is separately stored.

A10. The method of configuration A1, wherein: the mapping information comprises an
offset; and using the mapping information to map the target address to a metadata memory
address comprises adding the offset.

All. The method of configuration A1, further comprising an act of: determining
whether the retrieved metadata belongs to a selected set of metadata values, wherein the act of
using the decoding information to decode the retrieved metadata is performed in response to
determining that the retrieved metadata does not belong to the selected set of metadata values.

Al12. The method of configuration A11, wherein: the selected set of metadata values
comprises a selected range of metadata values.

A13. The method of configuration A1, wherein: the target address comprises an
application memory address; and the metadata address comprises a metadata memory address.

Al4. The method of configuration A1, wherein: the target address comprises an
application register address; and the metadata address comprises a metadata register address.

A15. The method of configuration A1, wherein: the target address comprises an
application register address; and the metadata address comprises a metadata memory address.

A16. The method of configuration A1, wherein: the target address comprises an

application memory address; and the metadata address comprises a metadata register address.
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A17. The method of configuration A1, wherein: the decoding information comprises a
cryptographic key; and using the decoding information to decode the retrieved metadata
comprises using the cryptographic key to decrypt the retrieved metadata.

B1l. A method for metadata processing, the method comprising acts of: receiving,
from a host processor, a target address; determining whether to retrieve, from a metadata
memory, a metadata value associated with the target address; in response to determining to
retrieve a metadata value from the metadata memory: mapping the target address to a metadata
address; and using the metadata address to retrieve a metadata value from the metadata memory;
and in response to determining not to retrieve a metadata value from the metadata memory,
determining a default metadata value.

B2.  The method of configuration B1, wherein: determining whether to retrieve a
metadata value associated with the target address comprises: matching the target address to an
entry in a tag map table, the tag map table entry storing information indicative of a number of
bits to be retrieved from the metadata memory; and determining whether the number of bits to
be retrieved from the metadata memory is zero.

B3.  The method of configuration B2, wherein: the default metadata value is obtained
from the tag map table entry.

Cl. A method for metadata processing, the method comprising acts of: associating
one or more metadata labels with an application memory region; generating an encoding for the
one or more metadata labels associated with the application memory region; and generating
decoding information corresponding to the encoding for the one or more metadata labels
associated with the application memory region.

C2.  The method of configuration C1, wherein: the acts of associating one or more
metadata labels and generating an encoding for the application memory region are performed at
compile time and/or link time.

C3.  The method of configuration C2, wherein: the act of generating decoding
information is performed at compile time and/or link time.

C4.  The method of configuration C1, wherein: the acts of associating one or more
metadata labels, generating an encoding for the application memory region, and generating
decoding information are performed at run time.

CS5.  The method of configuration C1, further comprising an act of: storing, at load

time, the decoding information in association with the application memory region.
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C6.  The method of configuration C1, wherein: the act of generating an encoding for
the one or more metadata labels associated with the application memory region comprises
generating a disambiguation value for the application memory region; and the decoding
information comprises the disambiguation value.

C7.  The method of configuration C1, wherein: the act of generating an encoding for
the one or more metadata labels comprises enumerating the one or more metadata labels.

C8.  The method of configuration C1, wherein: the one or more metadata labels
comprise one or more first metadata labels; the encoding comprises a first encoding; and the
method further comprises an act of: generating a second encoding for one or more second
metadata labels, wherein each of the one or more second metadata labels is associated with a
plurality of application memory regions.

D1. A method for metadata processing, the method comprising acts of: receiving,
from a host processor, a target address; using the target address to access mapping information
associated with the target address, wherein: the mapping information is associated with an
application memory address range; the target address belongs to the application memory address
range; and the mapping information comprises information indicative of a tagging granularity
for the application memory address range; using the mapping information to map the target
address to a metadata address; and using the metadata address to retrieve metadata.

D2.  The method of configuration D1, wherein: the information indicative of a tagging
granularity for the application memory address range comprises information indicative of a
block of memory addresses with which the retrieved metadata is associated.

D3.  The method of configuration D1, wherein: the information indicative of a tagging
granularity for the application memory address range comprises information indicative of a
number of contiguous words with which the retrieved metadata is associated.

El. A method for metadata processing, the method comprising acts of: receiving,
from a host processor, a target address; using the target address to access mapping information
associated with the target address; using the mapping information to map the target address to at
least first metadata address and second metadata address; using the first and second metadata
addresses to retrieve, respectively, first and second metadata; and combining the first and second

metadata.
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E2.  The method of configuration E1, wherein: the first metadata comprises 2M bits of
metadata; the second metadata comprises 2N bits of metadata, where N is different from M; and
combining the first and second metadata comprises concatenating the first and second metadata.

F1. A system comprising circuitry and/or one or more processors programmed by
executable instructions, wherein the circuitry and/or the one or more programmed processors are
configured to perform the method of any of configurations A1-A17, B1-B3, C1-C8, D1-D3, and
E1-E2.

F2.  Atleast one computer-readable medium having stored thereon at least one netlist
for the circuitry of configuration F1.

F3.  Atleast one computer-readable medium having stored thereon at least one
hardware description that, when synthesized, produces the at least one netlist of configuration
F2.

F4.  The at least one computer-readable medium of configuration F3, wherein the at
least one hardware description is in an encrypted form.

F5.  Atleast one computer-readable medium having stored thereon the executable
instructions of configuration F1.

FIG. 7 shows, schematically, an illustrative computer 1000 on which any aspect of the
present disclosure may be implemented.

In the example shown in FIG. 7, the computer 1000 includes a processing unit 1001
having one or more processors and a non-transitory computer-readable storage medium 1002
that may include, for example, volatile and/or non-volatile memory. The memory 1002 may
store one or more instructions to program the processing unit 1101 to perform any of the
functions described herein. The computer 1000 may also include other types of non-transitory
computer-readable medium, such as storage 1005 (e.g., one or more disk drives) in addition to
the system memory 1002. The storage 1005 may also store one or more application programs
and/or resources used by application programs (e.g., software libraries), which may be loaded
into the memory 1002.

The computer 1000 may have one or more input devices and/or output devices, such as
devices 1006 and 1007 illustrated in FIG. 7. These devices may be used, for instance, to present
a user interface. Examples of output devices that may be used to provide a user interface
include printers and display screens for visual presentation of output, and speakers and other

sound generating devices for audible presentation of output. Examples of input devices that may
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be used for a user interface include keyboards and pointing devices (e.g., mice, touch pads, and
digitizing tablets). As another example, the input devices 1007 may include a microphone for
capturing audio signals, and the output devices 1006 may include a display screen for visually
rendering, and/or a speaker for audibly rendering, recognized text.

In the example shown in FIG. 7, the computer 1000 also includes one or more network
interfaces (e.g., the network interface 1010) to enable communication via various networks (e.g.,
the network 1020). Examples of networks include a local area network (e.g., an enterprise
network) and a wide area network (e.g., the Internet). Such networks may be based on any
suitable technology and operate according to any suitable protocol, and may include wireless
networks and/or wired networks (e.g., fiber optic networks).

Having thus described several aspects of at least one embodiment, it is to be appreciated
that various alterations, modifications, and improvements will readily occur to those skilled in
the art. Such alterations, modifications, and improvements are intended to be within the spirit
and scope of the present disclosure. Accordingly, the foregoing descriptions and drawings are
by way of example only.

The above-described embodiments of the present disclosure can be implemented in any
of numerous ways. For example, the embodiments may be implemented using hardware,
software, or a combination thereof. When implemented in software, the software code may be
executed on any suitable processor or collection of processors, whether provided in a single
computer, or distributed among multiple computers.

Also, the various methods or processes outlined herein may be coded as software that is
executable on one or more processors running any one of a variety of operating systems or
platforms. Such software may be written using any of a number of suitable programming
languages and/or programming tools, including scripting languages and/or scripting tools. In
some instances, such software may be compiled as executable machine language code or
intermediate code that is executed on a framework or virtual machine. Additionally, or
alternatively, such software may be interpreted.

The techniques disclosed herein may be embodied as a non-transitory computer-readable
medium (or multiple computer-readable media) (e.g., a computer memory, one or more floppy
discs, compact discs, optical discs, magnetic tapes, flash memories, circuit configurations in
Field Programmable Gate Arrays or other semiconductor devices, or other non-transitory,

tangible computer storage medium) encoded with one or more programs that, when executed on
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one or more processors, perform methods that implement the various embodiments of the
present disclosure discussed above. The computer-readable medium or media may be
transportable, such that the program or programs stored thereon may be loaded onto one or more
different computers or other processors to implement various aspects of the present disclosure as
discussed above.

The terms “program” or “software” are used herein to refer to any type of computer code
or set of computer-executable instructions that may be employed to program one or more
processors to implement various aspects of the present disclosure as discussed above.

Moreover, it should be appreciated that according to one aspect of this embodiment, one or more
computer programs that, when executed, perform methods of the present disclosure need not
reside on a single computer or processor, but may be distributed in a modular fashion amongst a
number of different computers or processors to implement various aspects of the present
disclosure.

Computer-executable instructions may be in many forms, such as program modules,
executed by one or more computers or other devices. Program modules may include routines,
programs, objects, components, data structures, etc. that perform particular tasks or implement
particular abstract data types. Functionalities of the program modules may be combined or
distributed as desired in various embodiments.

Also, data structures may be stored in computer-readable media in any suitable form.
For simplicity of illustration, data structures may be shown to have fields that are related
through location in the data structure. Such relationships may likewise be achieved by assigning
storage for the fields to locations in a computer-readable medium that convey relationship
between the fields. However, any suitable mechanism may be used to establish a relationship
between information in fields of a data structure, including through the use of pointers, tags, or
other mechanisms that establish relationship between data elements.

Various features and aspects of the present disclosure may be used alone, in any
combination of two or more, or in a variety of arrangements not specifically discussed in the
embodiments described in the foregoing, and are therefore not limited to the details and
arrangement of components set forth in the foregoing description or illustrated in the drawings.
For example, aspects described in one embodiment may be combined in any manner with

aspects described in other embodiments.
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Also, the techniques disclosed herein may be embodied as methods, of which examples
have been provided. The acts performed as part of a method may be ordered in any suitable
way. Accordingly, embodiments may be constructed in which acts are performed in an order
different from illustrated, which may include performing some acts simultaneously, even though
shown as sequential acts in illustrative embodiments.

Use of ordinal terms such as “first,” “second,” “third,” etc., in the claims to modify a
claim element does not by itself connote any priority, precedence, or order of one claim element
over another or the temporal order in which acts of a method are performed, but are used merely
as labels to distinguish one claim element having a certain name from another element having a
same name (but for use of the ordinal term) to distinguish the claim elements.

Also, the phraseology and terminology used herein is for the purpose of description and
should not be regarded as limiting. The use of “including,” “comprising,” “having,”
“containing,” “involving,” and variations thereof herein, is meant to encompass the items listed

thereafter and equivalents thereof as well as additional items.
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CLAIMS

What is claimed is:

1. A method for metadata processing, the method comprising acts of:
receiving, from a host processor, a target address;
using the target address to access mapping information and decoding information, the
mapping information and the decoding information being associated with the target address;
using the mapping information to map the target address to a metadata address;
using the metadata address to retrieve metadata; and

using the decoding information to decode the retrieved metadata.

2. The method of claim 1, wherein:

the decoding information comprises a value corresponding to an application memory
region to which the target address belongs; and

using the decoding information to decode the retrieved metadata comprises using the

value corresponding to the application memory region to decode the retrieved metadata.

3. The method of claim 2, wherein:
using the value corresponding to the application memory region to decode the retrieved
metadata comprises combining the value corresponding to the application memory region with

the retrieved metadata.

4. The method of claim 3, wherein:
combining the value corresponding to the application memory region with the retrieved
metadata comprises prepending the value corresponding to the application memory region to the

retrieved metadata.

5. The method of claim 1, wherein the act of using the target address to access mapping
information and decoding information comprises:
matching the target address to an entry in a tag map table, the tag map table entry storing

the mapping information and the decoding information.
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6. The method of claim 5, wherein:
the tag map table entry corresponds to an application memory region; and
matching the target address to the tag map table entry comprises determining that the

target address falls within the application memory region.

7. The method of claim 6, wherein:
the application memory region comprises an application memory address range; and
the tag map table entry stores a start address and an end address of the application

memory address range.

8. The method of claim 5, wherein:

the tag map table entry stores a value indicative of an amount of metadata to be retrieved;
and

using the metadata address to retrieve metadata comprises retrieving the indicated

amount of metadata starting from the metadata address.

9. The method of claim 5, wherein:
matching the target address to an entry in the tag map table comprises:
determining whether the target address matches an entry in the tag map table; and
in response to determining that the target address does not match an entry in the
tag map table, using a page table walker to determine if the target address matches an

overflow entry that is separately stored.

10. The method of claim 1, wherein:
the mapping information comprises an offset; and
using the mapping information to map the target address to a metadata memory address

comprises adding the offset.

11. The method of claim 1, further comprising an act of:
determining whether the retrieved metadata belongs to a selected set of metadata values,

wherein the act of using the decoding information to decode the retrieved metadata is performed
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in response to determining that the retrieved metadata does not belong to the selected set of

metadata values.

12.

13.

14.

15.

16.

17.

The method of claim 11, wherein:

the selected set of metadata values comprises a selected range of metadata values.

The method of claim 1, wherein:
the target address comprises an application memory address; and

the metadata address comprises a metadata memory address.

The method of claim 1, wherein:

the target address comprises an application register address; and
the metadata address comprises a metadata register address.
The method of claim 1, wherein:

the target address comprises an application register address; and

the metadata address comprises a metadata memory address.

The method of claim 1, wherein:
the target address comprises an application memory address; and

the metadata address comprises a metadata register address.

The method of claim 1, wherein:
the decoding information comprises a cryptographic key; and

using the decoding information to decode the retrieved metadata comprises using the

cryptographic key to decrypt the retrieved metadata.

18.

A method for metadata processing, the method comprising acts of:

receiving, from a host processor, a target address;

determining whether to retrieve, from a metadata memory, a metadata value associated

with the target address;

in response to determining to retrieve a metadata value from the metadata memory:

mapping the target address to a metadata address; and
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using the metadata address to retrieve a metadata value from the metadata
memory; and
in response to determining not to retrieve a metadata value from the metadata memory,

determining a default metadata value.

19. The method of claim 18, wherein:
determining whether to retrieve a metadata value associated with the target address
comprises:
matching the target address to an entry in a tag map table, the tag map table entry
storing information indicative of a number of bits to be retrieved from the metadata
memory; and
determining whether the number of bits to be retrieved from the metadata memory

18 zero.

20. The method of claim 19, wherein:

the default metadata value is obtained from the tag map table entry.

21. A method for metadata processing, the method comprising acts of:
associating one or more metadata labels with an application memory region;
generating an encoding for the one or more metadata labels associated with the
application memory region; and
generating decoding information corresponding to the encoding for the one or more

metadata labels associated with the application memory region.

22. The method of claim 21, wherein:
the acts of associating one or more metadata labels and generating an encoding for the

application memory region are performed at compile time and/or link time.

23. The method of claim 22, wherein:

the act of generating decoding information is performed at compile time and/or link time.

24. The method of claim 21, wherein:
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the acts of associating one or more metadata labels, generating an encoding for the

application memory region, and generating decoding information are performed at run time.

25. The method of claim 21, further comprising an act of:
storing, at load time, the decoding information in association with the application

memory region.

26. The method of claim 21, wherein:

the act of generating an encoding for the one or more metadata labels associated with the
application memory region comprises generating a disambiguation value for the application
memory region; and

the decoding information comprises the disambiguation value.

217. The method of claim 21, wherein:
the act of generating an encoding for the one or more metadata labels comprises

enumerating the one or more metadata labels.

28. The method of claim 21, wherein:
the one or more metadata labels comprise one or more first metadata labels;
the encoding comprises a first encoding; and
the method further comprises an act of:
generating a second encoding for one or more second metadata labels, wherein
each of the one or more second metadata labels is associated with a plurality of

application memory regions.

29. A method for metadata processing, the method comprising acts of:
receiving, from a host processor, a target address;
using the target address to access mapping information associated with the target address,
wherein:
the mapping information is associated with an application memory address range;

the target address belongs to the application memory address range; and
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the mapping information comprises information indicative of a tagging
granularity for the application memory address range;
using the mapping information to map the target address to a metadata address; and

using the metadata address to retrieve metadata.

30. The method of claim 29, wherein:
the information indicative of a tagging granularity for the application memory address
range comprises information indicative of a block of memory addresses with which the retrieved

metadata is associated.

31. The method of claim 29, wherein:
the information indicative of a tagging granularity for the application memory address
range comprises information indicative of a number of contiguous words with which the

retrieved metadata is associated.

32. A method for metadata processing, the method comprising acts of:

receiving, from a host processor, a target address;

using the target address to access mapping information associated with the target address;

using the mapping information to map the target address to at least first metadata address
and second metadata address;

using the first and second metadata addresses to retrieve, respectively, first and second
metadata; and

combining the first and second metadata.

33. The method of claim 32, wherein:
the first metadata comprises 2™ bits of metadata;
the second metadata comprises 2N bits of metadata, where N is different from M; and
combining the first and second metadata comprises concatenating the first and second

metadata.

49



10

15

WO 2020/102064 PCT/US2019/060698

34. A system comprising circuitry and/or one or more processors programmed by executable
instructions, wherein the circuitry and/or the one or more programmed processors are configured

to perform the method of any of claims 1-33.

35. At least one computer-readable medium having stored thereon at least one netlist for the

circuitry of claim 34.

36. At least one computer-readable medium having stored thereon at least one hardware

description that, when synthesized, produces the at least one netlist of claim 35.

37. The at least one computer-readable medium of claim 36, wherein the at least one

hardware description is in an encrypted form.

38. At least one computer-readable medium having stored thereon the executable instructions

of claim 34.
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