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ABSTRACT

Systems and related methods facilitating interactions
between a merchant device, a central system and a consumer
device are discussed herein. Wallet identifying data may be
used to secure messages between the consumer device and the
merchant device over a wireless link. For example, the mer
chant device may include circuitry configured to wirelessly
receive the wallet identifying data from a consumer device
and to transmit the wallet identifying data to the central sys
tem. In response, consumer identifying data associated with
the wallet identifying data may be received by the merchant
device from the central system. In some embodiments, the
consumer identifying data may be associated with a unit of
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location, such as a dine-in locationata restaurant, to facilitate

G06O20/36

(2006.01)

consumer service.
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CONSUMER DEVICE BASED
PONT OF-SALE
CROSS REFERENCE TO RELATED
APPLICATIONS

0001. This application is a continuation of U.S. patent
application Ser. No. 13/794,529, entitled “Consumer Device
Based Point-of-sale.” filed Mar. 11, 2013, which is incorpo
rated by reference in its entirety herein.
0002 This application incorporates by reference each of
the following in their entirety: U.S. Provisional Patent Appli
cation No. 61/715.229, entitled “Peer-to-Peer Payment Pro
cessing, filed Oct. 17, 2012, U.S. Provisional Patent Appli
cation No. 61/715,230, entitled “Consumer Presence Based
Deal Offers, filed Oct. 17, 2012, U.S. Provisional Patent

Application No. 61/706,664, entitled “Online Ordering for
In-Shop Service filed Sep. 27, 2012, and U.S. patent appli
cation Ser. No. 13/764,753, entitled “Consumer Device Pay
ment Token Management filed February 11, 2013.
FIELD

0003 Embodiments of the invention relate, generally, to
facilitating interactions between consumer devices and mer
chant point-of-sale devices.
BACKGROUND

0004

Financial transactions between merchants and con

Sumers typically require the consumers to present a form of
payment to the merchant. As a result, consumers may be
required to keep wallets that include payment instruments
Such as cash, credit cards, debit cards, deal Vouchers, cou

pons, reward tracking cards, checks or the like that may be
accepted by merchants and/or their devices used at the point
of-sale (e.g., point-of-sale devices, such as cash registers,
credit card readers, etc.). These payment instruments, in addi
tion to being inconvenient to carry and use, also do not pro
vide consumer information to merchants that can be lever

aged to improve service. In this regard, areas for improving
current systems have been identified. Through applied effort,
ingenuity, and innovation, Solutions to improve Such systems
have been realized and are described in connection with

embodiments of the present invention.
BRIEF SUMMARY

0005 Systems, methods, and computer readable program
code are provided to, in general, facilitate consumer location
based service at a merchant shop. For example, Some embodi
ments may provide for a merchant device. The merchant
device may include a display configured to present interactive
displays, communications circuitry configured to facilitate
communications with a consumer device and a central sys
tem, and processing circuitry. The processing circuitry may
be configured to: wirelessly receive wallet identifying data
from the consumer device; transmit the wallet identifying
data to the central system; receive, from the central system,
consumer identifying data associated with the wallet identi
fying data; and associate the consumer identifying data with
a unit of location at a merchant shop.
0006. In some embodiments, the processing circuitry of
the merchant device may be configured to: determine location
databased on a wireless communication received from the

consumer device; and determine the unit of location based on

the location data. The wireless communication may be based

on one or more signals using near field communication
(NFC), Quick Response (QR) code, radio frequency identi
fication (RFID), triangulation, or received signal strength
indication (RSSI).
0007. In some embodiments, the unit of location may be a
dine-in location at a restaurant. The dine-in location may be
associated with a table identifier that identifies, for example,
a table at the restaurant. The processing circuitry of the mer
chant device may be configured to determine, based on the
location data, the table identifier from a plurality of table
identifiers.

0008. In some embodiments, the processing circuitry of
the merchant device may be configured to provide a graphical
representation a floorplan with at least Some of the consumer
identifying data associated with the dine-in location within
the floor plan. The graphical representation of the floor plan
may be part of a user interface that further includes a graphi
cal layout of a plurality of tables within the restaurant.
0009. In some embodiments, the merchant device may be
configured to facilitate payments. For example, the process
ing circuitry may be configured to: associate the consumer
identifying data with a restaurant tab identifier, associate
menu item data indicating one or more menu items with the
restaurant tab identifier, determine a payment amount based
on the menu item data; wirelessly send the payment amount to
the consumer device; wirelessly receive consumer approval
data indicating approval of a payment for at least the payment
amount from the consumer device, the consumer approval
data secured with a private key associated with the wallet
identifying data; and send secured payment approval data
based on the consumer approval data to the central system.
0010. In some embodiments, the processing circuitry of
the merchant device may be configured to: receive, from the
central system, consumer information associated with the
consumer identifying data; and provide the consumer infor
mation to the display when the consumer device is in proX
imity to the dine-in location. The consumer information may
include the dine-in location preference data and the merchant
device may be configured to determine the dine-in location at
the restaurant based on the dine-in location preference data.
Additionally and/or alternatively, the consumer information
may include dine-in preference data configured to facilitate
customized dining service, menu item purchase history data,
one or more promotional deals redeemable at the restaurant
and/or profile information of a consumer associated with the
wallet identifying data,.
0011. In some embodiments, the processing circuitry of
the merchant device may be further configured to: receive
consumer information entered via an interactive display pre
sented on the display; and send the consumer information to
the central system. The consumer information may include
one or more ordered menu items and/or dine-in location pref
erence data wirelessly received from the consumer device and
configured to facilitate a determination of the dine-in location
at the restaurant.

0012 Some embodiments may provide for a consumer
device. The consumer device may include a display config
ured to present interactive displays, communications cir
cuitry configured to facilitate communications with a mer
chant device and a central system, and processing circuitry.
The processing circuitry may be configured to: receive wallet
identifying data from the central system, the wallet identify
ing data associated with consumer identifying data that iden
tifies a consumer, wirelessly send the wallet identifying data
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to a merchant device; and wirelessly transmit one or more
communications configured to indicate a unit of location at a
merchant shop.
0013 Some embodiments may provide for a central sys
tem. The central system may include a networked device that
includes communication circuitry configured to facilitate
communications with a consumer device and a merchant

device and processing circuitry. The processing circuitry may
be configured to: send wallet identifying data to the consumer
device, the wallet identifying data associated with consumer
identifying data that identifies a consumer; receive the wallet
identifying data sent to the consumer device from the mer
chant device; and send first consumer information associated

with the consumer identifying data to the merchant device,
the first consumer information configured to facilitate con
Sumer service at a merchant shop.
0014. In some embodiments, the central system may be
further configured to: receive second consumer information
from the merchant device, the second consumer information

determined by the merchant device after sending the wallet
identifying data to the processing circuitry of the networked
device; and associate the second consumer information with

the consumer identifying data.
0015. Some embodiments may include one or more meth
ods discussed herein. Other embodiments may include one or
more machines, such as an apparatus and/or system, config
ured to implement the methods and/or other functionality
discussed herein. For example, the machine may include one
or more processors and/or other machine components con
figured to implement the functionality discussed herein based
on instructions and/or other data stored in memory and/or
other non-transitory computer readable media.
0016. These characteristics as well as additional features,
functions, and details are described below. Similarly, corre
sponding and additional embodiments are also described
below.
BRIEF DESCRIPTION OF THE DRAWINGS

0017. Having thus described some embodiments in gen
eral terms, reference will now be made to the accompanying
drawings, which are not necessarily drawn to scale, and
wherein:

0018 FIG. 1a shows a flow chart of an example method
for determining the presence of a consumer, performed in
accordance with Some embodiments;

0019 FIG. 1b shows a flow chart of an example method
for facilitating a financial transaction, performed in accor
dance with Some embodiments;

0020 FIG. 2a shows a flow chart of an example method
for accessing a consumer payment account, performed in
accordance with Some embodiments;

0021 FIG. 2b shows a flow chart of an example method
for creating a consumer payment account, performed in
accordance with Some embodiments;

0022 FIGS. 3-12 show example graphical user interface
displays that may be presented by various components of
systems, in accordance with some embodiments;
0023 FIG.13a shows a flow chart of an example data flow
for associating a consumer with a dine-in location, performed
in accordance with some embodiments;

0024 FIG. 13b shows a flow chart of an example method
for associating a consumer with a dine-in location, performed
in accordance with some embodiments;

0025 FIG. 14 shows a flow chart of an example method
1400 for facilitating consumer and merchant dine-in interac
tions, performed in accordance with Some embodiments;
0026 FIG. 15 shows a flow chart of an example data flow
for facilitating transactions between a consumer and an
employee, performed in accordance with some embodi
ments;

0027 FIGS. 18-26 show example graphical user interface
displays that may be presented by various components of
systems, in accordance with some embodiments;
0028 FIG. 27 shows an example system for facilitating
interactions between employees and consumers, configured
in accordance with some embodiments; and

0029 FIG.28 shows an example schematic block diagram
of circuitry, configured in accordance with some embodi
mentS.

DETAILED DESCRIPTION

0030 Embodiments will be described more fully herein
after with reference to the accompanying drawings, in which
Some, but not all embodiments contemplated herein are
shown. Indeed, various embodiments may be implemented in
many different forms and should not be construed as limited
to the embodiments set forth herein; rather, these embodi

ments are provided so that this disclosure will satisfy appli
cable legal requirements. Like numbers refer to like elements
throughout.
0031. As used herein, the terms “data.” “content,” “infor
mation' and similar terms may be used interchangeably to
refer to data capable of being captured, transmitted, received,
displayed and/or stored in accordance with various example
embodiments. Thus, use of any Such terms should not be
taken to limit the spirit and scope of the disclosure. Further,
where a computing device is described herein to receive data
from another computing device, it will be appreciated that the
data may be received directly from the another computing
device or may be received indirectly via one or more inter
mediary computing devices, such as, for example, one or
more servers, relays, routers, network access points, base
stations, and/or the like. Similarly, where a computing device
is described herein to send data to another computing device,
it will be appreciated that the data may be sent directly to the
another computing device or may be sent indirectly via one or
more intermediary computing devices. Such as, for example,
one or more servers, relays, routers, network access points,
base stations, and/or the like.
Overview

0032 Embodiments discussed herein may be configured
to allow a merchant device at a merchant's shop to commu
nicate with a consumer device carried by a consumer to
enhance consumer service. One example of a suitable type of
merchant discussed herein is a dine-in restaurant. As such,

while many of the example embodiments are described herein
in the context of a dine-in restaurant, they may be readily
extended to other types of merchants by a person of ordinary
skill in the art. For example, some embodiments described
herein may utilize a dine-in location (e.g., a table) at a restau
rant but the techniques disclosed herein are also suitable to
other units of location, Such as a kiosk, aisle, information

desk, display, counter, or the like at a retail store, restaurant,
or any other type of merchant shop that serves consumers.

Sep. 24, 2015

US 2015/0269.557 A1

0033. With reference to a restaurant, the merchant may
identify the consumer via the consumer device when the

ing data (or data secured with wallet identifying data), or
wallet identifying tokens, with the merchant device via the

consumer walks into the restaurant. Based on the consumer's

PAN connection in lieu of unsecured sensitive data. The mer

preferences, which may be sent by the consumer or a central
system (e.g., based on the consumer's identity), the consumer
may be automatically placed into a virtual seating wait list.
For example, the consumer may have a party of five people,
and may be placed in line for a suitable dine-in location (e.g.,
a table for five).
0034. When a suitable dine-in location becomes available,
the merchant device may associate the consumer with a table.
Furthermore, an alert may be sent to the consumer device that
indicates table availability. While the consumer is seated,
alerts and other information may be displayed on the mer
chant device to facilitate dine-in service. For example, infor
mation regarding consumer preferences for menu items (e.g.,
favorite foods, allergies, etc.) may be shown on a merchant
device carried by a server as the server takes orders at the
table. As such, the server may use this information in provid
ing recommendations or customizing orders. In another
example, the consumer may use the consumer device to
request assistance from a server. An alert may be shown on the
merchant device responsive to the request and the server may
provide assistance accordingly.
0035. The merchant device may also include point-of-sale
(POS) functionality. For example, the merchant device may
also be configured to assist in creating and managing restau
rant tabs. As such, the server may enter menu items ordered
by the consumer via the merchant device, such as via touch
screen in a graphical user interface. The entered menu items
may be sent to a ticket printer and/or sent to a display device
(e.g., in a kitchen or bar) for menu item preparation. Further
more, the merchant device may associate the entered menu

chant device may send wallet identifying data received from
the consumer device to the central system and receive con
Sumer information from the central system via a secure con
nection. As such, the PAN connection is not used to exchange

items with the consumer's restaurant tab.

0036 Some embodiments discussed herein may be con
figured to allow a consumer to provide payments to the mer
chant using the consumer device. For example, the consumer
may send an indication to the merchant device that the meal is
completed. To facilitate payment, the merchant device may
send the restaurant tab (e.g., transaction data that includes a
payment amount) to the consumer device. Rather than having
to carry physical payment instruments, such as credit cards,
currency, checks, and/or other items typically stored in a
physical wallet, the consumer may make payments from a
consumer payment account simply by carrying and/or using
the consumer device.

0037. Throughout the dine-in experience, the merchant
device may be configured to collect consumer information
that it learns from interactions with the consumer. As such, the

consumer information may be leveraged by the merchant
upon a Subsequent visit to the restaurant by the consumer.
0038 An advantage that may be realized by some embodi
ments discussed herein is that the consumer device can be

configured to wirelessly communicate with the merchant
device via a Personal Area Network (PAN) connection (e.g.,
via Bluetooth) or other unsecure direct connection. As such,
the consumer device does not any an active internet connec
tion (e.g., to the central system, merchant device, etc.) at the
restaurant to facilitate the functionality discussed herein.
0039. Some embodiments may provide for the securing of
sensitive data (e.g., payment information or consumer infor
mation) to protect consumers and merchants from unautho
rized devices on the PAN network or fraudulent transactions.

For example, the consumer device may share wallet identify

unsecured consumer information.

0040. In another example, wallet identifying data and/or
an associated private key may be used to secure or otherwise
Verify transaction data, for example, when the consumer is
ready to make a payment. The consumer device may be
configured to use the wallet identifying token and/or associ
ated private key to sign (e.g., create an electronic signature or
the like) the transaction data to form consumer approval data.
The merchant device may generate secured payment approval
data upon receipt of the consumer approval data. As discussed
in greater detail herein, this “secured payment approval data'
may be reveal little or no useful information to unauthorized
devices who might intercept this signal. The merchant device
may then send the secured payment approval data to the
central system for processing of a financial transaction
between the consumer and merchant.

0041. Some other, but non-exhaustive, advantages that
may be realized by some embodiments discussed herein
include allowing a merchant to ensure that the consumer
device user is in fact the real person authenticated to the
consumer device, consumer device location tracking to facili
tate service, allowing payments between two peer devices
and/or providing promotional offerings (e.g., promotional
Vouchers, sales, discounts, rewards, or the like) to the con
SUC.

Consumer Presence Detection Overview

0042 FIG. 1a shows a flow chart of an example method
100 for determining the presence of a consumer, in accor
dance with some embodiments. Method 100 is meant to show

a high level example, while some of the other processes flows
and other drawings discussed herein show more detailed
examples. While other embodiments may operate differently,
the examples discussed herein are largely focused on detect
ing the consumer's presence based on the consumer device
being in communicable range with the merchant device. For
example, both the consumer device and the merchant device
may be running a Bluetooth-compliant protocol. Such as
Bluetooth v4, and/or be configured to establish/join any other
type of PAN.
0043. At 102, a central system may be configured to send
wallet identifying data to a consumer device. The term “cen
tral system' as used herein refers to any marketing system,
payment processing system, coupon provider System, and/or
any other type of promotional system controlled by a mer
chant, third party and/or any other type of user (e.g., Such as
hardware provider, Software application developer, online
retailer, brick-and-mortar retailer, etc.). The central system
may be accessible via one or more computing devices and
may be operable to provide example promotion and/or mar
keting services on behalf of one or more providers that are
offering one or more vouchers that are redeemable for goods,
services, experiences and/or the like. The central system may
be further configured to illustrate or otherwise inform one or
more consumers of the availability of one or more vouchers
(e.g., deals) in the form of one or more offers. In some
examples, the central system may also take the form of a
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redemption authority or payment processor, it may provide
rewards indications and/or it may function as an entity within
a financial network. As such, the central system is, in some
example embodiments, configured to present one or more
offers, accept payments for offers from both merchants and
consumers, upon acceptance of an offer, issue vouchers, indi
cate whether a voucher is valid for the purpose of redemption,
generate rewards, provide a point of sale device or otherwise
participate in the exchange of goods, services or experiences
for currency and/or the like. In some embodiments discussed
herein, the central system is referred to as a networked device.
0044) The wallet identifying data may comprise, for
example, one or more keys, random numbers, codes, and/or
other types of tokens. As used herein, the term “random'
includes pseudorandom or computationally generated num
bers, keys, tokens, and the like. The wallet identifying data
may be configured to be usable for identifying a particular
consumer, a particular consumer device of the consumer,
and/or a consumer payment account of the consumer config
ured to make payments.
0045. The wallet identifying data may be used to encode
and/or otherwise secure messages, or simply function as ran
dom data that has no meaning without having secure access to
the central system and more particularly to a private key.
Private information Such as consumer identifying data, mer
chant data, financial data, transaction data, and/or other sen

sitive, non-random data may be secured and/or otherwise
represented by the wallet identifying data, such that the wallet
identifying data can be broadcast publically (e.g., over an
unsecured PAN) while mitigating the risk that non-authorized
users and/or devices might obtain sensitive financial informa
tion about the consumer, merchant, transaction, etc. For

example, the wallet identifying data may be random data

associated with the more sensitive, less random data, and the

wallet identifying data can be transmitted over at least some
types of communication links (e.g., unsecured or less secured
wireless networks or direct connections) instead of the more
sensitive, less random data. Additional details regarding wal
let identifying data management, or wallet identifying tokens,
that may be applicable to Some embodiments are discussed in
greater detail in U.S. patent application Ser. No. 13/764,753,
entitled “Consumer Device Payment Token Management.”
incorporated by reference in its entirety above.
0046. In some embodiments, the consumer device may be
configured to broadcast the wallet identifying data it receives
from the central system at 102 at some and/or all times. For
example, whenever the consumer device is running a corre
sponding software application or otherwise set to broadcast
(e.g., as the application runs in the background of the con
Sumer device's operating system), the consumer device can
be configured to broadcast and/or otherwise send the wallet
identifying data at 104. As discussed above, the link between
consumer device and the merchant device used to send the

wallet identifying data can be an unsecure connection (Such
as a Bluetooth connection, public WiFi connection, near field
communication connection, etc.) without unduly raising con
Sumer privacy risks. Nonetheless, Some embodiments may
utilize a secure connection between the consumer device and

the merchant device (e.g., Wired Equivalent Privacy (WEP),
Wi-Fi Protected Access (WIPA), Wi-Fi protected Access ver
sion 2 (WPA2), etc.).
0047. In some embodiments, the merchant device will
only receive the wallet identifying data from the consumer
device at 104 when the consumer device is in communicable
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proximity (e.g., within Bluetooth broadcast range) with the
merchant device. Hence, when the merchant device receives

the wallet identifying data from the consumer device, the
merchant device and/or the central system can be configured
to determine that the consumer device is physically located
proximate the merchant device. For example, in one embodi
ment, the consumer may walk into a merchant shop while
carrying the consumer device with an application running that
causes the consumer device to broadcast the wallet identify
ing data. The consumer device may be configured to connect
or pair with one or more merchant devices at 104, such as via
a PAN (e.g., using Bluetooth) when the consumer device
comes within a communicable range to the merchant device.
0048. In some embodiments, the consumer device and the
merchant device may communicate via the newly established
connection or PAN and/or perform payment transactions
without requiring that the consumer device have an active
connection to the central system or some other payment pro
cessing system (e.g., via the Internet). The connection
between the consumer device and the central system at 102 is
not required to be active or otherwise available at 104. For
example, mobile broadband connections between the con
Sumer device and the Internet may become unavailable as the
consumer device enters certain indoor merchant facilities

and/or remote geographic locations.
0049. When the merchant device establishes its own con
nection to the central system, which in some embodiments
may be permanent or episodic, the merchant device may be
configured to send the wallet identifying data to the central
system at 106. In some embodiments, the merchant device
and the central system may share a relatively secure connec
tion when compared to that between the consumer device and
the merchant device. In still other embodiments, a dedicated
secure connection between the merchant device and the cen

tral system may be maintained.
0050. At 108, the central system may be configured to
send consumer identifying data (e.g., image data, consumer
name, consumer account information) and/or any other type
of consumer information (e.g., consumer preference data,
consumer history data (e.g., indicating prior interaction with
particular employees), purchase history, promotional deals,
promotional vouchers of the merchant available for purchase
by the consumer, promotional vouchers redeemable at the
merchant, dine-in location preference data, or any other pref
erence related information) to the merchant device. As dis
cussed below, this information can be based on data uploaded
directly from the consumer's device(s) to the central system
and/or collected based on the consumers interactions (e.g.,
either via the consumer device or some other device), with the
merchant device and/or other devices such as with a promo
tional system, third party system and/or separate payment
processing System.
0051. As will be apparent to one of ordinate skill in the art
in view of this disclosure, the above described method allows

for consumer identifying data and/or other secure informa
tion to be received at a merchant device upon a consumer
device coming within communication proximity to the mer
chant device. In this embodiment, the consumer identifying
data is not transmitted from the consumer device directly to
the merchant device via the relatively unsecure PAN connec
tion to avoid its being intercepted and improperly used.
0.052 At 110, the merchant device may be configured to
associate the consumer identifying data with a dine-in loca
tion. For example, if the merchant is a restaurant, the restau
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rant may provide dine-in locations represented by tables,
rooms, floor regions, seats, or the like in which a consumer
may be located while dining. The consumer may be associ
ated with a particular dine-in location using one or more
Suitable techniques such as merchant assignment, dine-in
location preference data of the consumer, consumer selection,
and/or location-based tracking of the consumer device. As
discussed in greater detail below, a variety of services may be
provided to the consumer once the consumer's identity, con
Sumer information, and dine-in location is known to the mer

chant device, and thereby also the merchant using the mer
chant device.

0053. In some embodiments, different types of consumer
information may be determined, received, and/or displayed
on the merchant device throughout the consumer's dine-in
experience. For example, table, party, and/or seating prefer
ence data may be used prior to the consumer being associated
with a particular dine-in location, such as to place the con
Sumer in a seating wait list and/or otherwise assign a dine-in
location. Food preferences and/or menu item preferences
may be sent and/or displayed Subsequent to seating but prior
to ordering to facilitate menu item ordering. These examples,
as well as others, are described in further detail below.

Secure Payments Overview
0054 FIG. 1b shows a flow chart of an example method
120 for facilitating a financial transaction between the con
Sumer and the merchant, in accordance with some embodi

ments. Method 120 is meant to show a high level example,
while some of the other processes flows discussed herein
show more detailed examples. In some embodiments, the
wallet identifying data may be further associated with and/or
configured to be usable for identifying a consumer payment
account. The consumer payment account may be configured
to make payments, such as to a merchant account, an
employee account, and/or any other type of suitable account
configured to receive payments. While method 120 is
described herein as being directed to payments from con
Sumer to merchant, the consumer device and/or consumer

payment account may also be configured to receive payments
in some embodiments. In some embodiments, method 120

may be performed whenever a consumer customarily pro
vides payment at a dine-in restaurant, such as upon the
completion of a meal or after the ordering of menu items.
0055. At 122, the merchant device may be configured to
send a transaction data to the consumer device. For example,
the transaction data may include a payment amount based on
one or more menu items that are placed on a restaurant tab
(e.g., as identified by a restaurant tab identifier). “Menu
items, as used herein, may refer to any type of item that is
available for purchase at a restaurant (e.g., food, drinks, cus
tomized orders, off-menu items, merchandise, services, spe
cial accommodations, etc.). The restaurant tab may be asso
ciated with the consumer, Such as via the wallet identifying
data and/or consumer identifying data. As such, the restaurant
tab may also be associated with the dine-in location as
described in method 100.

0056. In some embodiments, the merchant device may be
configured to receive menu item data indicating one or more
menu items (e.g., via merchant input), associate the menu
item data with the restaurant tab, determine the payment
amount for the one or more menu items, and send the payment
amount to the consumer device at 122. Additionally and/or
alternatively, the consumer device may be configured to per
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form one or more of the functions related to generating the
payment amount (e.g., order via consumer device).
0057. At 124, the consumer device may be configured to
send consumer approval data indicating approval of the pro
posed transaction (e.g., that which is embodied by the trans
action data). As discussed below in greater detail, in some
embodiments, the consumer device may be further config
ured to use wallet identifying data or a private key associated
with the wallet identifying data to create the consumer
approval data. In one embodiment, this consumer approval
data may consist of an electronic signature created by
appending a private key associated with the wallet identifying
data to a data string representing the transaction data and then
performing an algorithmic transformation, Such as a one way
hash of the private key appended data string. In some embodi
ments, the wallet identifying data used at 124 may be the same
as the wallet identifying data sent to the merchant device at
104 of method 100. The communication between the con

Sumer device and the merchant device, as well as any and/or
all direct communications between the consumer device and

the merchant device, may use the PAN connection established
at 104 of method 100. Alternatively or additionally, the con
Sumer device may be configured to encrypt the transaction
data and the consumer approval data using the private key
0.058 At 126, the merchant device may be configured to
generate and send secured payment approval data to the cen
tral system. The central system may use this information to
determine whether to execute a payment by the consumer to
the merchant. In some embodiments, the central system may
be configured to validate or otherwise authenticate the
secured payment approval data received from the merchant
device. For example, the central system may be configured to
validate and/or otherwise authenticate the secured payment
approval databased on the wallet identifying token or asso
ciated private key (e.g., as sent to the consumer device at 102
of method 100 and later received from the merchant device).
Alternatively or additionally, the central service may be con
figured to decrypt the transaction data and the consumer
approval data using the private key in example embodiments
in which the consumer device and/or the merchant device

caused the consumer approval data, the secured payment
approval data or the like to become encrypted.
0059. If the central system validates the secured payment
approval data, then a payment confirmation may be sent to the
merchant device at 128. In some embodiments, a transaction

receipt (e.g., information about the particular transaction)
and/or other receipt information may be sent to the consumer
device from the central system at 130A. The other receipt
information can include, for example, a remaining balance
and/or purchase power after the instant transaction (e.g., the
amount of money until the consumer payment account
reaches the applicable credit limit(s), the amount of money
remaining in the consumer payment account after the trans
action is processed, etc.), total spent over a given period of
time (e.g., the amount of money spent in an hour, day, week,
etc. including the instant transaction), total spent at a given
merchant and/or location (e.g., amount of money spent at the
merchant over a period of time, amount of money spent in a
city over a period of time, etc.), and/or any other purchase
related information that may be of interest to the consumer
Subsequent to a transaction (including information that may
help identify fraud and/or improper use of the consumer
payment account).
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0060. In addition to or instead of the receipt being sent
from the central system to the consumer device at 130A, a
transaction receipt and/or other receipt information may be
sent to the consumer device from the merchant device at

130B. The receipt information sent from the merchant device
can be the same as or different than that sent at 130A, and/or

can be independent of or based on receipt information gen
erated by the central system. For example, the merchant
device can be configured to send an independent receipt to the
consumer device that the consumer can use to Verify the
receipt information sent from the central system at 130A.
This may aid the consumer in confirming that the central
system actually charged the payment amount (and/or help the
consumeridentify a discrepancy between the expected charge
and the amount actually charged). As another example, the
central system may also or instead send receipt information to
the merchant device, which may then send the receipt to the
consumer device.

Consumer Payment Accounts
0061 FIG. 2a shows a flow chart of an example method
200 for accessing a consumer payment account, performed in
accordance with some embodiments. Method 200 will be

described with reference to example displays 300-1200
shown in FIGS. 3-12, respectively.
0062 FIGS. 3-12 show example displays 300-1200 that
may be presented by one or more display Screens of one or
more machines, such as those used by consumers, which are
referred to herein as “consumer devices.” A consumer device

may be associated with a consumer and/or be carried by the
consumer. The consumer device may be a mobile device Such
as a Smartphone, tablet, laptop, payment device, user-identi
fying device, token device, PAN device, or the like.
0063. In some embodiments, the merchant device may be
a stationary device located at a counter, drive through, walk
through, near an entrance, or the like. Alternatively and/or
additionally, the merchant device may be a mobile device.
The merchant device, when mobile, may be of a size and/or
form that is easy to carry on a person, whether by hand or
Some other means (e.g., in a pocket, bag, etc.). Furthermore,
the merchant device may include wireless communication
capability and/or built-in power source(s) such that the carri
er's movement is not encumbered by wiring.
0064. In some embodiments, a restaurant may leverage
multiple merchant devices. For example, two or more servers
and/or other types of employees may each carry a merchant
device in the course of business. For example, a server may
visit various dine-in locations (e.g., tables) in the restaurant
while carrying a merchant device to place consumers in the
seating wait list, determine dine-in locations, take orders,
provide menu information, accept payments, or the like. Fur
thermore, where a plurality of merchant devices is used, the
merchant devices may be configured to share information
with each other directly (e.g., in a peer-to-peer fashion) and/or
via a central system. In some embodiments, a plurality of
merchant devices may be strategically placed throughout the
merchants shop to provide coverage for location tracking of
consumer devices.

0065. In some embodiments, techniques similar to those
described herein with respect to method 200 and FIGS. 3-12
may further be used for accessing a merchant and/or
employee account configured to make and/or receive pay
ments, such as via a merchant device.
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0066. While the example displays 300-1200 are config
ured to be shown on a Smartphone (or other device having
similar dimensions), similar interfaces may be utilized with
other types of consumer devices discussed herein and modi
fied accordingly (e.g., for Screen size, input device compat
ibly, ease of use, etc.).
0067. As discussed above, a merchant device or consumer
device may refer to a mobile device or a stationary device in
various embodiments. Example mobile devices may include
a cellular telephone (including Smartphones and/or other
types of mobile telephones), laptop, wireless POS device,
tablet, wireless computing device, or the like. Example sta
tionary devices may include a desktop computer, work sta
tion, wired POS device, server, or the like.

0068. In some embodiments, any suitable computing
device may be configured to perform the functionalities
described herein with respect to both merchant devices and
consumer devices. For example, a device may be configured
to make a payment (e.g., like a consumer device) and also
receive a payment (e.g., like a merchant device), among other
things described herein.
0069. In some embodiments, the techniques described
herein may be implemented via one or more applications that
execute locally and causes a merchant/consumer device to be
configured to function as a specialized machine. Additionally
or alternatively, cloud-based, multi-tenant, thin-client, and/or
other types of networked service techniques may be used. For
example, one or more functionalities described herein as
being performed by a merchant device or consumer device
may execute on a remote device. Such as a server and/or other
networked machine. User input information may be gener
ated by and sent from the merchant/consumer device to the
remote device, while visual and/or audio information is sent
from the remote device to the merchant/consumer device.

(0070 Turning back to FIG. 2a, method 200 shown therein
may start at 202 and proceed to 204, where a consumer device
may be configured to provide a login display. For example,
FIG.3 shows login display 300 that may be displayed by the
consumer device. Login display 300, like some or all of the
other displays discussed herein, may be accessed by virtually
any method. Such as an application executing locally. Alter
natively and/or additionally, login display 300 may be
accessed from one or more servers (e.g., central server 2704
shown in FIG. 27) via a web browser, such as by entering an
address (e.g., a uniform resource locator (“URL) address)
into the web browser's location bar. Login display 300 may be
configured to allow a consumer to create a consumer payment
account and/or sign in to an existing consumer payment
account. As such, login display 300 may include create
account selection 302 and sign in selection 304.
0071. At 206, the central system may be configured to
determine whether the consumer has provided login data for
the consumer payment account. For example, the consumer
may select sign-in selection 304 in login display 300 to indi
cate a desire to sign-in to a preexisting consumer payment
account. In response, the consumer device may be configured
to accept login data (e.g., a username, password, biometric
identifier, etc.) for the consumer payment account. For
example, login input display 400, as shown in FIG.4, may be
configured to accept the login data. The consumer may enter
a username to username field 402, a password to password
field 404, and Submit information (e.g., to the central system)
by selecting login selection 406. Alternatively and/or addi
tionally, a pin number or some other form of identification or
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authentication may be used. As such, login data as used herein
is not limited to embodiments that include a username and
password.
0072. If the consumer provides login data at 206, method
200 may proceed to 208. At 208, the central system may be
configured to determine whether the login data is valid. For
example, the login data received from the consumer device
may be compared with login data stored in one or more
databases (e.g., central database 2702 shown in FIG. 27).
0073. In some embodiments, the central system may be
configured to determine whether the consumer has provided
third party login data for a third party account. For example,
the consumer may select third party login selection 408 in
login input display 400, which may allow the consumer to
enter the third party login data (e.g., a username and password
for the third party account).
0074 The third party account may be any type of account
that is provided by one or more third party servers (e.g., third
party system 2712 shown in FIG. 27). As will be discussed in
greater detail with respect to FIG. 2b, the consumer may
associate one or more third party accounts with the consumer
payment account, allowing the consumer to access the con
Sumer payment account via the third party account (e.g., by
logging in and/or otherwise authenticating with third party
login data). Example third party accounts may include an
email account, a Social networking account, an account pro
vided by a merchant, a banking account, etc.
0075. If the employee provides the third party login data, a
determination may be made as to whether the third party login
data is valid at 208. For example, the central system may be
configured to send the third party login data to an appropriate
third party server/system (e.g., with a login request). The
central system may be further configured to receive an indi
cation regarding whether the login data is valid or invalid in
response. As such, Some embodiments may allow the con
Sumer to access the consumer payment account via one or
more different third party accounts and via providing third
party login data.
0076. If the login data is determined to be valid at 208,
method 200 may proceed to 210, where the central system
may be configured to provide access to the consumer payment
account. As will be discussed in greater detail, the consumer
device may be configured to, among other things, make pay
ments via the consumer payment account, associate one or
more payment destinations and/or sources with the consumer
payment account, and/or view confirmations (e.g., receipts or
Summaries) of payments after receiving access to the con
Sumer payment account.

0077. If the login data is determined to be invalid at 208,
method 200 may return to 206 where a determination may be
made as to whether the consumer wants to make another

attempt at providing login data for the consumer payment
account. In some embodiments, the consumer payment
account (e.g., as identified by username field 202) may be
locked out after a certain number of unsuccessful login
attempts.

0078 Returning to 206, if the consumer does not provide
login data, method 200 may proceed to 212. At 212, the
central system may be configured to allow the consumer to
create a new consumer payment account. As discussed above,
the consumer may select create account selection 302 at login
display 300. Responsive to the selection, the central system
may be configured to provide interfaces (e.g., displays 500
1200 shown in FIGS. 5-12) to the consumer device for creat

ing the consumer payment account, which will be described
in further detail with respect to example method 220 shown in
FIG. 2b. After creating the consumer payment account, the
consumer device may be allowed to access the consumer
payment account using method 200. Method 200 may end at
214.

(0079 FIG. 2b shows a flow chart of an example of a
method 220 for creating a consumer payment account, per
formed in accordance with some embodiments. Method 220

may begin at 222 and proceed to 224, where the central
system may be configured to receive login data for the con
Sumer payment account from the consumer device. FIG. 5
shows an example create account display 500 that may be
presented by the consumer device. Such as on a display
screen. Create account display 500 may include name field
502, email address fields 504, and password field 506. In
Some embodiments, an email address entered into email

address fields 504 may be used as the username for the con
Sumer payment account (e.g., at username field 402, as shown
in FIG. 4). Alternatively and/or additionally, the consumer
may enter a username that is different from the email address.
The consumer device may be configured to send the login
data to the central system responsive to the consumer select
ing continue selection 508.
0080. In some embodiments, a different consumer device
may be used to create the consumer payment account in
method 220 than to access the consumer payment account in
method 200. For example, the consumer device used to create
the consumer payment account may be stationary device
(e.g., a home desktop) of the consumer while the consumer
device used to access the consumer payment account may be
a mobile device. In another example, different mobile devices
of the consumer may be used. For example, the consumer
may own multiple consumer devices that may be used to
create, access, and/or make payments with the consumer
payment account.

I0081. At 226, the central system may be configured to
associate the login data received from the consumer device
with a consumer payment account. For example, associations
between the login data may be stored in the one or more
databases (e.g., central database 2706 shown in FIG. 27). As
Such, the consumer may provide the login data to receive
access to the consumer payment account and/or associated
data from any consumer device having access to the central
system in Some embodiments. In some embodiments, a con
Sumer may use a single consumer device. For example, the
consumer device may have a consumer device identifier that
is also associated with the consumer identifying data and/or
wallet identifying data at the central system Such that devices
that do not have the consumer device identifier are inoperable.
Additionally and/or alternatively, multiple consumer devices
with different consumer device identifiers may be associated
with the consumer identifying data and/or wallet identifying
Such that the multiple consumer devices, but no other devices,
may be used.
I0082. At 228, image data representing a picture of the
consumer may be associated with the consumer payment
account. For example, the consumer device may be config
ured to display add photo display 600 responsive to the con
Sumer selecting continue selection 508 in create account dis
play 500. In some embodiments, the consumer device may
include and/or otherwise be configured to control an image
capturing device. The image capturing device may be any
device configured to be able to capture the image data, such as
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a camera, a webcam, video recorder, etc. As such, the con

Sumer device may be configured to allow the consumer to
capture the image data by selecting take picture selection 602.
Additionally and/or alternatively, the consumer may be
allowed to choose existing image data (e.g., an image taken at
an earlier time and stored) for association with the consumer
payment account, such as by selecting upload image selection
604.

I0083 FIG.7 shows an example confirm photo display 700
that may allow the consumer to review captured and/or exist
ing image data, in accordance with some embodiments. For
example, the image data may be shown at consumer image
display 702. If the image data is unsatisfactory, the consumer
may select retake selection 704, which may cause the con
Sumer device to redisplay add photo display 600 in response.
If the image data is satisfactory, the consumer may select use
photo selection 706. The consumer device may be configured
to send the image data to the central system responsive to the
selection.

0084. Returning to FIG.2b, at 230, the central system may
be configured to associate one or more payment Sources with
the consumer payment account. A payment consumer, as used
herein, refers to an account that is configured to make pay
ments. However, in Some embodiments, the payment Source
may also be configured to receive payments.
0085. In some embodiments, the payment source may be a
financial account, Such as a credit card account, checking
account, debit account, direct deposit account, third party
payment account, savings account, bank account, internet
payment account, or the like. In that sense, “payment source.”
as used herein, may refer to any type of account capable of
being associated with a currency balance (e.g., dollars, cred
its, etc.), receiving a payment that increases the balance,
and/or providing a payment that decreases the balance.
I0086 FIG. 8 shows an example add payment destination
display 800 that may allow the consumer device to send
account Source data to the central system, in accordance with
Some embodiments. The consumer may enter a name and
address at 802 and 804, respectively. The consumer may
further select enterpayment source selection 806, which may
allow the consumerto entera credit card accountas a payment
Source. A credit card account is only an illustrative example,
and the techniques disclosed herein may be applicable to
other types of payment sources.
0087. Upon selecting enterpayment source selection 806,
the consumer device may be configured to allow the con
Sumer to scan a credit card. For example, the employee may
hold a credit card to an image capturing device that may be
configured to capture the credit card as image data, as shown
in credit card capture display 900 in FIG. 9. The image data
may be processed (e.g., using optical character recognition
(“OCR)) to extract account source data such as credit card
number, expiration date and/or credit verification value (or
“CVV), among other things (e.g., name, address, etc.). One
example of software that may provide credit card capturing
and account Source data extraction with a mobile device cam

era is card.io. As discussed above, other payment sources may
be used Such as accounts associated with debit cards, check

ing accounts, online accounts, or payment cards in some
embodiments. Furthermore, other techniques for automati
cally reading payment source data from tangible forms of
payment may be used instead of, or in addition to, OCR. For
example, a barcode reader device that reads magnetic data

when the consumer Swipes an instrument through the mag
netic stripe reader device may be used.
I0088 Additionally and/or alternatively, the consumer may
select enter manually selection 902, which may cause the
consumer device to display manual entry display 1000, as
shown in FIG. 10. The consumer may enter account source
data Such as a routing number at 1002, an account number at
1004 and a bank name at 1006. In some embodiments,

extracted account Source data from the image data may be
used to automatically populate these fields, allowing the con
Sumer to correct any mistakes (e.g., an OCR error). The
consumer may return to credit card capture display 900 via
camera selection 1008. The consumer may also submit the
entered account Source data by selecting Submit selection
1010.

I0089 FIG. 11 shows an example confirm payment source
display 1100, in accordance with some embodiments. Con
firm payment source display 1100 may be shown, for
example, after the central system has validated the account
Source and/or account Source data. The consumer may add a
payment source (and/or destination) and/or replace the pay
ment source with a different payment source. Such as by
selecting change card selection 1110. The consumer may also
indicate that the name at 1102, address at 1104, and/or entered

account information at 1106 is correct by selecting continue
Selection 1108.

0090 Returning to FIG.2b, at 232, the central system may
be configured to make a determination as to whether to asso
ciate one or more third party accounts to the consumer pay
ment account. In some embodiments, connecting a third party
account may allow a consumer to login to the consumer
payment account via the third party account, as discussed
above at 206 of method 200. Additionally and/or alterna
tively, third party account data (e.g., user profile, Social net
work data, etc.) may be used to generate, at least in part, a
consumer profile that may be presented to merchant devices.
For example, the consumer may use third party account con
nection display 300 to associate a third party account (e.g., a
Social network account) by selecting connect account selec
tion 1202 in registration completion screen 1200.
0091 At 234, the consumer device may be configured to
prompt the consumer for third party login data, which may be
sent to the central system. The central system may be config
ured determine whether the third party login data is valid at
236, which may include communicating with a third party
system/server.
0092. If the third party login data is valid, method 220 may
proceed to 238, where the third party account may be associ
ated with the consumer payment account. If the third party
login data is invalid, method 220 may return to 232, to deter
mine whether the consumer is still interested in connecting a
third party account. If the consumer is not interested in asso
ciating a third party account with the consumer payment
account, method 220 may end at 240. After consumer pay
ment account creation, the central system may be configured
to provide access to the consumer payment account, associ
ated data, and/or functionality. For example, the consumer
may select go to application selection 1204 in registration
completion screen 1200, as shown in FIG. 12.
0093. As discussed above, the consumer may be associ
ated with a consumer profile that includes consumer informa
tion. In some embodiments, some or all of the consumer

information may be viewable by merchants, such as an
employee in the course of providing consumer assistance.

Sep. 24, 2015

US 2015/0269.557 A1

Therefore, the consumer device and/or central system may be
configured to allow the consumer to keep a separation
between third party account information (e.g., personal Social
network information) and the consumer profile. For example,
only limited types of data, Such as consumer name, may be
used in generating the consumer profile. Furthermore, the
consumer may choose not to connect any third party account.
In some embodiments, the consumer may select consumer
profile selection 1206 in registration completion screen 1200
to create and/or edit the consumer profile (e.g., regardless of
whether there is a connected third party account).
Dine-in Location Functionality
0094 FIG.13a shows a flow chart of an example data flow
represented by method 1300, which can result in associating
a consumer with a dine-in location, performed in accordance
with some embodiments. Method 1300 may be performed by
a consumer device (e.g., consumer device 2712 shown in FIG.
27), a merchant device (e.g., merchant device 2710) and one
or more networked machines (e.g., central server 2706). In
some embodiments, method 1300 may be performed after a
consumer has logged in and/or otherwise authenticated with
the central system to access a consumer payment account
configured to make payments, as discussed above in connec
tion with method 200.

0095. At 1302, the central system may be configured to
send wallet identifying data (with corresponding private
keys) to the consumer device. As such, the consumer device
may be configured to store the wallet identifying data. “Wallet
identifying tokens' or “wallet identifying data, as used
herein, may refer to any type of data that may be used to
secure data transfers between the consumer device and the
merchant device and enable the consumer device to cause the
merchant device to receive secure information about the con

Sumer (and/or the consumer's payment account) from the
central system. For example, wallet identifying data may
include, or may be based at least partially on, a random or
pseudorandom code, number, etc., generated by the central
system. In various embodiments, the central system may be
configured to associate the wallet identifying data with con
Sumer identifying data that identifies a consumer, a consumer
device and/or a consumer payment account. This association
may be stored to a memory or database that is accessible by
the central system.
0096. In some embodiments, the wallet identifying data
may be associated with a private key. For example, the wallet
identifying data may be configured to be usable as a public
key that may be passed to other devices (e.g., a consumer
device, a merchant device, a central system, etc.) to validate
or authenticate various types of data. The private key may be
used by the central system to correlate wallet identifying data
(e.g., a wallet identifying token) with consumer identifying
data and to validate and/or otherwise verify secured payment
approval data Such that the data may be relied upon as authen
tic and, thus, processed or otherwise used. The private key
may be kept secret by the central system and/or securely
shared with only devices (e.g., consumer devices) authorized
to use wallet identifying data and private keys as discussed in
greater detail herein. In some embodiments, a wallet identi
fying data and a corresponding private key may be generated
together and/or mathematically related Such that determining
the private key from the wallet identifying token (and vice
versa) is very difficult, if not impossible, and extremely time
consuming or prohibitively expensive.

0097. In some embodiments, some or all of the messages
sent by the consumer device to the merchant device (e.g., via
an unsecured direct wireless connection) may be secured with
wallet identifying data. Messages that are signed with the
wallet identifying data and/or a private key (e.g., the wallet
identifying data and/or private key is appended or otherwise
included with the message) may be used to identify the mes
sage sender and/or to authenticate the message sender (e.g., to
prove that the sender is identified correctly). For example, if
the central system receives a signature from a merchant
device in association with a proposed consumer device pay
ment that does not match valid (e.g., non-expired or otherwise
expected) wallet identifying data previously sent to the con
Sumer device, the payment may be denied.
0098. In various embodiments, wallet identifying data
and/or private keys may be used for a number of purposes
including identifying a consumer, sending secure data, iden
tifying a consumerpayment account, signing messages by the
consumer device that demonstrate consumer consent (e.g.,
for a payment), proving authenticity of messages, and/or
encrypting messages.
0099 Wallet identifying data (and associated private keys)
may be sent to the consumer device at virtually any time. For
example, the consumer device may be a Smartphone that is
configured to download an application from the central sys
tem (e.g., an online store of Smartphone applications), and the
downloading, installation and/or execution of the application
can cause the consumer device to receive the wallet identify
ing data. Additionally and/or alternatively, wallet identifying
data may be downloaded by the consumer device at a later
time. Such as at the consumer's request, at the creation of a
consumer payment account, via a central system push, on a
schedule basis (e.g., each day, each hour, each month, etc.),
upon entering a certain proximity to a merchant device, upon
establishing a connection with the central system, in the
course of a transaction, upon the occurrence of a specified
event or condition, combinations of the above. etc. In some

embodiments, new wallet identifying data may replace and/or
be added to existing wallet identifying that is stored in the
consumer device. This refreshing of wallet identifying data
may ensure additional Security, for example, because wallet
identifying data may be time-stamped or otherwise may be
allowed to expire or become inoperable at the central system,
merchant device, and/or consumer device. In some embodi

ments, some or all of the discussion herein regarding wallet
identifying data may also apply to merchant identifying data
and merchant devices.

0100. At 1304-1308, the consumer device and the mer
chant device may be configured to form a connection. In some
embodiments, the connection may be formed without the
consumer device and/or the merchant device having active
Internet access at the time of the connection (e.g., an active
connection to the central server). For example, the connection
may be a wireless connection over a PAN (e.g., via PAN
network 2416 shown in FIG. 24). Some suitable PAN proto
cols may include Bluetooth, Infrared Data Association
(ir DA), wireless USB, ZigBee, WiFi, and Z-Wave. In some
embodiments, other types of connections between the con
Sumer device and merchant device, such as direct wire, Inter

net, near field communications and/or radio frequency iden
tification technologies, may be used. A “PAN connection, as
used herein, may refer to any direct connection between the
consumer device and the merchant device (e.g., via network
2716 rather than network 2708, as shown in FIG. 27). Simi
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larly, a “PAN, as used herein, may refer to any suitable

with the payment account at 210 of method 200), the image

network for the direct connection.

data itself, and/or other suitable consumer identification

0101 Depending on the protocol used, at 1304, the con
Sumer device may begin announcing a consumer service to
other devices, such as the merchant device. For example, a
process and/or application may configure the consumer
device to broadcast (e.g., via Bluetooth) one or more suitable
messages. FIG. 19 shows an example consumer service menu
display 1900 that may be displayed on the consumer device.
The consumer may use settings selection 1902 to enable or
disable the announcing of the consumer service.
0102. In some embodiments, the consumer service may
include one or more background processes that may run while
the consumer device is locked, in a low-power mode, and/or
executing other applications in the foreground. In some
embodiments, the one or more broadcasted messages may
include wallet identifying information and/or be encrypted
using wallet identifying information.
0103) At 1306, the merchant device may begin discover
ing the consumer service. For example, a process and/or
application may execute on the merchant device that config

information may be sent with the wallet identifying data (e.g.,
as one or messages that are encrypted, signed, or simply
unsecured). In some embodiments, the wallet identifying data
sent to the merchant device at 1310 may be one of multiple
wallet identifying data that the consumer device received
from the payment server at 1302.
0108. As discussed above, the wallet identifying data may
provide a reference to consumer data (e.g., consumer identi
fying data and/or consumer-related data) available from the
central system. As such, the wallet identifying data may be
sent to the merchant device in place of actual consumer data
that may be readily stolen by an unauthorized device via the
PAN connection. Furthermore, the central system may be
configured store the wallet identifying data in association
with consumer identifying data, consumer payment account

ures the merchant device to discover other devices, such as the

consumer device, that are currently announcing the consumer
service. In some embodiments, discovery of the consumer
service by the merchant device may be initiated after an
employee has logged in, authenticated, or otherwise enabled
Such functionality on the merchant device.
0104. In some embodiments, the consumer device may be
configured to discover the consumer service while the mer
chant device may be configured to announce the consumer
service. Additionally and/or alternatively, both devices may
be configured to be capable of announcing and discovering
the consumer service. For example, both devices may dis
covercompatible devices and/or be discovered by compatible
devices.

0105. At 1308, a connection between the merchant device
and the consumer device may be created. For example, the
consumer device and merchant device may come within a
certain discovery range, such as when a consumer carrying
the consumer device enters the merchant's shop. In some
embodiments, the discovery range may be set by the mer
chant device and/or the consumer device and/or by the range
at which the devices can be located from each other and still

be able to communicate (e.g., Bluetooth capable devices may
have a communicable range between 10 and 100 meters,
depending on the type of device(s) being utilized).
0106. In some embodiments, some or all of the messages

data, a consumer device identifier, and/or other consumer

related data prior to sending the wallet identifying data to the
consumer device at 1302.

0109 At 1312, the merchant device may be configured to
send merchant data to the consumer device. For example, the
merchant data may include merchant identifying data, or
other data, that indicates the merchant’s identity to the con
Sumer device. The merchant data may further include infor
mation about the merchant, Such as menu items, items for sale

(e.g., products, services, etc.), promotional deals, promo
tional vouchers of the merchant available for purchase, pur
chased promotional vouchers redeemable at the merchant,
sales, etc. FIG. 20 shows an example merchant main display

2000, inaccordance with some embodiments. Merchant main

display 2000 may be shown on the consumer device at 1312
and may include the merchant data, Such as merchant name at
2002, deals at 2004, and menu items at 2006. In some

embodiments, some or all of the merchant data may be stored
in central database 2702 and provided to consumer device
2712 via merchant device 2710, as shown in FIG. 27.

0110. Additionally and/or alternatively, the consumer
device may access merchant main display 2000 and/or its data
via the central system (e.g., at the merchant shop or other
wise). For example, some or all of the merchant data may be
provided to consumer device 2712 via network 2708, as
shown in FIG. 27. In some embodiments, a consumer may
search and/or browse a list for merchants (e.g., using search
field 1904 of consumer service menu display 1900). Upon
selecting a particular merchant, a merchant main display
2000 for the merchant may be shown on the consumer device.

used to form the connection between the consumer device and

In some embodiments, the merchant data sent from the mer

the merchant device at 1304-1308 may be encrypted and/or
signed. For example, messages sent from the consumer
device may be encrypted and/or signed with wallet identify
ing data. Additionally and/or alternatively, messages sent
from the merchant device may be encrypted and/or signed
with merchant identifying data and/or received wallet identi
fying data. In some embodiments, messages used to form the
connection may not include any confidential information.
Such messages, for example, may be left unsecured.
0107 At 1310, the consumer device may be configured to
send the wallet identifying data to the merchant device. For
example, the wallet identifying data may be used as a secure
reference for requests by the merchant device to the central
system for additional consumer data. In some embodiments,
the consumer's name, URL for accessing the image data
representing a picture of the consumer (e.g., as associated

chant device at 1312 may include merchant identifying data
but no additional merchant information. As such, the con

Sumer device may be configured to request the additional
information from the central system based on the merchant
identifying data.
0111. At 1314, the merchant device may be configured to
establish a secure connection with the central system (e.g., via
network 2708 shown in FIG. 27). For example, an employee
may provide login data to the central system that may be used
to identify and authenticate the employee and/or merchant.
As discussed above, the secure connection between the mer

chant device and the central system may be established at any
Suitable time, such as before the merchant device has con
nected with the consumer device at 1308, or before the con

Sumer device enters within communicable proximity to the
merchant device. In some embodiments, the merchant device
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may connect to the central system via a local area network
(LAN) (e.g., via one or more wireless routers for mobile
devices or Ethernet if the merchant device is wired) that is
connected to the Internet. Additionally and/or alternatively,
the merchant device may connect to the central system with
out using a local access point, such as via a mobile broadband
connection.

0112 At 1316, the merchant device may be configured to
send the wallet identifying data received from the consumer
device at 1310 to the central system. For example, the wallet
identifying data may be sent via the secure connection estab
lished at 1314. As discussed above, the wallet identifying data
may be used by the central system to identify the consumer,
consumer device, and/or the consumer payment account
associated with the consumer.

0113. At 1318, the central system may be configured to
validate the consumer, such as by using the wallet identifying
data. For example, the central system may determine whether
the wallet identifying data sent to the consumer device at
1302 matches or otherwise corresponds with the wallet iden
tifying data received from the merchant device at 1316. In
Some embodiments, the central system may be configured to
ensure that the wallet identifying data received from the mer
chant device at 1316 originated from a consumer device (e.g.,
at 1310) that is authorized to use the consumer payment
account. As discussed above, authorized consumer devices

may include consumer device identifiers that are associated
with the wallet identifying at the central system. As such, the
consumer device may also be configured to send a consumer
device identifier to the merchant device and the merchant

device may be configured to send the consumer device iden
tifier to the central system.
0114. In some embodiments, the central system may be
configured to extract some or all of the consumer data (e.g.,
the consumer's identity) from the wallet identifying data
(e.g., by using one or more tokens or keys that correspond
with the wallet identifying data). Such as when the consumer
device used the wallet identifying data to encode consumer
data or otherwise attached with consumer data with the wallet

identifying data.
0115. At 1320, the central system may be configured to
send consumer identifying data associated with the wallet
identifying data to the merchant device. In some embodi
ments, the consumer identifying data may include image
data, consumer name, a consumer identifier, or the like that

may be kept secure by the central system (e.g., rather than
being stored in the consumer device and sent over the PAN
connection to merchant devices). As discussed above, the
association between the wallet identifying data and the con
Sumer identifying data (as well as consumer-related data or
other data of the consumer) may be stored in one or more
databases (e.g., central database 2702 shown in FIG. 27). As
Such, the central server may be configured to request the
consumer identifying data from the central database based on
the wallet identifying data received from the merchant device.
0116. In some embodiments, the merchant device may be
configured to receive other types of consumer data from the
central system at 1320. The consumer data may include, for
example, consumer profile data, consumer payment account
data, dine-in preference data, third party account data, menu
item purchase history data, Social network data, consumer
preference data, promotional vouchers of the merchant avail
able for purchase, promotional vouchers redeemable at the
merchant, etc. As will be discussed in further detail below,

some or all of the consumer data may be further used to
enhance the consumer's dine-in experience.
0117. In some embodiments, the merchant device may be
further configured to send some of the consumer information
received from the central system to the consumer device.
Additional details regarding deal Vouchers and rewards that
may be sent to the consumer device in Some embodiments are
discussed in U.S. Provisional Patent Application No. 61/715,
230, entitled “Consumer Presence Based Deal Offers, incor

porated by reference in its entirety above.
0118. At 1322-1328, the consumer (e.g., via consumer
identifying data and/or wallet identifying data) may be asso
ciated with a dine-in location. A dine-in location, as used

herein, refers to a unit of location that may be assigned to a
consumer, group, and/or restaurant tab. For example, a dine
in location may be a table at a restaurant that includes a
plurality of tables, each table being a different dine-in loca
tion. Here, each table may be uniquely identified with a table
identifier that may be associated with consumer, group, and/
or restaurant tab identifier. Other types of dine-in locations
may include, for example, individual seats, bar stools, or the
like.

0119. At 1322, the consumer device may be configured to
send dine-in location preference data. The dine-in location
preference data may be used to place the consumer in a
seating waitlist in accordance with consumer preference. The
seating wait list, as used herein, refers to a list of consumers
(or groups) that are waiting for an available dine-in location.
For example, restaurants that are particularly busy may not
have sufficient seating to meet full demand at all times. As
Such, the merchant device may be configured to place con
Sumers on the seating wait list. For example, the merchant
device may be configured to manage seating wait list data that
includes queue of consumers (e.g., as identified by consumer
identifying data and/or wallet identifying data). In some
embodiments, the merchant device and/or central system may
be configured to send a request for the dine-in location pref
erence data to the consumer device.

0.120. The dine-in location preference data, for example,
may include any information that may be used in placing the
consumer and/or associated party into a suitable and/or pre
ferred position within the seating wait list. As such, the con
Sumer device may be configured to send, as dine-in location
preference data, the number of people in the consumer's
party, the number of adults, number of children, preferred
seating type (e.g., table, barstool, window seat, booth, loca
tion within restaurant, television-viewing, balcony, porch,
indoor, outdoor, Smoking, non-smoking, etc.), among other
things. In some embodiments, dine-in locations may each be
associated (e.g., via table identifiers if the dine-in locations
are tables) with properties such that the dine-in locations may
be matched based on the dine-in location preference data. For
example, a dine-location may have a capacity property which
indicates the maximum number of consumers that may be
seated at the dine-in location. As such, dine-in location pref
erence data that indicates a group of four can be matched with
dine-in locations that have a capacity of at least four consum
CS.

I0121. In some embodiments, the merchant device may be
configured to receive some or all of the dine-in location pref
erence data from the central system. The central system may
be configured to store dine-in location preference data pref
erence data received from prior interactions with a consumer
device and/or merchant device. For example, dine-in location
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preference data may be associated with the wallet identifying
data and/or consumer identifying data at the central system.
0122. At 1324, the merchant device may be configured to
update the seating wait list data. For example, when a dine-in
location becomes available, the seating wait list data may be
updated accordingly. A Suitable consumer (e.g., based on the
dine-in location preference data) may be moved up in the
queue. Furthermore, consumers may indicate a change in
their dine-in location preference data (e.g., change in party
size, preferred location, cancelation, etc.), which may be used
to update the seating wait list. In some embodiments, the
merchant device may be configured to leverage a plurality of
queues. For example, seating for two may have a different
queue than seating for six, or the like.
0123. At 1326, the merchant device may be configured to
determine a dine-in location for the consumer. For example,
when the consumer reaches the top of the queue for a suitable
dine-in location, the consumer may be assigned to the dine-in
location. As such, the seating wait list data may be updated
accordingly to reflect that the consumer is no longer waiting
to be seated.

0.124. At 1328, the merchant device may be configured to
send an indication of available seating to the consumer
device. For example, the merchant may provide for a lobby or
other waiting area within which the consumer may wait for
seating. When seating becomes available, the indication as
such may be sent to the consumer device. Method 1300 may

location data, for example, may be determined based on com
munications between the consumer device and a plurality of
merchant devices strategically placed within the restaurant to
provide Sufficient geographic coverage. As such, techniques
Such as triangulation, received signal strength indication
(RSSI) data, and/or the like may be used to determine the
location data. The communications from the consumer device

to the plurality of merchant devices may be via the PAN
connection (e.g., Bluetooth).
I0129. In some embodiments, a dine-in location may
include a location device located at and/or near the dine-in

location and configured to communicate with the consumer
device to determine the location data. Techniques such as
radio frequency identification (RFID), near field communi
cation (NFC), Quick Response (QR) code, RSSI, wireless
local area network (WLAN), ZigBee, or the like may be used.
A location device (e.g., a merchant device or other Suitable
type of device of the merchant) may be located each, or a
plurality of dine-in locations. For example, the consumer
device may be configured to generate and display a QR code
that may be scanned with a location device at a dine-in loca
tion. Additionally and/or alternatively, the location device
may be configured to automatically detect the consumer
device when the consumer device comes within a certain

proximity to the location device at a dine-in location, such as
via NFC, RSSI, or RFID.

0.130. At 1338, the merchant device may be configured to

then end.

determine the dine-in location based on the location data. For

0.125. In some embodiments, the consumer device may be
configured to allow the consumer to order one or more menu
items while the consumer is waiting in the seating wait list.
For example, the consumer device may be configured to

example, the merchant device may be configured to match the
dine-in location that is nearest to the location indicated by the
location data. Furthermore, the merchant device may utilize
existing dine-in location information, Such as by removing

access the menu via the connection with the merchant device

dine-in locations associated with other consumers from a

and/or via the Internet (e.g., with the central system). Further
more, one or more promotional offers (e.g., on sale menu
items, limited time items, reward tracking items, etc.) may be
presented to the consumer device. Techniques for providing
online ordering of menu items are discussed further in U.S.
patent application Ser. No. 13/657,728, entitled “Facilitating
Online Transactions, incorporated by reference in its entirety

pool of possible dine-in locations.
I0131. In some embodiments, the consumer device may be
configured to determine the location data (e.g., based on

above.

0126 FIG. 13b shows a flow chart of an example method
1330 for determining a dine-in location, performed in accor
dance with some embodiments. The merchant device may be
configured to determine the dine-in location based on the
location of the consumer device. For example, some restau
rants may leverage consumerself-seating (e.g., method 1300
at 1322-1328 is not performed) and/or allow a consumer to
relocate to a different dine-in location (e.g., method 1330 may
be performed after method 1300).
0127. Method 1330 may begin at 1332 and proceed to
1334, where the merchant device may be configured to
receive one or more wireless communications from the con

Sumer device. In some embodiments, any of the communica
tions discussed herein between the merchant device and con

Sumer device, such as via the PAN connection or any other
Suitable connection, may be used. In some embodiments,
multiple merchant devices and/or other devices may be used.
For example, the multiple merchant devices may be strategi
cally placed to act as nodes that provide Sufficient coverage
within the restaurant.

0128. At 1336, the merchant device may be configured to
determine location data based on the one or more wireless
communications received from the consumer device. The

communications received from one or more merchant

devices) and send the location data to the merchant device.
Here, the merchant device may be configured to determine
the dine-in location based on the location data received from
the consumer device.

I0132 FIG. 14 shows a flow chart of an example method
1400 for facilitating consumer and merchant dine-in interac
tions, performed in accordance with Some embodiments. As
such, method 1400 may be performed after method 1300
and/or 1330, such as after the consumer has been associated
with a dine-in location.

(0.133 Method 1400 may start at 1402 and proceed to 1404,
where the merchant device may be configured to provide a
floor plan, with at least Some consumer identifying data asso
ciated with the dine-in location within the floor plan, to a
display device. FIG. 16 shows an example floor plan display
1600 that may be displayed on the display of the merchant
device. In some embodiments, floorplan display 1600 may be
part of a graphical user interface that may also be configured
to provide, among other things discussed herein, POS func
tionality.
I0134) Floorplan display 1600 includes a plurality of dine
in locations shown in a graphical layout as tables, where each
table is identified with a table identifier. For example, table
1602 is shown with table identifier 1604 having a value of 70.
Furthermore, table 1602 is includes consumer identifying
data such as consumer name at 1606 and consumer image at
1608. The other shown dine-in locations, such as table 1610
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does not include consumer identifying data, which may indi
cate that the table is not associated with a consumer (e.g.,
available for seating).
0135. At 1406, the merchant device may be configured to
receive consumer information associated with the consumer

identifying data. For example, the consumer information may
be sent from the central system. Alternatively and/or addi
tionally, the consumer information may be received from the

merchant to set the types of consumer information that is
shown, as well as the timing of the types of consumer infor
mation shown, in consumer preference display 1700.
0.139. In some embodiments, relevant types of consumer
information (e.g., dine-in preference data) may be displayed
on the merchant device depending on the stage of the dine-in
experience. For example, consumer information related to
consumer table setting preferences may be displayed shortly

consumer device. The consumer information received at 1406

after a dine-in location has been associated with consumer

may include any type of data that may be Suitable, useful, or
helpful in providing service to the consumer while seated at
the dine-in location. Example consumer information may
include, but is not limited to, dine-in preference data config
ured to facilitate customized dining service, menu item pref
erence data (e.g., favorite menu items, drinks, allergies, etc.),
consumer history data (e.g., indicating prior interaction with
particular servers), purchase history, promotional vouchers
available for purchase, purchased promotional vouchers
redeemable, recommended menu items, table setting prefer

identifying data such that the merchant may prepare the table
accordingly. In another example, menu item preferences may
be displayed when the merchant is taking orders for providing
recommendations, customized orders (e.g., remove allergic
ingredients), or the like. Method 1400 may then end at 1412.

ence data, etc.

0136. At 1408, the merchant device may be configured to
receive, from the consumer device, consumer request data
indicating a request for merchant assistance at the dine-in
location of the consumer. In some embodiments, the con

Sumer request data may be transmitted wirelessly, Such as via
the PAN connection between the consumer device and the

merchant device. The consumer request data may indicate,
for example, that the merchant is requested for a variety of
reasons. The merchant may leverage the received consumer
request data to send an employee (e.g., a server) to the dine-in
location. Additionally, the consumer request data may indi
cate the nature of merchant assistance that is required. For
example, consumer request data may further indicate that the
consumer is ready to pay the restaurant tab and/or requires a
beverage refill, additional utensils, napkins, etc. As such, the
merchant may bring requested items to the dine-in location
without having to make a preliminary information gathering
visit.

0.137. At 1410, the merchant device may be configured to
provide the consumer request data and/or consumer informa
tion to the display device. As such, a merchant that is viewing
the display device may use the displayed data to assist the
consumer accordingly. In some embodiments, the consumer
request data and/or consumer information may be displayed
in a common user interface and/or graphical display as floor
plan display 1600. As shown in FIG. 16, table 1602 in floor
plan display 1600 includes consumer request indicator 1612.
which indicates that the merchant device has received con

Sumer request data from the consumer device.
0138 FIG. 17 shows an example consumer preference
display 1700 that may be shown on the merchant device, such
as upon a selection of table 1602 in floorplan display 1600. As
shown, table 1602 includes five seated consumers, each with

a different consumer entry within consumer preference dis
play 1700. For example, consumer entry 1702 may include a
display of consumer name at 1704, consumer image at 1706,
recommended/favorite items at 1708, preference information
at 1710, visit count at 1712, and/or promotional deals/rewards
at 1714. Virtually any consumer information associated with
the consumer may be shown in consumer preference display
1700. In some embodiments, the consumer device may be
configured to allow the consumer to set what consumer infor
mation is available to the merchant. Additionally and/or alter
natively, the merchant device may be configured to allow the

Secure Payment via Consumer Device
0140 FIG. 15 shows a flow chart of an example method
1500 for facilitating transactions between a consumer and a
merchant, performed in accordance with Some embodiments.
Method 1500 may be performed after method 1300 and/or
method 1400, for example, such as after consumer identify
ing data has been associated with a dine-in location.
0141 Method 1500 may begin at 1502, where the mer
chant device may be configured to associate the consumer
identifying data (and/or wallet identifying data) with a res
taurant tab identifier. As discussed above, a restaurant tab
identifier refers to data that identifies a restaurant tab. For

example, one or more menu items may be placed on the
restaurant tab when the consumer places an order. The con
Sumer may then pay the restaurant tab using the consumer
device. Such as upon completion of the meal and/or order.
0142. At 1504, the merchant device may be configured to
associate menu item data indicating one or more menu items
with the restaurant tab identifier. For example, the merchant
device may be configured to receive the menu item data via
merchant input. The menu item data may further include price
data for the one or more menu items.

0.143 FIG. 18 shows an example restaurant tab display
1800 that may be displayed on the merchant device, in accor
dance with some embodiments. Restaurant tab display 1800
may be used by a merchant to add and/or remove menu items
from the restaurant tab. Restaurant tab display 1800 may
include informational displays that in Some embodiments
may be selectable to access additional related data and/or
functionality, such as table identifier 1802, server identifier
1804, guest information 1806, and seating status information
1808. Furthermore, restaurant tab display 1800 may include
selectable menu list 1810, configured to allow the merchant to
select one or more menu items for association with the res

taurant tab. An example menu item is Chicken and Waffles,
shown at 1812 with associated price data. Selected menu
items may be indicated at ordered items display 1814.
0144. In some embodiments, the merchant device may be
configured to allow the merchant to access restaurant tab
display 1800 and/or other suitable interface for generating the
restaurant tab by selecting a dine-in location (e.g., table 1602
from floor plan display 1600) and/or a consumer (e.g., con
Sumer entry 1702 from consumer preference display 1700).
The dine-in location (e.g., table identifier), consumer identi
fying data and restaurant tab identifier may all be associated
to facilitate Such functionality, among others discussed
herein. As discussed above, the consumer device may be
further configure to order one or more menu items via the
Internet in some embodiments either at the seating location,
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prior to being seated but at the merchant, and/or prior to
arriving at the merchant (e.g., via the Internet), as discussed in
greater detail in U.S. patent application Ser. No. 13/657,728,
entitled “Facilitating Online Transactions, incorporated by
reference in its entirety above.
0145 At 1506, the merchant device may be configured to
determine a payment amount based on the menu item data.
For example, the payment amount may be determined based
on the price data for the one or more menu items associated
with the restaurant tab. In some embodiments, the payment
amount may also be displayed on the merchant device, as
shown at 1816 of restaurant tab display 1800. In some
embodiments, the payment amount may reflect the redemp
tion of a promotional voucher, coupon, or other promotional
offering. For example, the value of a redeemed promotional
Voucher may be subtracted from the payment amount. Fur
thermore, the payment amount may include a tax amount

0150. At 1510, the consumer device may be configured to
generate consumer approval data for the payment amount.
Consumer approval data, as used herein, refers to data that is
configured to provide an indication that the consumer has
approved the payment and may refer to transaction data that is
signed using a private key associated with the wallet identi
fying data (e.g., as sent to the consumer device at 1310 of
method 1300) or otherwise secured with the wallet identify
ing data and/or private key.
0151. In some examples, the consumer approval data, tak
ing the form of an electronic signature, may be generated by
using an algorithmic transformation, Such as hashed (e.g.,
using cryptographic hash functions such as SHA-1). In one
embodiment, the electronic signature created using the pri
vate key associated with the wallet identifying data may be a
hash of the private key and at least some portion of the

determined based on the total cost of the one or more menu
items associated with the restaurant tab.

approval data may be sent to the merchant device via one or
more messages that may also include the transaction data
(e.g., merchant ID, merchant payment amount, employee
payment amount, total payment amount, time of transaction,
location, tip etc.) and/or the additional indication of consent.
In examples, where a tip or other value is added, the consumer
device may include an indication of the tip, an additional
authorization or may otherwise cause an indicated tip to be
added to the transaction data or otherwise provided to the
merchant device (e.g., for approval) and ultimately to the
central system. In some embodiments, the consumer approval
data may include consumer data (e.g., consumer name, pay
ment source information, payment account identification,
etc.).
0152 Alternatively or additionally, in some embodiments,
at least one of the one or more messages may be encrypted
using the wallet identifying data. As discussed above, the
wallet identifying data may be a public key for encryption
with an associated private key for decryption that is stored in
the central system. Alternatively and/or additionally, at least
one of the one or more messages (hashed or otherwise) may
be signed using the wallet identifying data. For example, the
wallet identifying data may be appended or otherwise
included with a message to ensure the authenticity of the
message (e.g., that the message was received from the con
Sumer device). In some embodiments, both signing and
encryption may be used.
0153. In some embodiments, the one or more messages
(encrypted, signed, hashed or otherwise) may be formatted
with JavaScript Object Notation (JSON), where each piece of
data is associated with a field. For example, an encrypted,
hashed and/or signed message (e.g., in any order) may be
included within a field as specified by the JSON format.
Alternatively, unsecured messages may be formatted with
JSON and then the formatted massage may be hashed,
encrypted and/or signed (e.g., in any order).
0154 In some embodiments, generating the consumer
approval data may include generating an indication of
approval. FIG. 21 shows an example payment approval dis
play 2100 that may be shown on the consumer device that
includes the payment amount. Payment approval display
2100 may include sub-total display 2102, tip display 2104
(e.g., an employee payment amount), tax display 2106 and
payment amount display 2108. Furthermore, the consumer
may select shopping list selection 2114 to view a listing of
menu items (e.g., the one or more menu items whose price
data provides a basis for the sub-total).

0146. At 1508, the merchant device may be configured to
send the transaction data (e.g., including the payment
amount) to the consumer device. In some embodiments, the
transaction data may further include a transaction ID (a
unique number or code generated by the merchant device for
each transaction), a merchant ID (a unique number or code
associated with each merchant), and/or the menu item data.
0147 In some embodiments, the transaction data may be
sent responsive to the merchant selecting send selection 1818
in restaurant tab display 1800. Additionally and/or alterna
tively, the merchant device may be configured to send the
menu item data indicating the one or more menu items to a
ticket printer and/or kitchen/bar display, Such as upon select
ing send selection 1818 to facilitate menu item preparation. In
Some embodiments, merchant device may be configured to
send the payment amount wirelessly to the consumer device
via the PAN connection between the merchant device and the
consumer device.

0148. In some embodiments, the consumer device may be
configured to perform one or more functions of the merchant
device discussed above at 1502–1506. For example, the con
Sumer device may be configured to receive, from the mer
chant device and/or the central system, menu information
which may be used to associate menu item data with the
restaurant tab identifier. Furthermore, some embodiments

may allow the consumer device to add and/or delete one or
more menu items associated with the restaurant tab identifier.

In some embodiments, the consumer device may be config
ured to select one or more items online, Such as even before

the consumer has entered the merchant shop, as discussed in
greater detail in U.S. patent application Ser. No. 13/657,728,
entitled “Facilitating Online Transactions, incorporated by
reference in its entirety above.
0149. In some embodiments, the merchant device may be
configured to allow the merchant to select from a plurality of
payment types. For example, the merchant may ask the con
Sumer how the consumer would like to pay. The consumer
may decide, for example, to pay by cash, credit card or oth
erwise without using the consumer device. As such, the mer
chant device may be configured to accept alternative forms of
payment. If the consumer decides to pay via the consumer
device, the merchant may so indicate by selecting a pay-by
consumer device selection on the merchant device, which

may cause the merchant device to send the payment amount
to the consumer device.

transaction data. In some embodiments, the consumer
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0155 Via payment approval display 2100, the consumer
device may be configured to allow the consumer to select the
employee payment amount. For example, the consumer may
select a tip percentage using tip selection 2110. Responsive to
a tip selection, tip display 2106 and total amount display 2108
may be updated to reflect the new tip and total amounts. As
Such, payment amount, as used herein, may further include
the tip amount.
0156 If the consumer is satisfied with the payment, the
consumer may select approve payment selection 2112 to indi
cate approval of the payment. Additionally and/or alterna
tively, the consumer device may be configured allow and/or
require the user to provide an additional indication of consent.
For example, the consumer may be prompted to select a box
(e.g., a checkbox that indicates consent), provide login data,
generate a signature (e.g., via a touch sensitive device such as
a touch sensor), enter a pin number, and/or provide a biomet
ric identifier (e.g., a fingerprint, voice message, retina Scan,
behavioral identifier, etc.). If the consumer is not satisfied
with the payment amount or otherwise does not approve of
the payment, the consumer may select cancel order selection

cally approve payments below a specified amount), a per-day
cost threshold (e.g., up to S100 per day can be automatically
approved), etc.
0.161. In some embodiments, the consumer device may be
configured to allow a consumer to set automatic approvals on
or off. Additionally and/or alternatively, a consumer may
specify that only certain types of transactions require
approval. In another example, approval for an initial payment
may be required at a merchant, but not for Subsequent pay
ments. Similarly, an approved merchant may be removed or
otherwise set such that the next and/or every transaction with
the merchant require manual approval.
0162. In some embodiments, the merchant device may be
configured to set whether to allow automatic payment
approval by consumers based on one or more trigger condi
tions. For example, the merchant device may specify that all
payments require manual approval, payments from certain
consumers require manual approval, or payments above a
certain threshold amount require manual approval, etc.
0163 Returning to FIG. 15, the consumer device may be
configured to send the consumer approval data to the mer

2116.

chant device at 1512. As discussed above, the consumer

0157. In some embodiments, the consumer device may be
configured to automatically approve the payment amount
based upon satisfaction of one or more trigger conditions. As
Such, the consumer device may be configured to allow the
consumer to preapprove payments (e.g., in the form of a
predetermined tip percentage for tip payments). Such as even
prior to coming within proximity to the merchant device as

merchant is on the approved merchant list.
0159. In some embodiments, the location of the consumer
device may serve as a trigger condition for automatic pay
ment. For example, the consumer device may be configured
to allow the consumer to simply walk out of the restaurant
after completion of a meal. The location of the consumer
device may be tracked Such that the payment approval data is

approval may provide a secure indication that the consumer
has approved the payment.
0164. At 1514, the merchant device may be configured to
generate secured payment approval data. In some example
embodiments, the secured payment approval data is a com
bination or other association of the consumer approval data
and the transaction data sent at 1508. In some examples, the
consumer approval data may take the form of the secured
payment approval data and, in Such embodiments, the mer
chant device may function as a pass through device.
0.165. In some embodiments, the secured payment
approval data may include the consumer approval data and
the total amount (e.g., the payment amount sent to the con
Sumer device with the transaction data plus the tip amount
added by the consumer). For example, the consumer device
may be configured to send the consumer approval data with
the tip amount to the merchant device, where the tip amount
is separate from the consumer approval data. The merchant
device may then be configured to add the tip amount to
payment amount to generate the total amount, which may be
a component and/or a separate part of the secured payment
approval data.
0166. At 1516, the merchant device may be configured to
send the secured payment approval data to the central system.
In some embodiments, the secured payment approval data
may be sent to the central system without any substantial
processing and/or decoding by the merchant device. As such,
the central system may be configured to facilitate financial

sent to the merchant device when the consumer device leaves

transactions between the consumer device and merchant

the restaurant, becomes a certain distance from the merchant

device (e.g., process payments from the consumer payment
account to the merchant).
0167. In some embodiments, the merchant device may be
configured to store the secured payment approval data for a
period of time prior to sending the secured payment approval
data to the central system. For example, if the secure connec
tion with the central system is lost or otherwise unavailable,
the secured payment approval data may be stored until the

discussed in method 1300.

0158 For example, the identity of the merchant may serve
as a trigger condition for automatic payment in some embodi
ments. The consumer may be allowed to add one or more
merchants to an approved merchant list, such as via commu
nications with the central system. As such, upon receiving a
payment request for merchant and/or employee of the mer
chant on the approved merchant list, the consumer device
may be configured to automatically generate and send the
payment approval data to the merchant device. The merchant
list may be stored on the consumer device and/or the central
system. In some embodiments, the consumer device may be
configured use the merchant data received from the merchant
device at 1312 of method 1300 to determine whether the

device, drops out of communicable range with the merchant
device, etc.

0160. In some embodiments, reception of the payment
amount by the consumer device may serve as a trigger con
dition for automatic payment. Combinations of one or more
trigger conditions may be used. For example, the consumer
device may be configured to send the payment approval data
only to merchants on the approved merchant list upon receiv
ing the payment amount from a merchant device of the
approved merchant. Other example trigger conditions may
include merchant device location, merchant type (e.g., retail
ers, restaurants, etc.), the payment amount (e.g., automati

secure connection is reestablished.

0.168. At 1518, the central system may be configured to
validate the secured payment approval data and when the
secured payment approval data is validated, process the pay
ment. As discussed above, in Some embodiments, the secured
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payment approval data may include the consumer approval
data (e.g., as generated by the consumer device using the
transaction data and the private key) and the transaction data.
AS Such, the central system may be configured to generate or
otherwise recreate the consumer approval data using the
transaction data and the private key stored at the central
system. If the recreated consumer approval data matches
what was sent with the secured payment approval data from
the merchant device, the secured payment approval data may
be validated. As discussed above, the private key may be
configured to validate the secured payment approval data
such that the data may be relied upon and thereby processed

as indicated by the transaction data. A total cost for each
consumer device may be determined by the consumer
devices. Next, payments using the multiple consumer devices
may be processed based on the techniques described herein.
Additional examples of payment splitting among consumer
devices, applicable to Some embodiments, are discussed in
U.S. Provisional Patent Application No. 61/706,664, entitled
“Online Ordering for In-Shop Service, incorporated by ref

or otherwise used.

tion to the consumer that the financial transaction was suc

0169. Where encryption was used to secure the payment
approval data with the wallet identifying data, the central
system may be configured to decrypt the payment approval
data with the corresponding private key.
0170 In some embodiments, processing the payment may
further include communicating with one or more payment
processing servers, third party servers, credit card servers,
bank account servers, and/or any other type of financial trans
action server that may be suitable to complete the financial
transaction. For example, the central system may send trans
action data to one or more third party servers and receive an

cessfully. As such, receipt display 2200 may include transac
tion data at 2202 and payment confirmation display 2204.
confirming payment via the consumer device.
(0176 FIG. 23 shows a receipt notification display 2300
that may be additionally and/or alternatively shown on the
consumer device. For example, receipt notification display
2300 may be popup notification that may be presented on the

indication as to whether the financial transaction was success
ful.

0171 At 1520, the central system may be configured to
send a payment confirmation to the merchant device. For
example, the payment confirmation may indicate whether the
payment was successfully processed. An indication may be
shown on the merchant device to alert the merchant. For

example, if the payment was not successful, the merchant
may request that the consumer provide an alternate form of
payment and/or to resubmit the payment via the consumer
device.

0172 At 1522, the central system may be configured to
send a receipt for the payment to the merchant device, which
may then be sent to the consumer device at 1524 via the PAN
connection. As such, the consumer device does not need an

active connection to the central system to receive the receipt.
The receipt may alternatively, and/or additionally, be sent
directly to the consumer device. Such as when a direct con
nection to the consumer device is available.

0173. In some embodiments, two or more consumers (e.g.,
via consumer identifying data) may be associated with the
same unit of location (e.g., dine-in location) and/or restaurant
tab. For example, the consumers may be members of the same
party and seated accordingly at a common table. Method
1500 may be modified to allow consumers to settle (e.g., split)
the restaurant tab (e.g., accordingly to consumer specifica
tions).
0.174 For example, the merchant device may be config
ured to send transaction data (e.g., including the payment
amount) to two or more consumer devices associated with the
same table identifier and/or restaurant tab identifier at 1508.

Alternatively and/or additionally, a consumer device may be
configured to share the transaction data received from the
merchant device with other consumer devices (e.g., either
using direct connections or via the merchant device over the
PAN network). The two or more consumer device may be
each configured to pay a portion of the total payment amount.
In some embodiments, the transaction data may further
include menu item data. Here, each consumer device may be
allowed to select one or more menu items in the restaurant tab

erence above.

0.175 FIG. 22 shows an example receipt display 2200, in
accordance with some embodiments. Receipt display 2200
may be shown on the consumer device to provide an indica

consumer device, even when the consumer device is locked or

executing the consumer service in the background. Receipt
notification display 2300 may include notification selection
2302 that includes transaction price indicator 2304 and mer
chant indicator 2306. In some embodiments, displays provid
ing more detailed receipt information may be shown on the
consumer device responsive to the consumer selecting noti
fication selection 2302.

0177 FIG. 24 shows an example receipt listing display
2400, in accordance with some embodiments. Receipt listing
display 2400 may be configured to provide a listing of
receipts associated with the consumer payment account.
Receipt listing display 2400 may be accessed, for example, by
selecting receipts selection 1906 in consumer service menu
display 1900. As shown, a listed receipt (e.g., listed receipt
2402) may include a display of merchant image 2404 (e.g., a
trademark, symbol, slogan, icon, graphic, photograph, etc.).
merchant name 2406, transaction date 2408 and/or amount

paid 2410. The receipts may be listed based on virtually any
ordering criteria, such as the transaction date or merchant
name, in some example embodiments.
0178. In some embodiments, receipts may be searchable.
For example, a consumer may enter search criteria (e.g.,
merchant name or transaction date as shown in FIG. 2400) in
receipt search 2412. Responsive to entering the search, the
consumer device may show a listing of receipts that fit, or
come closest to fitting, the search criteria.
0179. In some embodiments, the listed receipts in receipt
listing display 2400 may be selectable. Upon selecting a listed
receipt, additional information about the receipt may be
shown on the consumer device. For example, upon selecting
listed receipt 2402, the consumer device may be configured to
show receipt display 2500. The discussion above regarding
receipt display 2200 may be applicable to receipt display
2500. In some embodiments, receipt display 2500 may alter
natively and/or additionally include payment source identi
fier 2502. As shown in FIG. 25, payment source identifier
2502 indicates that the payment was made with a credit card
account having a credit card number ending with 2345 and a
12/15 expiration date.
0180. In some embodiments, the consumer device may be
configured to allow the consumer to view items associated
with the receipt. For example, the consumer may select
receipt item selection 2504 in receipt display 2500. FIG. 26
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shows an example view receipt items display 2600 that
includes receipt items listing 2602. As shown, receipt items
listing 2602 may include a list of items and associated price

0185 System 2700 may further include one or more con
Sumer devices (e.g., consumer device 2712). Consumer
device 2712 may connect with merchant device 2710 via

data.

network 2708 and/or PAN network 2716. As such, consumer

0181 Returning to FIG. 15, at 1526, the merchant device
may be configured to send consumer information to the cen
tral system. For example, the consumer information may
include menu item data indicating the one or more menu

device 2712 may be configured to make communicate with

items that were associated with the restaurant tab at 1504. In

Some embodiments, the consumer information may include
dine-in location preference data (e.g., as received from the
consumer device at 1322 of method 1300) and/or the dine-in
location as determined based on location data (e.g., at 1336 of
method 1330). The consumer information, dine-in location
preference data, and or any other Suitable type of information
may be sent to the central system to facilitate consumer Ser
vice. Such as upon a Subsequent visit to the restaurant by the
consumer. For example, the central system may be configured
to store, process and/or send the consumer information back
to a merchant device (e.g., at 1320 of method 1300). Method
1500 may then end.
Exemplary System Architecture
0182 FIG. 27 shows system 2700 including an example
network architecture, which may include one or more devices
and Sub-systems that are configured to implement some
embodiments discussed herein. For example, system 2700
may include central system 2702, which can include, for
example, central server 2704 and central database 2706,
among other things (not shown). Central server 2704 may be
any suitable network server, a plurality of networked servers,
and/or other type of processing device. Central database 2706
may be any Suitable network database configured to store
information that may be used to facilitate the techniques as
discussed herein. In this regard, system 2702 may include, for
example, at least one backend data server, network database,
cloud computing device, among other things.
0183 Central system 2702 may be coupled to one or more
merchant devices (e.g., merchant device 2710) via network
2708. In this regard, network 2708 may include any wired or
wireless communication network including, for example, a
wired or wireless local area network (LAN), personal area
network (PAN), metropolitan area network (MAN), wide
area network (WAN), mobile broadband network, or the like,
as well as any hardware, Software and/or firmware required to
implement it (such as, e.g., network routers, etc.). For
example, network 2708 may include a cellular telephone, an
802.11, 802.16, 802.20, and/or WiMax network. Further, the

network 2708 may include a public network, such as the
Internet, a private network, Such as an intranet, or combina
tions thereof, and may utilize a variety of networking proto
cols now available or later developed including, but not lim
ited to TCP/IP based networking protocols.
0184 As discussed above, merchant device 2710 may be
associated with a merchant, such as a retail store, restaurant,

etc. or one or more employees of the merchant. In some
embodiments, merchant device 2710 may be a POS device
that is configured to receive payments at the merchant's shop.
As such, merchant device 2710 may include a personal com
puter and/or other networked device. Such as a cellular phone,
tablet computer, mobile device, etc., that may be used for any
suitable purpose in addition to providing POS functionality at
the restaurant.

merchant device 2710 via PAN network 2716 even if con
Sumer device 2712 and/or merchant device 2710 do not have
active connections with network 2708.

0186. In some embodiments, central system 2700 may
further include one or more third party systems (e.g., third
party system 2714), among other things. In some embodi
ments, different third party systems may be associated with
different types of payment sources or payment destinations.
Thus for each payment Source ordestination, data may be sent
to an appropriate third party system (e.g., a credit card trans
action server, a bank account, etc.) to validate and/or process
payments. Furthermore, employee accounts, merchant
accounts, and/or consumer payment accounts may be associ
ated with one or more third party accounts that are provided
by third party system 2714.
0187. In some embodiments, central system 2702 may be
a multi-tenant database system configured to provide services
to a plurality of consumers and merchants. Additionally and/
or alternatively, central system 2702 may be configured to
include, or work in connection with, online ordering systems
(e.g., shop online and pickup), promotional systems (e.g.,
deal Voucher accounts, offerings, purchases, and redemp
tions, where the value of a redeemed voucher may be
deducted from the payment), merchant systems (e.g., kitchen
systems for restaurants), and/or appointment systems (e.g.,
scheduling a reservation at a restaurant). As such, the tech
niques disclosed herein may be applicable to any environ
ment that involves consumer and merchants.

0188 FIG. 28 shows a schematic block diagram of cir
cuitry 2800, some or all of which may be included in, for
example, central system 2804, consumer device 2812, and/or
merchant device 2810. In accordance with some example
embodiments, circuitry 2800 may include various means,
such as one or more processors 2802, memories 2804, com
munications modules 2806, and/or input/output modules
2808.

0189 In some embodiments, such as when circuitry 2800
is included in merchant device 2810 and/or central system
2802, payment/redemption module 2810 may also or instead
be included. As referred to herein, "module' includes hard

ware, Software and/or firmware configured to perform one or
more particular functions. In this regard, the means of cir
cuitry 2800 as described herein may be embodied as, for
example, circuitry, hardware elements (e.g., a suitably pro
grammed processor, combinational logic circuit, and/or the
like), a computer program product comprising computer
readable program instructions stored on a non-transitory
computer-readable medium (e.g., memory 2804) that is
executable by a Suitably configured processing device (e.g.,
processor 2802), or some combination thereof.
0.190 Processor 2802 may, for example, be embodied as
various means including one or more microprocessors with
accompanying digital signal processor(s), one or more pro
cessor(s) without an accompanying digital signal processor,
one or more coprocessors, one or more multi-core processors,
one or more controllers, processing circuitry, one or more
computers, various other processing elements including inte
grated circuits such as, for example, an ASIC (application
specific integrated circuit) or FPGA (field programmable gate
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array), or some combination thereof. Accordingly, although
illustrated in FIG. 28 as a single processor, in some embodi
ments, processor 2802 comprises a plurality of processors.
The plurality of processors may be embodied on a single
computing device or may be distributed across a plurality of
computing devices collectively configured to function as cir
cuitry 2800. The plurality of processors may be in operative
communication with each other and may be collectively con
figured to perform one or more functionalities of circuitry
2800 as described herein. In an example embodiment, pro
cessor 2802 is configured to execute instructions stored in
memory 2804 or otherwise accessible to processor 2802.
These instructions, when executed by processor 2802, may
cause circuitry 2800 to perform one or more of the function
alities of circuitry 2800 as described herein.
0191) Whether configured by hardware, firmware/soft
ware methods, or by a combination thereof, processor 2802
may comprise an entity capable of performing operations
according to embodiments of the present invention while
configured accordingly. Thus, for example, when processor
2802 is embodied as an ASIC, FPGA or the like, processor
2802 may comprise specifically configured hardware for con
ducting one or more operations described herein. As another
example, when processor 2802 is embodied as an executor of
instructions, such as may be stored in memory 2804, the
instructions may specifically configure processor 2802 to
perform one or more algorithms and operations described
herein.

(0192 Memory 2804 may comprise, for example, volatile
memory, non-volatile memory, or some combination thereof.
Although illustrated in FIG. 28 as a single memory, memory
2804 may comprise a plurality of memory components. The
plurality of memory components may be embodied on a
single computing device or distributed across a plurality of
computing devices. In various embodiments, memory 2804
may comprise, for example, a hard disk, random access
memory, cache memory, flash memory, a compact disc read
only memory (CD-ROM), digital versatile disc read only
memory (DVD-ROM), an optical disc, circuitry configured to
store information, or some combination thereof. Memory
2804 may be configured to store information, data, applica
tions, instructions, or the like for enabling circuitry 2800 to
carry out various functions in accordance with example
embodiments discussed herein. For example, in at least some
embodiments, memory 2804 is configured to buffer input
data for processing by processor 2802. Additionally or alter
natively, in at least some embodiments, memory 2804 may be
configured to store program instructions for execution by
processor 2802. Memory 2804 may store information in the
form of static and/or dynamic information. This stored infor
mation may be stored and/or used by circuitry 2800 during the
course of performing its functionalities.
0193 Communications module 2806 may be embodied as
any device or means embodied in circuitry, hardware, a com
puter program product comprising computer readable pro
gram instructions stored on a computer readable medium
(e.g., memory 2804) and executed by a processing device
(e.g., processor 2802), or a combination thereof that is con
figured to receive and/or transmit data from/to another device,
such as, for example, a second circuitry 2800 and/or the like.
In some embodiments, communications module 2806 (like
other components discussed herein) can be at least partially
embodied as or otherwise controlled by processor 2802. In
this regard, communications module 2806 may be in commu

nication with processor 2802, such as via a bus. Communi
cations module 2806 may include, for example, an antenna, a
transmitter, a receiver, a transceiver, network interface card

and/or Supporting hardware and/or firmware/software for
enabling communications with another computing device.
Communications module 2806 may be configured to receive
and/or transmit any data that may be stored by memory 2804
using any protocol that may be used for communications
between computing devices. Communications module 2806
may additionally or alternatively be in communication with
the memory 2804, input/output module 2808 and/or any other
component of circuitry 2800, such as via a bus.
0194 Input/output module 28.08 may be in communica
tion with processor 2802 to receive an indication of a user
input and/or to provide an audible, visual, mechanical, or
other output to a user. Some example visual outputs that may
be provided to a user by circuitry 2800 are discussed in
connection with the displays described above. As such, input/
output module 28.08 may include support, for example, for a
keyboard, a mouse, a joystick, a display, an image capturing
device, a touch screen display, a microphone, a speaker, a
RFID reader, barcode reader, biometric scanner, and/or other

input/output mechanisms. In embodiments wherein circuitry
2800 is embodied as a server or database, aspects of input/
output module 28.08 may be reduced as compared to embodi
ments where circuitry 2800 is implemented as an end-user
machine (e.g., consumer device and/or merchant device) or
other type of device designed for complex user interactions.
In some embodiments (like other components discussed
herein), input/output module 28.08 may even be eliminated
from circuitry 2800. Alternatively, such as in embodiments
wherein circuitry 2800 is embodied as a server or database, at
least some aspects of input/output module 28.08 may be
embodied on an apparatus used by a user that is in commu
nication with circuitry 2800, such as for example, merchant
device 2810 and/or consumer device 2812. Input/output mod
ule 28.08 may be in communication with memory 2804, com
munications module 2806, and/or any other component(s),
Such as via a bus. Although more than one input/output mod
ule and/or other component can be included in circuitry 2800,
only one is shown in FIG. 28 to avoid overcomplicating the
drawing (like the other components discussed herein).
0.195 Payment/redemption module 2810 may also or
instead be included and configured to perform the function
ality discussed herein related to facilitating payment transac
tions discussed above. In some embodiments, some or all of

the functionality facilitating payment transactions may be
performed by processor 2802. In this regard, the example
processes and algorithms discussed herein can be performed
by at least one processor 2802 and/or payment/redemption
module 2810. For example, non-transitory computer readable
storage media can be configured to store firmware, one or
more application programs, and/or other Software, which
include instructions and other computer-readable program
code portions that can be executed to control processors of the
components of system 2800 to implement various operations,
including the examples shown above. As such, a series of
computer-readable program code portions may be embodied
in one or more computer program products and can be used,
with a computing device, server, and/or other programmable
apparatus, to produce the machine-implemented processes
discussed herein.

0196. Any such computer program instructions and/or
other type of code may be loaded onto a computer, processor
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or other programmable apparatus's circuitry to produce a
machine, such that the computer, processor other program
mable circuitry that executes the code may be the means for
implementing various functions, including those described
herein.

0197) It is also noted that all or some of the information
presented by the example displays discussed herein can be
based on data that is received, generated and/or maintained by
one or more components of system 2700. In some embodi
ments, one or more external systems (such as a remote cloud
computing and/or data storage system) may also be leveraged
to provide at least some of the functionality discussed herein.
0198 As described above and as will be appreciated based
on this disclosure, embodiments of the present invention may
be configured as methods, mobile devices, backend network
devices, and the like. Accordingly, embodiments may com
prise various means including entirely of hardware or any
combination of software and hardware. Furthermore,

embodiments may take the form of a computer program prod
uct on at least one non-transitory computer-readable storage
medium having computer-readable program instructions
(e.g., computer Software) embodied in the storage medium.
Any Suitable computer-readable storage medium may be uti
lized including non-transitory hard disks, CD-ROMs, flash
memory, optical storage devices, or magnetic storage
devices.

0199 Embodiments of the present invention have been
described above with reference to block diagrams and flow
chart illustrations of methods, apparatuses, systems and com
puter program products. Each block of the circuit diagrams
and process flowcharts, and combinations of blocks in the
circuit diagrams and process flowcharts, respectively, can be
implemented by various means including computer program
instructions. These computer program instructions may be
loaded onto a general purpose computer, special purpose
computer, or other programmable data processing apparatus,
Such as processor 2802 and/or payment/redemption module
2810 discussed above with reference to FIG. 28, to produce a
machine, such that the computer program product includes
the instructions which execute on the computer or other pro
grammable data processing apparatus create a means for
implementing the functions specified in the flowchart block
or blocks.

0200. These computer program instructions may also be
stored in a computer-readable storage medium (e.g., memory
2804) that can direct a computer or other programmable data
processing apparatus to function in a particular manner. Such
that the instructions stored in the computer-readable storage
medium produce an article of manufacture including com
puter-readable instructions for implementing the function
discussed herein. The computer program instructions may
also be loaded onto a computer or other programmable data
processing apparatus to cause a series of operational steps to
be performed on the computer or other programmable appa
ratus to produce a computer-implemented process such that
the instructions that execute on the computer or other pro
grammable apparatus provide steps for implementing the
functions discussed herein.

0201 Accordingly, the block diagrams and flowchart
illustrations Support combinations of means for performing
the specified functions, combinations of steps for performing
the specified functions and program instruction means for
performing the specified functions. It will also be understood
that each block/step of the circuit diagrams and process flow

charts, and combinations of blockS/steps in the circuit dia
grams and process flowcharts, can be implemented by special
purpose hardware-based computer systems that perform the
specified functions or steps, or combinations of special pur
pose hardware and computer instructions.
CONCLUSION

0202 Many modifications and other embodiments of the
inventions set forth herein will come to mind to one skilled in

the art to which these embodiments of the invention pertain
having the benefit of the teachings presented in the foregoing
descriptions and the associated drawings. For example,
although the examples discussed herein do not require the
consumer to present a form of payment (such as a credit card)
to the merchant, Some embodiments of the merchant device

can be configured to work with one or more peripheral
devices that can receive payment information directly from a
consumer (Such as a credit card reader, radio frequency iden
tification reader, etc.) in addition to or instead of from the
central system. Furthermore, as discussed above, some
embodiments may be configured to function in settings other
than restaurants. For example, the dine-in location at a res
taurant discussed herein may also refer to Some other unit of
location, such as a kiosk, aisle, information desk, display,
counter or the like at a retail store. As such, the consumer may
be associated with the unit of location and may be provided
assistance accordingly. Therefore, it is to be understood that
the embodiments of the invention are not to be limited to the

specific embodiments disclosed and that modifications and
Scope of the appended claims. Although specific terms are
employed herein, they are used in a generic and descriptive
sense only and not for purposes of limitation.
other embodiments are intended to be included within the

That which is claimed:

1. A merchant device comprising:
a display configured to present interactive displays;
communications circuitry configured to facilitate commu
nications with a consumer device and a central system,
the communication circuitry being configured to estab
lish a wireless connection with a plurality of consumer
devices to receive wallet identifying data, the commu
nications circuitry further configured to establish a sepa
rate connection with a central system to exchange the
wallet identifying data received from the consumer
device with consumer identifying data associated with
the wallet identifying data;
processing circuitry configured to:
determine location data indicating a location of the con
Sumer device;

determine a unit of location of a plurality of units of
locationata merchant shop, the unit of location deter
mined based on the location data and as the nearest

unit of location to the consumer device of the plurality
of units of location; and

associate the consumer identifying data with the unit of
location; and

an output module configured to provide a user interface to
the display, the user interface comprising a graphical
representation of a floor plan including at least some of
the consumer identifying data and the unit of location
within the floor plan.
2. The merchant device of claim 1, wherein the circuitry
configured to determine the location data indicating the loca
tion of the consumer device includes the circuitry being con
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figured to determine the location data based on a wireless
communication received from the consumer device.

3. The merchant device of claim 1, wherein the circuitry
configured to determine the location data indicating the loca
tion of the consumer device includes the circuitry being con
figured to:
associate a location device with each of the plurality of
units of location, wherein each location device is asso
ciated with a unit of location at which the location device

is located at the merchant shop;
receive an signal from a location device indicating that the
location device has received a wireless communication

from the consumer device;

determine the unit of location based on the signal.
4. The merchant device of claim3, wherein the circuitry is
further configured to associate the merchant device with a
unit of location where the merchant device is located, the

merchant device being a second location device of the loca
tion devices.

5. The merchant device of claim 4, wherein:

the circuitry configured to determine the location data
includes the circuitry being configured to determine the
location databased on receiving signals from a plurality
of the location devices; and

the circuitry configured to determine the unit of location
includes the circuitry being configured to apply one or
more of near field communication (NFC), received sig
nal strength indication (RSSI), triangulation, and radio
frequency identification (RFID) to the received indica
tions from the plurality of location devices.
6. The merchant device of claim 1, wherein the circuitry
configured to determine the location data indicating the loca
tion of the consumer device includes the circuitry being con
figured to:
associate a location device with each of the plurality of
units of location, wherein each location device is asso
ciated with a unit of location at which the location device

is located at the merchant shop.
receive a signal from a location device indicating that the
location device has received a code from the consumer

device;

determine the unit of location based on the signal.
7. The merchant device of claim 6, wherein the code is

optically captured by the location device from a presentation
of the code on a display of the consumer device.
8. The merchant device of claim 1, wherein:

the processing circuitry is further configured to receive,
from the central system, consumer information; and
the output module is configured to provide the user inter
face to the display including at least some of the con
Sumer information with the unit of location within the

floor plain, wherein the consumer information includes
at least one of:

dine-in preference data configured to facilitate custom
ized dining service;
menu item preference data;
consumer history data;
purchase history data;
promotion data indicating promotional Vouchers avail
able for purchase:
promotion data indicating redeemable promotional
Vouchers;
recommended menu item data; and

table setting preference data.

9. The merchant device of claim 1, wherein the at least

Some of the consumer identifying data includes one or more
of a consumer name and a consumer image.
10. The merchant device of claim 1, wherein:

the circuitry is further configured to receive, from the con
Sumer device, consumer request data indicating a
request for merchant assistance; and
the output module is further configured to provide an indi
cation of the request to the user interface, the indication
of the request associated with the unit of location within
the floor plan.
11. The merchant device of claim 1, wherein the user
interface includes a selectable button associated with the unit

of location within the floor plan; and
the processing circuitry is further configured to:
generate a tab associated with the unit of location;
in response to receiving input data indicating selection
of the selectable button, provide a tab display to the
user interface including selectable menu item buttons;
and
associate a menu item selected via a selectable menu
item button with the tab associated with the unit of
location.

12. The merchant device of claim 1, wherein:

the unit of location comprises a table identifier and the
plurality of units of location comprise a plurality of table
identifiers; and

the processing circuitry configured to determine the unit of
location includes the processing circuitry being config
ured to determine the table identifier from the plurality
of table identifiers, the table identifier associated with a
table that is nearest to the consumer device.

14. A machine-implemented method of registering con
Sumer device presence at monitored locations, comprising:
wirelessly receiving, by circuitry of a merchant device,
wallet identifying data from a consumer device;
transmitting, by the circuitry, the wallet identifying data to
a central system;
receiving, from the central system and by the circuitry,
consumer identifying data associated with the wallet
identifying data transmitted to the central system;
determining, by the circuitry, location data indicating a
location of the consumer device;

determining, by the circuitry, a unit of location of a plural
ity of units of location at a merchant shop, the unit of
location determined based on the location data and as the
nearest unit of location to the consumer device of the

plurality of units of location;
associating, by the circuitry, the consumer identifying data
with the unit of location; and

providing, by the circuitry, a user interface to the display,
the user interface comprising a graphical representation
of a floor plan including at least some of the consumer
identifying data and the unit of location within the floor
plan.
15. The method of claim 14, wherein determining the loca
tion data indicating the location of the consumer device
includes determining the location data based on a wireless
communication received from the consumer device by the
circuitry.
16. The method of claim 14, wherein determining the loca
tion data indicating the location of the consumer device
includes, by the circuitry:
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associating a location device with each of the plurality of
units of location, wherein each location device is asso
ciated with a unit of location at which the location device

is located at the merchant shop;
receive a signal from a location device indicating that the
location device has received a wireless communication

from the consumer device;

determine the unit of location based on the signal.
17. The method of claim 16 further comprising, by the
circuitry, associating the merchant device with a unit of loca
tion where the merchant device is located, the merchant

device being a second location device of the location devices.
18. The method of claim 17, wherein:

determining the location data includes determining the
location databased on receiving signals from a plurality
of the location devices; and

determining the unit of location includes applying one or
more of received signal strength indication (RSSI) and
signal triangulation to the received signals from the plu
rality of location devices.
19. The method of claim 14, wherein determining the loca
tion data indicating the location of the consumer device
includes:

associating a location device with each of the plurality of
units of location, wherein each location device is asso
ciated with a unit of location at which the location device

is located at the merchant shop.
receiving a signal from a location device indicating that the
location device has received a code from the consumer

device; and

determining the unit of location based on the signal.
20. The method of claim 19, wherein the code is optically
captured by the location device from a presentation of the
code on a display of the consumer device.
21. The method of claim 14 further comprising, by the
circuitry:
receiving, from the central system, consumer information;
and

providing the user interface to the display including at least
some of the consumer information with the unit of loca

tion within the floor plain, wherein the consumer infor
mation includes at least one of

dine-in preference data configured to facilitate custom
ized dining service;
menu item preference data;
consumer history data;
purchase history data;
promotion data indicating promotional vouchers avail
able for purchase:
promotion data indicating redeemable promotional
Vouchers;
recommended menu item data; and

table setting preference data.

22. The method of claim 14, wherein the at least some of

the consumer identifying data includes one or more of a
consumer name and a consumer image.
23. The method of claim 14 further comprising, by the
circuitry:
receiving, from the consumer device, consumer request
data indicating a request for merchant assistance; and
providing an indication of the request to the user interface,
the indication of the request associated with the unit of
location within the floor plan.
24. The method of claim 14, wherein the user interface
includes a selectable button associated with the unit of loca

tion within the floor plan; and
the method further includes, by the circuitry:
generating a tab associated with the unit of location;
in response to receiving input data indicating selection
of the selectable button, providing a tab display to the
user interface including selectable menu item buttons;
and

associating a menu item selected via a selectable menu
item button with the tab associated with the unit of
location.

25. The method of claim 14, wherein:

the unit of location comprises a table identifier and the
plurality of units of location comprise a plurality of table
identifiers; and

determining the unit of location includes determining the
table identifier from the plurality of table identifiers, the
table identifier associated with a table that is nearest to
the consumer device.
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