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Description

BACKGROUND
Field
[0001] 001 This invention relates to the field of location

services for mobile devices, and more particularly to en-
hanced user control of privacy policy for responses to
location requests.

Description of Related Art

[0002] 002 Location services (abbreviated as LCS, for
"LoCation Services") for mobile telephones and wireless
digital communication devices (collectively referred to
hereinafter as Mobile Stations) are an increasingly im-
portant business area for wireless communication pro-
viders. This importance is reflected in the establishment
of standards and functional specifications for LCS. Three
exemplary LCS references are: 3rd Generation Partner-
ship Project (3GPP), Technical Specification Group
(TSG) Services and System Aspects , Functional stage
2 (SA2) description of LCS, Release 6, (3GPP TS 23.271
V6.0.0), June, 2002; Technical Document (TD)
S2-022360, 3GPP TSG-SA2 Meeting#26, Toronto, Can-
ada, August 19-23, 2002; and 3rd Generation Partner-
ship Project (3GPP), Technical Specification Group
(TSG) Services and System Aspects, Functional stage
2 (SA2) description of LCS, Release 6, (3GPP TS 23.271
V6.3.0), March, 2003. The references are referred to
hereinafter as 3GPP-R1, 3GPP-R2, and 3GPP-R3 re-
spectively.

[0003] 003 References 3GPP-R1 and 3GPP-R3 de-
scribe a functional model of an entire LCS system, in-
cluding sections relating to user privacy. Reference
3GPP-R2 describes a network element, referred to as a
Privacy Profile Register (PPR), that maintains the LCS
privacy information of subscribers and that facilitates cor-
responding privacy functions. These references provide
an overview of recent technology and standards relating
to LCS and related LCS privacy operations. Numerous
methods and apparatus for providing LCS to subscribers
in accordance with these references are known to per-
sons with ordinary skill in the communications arts.
[0004] 004 One known advantageous method for de-
termining the location of a Mobile Station in a wireless
communication system employs the Global Positioning
System (GPS). Including a GPS device (or more gener-
ally, a Position Determination module, or "PDM") in the
Mobile Station provides very accurate position determi-
nation capability. When a PDM is used as the primary
means for providing accurate location information within
a Mobile Station, the service provider network must con-
tact the Mobile Station when requests for accurate loca-
tion are received. Methods and apparatus forimplement-
ing the location service function using a PDM, such as
using GPS in a Mobile Station, are well known to persons
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of ordinary skill in the wireless communications arts.
Handsets implementing LCS functions using GPS are
currently available. An exemplary GPS system for mobile
stations is described the reference "An Introduction to
SnapTrack™ Server-Aided GPS Technology," M. Moe-
gleinand N. F. Krasner, Institute of Navigation (ION) GPS
1998 Proceedings, Sept. 15-18, 1998, pp. 333-344. A
recent patent application that describes a GPS system
suitable for mobile stations is "Method and Apparatus for
Measurement Processing of Satellite Positioning System
(SPS) Signals," L. Sheynblat and N. F. Krasner, United
States Patent Application 20020050944, May 2, 2002.
[0005] 005 Disadvantageously, user control of privacy
policy information is very limited and inflexible using ex-
isting LCS privacy methods wherein user privacy is man-
aged by a service provided network. For example, in
some exemplary prior art LCS privacy methods, various
classes of requestor clients are defined by the service
provider, and a user privacy profile, such as the PPR
referred to above, based on these classes is established
when the user initiates service. In accordance with these
LCS privacy methods, the privacy profile designates cer-
tain requestor classes that have unrestricted access to
the user location, and other requestor classes that have
restricted access. Such restrictions may, for example,
include an automatic denial of LCS information to specific
restricted classes. The restrictions may also include a
requirement that the user be notified and (optionally) ap-
prove LCS access requests by requestors from specified
restricted classes. In these exemplary prior art systems,
privacy profile modifications may only be effected by
modifying the service agreement between the provider
and the user. In cases where user location is primarily
determined by a PDM resident within the Mobile Station,
an additional modification option is effected by disabling
the PDM. Although this option enhances privacy by en-
abling the user to prevent the retrieval of accurate posi-
tion information, the usefulness of this approach is ex-
tremely limited because it prevents accurate location re-
trieval for all requestor classes until the PDM is once
again enabled.

[0006] Another example is described in document
WO02/060191. 006 The present disclosure is directed
to a method and apparatus for LCS privacy management
within a Mobile Station. The present disclosure enables
convenient and flexible LCS control by a Mobile Station
user.

SUMMARY

[0007] 007 The presentdisclosure relates to a method
and apparatus for providing the geographical location of
awireless mobile station, and more particularly to meth-
ods and apparatus for providing enhanced user control
of privacy policies that supervise responses to requests
for location information. These requests are hereinafter
referred to as location requests or, equivalently, as po-
sition requests.
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[0008] 008 In one exemplary embodiment, a privacy
control system for a Mobile Station comprises a Privacy
Engine, a Position Determination Module (PDM), and a
User Interface. The Privacy Engine is a software module
that controls the responses of the Mobile Station to loca-
tion requests.

[0009] 009 The Privacy Engine further includes a Pri-
vacy Policy. The Privacy Policy includes Privacy Classes
for classifying location requestors and their associated
location requests, and Privacy Rules for determining the
response to location requests for each Privacy Class.
[0010] 010 A Privacy Class is defined by a list of loca-
tion requestors and applications. The location requestors
and applications may be individually specified, or
grouped into categories or types, based on identifying
information such as a URL, an Internet domain, or other
data that may be supplied with a position request. A lo-
cation request is classified according to the location re-
questor. Location requests can thereby be assigned to
a Privacy Class based on information provided with the
location request. Examples of Privacy Classes include,
without limitation: a default Privacy Class for unknown or
undeclared location request applications and requestor
identities not specifically included in any other class; a
default Privacy Class for trusted location request appli-
cations and requestor identities not specifically included
in any other class; and user specified classes including
location request applications and requestor identities
identified by a URL or other identification data that may
be provided with position request data.

[0011] 011 Each Privacy Class has an associated set
of Privacy Rules for determining the response of the Pri-
vacy Engine to location requests. Examples include,
without limitation: a rule specifying unrestricted access;
a rule for default denial of access; a rule for access con-
tingent on user notification and required approval; a rule
for access with user notification but without required ap-
proval; a rule for access denial during user-selected time
periods; arule foraccess only for adefined approximation
of location; etc. The Privacy Policy, the Privacy Classes,
and the Privacy Rules determine how the Privacy Engine
responds to each and all location requests.

[0012] 012 Advantageously, using the present inven-
tive enhanced user privacy methods and apparatus, the
Privacy Policy for a specific Mobile Station may be con-
trolled or modified by the user via the User Interface in
the Mobile Station. In one exemplary embodiment, the
User Interface comprises a user interface having suitable
input means such as a stylus, pointing device or keypad.
In another embodiment of the present inventive concept,
the Privacy Policy is controlled via a network application
that connects to the Mobile Station through a wireless
data network. In a further embodiment of the present in-
ventive method, Privacy Policy may be controlled by an
application residing in a local device, such as a laptop
computer or personal digital assistant, wherein the de-
vice is operatively connected to the Mobile Station.
[0013] 013 Advantageously, the Mobile Station’s Pri-
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vacy Engine, including an initial Privacy Policy, may be
received by (i.e., downloaded to) the Mobile Station via
a wireless data network.

BRIEF DESCRIPTION OF THE DRAWINGS
[0014]

014 FIGURE 1 is a block diagram of an exemplary
communication system including a Mobile Station
having a Privacy Engine adapted for use with the
present inventive concept.

015 FIGURES 2A through 2D show a flow diagram
of an exemplary method for providing Enhanced Us-
er Privacy in a Location Services application for use
by Mobile Stations and other wireless communica-
tion devices.

016 Like reference numbers and designations in the
various drawings indicate like elements.

DETAILED DESCRIPTION

[0015] 017 Throughout this description, embodiments
and variations are described for the purpose of illustrating
uses and implementations of the inventive concept. The
illustrative description should be understood as present-
ing examples of the inventive concept, rather than as
limiting the scope of the concept as disclosed herein.
[0016] 018 FIGURE 1 shows ablock diagram of a wire-
less communication device and wireless communication
system that can be adapted for use with the present in-
ventive concept. As shown in FIGURE 1, one exemplary
embodiment includes a Mobile Station 102 comprising a
User Interface 106, a Wireless Network Communication
Module 112, an Applications block 114, a Local Commu-
nication Module 118, a Privacy Engine 120, a Position
Determination Module 122, and Other Modules 124.
[0017] 0192 Asshownin FIGURE 1,inone embodiment
of the present inventive concept, the Wireless Network
Communication Module 112 provides a wireless data
connectivity between the Mobile Station 102 and external
data networks 110. The external data networks 110 may
comprise a variety of network systems. For example, in
one embodiment an external data network may comprise
wireless service provider network. As another example,
an external data network may be an Internet Service Pro-
vider that provides a connection to receive and transmit
data between the Mobile Station and the Internet. In gen-
eral, the external data networks 110 comprise any data
system capable of transmitting and receiving data to and
from a Mobile Station using wireless communication. As
shown in FIGURE 1, the Wireless Network Communica-
tion Module 112 is also operatively coupled to the Appli-
cations block 114 and the Privacy Engine 120. The Wire-
less Communication Module 112 receives and transmits
data from the Application block 114 and the Privacy En-
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gine 120.

[0018] 020 In one embodiment, the Applications block
114 comprises location applications that may require a
position estimate of the Mobile Station. These location
applications may be MS resident, which do not need in-
teraction with the network, or may involve interaction with
a location server in the network (e.g. module 108) and
therefore act as a location client. For this exemplary em-
bodiment the Applications block 114 also comprises oth-
er applications relating to network data communications
and other functions of Mobile Station. Examples of such
applications include, without limitation: email clients, web
browsers, ftp clients, and other software applications for
receiving or downloading data, data files and software
instructions to the Mobile Station 102. The Applications
block 114 is coupled to the Wireless Communication
Module 112 to receive and transmit data and thereby
communicate with the external data networks 110. The
Applications block 114 is also operatively coupled to the
User Interface 106 to receive and transmit data for user
operation and communication with various applications.
The Applications block 114 is further operatively coupled
to the Privacy Engine 120 to receive and transmit data.
Such data may comprise location request and response
data. Such data may also comprise received or down-
loaded software instructions to create, modify, and im-
plement functions and capabilities of the Privacy Engine
120. Alternatively, data to create, modify or implement
functions of the Privacy Engine may be received directly
from the Wireless Communication Module 112, which is
also operatively coupled to the Privacy Engine 120 to
receive and transmit data. As a further alternative, data
to create, modify or implement functions of the Privacy
Engine may be received and executed by components
of the Mobile Station not shown in FIGURE 1. Such com-
ponents are well known to those skilled in the communi-
cations arts, and may, for example, comprise Application
Specific Integrated Circuits (ASICs), Application Pro-
gramming Interfaces (APl), Random Access Memory
(RAM), Read Only Memory (ROM), etc. Exemplary meth-
ods and systems for downloading and executing appli-
cations in Mobile Stations via wireless networks are de-
scribed by Lundblade, et al., "Safe Application Distribu-
tion and Execution in a Wireless Environment," U.S. Pat-
ent Application Publication No. US 2002/0183056 A1,
Dec. 5, 2002.

[0019] 021 The Local Communication Module 118 pro-
vides a means for optionally receiving and transmitting
data between the Mobile Station 102 and an external
local applications module 116. In one embodiment, the
external local applications module 116 resides on a lo-
cally connected device such a personal computer, laptop,
or personal digital assistant. The Module 118 provides
connectivity to the locally connected device. The Local
Communication Module 118 is also operatively coupled
to the Privacy Engine 120 to receive and transmit data.
Such data may include software instructions that create,
modify, and implement the functions and capabilities of
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the Privacy Engine 120. Additionally, these data may in-
clude input and output data for location applications (ap-
plications requiring location data) that are running on a
separate device such as a laptop thatis connected to the
MS via infrared, Bluetooth, USB cable, or other means
that are distinct from the network connectivity provided
by the Wireless Communication module 112. Routing
these location data to the Privacy Engine 120 facilitates
privacy management for location requests by local ap-
plications as described hereinbelow.

[0020] 022 As described above, the Privacy Engine
120 is coupled to the elements 112, 114, and 118 to re-
ceive and transmit data. The Privacy Engine 120 is also
coupled to receive and transmit data with the User Inter-
face 106, the Position Determination Module 122, and
the Other Modules 124. The functions and operation of
the Privacy Engine 120 are specified hereinbelow.
[0021] 023 The User Interface 106 provides a means
for a Mobile Station user to receive information from, pro-
vide instructions to, and operate the applications and
functions embodied in the Applications block 114 and the
Privacy Engine 120. The User Interface 106 may, for ex-
ample, comprise a graphical user interface and suitable
input means such as a touch screen, pointing device or
keypad. The User Interface 106 may also comprise
means to transmit and receive sounds, voice commands,
or any other means for receiving information from, pro-
viding instructions to, and operating the software mod-
ules, applications and digital devices coupled to the Mo-
bile Station 102.

[0022] 024 The Position Determination Module (PDM)
122 generates data that represents the location of the
Mobile Station 102. One well known example of asuitable
PDM employs a Global Positioning System (GPS) device
or method. However, the current teachings comprehend
the utilization of any PDM having a capability for providing
position or location data to the Mobile Station 102. For
example, the PDM may employ such well known posi-
tioning methods as assisted GPS (AGPS), Advanced
Forward Link Trilateration (AFLT), Time of Arrival (TOA),
Enhanced Observed Time Difference (E-OTD), position-
ing based on identifying the wireless communication cells
within which the MS is operating (cell-based positioning),
etc. These methods are well known to persons skilled in
the communication arts and do not require description
herein.

[0023] 025 The Other Modules block 124 represents
software modules and hardware components for imple-
menting or augmenting functions of the Mobile Station.
These software modules and hardware components
may, for example, include Application Specific Integrated
Circuits (ASICs), Application Programming Interfaces
(API), Random Access Memory (RAM), Read Only Mem-
ory (ROM), a Subscriber Identity Module (SIM) or Uni-
versal Subscriber Identity Module (USIM), a camera, efc.
Although the connections for the Other Modules block
124 are not shown in FIGURE 1, persons skilled in the
art will readily understand how the modules and compo-
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nents in the Other Modules block 124 are operably cou-
pled within the Mobile Station as required for functional-
ity.

[0024] 026 Referring still to FIGURE 1, in one exem-
plary embodiment, a Privacy Management Server 104
comprises a Software application that is connected to
the external data networks 110 to receive and transmit
data. The Privacy Management Server 104 is coupled to
the external data networks 110 to exchange data with
the Wireless Network Communication Module 112. The
Privacy Management Server 104 communicates with the
Privacy Engine 120 via the external data networks 110
and the Wireless Network Communication Module 112.
The Privacy Management Server 104 may receive and
transmit data to the Network Applications block 114 via
the external data networks 110 and the Wireless Network
Communication Module 112. Data conveyed between
the Privacy Management Server 104, the Network Ap-
plications block 114, and the Privacy Engine 120 may
include software instructions that create, modify, and im-
plement the functions or capabilities of the Privacy En-
gine 120. Likewise, data conveyed between the Privacy
Management Server 104 and the Privacy Engine 120 via
the Communication Module 112 may include software
instructions that create, modify, and implement the func-
tions and capabilities of the Privacy Engine 120. In gen-
eral, data conveyed between the Privacy Management
Server 104 and the elements comprising the Mobile Sta-
tion 102 may be used to create, modify or implement
software modules within the Mobile Station 102 that fa-
cilitate or relate to LCS and privacy management.
[0025] 027 The Location Request Application block
108 of FIGURE 1 represents Location Request Applica-
tions connected via the external data networks 110 to
receive and transmit data to the Mobile Station 102. Lo-
cation Request Applications 108 is coupled, via the ex-
ternal data network 110 and the Wireless Network Com-
munication Module 112, to receive and transmit data to
the Privacy Engine 120. The transmission and reception
of Position Request and position reply data between the
Location Request Applications block 108 and the Privacy
Engine 120 is described hereinbelow.

Exemplary Privacy Policy

[0026] 028 In one exemplary embodiment, the Privacy
Engine 120 is a software module that performs opera-
tions to control the responses of the Mobile Station to
requests for location information. These requests are
herein referred to as location requests or, equivalently,
as position requests.

[0027] 029 The Privacy Engine further includes a Pri-
vacy Policy. The Privacy Policy is a component of the
Privacy Engine that includes Privacy Classes for classi-
fying location requestors and their associated location
requests, and Privacy Rules for determining the re-
sponse to location requests for each Privacy Class.
[0028] 030 A Privacy Class is defined by a list of loca-
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tionrequestors and applications. The location requestors
and applications may be individually specified, or
grouped into categories or types, based on identifying
information such as a URL, an Internet domain, or other
data which may be supplied with a position request. A
location request is classified according to the location
requestor. Location requests can thereby be assigned to
a Privacy Class based on information provided with the
location request. Examples of Privacy Classes include,
without limitation: a default Privacy Class for unknown or
undeclared location request applications and requestor
identities not specifically included in any other class; a
default Privacy Class for trusted location request appli-
cations and requestor identities not specifically included
in any other class; and user specified classes including
location request applications and requestor identities
identified by a URL or other identification data that may
be provided with position request data.

[0029] 031 Each Privacy Class has a related set of
Privacy Rules for determining the response of the Privacy
Engine to location requests. Examples include, without
limitation: a rule specifying unrestricted access; a rule
specifying default denial of access; a rule specifying ac-
cess contingent on user notification and required approv-
al; arule specifying access with user notification but with-
out required approval; a rule specifying access denial
during user-selected time periods; a rule specifying ac-
cess only for a defined approximation of location; efc.
The Privacy Policy, the included Privacy Classes, and
the included Privacy Rules determine how the Privacy
Engine responds to each and all location requests.

Exemplary Initialization and Software Upgrade Method

[0030] 032 In one exemplary embodiment of the
present inventive concept, a Mobile Station without user
privacy control can be initially provided with software
modules to implement Enhanced User Privacy for Mobile
Station LCS by receiving or downloading data from a
network server. The software data and instructions for
installing and operatively implementing the Privacy En-
gine 120 (FIGURE 1), including an initial Privacy Policy,
can be received or downloaded to the Mobile Station 102
from a network server (for example, the Privacy Manage-
ment Server 104 of FIGURE 1, or other network servers
not shown) via the Wireless Communication Module 112.
Receiving and installing the received or downloaded data
may be performed by a browser or other component in
the Network Applications module 114 or by components
included in the Other Modules 124. Methods for receiving
or downloading applications and software modules to
Mobile Stations via a wireless network connection are
well known to persons of ordinary skill in the wireless
communications arts. As noted hereinabove, exemplary
methods and systems for downloading and executing ap-
plications in Mobile Stations via wireless networks are
described by the Lundblade reference. In one embodi-
ment, the Mobile Station includes a software platform to
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assist interfacing applications to the Mobile Station, such
as the Binary Runtime Environment for Wireless™
(BREW) software developed by QUALCOMM Incorpo-
rated, headquartered in San Diego, California.

[0031] 033 Software upgrades and modifications ofthe
Privacy Engine 120 (still referring to FIGURE 1), the Pri-
vacy Policy and other Mobile Station software modules
and components can also be received or downloaded
from a network server as described above. In particular,
the user (or other entity having permission to do so), may
update the Privacy Policy using the wireless network con-
nection. Alternatively, the user may also update the Pri-
vacy Policy using the User Interface 106. In another al-
ternative, the user may update the Privacy Policy by in-
putting data using an external local application (as rep-
resented by External Local Applications block 116) con-
nected via the Local Communication Module 118. In yet
another alternative, the user may input user-specific Pri-
vacy Policy data using an removable data storage device
(not shown in FIGURE 1). User-specific Privacy Policy
data include Privacy Classes and Privacy Rules that may
be selected, modified or created according to the require-
ments or preferences of the mobile station user. In one
advantageous embodiment of the present inventive con-
cept, the Mobile Station 102 is provided by the manufac-
turer or service provider with an initial or default Privacy
Engine that includes a generic Privacy Policy. The ge-
neric Privacy Policy is then customized by the user to
include user-specific Privacy Classes and Privacy Rules
by one or more of the following methods: 1) downloading
user-specific Privacy Policy data from a network; 2) in-
putting user-specific Privacy Policy data using the User
Interface; 3) using an external local application in alocally
connected device to input user-specific Privacy Policy
data; or 4) using aremovable data storage device to input
previously stored user-specific Privacy Policy data. An
exemplary implementation of removable data storage
devices, such as Subscriber Identity Modules, Universal
Subscriber Identity Modules or Removable Identity Mod-
ules, is described hereinbelow.

Exemplary Method of Operation for Enhanced User Pri-
vacy Control

[0032] 034 FIGURES 2(a)-2(d) illustrate a unified flow-
chartdiagram for an exemplary method of Enhanced Us-
er Privacy for use in Mobile Station LCS. Flow connec-
tions between FIGURES 2(a) and 2(b) are represented
by the elements 214, 220, 230, and 232. Likewise, flow
connections between FIGURES 2(a) and 2(c) are repre-
sented by the elements 202, 208 and 223. Flow connec-
tion between FIGURES 2(b) and 2(c) is represented by
the element 258. Flow connections between FIGURES
2(b) and 2(d) are represented by the elements 214 and
246. Flow connection between FIGURES 2(c) and 2(d)
is represented by the element 246.

[0033] 035 The element 202 in FIGURE 2(a) repre-
sents a state during which the Privacy Engine 120 (FIG-
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URE 1) awaits reception of a request for location data
information (i.e., a position request). At the STEP 204
the Privacy Engine 120 receives a position request via
the data connections described hereinabove with refer-
enceto FIGURE 1. Inreferenceto the present exemplary
implementation, the Position Request data may com-
prise any of the following information: 1) network address
and type of Location Request Application; 2) requestor
category (e.g., emergency service, commercial service,
individual person); 3) requestor identity, if applicable; 4)
code word or digital certificate for verification of requestor
identity; 5) requested Quality of Service (QoS). It shall
be obvious to those of ordinary skill in the communica-
tions arts that the scope of the present teachings com-
prehends use of other types of Position Request data
such as, for example, geographical area information, us-
er information, requestor information, coordinate system,
etc., as may be required to implement other embodi-
ments.

[0034] 036 Referring again to FIGURE 2 (a), at the
STEP 206, a Position Request Counter is initialized to a
value of zero. The value zero represents the case where
only one Position Request has been received. If subse-
quent Position Requests are received while a first Posi-
tion Request is being processed, the Position Request
Counter is incremented and decremented as described
hereinbelow. The purpose of the Position Request Coun-
ter is for management of multiple concurrent position re-
quests.

[0035] 037 The element208represents a flow connec-
tion from FIGURE 2(c). As described below, Position Re-
quest data will be processed by the inventive method
subsequent to a STEP 286 of FIGURE 2(c) via the flow
connection 208 only if a subsequent Position Request is
received while a prior Position Request is being proc-
essed.

[0036] 038 At the STEP 210, the Privacy Engine 120
(FIGURE 1) invokes a selected Privacy Policy that as-
signs a Privacy Class to the Position Request received
during STEP 204 (or via the element 208). As described
above, the Privacy Policy comprises a list for assigning
Privacy Classes to Position Requests, and Privacy Rules
for decisions based on the assigned Privacy Classes.
[0037] 039 Referring again to FIGURE 1, the Privacy
Engine 120 may optionally invoke the Applications mod-
ule 114 the Other Modules 124, or Mobile Station mod-
ules and components not shown in the Figure, to perform
classification of the Position Request data. For example,
a network application may be invoked to verify digital
certificate data.

[0038] 040 Referring again to FIGURE 2(a), ata STEP
212 the Position Request data are evaluated to deter-
mine whether the Position Request is an Emergency
Service Request. In accordance with usual statutory re-
quirements, an Emergency Service Request shall over-
ride the Privacy Policy, and position data shall be re-
turned to the requestor as expeditiously as possible. For
an Emergency Service Request the method proceeds
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via the flow connection 214 toa STEP 256 (FIGURE 2(b))
to bypass the Privacy Policy and the expedite response.
For a non-emergency request, the method proceeds to
a STEP 2186.

[0039] 041 Atthe STEP 216 the Position Request data
are evaluated to determine if there are other require-
ments that necessitate overriding the Privacy Policy. For
example, certain countries may require an override for
requests originating from law enforcement or other gov-
ernment agencies. If an override is required, the method
proceeds via the flow connection 214 to the STEP 256
to expedite processing. If an override is not required, the
method proceeds to a STEP 218.

[0040] 042 Referring again to FIGURE 2(a), at the
STEP 218, the Privacy Engine 120 (FIGURE 1) invokes
the Privacy Policy to determine whether the Position Re-
quest should be denied based on the rules associated
with the Privacy Class assigned to the request. Denial of
a request position information may be determined based
upon a plurality of criteria. In a first example, the request
may be denied because the requestor is a commercial
entity, and the assigned Privacy Class for commercial
entities specifies automatic denial. In a second example,
therequestmay be denied because therequestoridentity
is a private individual who has been placed in a Privacy
Class with a rule specifying automatic denial. In a third
example, the request may be denial because the Position
Requestdatadoes notinclude a digital certificate or pass-
word that verifies identify of the requestor, and the default
Privacy Class for this category includes a rule specifying
automatic denial. In a fourth example, the user may have
chosen to designate that all Position Requests, other
than those related to emergency services, be placed in
a Privacy Class specifying automatic denial during spec-
ified time periods. It will be obvious to those skilled in the
wireless communications art that many other examples
are comprehended within the scope of the present teach-
ings.

[0041] 043 If a decision is made at the STEP 218 to
deny the Position Request, then no position will be com-
puted and the method proceeds to a STEP 222 whereat
a denial of service message is transmitted to a Location
Request Application. As described below in more detail
in reference to the description of the flow diagram of FIG-
URE 2(b), the STEP 222 may also be implemented via
flow connection 220 following STEPS 238 or 242 of FIG-
URE 2(b). Following the STEP 222, the inventive method
proceeds to a STEP 282 of FIGURE 2(c) via the process
flow connection 223. As will be explained more fully here-
inbelow, atthe STEP 282 the method checks the Position
Request Counter to determine whether additional posi-
tion requests are queued before either returning to the
idle state process STEP 202, or executing further proc-
ess steps.

[0042] 044 Returning to FIGURE 2(a), if a determina-
tion is made at the decision STEP 218 that the request
should not be denied, a Privacy Policy is invoked at a
STEP 224 to determine whether user notification is re-
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quired. If user notification is determined notto be required
at the STEP 224, the inventive method proceeds via the
flow connection 230 to a STEP 250 of FIGURE 2(b) for
further processing. This is described in more detail below
in regard to the description of FIGURE 2(b).

[0043] 045 If user notification is determined at the
STEP 224 to be required, then at a STEP 226 notification
is conveyed to the user via the User Interface 106 (FIG-
URE 1). The User Interface 106 may employ a sound,
image, vibration, or other means to alert the user that a
Position Request has been granted, and graphical, text,
or audible display or other presentation may be used to
convey information relating to the Position Request, such
as requestor category, requestor identity, and/orrequest-
ed QoS.

[0044] 046 At a STEP 228 the Privacy Engine 120 in-
vokes the Privacy Policy to determine if the Position Re-
questrequires user response in addition to user notifica-
tion. If not, then the inventive method proceeds via flow
connection 230 to the STEP 250 of FIGURE 2(b) for fur-
ther processing. If a user response is required, then a
timed wait for user response is initiated at a STEP 232.
[0045] 047 FIGURE 2(b) is a continuation of the unified
flow diagram of FIGURE 2 (a)-2 (c), proceeding from the
STEP 232 (timed wait for user response). STEPS 234,
236, and 238 represent possible events that may termi-
nate the timed wait period at the STEP 232. The STEP
240 represents an event that may occur during the timed
wait period at the STEP 232.

[0046] 048 If the timed wait for user response at the
STEP 232 is terminated by the event represented at the
STEP 234, User Accepts Request, then Position Request
data are transferred to the STEP 250 for further process-
ing.

[0047] 049 If the timed wait for user response at the
STEP 232 is terminated without user response by the
event represented at the STEP 236, Time Out, then Po-
sition Request data are transferred and the method pro-
ceeds to a STEP 242 for further processing. The STEP
242 invokes the Privacy Policy to determine ifanabsence
of user response requires denial. If an absence of user
response requires denial, then the inventive method pro-
ceeds via the flow connection 220 to the STEP 222
(shown in FIGURE 2(a)). If absence of user response
does notrequire denial, then the method proceeds to the
STEP 250 for further processing.

[0048] 050 If the timed wait for user response of the
STEP 232 is terminated by the event represented at the
STEP 238 (User Denies Request), then the inventive
method proceeds via the flow connection 220 to the
STEP 222, shown in FIGURE 2(a).

[0049] 051 Asshownin FIGURE 2(b), if a new Position
Request is received during the timed wait of the STEP
232, i.e., the event represented at the STEP 240 (Pos-
sible Arrival of New Position Request During Wait) occurs
prior to the termination of the timed wait for user re-
sponse, then the new Position Request data received by
the Privacy Engine 120 (FIGURE 1) are transferred, and
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the method proceeds to a STEP 244,

[0050] 052 Still in reference to FIGURE 2(b), at the
STEP 244 the new Position Request is evaluated to de-
termine whether the request is an Emergency Service
Request. For an Emergency Service Request the method
proceeds via the flow connection 246 to a STEP 288
(FIGURE 2(d)). At the STEP 288 the Position Request
Counter is incremented and the method proceeds to a
STEP 290. At the STEP 290 the processing for the prior
Position Request is suspended and placed in a queue
for subsequent processing, as explained hereinbelow. In
another embodiment (not shown) the method may in-
stead abort processing of the prior Position Request at
the STEP 290. In yet another embodiment (not shown),
means are provided to enable the PD module 122 (FIG-
URE 1) to process a plurality of simultaneous requests.
Following the STEP 290, the method proceeds to the
STEP 256 (FIGURE 2(b)) via the flow connection 214 for
expedited processing of the Emergency Service Re-
quest. If the new request is not an emergency request,
the method proceeds directly from the STEP 244 to a
STEP 248 (FIGURE 2(b)).

[0051] 053 At the STEP 248 the Position Request
Counter is incremented. The method then proceeds to a
STEP 260 and the new Position Request data are trans-
ferred to queuing. At the STEP 260, the method places
the new Position Request data into a data queue. After
completion of the STEP 260 the inventive method returns
to the STEP 232, and awaits a response from the user.
In alternative embodiments additional steps may be in-
serted and implemented prior to the STEP 248 for the
purpose of deciding whether the new Position Request
should be denied instead of queued. In these embodi-
ments it may be advantageous to deny unacceptable re-
questsifthe added stepsresultinan overallimprovement
in efficiency. In one example, a request that stipulates
an unacceptable QoS may be denied at once rather than
placed in queue.

[0052] 054 As shown in FIGURE 2(b), the STEP 250
may be entered from any of the STEPS 234, 242, or (via
flow connection 230) the STEP 228 (FIGURE 2(a)). At
the STEP 250, Position Request data designating QoS
are compared with Privacy Rules that apply for the cur-
rent Position Request. For the purpose of describing the
exemplary implementation, QoS may represent the ac-
curacy of position data to be returned to the Location
Request Application. The position data may comprise
latitude and longitude coordinate data in conjunction with
QoS data representing the accuracy of the position esti-
mate. If the QoS specified by the Position Request data
complies with limits specified by the Privacy Rules appli-
cable for the present Position Request, the method pro-
ceeds to a STEP 256. If the QoS specified by the Position
Request data do not comply with Privacy Policy limits,
the QoS data are modified for compliance ina STEP 252
before further processing at the STEP 256. Further dis-
cussion to clarify the purpose and use of QoS specifica-
tions will be given in the Exemplary Applications section
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described hereinbelow.

[0053] 055 Atthe STEP 256, the method activates the
PD module 122 (FIGURE 1) in order to retrieve position
data in accordance with Position Request data and cur-
rent Privacy Policy specifications. As described herein-
above, when emergency or other privacy override re-
quests are received, the method may implement STEP
256 via the flow connection 214, following from the
STEPS 212, 216 (FIGURE 2(a)) or the STEP 290 (FIG-
URE 2(d)). The method then proceeds to a STEP 258.
At the STEP 258, the method performs a timed wait for
the PDM 122 response.

[0054] 056 FIGURE 2(c) is a continuation of the unified
flow diagram of FIGURE 2, proceeding from the timed
wait at the STEP 258 (FIGURE 2(b) (timed wait for PDM
response). The STEPS 262 and 264 represent events
that may terminate the timed wait period of the STEP
258. The STEP 266 also represents an event that may
occur during the timed wait period at the STEP 258.
These steps are described in more detail in the following
paragraphs.

[0055] 057 As shown in FIGURE 2(c), if the timed wait
for the PDM response at the STEP 258 is terminated by
the event represented at the STEP 262, i.e., if the PDM
122 responds to the Privacy Engine 120 (FIGURE 1), the
method proceeds from the STEP 262 to a decision STEP
270. If the timed wait of the STEP 258 "times-out", i.e.,
is terminated by the event represented at the STEP 264,
(Time Out), the method proceeds from the STEP 264 to
a STEP 272 and an error message is transmitted to the
Location Request Application. In alternative embodiment
(not shown), position information previously stored may
be transmitted in place of an error message. Following
the STEP 272, the method proceeds to a STEP 282 to
test for pending position requests in the new position re-
quest queue.

[0056] 058 As shown in FIGURE 2(c), if new position
requests occur during the STEP 258, the method pro-
ceeds to a STEP 266 (Possible Arrival of New Position
Request During Wait). At the STEP 266, new Position
Requestdataisreceived by the Privacy Engine 120 (FIG-
URE 1). At the following STEP 268 the new Position Re-
quest is evaluated to determine whether the request is
an Emergency Service Request. For an Emergency
Service Request the method proceeds via the flow con-
nection 246 to a STEP 288 (FIGURE 2(d)) for subsequent
processing steps as described hereinabove. If the new
request is not an emergency request, the method pro-
ceeds directly from the STEP 268 to a STEP 274.
[0057] 059 At the STEP 274, the method increments
the Position Request Counter. At a following STEP 278,
the method places new Position Requestdata into a data
queue. After completion of the STEP 278 the method
returns to the STEP 258 to continue to perform a timed
wait for PDM response.

[0058] 060 When the timed wait at the STEP 258 is
interrupted by the PDM 122 responding to the Privacy
Engine 120 (FIGURE 1), the method proceeds from the



15 EP 1 593 286 B1 16

STEP 258 to the STEP 262 as shown in FIGURE 2(c).
At the STEP 262, PDM data are transferred from the
PDM 122 at the STEP 262, to the Privacy Engine 120.
The PDM data comprise position coordinate data and
QoS data. At the STEP 270, PDM data designating QoS
are compared with Privacy Rules relating to the Privacy
Class of the current Position Request. For the purpose
of describing the exemplary implementation, QoS may
represent an estimated accuracy of PDM position coor-
dinate data to be returned to the Location Request Ap-
plication. The PDM data, for example, may comprise lat-
itude and longitude data in conjunction with QoS data
representing the accuracy of the position estimate. If the
QoS of the PDM data complies with limits specified by
the Privacy Rules relating to the Privacy Class of the
current Position Request, the methods proceeds to a
STEP 280 for further processing. If the QoS specified by
the PDM data do not comply with Privacy Policy limits
for the present instance, then the QoS data are modified
for compliance ata STEP 276. After the position estimate
is reformatted at the STEP 276, the method proceeds to
the STEP 280. More detailed description of the purpose
and use of QoS specifications is provided below in the
Exemplary Applications section.

[0059] 061 The PDM data are transmitted to the Loca-
tion Request Application at the STEP 280. The method
then proceeds to the STEP 282, whereat the Position
Request Counter is interrogated to determine if new Po-
sition Requests are pending. If the counter value is de-
termined to be zero, indicating that no pending requests
are present, then the method returns to the wait state
202 (FIGURE 2(a)). If the counter value is an integer
greater than zero, then the method proceeds to a STEP
284. At the STEP 284, new Position Request data are
retrieved from the new Position Request data queue.
[0060] 062 The method then proceeds to a STEP 286,
whereat the Position Request Counter is decremented.
The method then proceeds (via the flow connection 208)
to the STEP 210 (FIGURE 2(a)) to further process new
Position Request data.

Exemplary Applications

[0061] 063 In atypical application of the present teach-
ings, several user-configurable Privacy Classes, and
properties or rules appertaining thereto, can be defined.
As described above in reference to FIGURE 1, user con-
figurability may be effected via data connections between
the Privacy Engine 120 and the User Interface 106, the
Privacy Management Server 104 (or other network serv-
ers not shown in the Figures), or the External Local Ap-
plications 116. It is desirable to permit configuration and
modification of the Privacy Engine 120 and Privacy Policy
by secure meansonly. By way of example, secure means
may comprise methods and means for providing secure
digital communication, use of passwords, digital certifi-
cates, and other well known identity verification and au-
thentication methods.
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[0062] 064 Privacy Classes may include, without limi-
tation, the following types:

1. default for unknown or undeclared (i.e., non-trust-
ed) Location Request Applications and requestor
identities not specifically included in any other class;

2. default for trusted Location Request Applications
and requestor identities not specifically included in
any other class; and

3. user specified classes including Location Request
Applications and requestor identities.

[0063] 065 Each Privacy Class may include, without
limitation, the following Privacy Rules:

1. specification of default acceptance or denial, or
acceptance contingent to specified restrictions;

2. specification of user notification requirements:

2.a. user notification absolutely required or not
required,

notification based on requested QoS (e.g., the
user specifies that notification is required for po-
sition estimates more accurate than 10 meters.
Hence, if Position Request data specifies QoS
for position estimate with 5 meters accuracy, the
user shall be notified.), and

2.b. notification based on whether the request
is periodic or initiated on demand;

2.c. notification based on time of occurrence,
such time of day, day of week, date, or similar
time-dependent restrictions.

3. specification of display mode to be used for user
notification (e.g., pop-up icon in graphical user inter-
face, notification by tone, music or other sound, no-
tification by vibration, efc.), and information to be dis-
played, if any;

4. specification of notification requirements related
to periodic requests such as whether explicit notifi-
cation is required for each periodic request or re-
quired only for the first request of a periodic series;

5. specification of QoS or position estimate accuracy
to be delivered (e.g., a Privacy Policy class may be
permitted only zip code accuracy, or permitted only
for accuracy to within a radius greater than a spec-
ified number of meters);

6. specification of the default handling if the user
does not respond to a notification (e.g., request al-
lowed or notallowed when the userdoes notrespond
to a notification such as a pop up window, with or
without an "OK" button, which automatically disap-
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pears after a few seconds);

7. specification of variable rule configurations based
upon the Mobile Station location or the time of the
day. [For example, the user may establish a rule
modifying or prohibiting a response from certain lo-
cations or at certain times of day.]

[0064] 066 Inone embodimentofthe present inventive
concept, the Mobile Station 102 (FIGURE 1) may include
a Subscriber Identity Module (SIM), a Universal Sub-
scriber |dentity Module (USIM) or a Removable User
Identity Module (RUIM). SIM, USIM and RUIM devices
are removable storage components for Mobile Stations
that enable secure storage of user-specific information.
As previously described in reference to FIGURE 1, the
SIM, USIM or RUIM device may be included in the Other
Modules block 112. In this exemplary embodiment, user-
specific Privacy Policy data are stored in the SIM, USIM
or RUIM device. The devices are operatively coupled to
the Privacy Engine 120 (connection not shown in FIG-
URE 1), and the user-specific Privacy Policy data are
transmitted to the Privacy Engine 120 for implementation
of the Privacy Engine 120 operations described herein-
above. User-specific Privacy Policy data are also re-
ceived from the Privacy Engine for storage. This occurs
when the Privacy Policy data are initially received for stor-
age by the SIM, USIM or RUIM device, and when the
data are changed or updated. When the SIM, USIM or
RUIM is removed from the Mobile Station 102, the user-
specific Privacy Policy information may then be advan-
tageously deleted automatically from the Privacy Engine
120. The use of SIM, USIM or RUIM devices for remov-
able storage of user-specific data in Mobile Stations is
well known to persons skilled in the communication arts.
Standards for implementation of SIM devices are de-
scribed in the reference 3rd Generation Partnership
Project (3GPP), Technical Specification (TS) Group Ter-
minals, Subscriber |dentity Module Application Program-
ming Interface (SIM AP), Stage 1, Release 1999, (3GPP
TS 02.19 V8.0.0), June, 2001. This reference is hereby
referenced for teachings relating to implementation of
SKIl devices. It will also be obvious to persons skilled in
the art that the present teachings encompass embodi-
ments wherein other removable storage devices (such
as smart cards or memory sticks) are included in a Mobile
Station and used in conjunction with the Privacy Engine
for storage of user-specific Privacy Policy data.

[0065] 067 In light of the examples provided in the de-
scription above, those of ordinary skill in the communi-
cations art shall recognize that the teachings herein can
be broadly and generally applied to user control and man-
agement of personal privacy information relating to LCS.
[0066] 068 Those of ordinary skill in the communica-
tions and computer arts shall also recognize that com-
puter readable medium which tangibly embodies the
method steps of any of the embodiments herein may be
used in accordance with the present teachings. For ex-
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ample, the method steps described above with reference
to FIGURES 2(a)-2(c) may be embodied as a series of
computer executable instructions stored on a the com-
puter readable medium. Such a medium may include,
without limitation, RAM, ROM, EPROM, EEPROM, flop-
py disk, hard disk, CD-ROM, etc. The disclosure also
includes the method STEPS of any of the foregoing em-
bodiments synthesized as digital logic in an integrated
circuit, such as a Field Programmable Gate Array, or Pro-
grammable Logic Array, or other integrated circuits that
can be fabricated or modified to embody computer pro-
gram instructions.

[0067] 069 The Mobile Station 102 in accordance with
the present teachings may include, without limitation:
wireless telephone, a personal digital assistant with wire-
less communication capability, a laptop with wireless
communication capability, and any other mobile digital
device for personal communication via wireless connec-
tion.

[0068] 070 A number of embodiments of the present
inventive concept have been described. Nevertheless, it
will be understood that various modifications may be
made without departing from the scope of the concept
as disclosed herein. For example, the methods can be
executed in software or hardware, or a combination of
hardware and software embodiments. As another exam-
ple, it should be understood that the functions described
as being part of one module may in general be performed
equivalently in another module. As yet another example,
steps or acts shown ordescribed in a particular sequence
may generally be performed in a different order, except
for those embodiments described in a claim that include
a specified order for the steps.

[0069] 071 Accordingly, itis to be understood that the
inventive concept is not to be limited by the specific illus-
trated embodiments, but only by the scope of the ap-
pended claims. The description may provide examples
of similar features as are recited in the claims, but it
should not be assumed that such similar features are
identical to those in the claims unless such identity is
essential to comprehend the scope of the claim. In some
instances the intended distinction between claim fea-
tures and description features is underscored by using
slightly different terminology.

Claims

1. A privacy control system for use in a mobile station
(102), wherein the mobile station (102) communi-
cates with a wireless communication system, and
wherein the privacy control system provides geo-
graphical location information associated with the
mobile station (102), comprising:

a) a Privacy Engine (120), including a Privacy
Policy component having at least one Privacy
Rule, wherein the Privacy Engine (120) receives
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location requests related to the geographical lo-
cation of the mobile station generated by a lo-
cation requestor external to the mobile station
(102) and determines whether the location re-
quest should be denied based at least in parton
the at least one Privacy Rule; and

b) a Position Determination Module (122), op-
eratively coupled and responsive to the Privacy
Engine (120), wherein the Position Determina-
tion Module (122) provides estimates of the ge-
ographical location of the mobile station (102)
to the Privacy Engine (120);

wherein, the Privacy Engine (120)

selectively activates the Position Determination
Module (122) in accordance with the Privacy
Policy component in order to receive the geo-
graphical location estimates from the Position
Determination Module (122), and

responds to the location requests by processing
the location estimates, and

provides response messages in accordance
with the Privacy Policy component.

2. The privacy control system of Claim 1, wherein the

Position Determination Module (122) operates ac-
cording to one or more of the following methods:

Global Positioning System, assisted Global Po-
sitioning System, Advanced Forward Link Trilat-
eration, Time of Arrival, Enhanced Observed
Time Difference, and positioning based oniden-
tifying wireless communication cells within
which the mobile station (102) is operating.

The privacy control system of Claim 1, further com-
prising a wireless network communication module
(112) operatively coupled to the Privacy Engine
(120) and to the wireless communication system,
wherein the wireless network communication mod-
ule (112) is configured to receive the location re-
quests from the wireless communication system and
to transmit the response messages to the wireless
communication system, and further configured to re-
ceive data and software instructions from the wire-
less communication system and to transmit data and
software instructions to the wireless communication
system.

The privacy control system of Claim 3, wherein the
Privacy Engine (120) comprises software that is
downloaded from the wireless communication sys-
tem.

The privacy control system of Claim 3, wherein the
Privacy Engine (120) is modified with software up-
grades downloaded from the wireless communica-
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20
tion system.

The privacy control system of Claim 3, wherein the
Privacy Policy comprises software that is download-
ed from the wireless communication system.

The privacy control system of Claim 3, wherein the
Privacy Policy is modified with updates downloaded
from the wireless communication system.

The privacy control system of Claim 7, wherein the
updates include user-specific Privacy Policy data.

The privacy control system of Claim 3, wherein the
location request is received from an external appli-
cationoperatively connected to the wireless commu-
nication system.

The privacy control system of Claim 1, further com-
prising a local communication module (118) opera-
tively coupled to the Privacy Engine (120) and to
external local applications (116), wherein the local
communication module (118) is configured to re-
ceive the location requests from the external local
applications (116) and to transmitthe response mes-
sages to the external local applications (116), and
further configured to receive data and software in-
structions from the external local applications (116)
and to transmit data and software instructions to the
external local applications (116).

The privacy control system of Claim 10, wherein the
Privacy Engine (120) comprises software that is
downloaded from an external local application (116).

The privacy control system of Claim 10, wherein the
Privacy Engine (120) is modified with software up-
grades by software instructions downloaded from an
external local application (116).

The privacy control system of Claim 10, wherein the
Privacy Policy comprises software that is download-
ed from an external local application (116).

The privacy control system of Claim 10, wherein the
Privacy Policy is modified with updates downloaded
from an external local application (116).

The privacy control system of Claim 14, wherein the
updates include user-specific Privacy Policy data.

The privacy control system of Claim 10, wherein the
location request is received from an external local
application (116).

The privacy control system of Claim 1, further com-
prising a User Interface (106), operatively coupled
to the Privacy Engine (120), wherein the User Inter-
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face (106) is configured to receive input from a user,
and wherein the user input is used to modify the Pri-
vacy Policy with updates.

The privacy control system of Claim 17, wherein the
updates include user-specific Privacy Policy data.

The privacy control system of Claim 17, wherein the
User Interface (106) provides notifications of location
requests to the user, in accordance with the Privacy
Policy, and wherein the User Interface (106) is con-
figured to receive responses from the user, respon-
sive to the location request notifications.

The privacy control system of Claim 19, wherein the
Privacy Policy includes a plurality of Privacy Classes,
wherein the Privacy Classes classify the location re-
quests received by the Privacy Engine (120), and
wherein the Privacy Policy further includes Privacy
Rules that determine responses to the location re-
quests for each Privacy Class, and wherein the Pri-
vacy Rules include at least one of the following rules:

a) a rule requiring default acceptance or denial
of a location request;

b) a rule requiring user notification of a location
request;

c) a rule requiring user notification based upon
a requested quality of service;

d) a rule requiring user notification based upon
whether the location request is periodic or initi-
ated on demand;

e) a rule requiring user notification based upon
a time of occurrence of the location request;

f) a rule specifying a display mode to be used
for user notification;

g) a rule specifying an accuracy range of the
location estimate to be provided;

h) a rule requiring default handling of aresponse
message if the user does not respond to a user
notification; and

i) a rule specifying response message handling
based on current geographical location of the
mobile station.

The privacy control system of Claim 1, further com-
prising a removable data storage device, wherein
the removable data storage device is operatively
coupled to the Privacy Engine (120), and wherein
the removable data storage device is configured to
receive, store, and transmit user- specific Privacy
Policy data.

The privacy control system of Claim 21, wherein the
removable data storage device comprises a Sub-

scriber Identity Module device.

The privacy control system of Claim 21, wherein the

10

15

20

25

30

35

40

45

50

55

12

24,

25.

26.

27.

28.

22

removable data storage device comprises a Univer-
sal Subscriber Identity Module device.

The privacy control system of Claim 21, wherein the
removable data storage device comprises a Remov-
able User |dentity Module device.

A method of providing privacy control in a mobile
station (102) of the mobile station geographical lo-
cation information, wherein the mobile station (102)
communicates with a wireless communication sys-
tem, and wherein the mobile station (102) includes
a Privacy Engine (120) comprising software instruc-
tions, wherein the Privacy Engine software instruc-
tions also include Privacy Policy instructions having
at least one Privacy Rule, and wherein the mobile
station (102) further includes a Position Determina-
tion Module (122) capable of providing geographical
location estimates of the mobile station (102); the
method comprising the steps of:

a) receiving (204) location requests for a current
geographical location of the mobile station (102)
from a location requestor external to the mobile
station (102);

b) processing the location requests in accord-
ance with the Privacy Engine software instruc-
tions, wherein processing the location request
includes determining whether the location re-
quest should be denied based at leastin parton
the at least on Privacy Rule;

c) selectively activating the Position Determina-
tion Module (122) inaccordance with the Privacy
Policy component for obtaining geographical lo-
cation estimates of the mobile station (102);

d) processing the geographical location esti-
mates in accordance with the location requests,
the Privacy Engine software instructions, and
the Privacy Rules; and

e) selectively providing response messages re-
sponsive to the location requests, in accordance
with the Privacy Engine software instructions,
the location estimates and the Privacy Rules.

The privacy control method of Claim 25, wherein the
step b) of processing the location requests further
includes a step of processing emergency location
requests by overriding the Privacy Policy instructions
to provide emergency response messages.

The privacy control method of Claim 26, wherein the
step b) of processing the location requests includes
processing a plurality of concurrent location re-
quests.

The privacy control method of Claim 27, wherein
pending location requests are suspended while the
emergency location requests are processed.
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The privacy control method of Claim 25, further com-
prising a step of notifying a user of location requests.

The privacy control method of Claim 29, wherein the
Privacy Policy instructions include Privacy Classes
for classifying the location requests received during
the step a), and wherein the Privacy Policy instruc-
tions include Privacy Rules for determining a re-
sponse to the location requests for each Privacy
Class, andwhereinthe Privacy Rules include atleast
one of the following rules:

a) a rule requiring default acceptance or denial
of a location request;

b) a rule requiring user notification of a location
request;

c) a rule requiring user notification based upon
a requested quality of service;

d) a rule requiring user notification based upon
whether the location request is periodic or initi-
ated on demand;

e) a rule requiring user notification based upon
a time of occurrence of the location request;

f) a rule specifying a display mode to be used
for user notification;

g) a rule specifying an accuracy range of the
location estimate to be provided;

h) a rule requiring default handling of aresponse
message if the user does not respond to a user
notification; and

i) a rule specifying response message handling
based on current geographical location of the
mobile station.

Patentanspriiche

Ein Privatspharenkontrollsystem zum Einsatz in ei-
ner Mobilstation (102), wobei die Mobilstation (102)
mit einem drahtlosen Kommunikationssystem kom-
muniziert und wobei das Privatspharenkontrollsys-
tem geographische Standortinformationen bereit-
stellt, verbunden mit der Mobilstation (102), aufwei-
send:

a) eine Privatsphareneinheit (120), eine Privat-
spharenrichtlinienkomponente beinhaltend, die
Uber zumindest eine Privatspharenregel ver-
figt, wobei die Privatsphareneinheit (120)
Standortanfragen empfangt, zugehdrig zu dem
geographischen Standort von der Mobilstation,
erzeugt durch einen Standortanforderer, auer-
halb der Mobilstation (102), und bestimmt, ob
die Standortanfrage abgewiesen werden sollte,
zumindest zum Teil basierend auf der zumin-
dest einen Privatspharenregel; und

b) ein Positionsbestimmungsmodul (122), wirk-
sam verbunden mit und reagierend auf die Pri-
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vatsphareneinheit (120), wobei das Positions-
bestimmungsmodul (122) Schatzungen von
dem geographischen Standort von der Mobil-
station (102) an die Privatsphareneinheit (120)
bereitstellt;

wobei die Privatsphareneinheit (120)

selektiv das Positionsbestimmungsmodul (122)
aktiviert, in Ubereinstimmung mit der Privats-
pharenrichtlinienkomponente, um die geogra-
phischen Standortschatzungen von dem Positi-
onsbestimmungsmodul (122) zu empfangen,
und

auf die Standortanfragen antwortet, durch Ver-
arbeiten der Standortschatzungen, und
Antwortnachrichten bereitstellt, in Ubereinstim-
mung mit der Privatspharenrichtlinienkompo-
nente.

Das Privatspharenkontrollsystem nach Anspruch 1,
wobei das Positionsbestimmungsmodul (122) be-
trieben wird gemaR einem oder mehreren von den
folgenden Verfahren:

globales Ortungssystem, unterstitztes globales
Ortungssystem, weiterentwickelte Vorwartsver-
bindungs-Trilateration, Ankunftszeit, erweiter-
ter beobachteter Zeitunterschied und Ortung,
basierend auf Identifizierung von drahtlosen
Kommunikationszellen, innerhalb derer die Mo-
bilstation (120) betrieben wird.

Das Privatspharenkontrollsystem nach Anspruch 1,
weiter aufweisend, ein Drahtlosnetzwerk-Kommuni-
kationsmodul (112) betriebsfahig verbunden mit der
Privatsphareneinheit (120) und mit dem drahtlosen
Kommunikationssystem, wobei das Drahtlosnetz-
werk-Kommunikationsmodul (112) konfiguriert ist,
die Standortanfragen von dem drahtlosen Kommu-
nikationssystem zu empfangen und die Antwort-
nachrichten an das drahtlose Kommunikationssys-
tem zu Ubertragen, und weiter konfiguriert ist, Daten
und Softwareanweisungen von dem drahtlosen
Kommunikationssystem zu empfangen und Daten
und Softwareanweisungen an das drahtlose Kom-
munikationssystem zu tbertragen.

Das Privatspharenkontrollsystem nach Anspruch 3,
wobei die Privatsphareneinheit (120) Software auf-
weist, die von dem drahtlosen Kommunikationssys-
tem heruntergeladen wird.

Das Privatspharenkontrollsystem nach Anspruch 3,
wobei die Privatsphareneinheit (120) mit Software-
aktualisierungen modifiziert wird, heruntergeladen
von dem drahtlosen Kommunikationssystem.
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Das Privatspharenkontrollsystem nach Anspruch 3,
wobei die Privatspharenrichtlinie Software aufweist,
die von dem drahtlosen Kommunikationssystem he-
runtergeladen wird.

Das Privatspharenkontrollsystem nach Anspruch 3,
wobei die Privatspharenrichtlinie mit Aktualisierun-
gen modifiziert wird, heruntergeladen von dem
drahtlosen Kommunikationssystem.

Das Privatspharenkontrollsystem nach Anspruch 7,
wobei die Aktualisierungen benutzerspezifische Pri-
vatspharenrichtlinien-Daten beinhalten.

Das Privatspharenkontrollsystem nach Anspruch 3,
wobei die Standortanfrage empfangen wird von ei-
ner externen Anwendung, betriebsfahig verbunden
mit dem drahtlosen Kommunikationssystem.

Das Privatspharenkontrollsystem nach Anspruch 1,
weiter aufweisend ein lokales Kommunikationsmo-
dul (118), betriebsfahig verbunden mit der Privats-
phareneinheit (120) und mit externen lokalen An-
wendungen (116), wobei das lokale Kommunikati-
onsmodul (118) konfiguriert ist, die externen Stand-
ortanfragen vonden externen lokalen Anwendungen
(116) zu empfangen und die Antwortnachrichten zu
den externen lokalen Anwendungen (116) zu uber-
tragen und weiter konfiguriert ist, Daten und Soft-
wareanweisungen von den externen lokalen Anwen-
dungen (116) zu empfangen und Daten und Soft-
wareanweisungen zu den externen lokalen Anwen-
dungen (116) zu Ubertragen.

Das Privatspharenkontrollsystem nach Anspruch
10, wobei die Privatsphareneinheit (120) Software
aufweist, die heruntergeladen wird von einer exter-
nen lokalen Anwendung (116).

Das Privatspharenkontrollsystem nach Anspruch
10, wobei die Privatsphareneinheit (120) modifiziert
wird mit Softwareaktualisierungen durch Software-
anweisungen, heruntergeladen von einer externen
lokalen Anwendung (116).

Das Privatspharenkontrollsystem nach Anspruch
10, wobei die Privatspharenrichtlinie Software auf-
weist, die von einer externen lokalen Anwendung
heruntergeladen wird.

Das Privatspharenkontrollsystem nach Anspruch
10, wobei die Privatspharenrichtlinie modifiziert ist
mit Aktualisierungen, heruntergeladen von einer ex-
ternen lokalen Anwendung (116).

Das Privatspharenkontrollsystem nach Anspruch
14, wobei die Aktualisierungen benutzerspezifische
Privatspharenrichtlinien-Daten beinhalten.
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Das Privatspharenkontrollsystem nach Anspruch
10, wobei die Standortanfrage empfangen wird von
einer externen lokalen Anwendung (116).

Das Privatspharenkontrollsystem nach Anspruch 1,
weiter aufweisend eine Benutzerschnittstelle (106),
betriebsfahig verbunden mit der Privatspharenein-
heit (120), wobeidie Benutzerschnittstelle (106) kon-
figuriert ist, Eingabe von einem Benutzer zu emp-
fangen und wobei die Benutzereingabe verwendet
wird, die Privatspharenrichtlinie mit Aktualisierun-
gen zu modifizieren.

Das Privatspharenkontrollsystem nach Anspruch
17, wobei die Aktualisierungen benutzerspezifische
Privatspharenrichtlinien-Daten beinhalten.

Das Privatspharenkontrollsystem nach Anspruch
17, wobei die Benutzerschnittstelle (106) dem Be-
nutzer Benachrichtigungen Uber Standortanfragen
bereitstellt, in Ubereinstimmung mit der Privatspha-
renrichtlinie und wobei die Benutzerschnittstelle
(1086) konfiguriert ist, Antworten von dem Benutzer
zu empfangen, reagierend auf die Standortanfrage-
benachrichtigungen.

Das Privatspharenkontrollsystem nach Anspruch
19, wobei die Privatspharenrichtlinie eine Vielzahl
von Privatspharenklassen beinhaltet, wobei die Pri-
vatspharenklassen die Standortanfragen, empfan-
gen von der Privatsphareneinheit (120), klassifizie-
ren und wobei die Privatspharenrichtlinie weiter Pri-
vatspharenregeln beinhaltet, die Antworten auf die
Standortanfragen fiir jede Privatspharenklasse be-
stimmen, und wobei die Privatspharenregeln zumin-
dest eine von den folgenden Regeln beinhalten:

a) eine Regel, Standardannahme oder Abwei-
sung von einer Standortanfrage erfordernd;

b) eine Regel, Benutzerbenachrichtigung tber
eine Standortanfrage erfordernd;

c) eine Regel, Benutzerbenachrichtigung erfor-
dernd, basierend auf einer angeforderten Ser-
vicequalitat;

d) eine Regel, Benutzerbenachrichtigung erfor-
dernd, basierend darauf, ob die Standortanfrage
periodisch ist, oder auf Verlangen initiiert wird;
e) eine Regel, Benutzerbenachrichtigung erfor-
dernd, basierend auf einem Zeitpunkt des Auf-
tretens von der Standortanfrage;

f) eine Regel, die einen Anzeigemodus spezifi-
ziert, der flr Benutzerbenachrichtigung verwen-
det werden soll;

g) eine Regel, die einen Genauigkeitsbereich
von der Standortschatzung spezifiziert, die be-
reitgestellt werden soll;

h) eine Regel, Standardhandhabung von einer
Antwortnachricht erfordernd, wenn der Benut-
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zer nicht auf eine Benutzerbenachrichtigung
antwortet; und

i) eine Regel, die Antwortnachrichthandhabung
spezifiziert, basierend auf dem gegenwartigen
Standort von der Mobilstation.

Das Privatspharenkontrollsystem nach Anspruch 1,
weiter aufweisend ein entfernbares Datenspeiche-
rendgerat, wobei das Datenspeicherendgerat be-
triebsfahig verbunden ist mit der Privatspharenein-
heit (120) und wobei das entfernbare Datenspeiche-
rendgerat konfiguriert ist zu empfangen, speichern
und Ubertragen von benutzerspezifischen Privats-
pharenrichtlinien-Daten.

Das Privatspharenkontrollsystem nach Anspruch
21, wobei das entfernbare Datenspeicherendgerat
ein Teilnehmeridentitdismodul aufweist.

Das Privatspharenkontrollsystem nach Anspruch
21, wobei das entfernbare Datenspeicherendgerat
ein universelles Teilnehmeridentitdsmodul aufweist.

Das Privatspharenkontrollsystem nach Anspruch
21, wobei das entfernbare Datenspeicherendgerat
ein entfernbares Benutzeridentitdtsmodul aufweist.

Ein Verfahren zum Bereitstellen von Privatsphéren-
kontrolle von der geographischen Standortinforma-
tion in einer Mobilstation (102), wobei die Mobilsta-
tion (102) mit einem drahtlosen Kommunikations-
system kommuniziert und wobei die Mobilstation
(102) eine Privatsphareneinheit (120) beinhaltet,

Softwareanweisungen aufweisend, wobei die
Privatsphareneinheitsoftwareanweisungen  auch
Privatspharenrichtlinienanweisungen  beinhalten,

die Uber zumindest eine Privatspharenregel verfi-
gen, und wobei die Mobilstation (102) weiter ein Po-
sitionsbestimmungsmodul (122) beinhaltet, das in
der Lage ist, geographische Standortschatzungen
von der Mobilstation (102) bereitzustellen; das Ver-
fahren die Schritte aufweisend:

a) Empfangen (204) von Standortanfragen fir
einen gegenwartigen geographischen Standort
von der Mobilstation (102) von einem Standor-
tanforderer auRerhalb der Mobilstation (102);
b) Verarbeiten der Standortanfragen in Uberein-
stimmung mit den Privatsphareneinheitsoft-
wareanweisungen, wobei das Verarbeiten der
Standortanfragen beinhaltet, Bestimmen, obdie
Standortanfrage abgewiesen werden sollte, zu-
mindest zum Teil basierend auf der zumindest
einen Privatspharenregel,

c) selektives Aktivieren des Positionsbestim-
mungsmoduls (122), in Ubereinstimmung mit
der Privatspharenrichtlinienkomponente zum
Erhalten von geographischen Standortschat-
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zungen von der Mobilstation (102);

d) Verarbeiten der geographischen Standort-
schitzungen in Ubereinstimmung mit den
Standortanfragen, den Privatsphareneinheits-
oftwareanweisungen und den Privatspharenre-
geln; und

e) selektives Bereitstellen von Antwortnachrich-
ten, reagierend auf die Standortanfragen, in
Ubereinstimmung mit den Privatsphérenein-
heitsoftwareanweisungen, den Standortschat-
zungen und den Privatspharenregeln.

Das Privatspharenkontrollverfahren nach Anspruch
25, wobei der Schritt b) zum Verarbeiten der Stand-
ortanfragen weiter beinhaltet, einen Schritt zum Ver-
arbeiten von Notfallstandortanfragen durch Uber-
schreiben der Privatsphéarenrichtlinienanweisun-
gen, um Notfallantwortnachrichten bereitzustellen.

Das Privatspharenkontrollverfahren nach Anspruch
26, wobei der Schritt b) zum Verarbeiten der Stand-
ortanfragen beinhaltet, Verarbeiten einer Vielzahl
von gleichzeitigen Standortanfragen.

Das Privatspharenkontrollverfahren nach Anspruch
27, wobei anhdngige Standortanfragen ausgesetzt
werden, wahrend die Noffallstandortanfragen verar-
beitet werden.

Das Privatspharenkontrollverfahren nach Anspruch
25, weiter aufweisend einen Schritt zum Benachrich-
tigen eines Benutzers Uber Standortanfragen.

Das Privatspharenkontrollverfahren nach Anspruch
29, wobei die Privatspharenrichtlinienanweisungen
Privatspharenklassen beinhalten zum Klassifizieren
der Standortanfragen, die wahrend des Schrittes a)
empfangen wurden, und wobei die Privatspharen-
richtlinienanweisungen Privatspharenregeln bein-
halten zum Bestimmen einer Antwort auf die Stand-
ortanfragen fir jede Privatspharenklasse und wobei
die Privatspharenregeln zumindest eine von den fol-
genden Regeln beinhalten:

a) eine Regel, Standardannahme oder Abwei-
sung von einer Standortanfrage erfordernd;

b) eine Regel, Benutzerbenachrichtigung tber
eine Standortanfrage erfordernd;

c) eine Regel, Benutzerbenachrichtigung erfor-
dernd, basierend auf einer angeforderten Ser-
vicequalitat;

d) eine Regel, Benutzerbenachrichtigung erfor-
dernd, basierend darauf, ob die Standortanfrage
periodisch ist, oder auf Verlangen initiiert wird;
e) eine Regel, Benutzerbenachrichtigung erfor-
dernd, basierend auf einem Zeitpunkt des Auf-
tretens von der Standortanfrage;

f) eine Regel, die einen Anzeigemodus spezifi-
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ziert, der flr Benutzerbenachrichtigung verwen-
det werden soll;

g) eine Regel, die einen Genauigkeitsbereich
von der Standortschatzung spezifiziert, die be-
reitgestellt werden soll;

h) eine Regel, Standardhandhabung von einer
Antwortnachricht erfordernd, wenn der Benut-
zer nicht auf eine Benutzerbenachrichtigung
antwortet; und

i) eine Regel, die Antwortnachrichthandhabung
spezifiziert, basierend auf dem gegenwartigen
Standort von der Mobilstation.

Revendications

Systéme de contréle de la confidentialité a utiliser
dans une station mobile (102), dans lequel la station
mobile (102) communique avec un systéme de com-
munication sans fil, et dans lequel le systéme de
contréle de la confidentialité fournit des informations
d’emplacement géographique associées a la station
mobile (102), comprenant :

a) un moteur de confidentialité (120), incluant
un composant de politique de confidentialité
ayant au moins une régle de confidentialité, le
moteur de confidentialité (120) recevantdes de-
mandes d’emplacement relatives a 'emplace-
ment géographique de la station mobile géné-
rées par un demandeur d’emplacement externe
a la station mobile (102) et détermine si la de-
mande d’emplacement doit étre refusée en se
basant au moins en partie sur la au moins une
régle de confidentialité ; et

b) un module de détermination de position (122),
couplé opérationnellement et réactif au moteur
de confidentialité (120), le module de détermi-
nation de position (122) fournissant des estima-
tions de 'emplacement géographique de la sta-
tion mobile (102) au moteur de confidentialité
(120) ;

dans lequel, le moteur de confidentialité (120) active
sélectivement le module de détermination de posi-
tion (122) en conformité avec le composant de poli-
tiqgue de confidentialité afin de recevoir les estima-
tions d’emplacement géographique du module de
détermination de position (122), et

répond auxdemandes d’emplacement entraitant les
estimations d’emplacement, et

fournitdes messages de réponse en conformité avec
le composant de politique de confidentialité.

Systéme de contrdle de la confidentialité selon la
revendication 1, dans lequel le module de détermi-
nation de position (122) opére selon un ou plusieurs
des procédés suivants :
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systéme de positionnement global, systeme de
positionnement global assisté, trilatération de
liaison aller avancée, heure d’arrivée, calcul
amélioré de la différence de temps observée, et
positionnement basé sur l'identification de cel-
lules de communication sansfil au sein desquel-
les la station mobile (102) opére.

Systéme de contrdle de la confidentialité selon la
revendication 1, comprenant en outre un module de
communication de réseau sans fil (112) couplé opé-
rationnellement au moteur de confidentialité (120)
et au systéme de communication sans fil, dans le-
quel le module de communication de réseau sans fil
(112) est configuré pour recevoir les demandes
d’emplacement du systéme de communication sans
fil et pour transmettre les messages de réponse au
systéme de communication sans fil, et en outre con-
figuré pour recevoir des données et des instructions
logicielles du systéme de communication sans fil et
transmettre des données et instructions logicielles
au systéme de communication sans fil.

Systéme de contrdle de la confidentialité selon la
revendication 3, dans lequel le moteur de confiden-
tialité (120) comprend un logiciel qui est téléchargé
a partir du systéme de communication sans fil.

Systéme de contrdle de la confidentialité selon la
revendication 3, dans lequel le moteur de confiden-
tialité (120) est modifié avec des mises a niveau de
logiciel téléchargées a partir du systéme de commu-
nication sans fil.

Systéme de contrdle de la confidentialité selon la
revendication 3, dans lequella politique de confiden-
tialité comprend un logiciel qui est téléchargé a partir
du systéme de communication sans fil.

Systéme de contrdle de la confidentialité selon la
revendication 3, dans lequella politique de confiden-
tialité est modifiée avec des mises a jour téléchar-
gées a partir du systéme de communication sans fil.

Systéme de contrdle de la confidentialité selon la
revendication 7, dans lequel les mises ajour incluent
des données de politique de confidentialité spécifi-
ques de l'utilisateur.

Systéme de contrdle de la confidentialité selon la
revendication 3, dans lequel la demande d’empla-
cement est recue d’'une application externe opéra-
tionnellement connectée au systéme de communi-
cation sans fil.

Systéme de contrdle de la confidentialité selon la
revendication 1, comprenant en outre un module de
communication local (118) couplé opérationnelle-
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ment au moteur de confidentialité (120) et a des ap-
plications locales externes (116), le module de com-
munication local (118) étant configuré pour recevoir
les demandes d’emplacement des applications lo-
cales externes (116) et transmettre les messages
de réponse aux applications locales externes (116),
et en outre configuré pour recevoir des données et
des instructions logicielles des applications locales
externes (116) et transmettre des données et des
instructions logicielles aux applications locales ex-
ternes (116).

Systéme de contrdle de la confidentialité selon la
revendication 10, dans lequel le moteur de confiden-
tialité (120) comprend un logiciel qui est téléchargé
a partir d’une application locale externe (116).

Systéme de contrdle de la confidentialité selon la
revendication 10, dans lequel le moteur de confiden-
tialité (120) est modifié avec des mises a niveau de
logiciel par des instructions logicielles téléchargées
a partir d’une application locale externe (116).

Systéme de contrdle de la confidentialité selon la
revendication 10, dans lequel la politique de confi-
dentialité comprend un logiciel qui est téléchargé a
partir d’'une application locale externe (116).

Systéme de contrdle de la confidentialité selon la
revendication 10, dans lequel la politique de confi-
dentialité est modifiée avec des mises a jour télé-
chargées a partir d’'une application locale externe
(1186).

Systéme de contrdle de la confidentialité selon la
revendication 14, dans lequel les mises a jour in-
cluent des données de politique de confidentialité
spécifiques de l'utilisateur.

Systéme de contrdle de la confidentialité selon la
revendication 10, dans lequel la demande d’empla-
cement est regue a partir d’'une application locale
externe (116).

Systéme de contrdle de la confidentialité selon la
revendication 1, comprenant en outre une interface
utilisateur (106), couplée opérationnellementau mo-
teur de confidentialité (120), linterface utilisateur
(106) étant configurée pour recevoir une entrée d’un
utilisateur, et I'entrée d’utilisateur étant utilisée pour
modifier la politique de confidentialité avec des mi-
ses a jour.

Systéme de contrdle de la confidentialité selon la
revendication 17, dans lequel les mises a jour in-
cluent des données de politique de confidentialité
spécifiques de l'utilisateur.
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Systéme de contrdle de la confidentialité selon la
revendication 17, dans lequel l'interface utilisateur
(106) fournit des notifications de demandes d’em-
placement a l'utilisateur, en conformité avec la poli-
tique de confidentialité, et I'interface utilisateur (106)
étant configurée pour recevoir des réponses de I'uti-
lisateur, en réaction aux notifications de demande
d’emplacement.

Systéme de contrdle de la confidentialité selon la
revendication 19, dans lequel la politique de confi-
dentialité inclut une pluralité de classes de confiden-
tialité, les classes de confidentialité classant les de-
mandes d’emplacement regues par le moteur de
confidentialité (120), et la politique de confidentialité
inclut en outre des régles de confidentialité qui dé-
terminent des réponses aux demandes d’emplace-
ment pour chaque classe de confidentialité, et les
régles de confidentialité incluant au moins 'une des
régles suivantes :

a) une regle requérant une acceptation ou un
refus par défaut d’une demande
d’emplacement ;

b) une régle requérant une notification d’utilisa-
teur d’'une demande d’emplacement ;

c) une régle requérant une notification d’utilisa-
teur basée sur une qualité de service
demandée ;

d) une régle requérant une notification d’utilisa-
teur selon que la demande d’emplacement est
périodique ou initiée a la demande ;

e) une régle requérant une notification d’utilisa-
teur basée surune heure d’occurrence de la de-
mande d’emplacement ;

f) une régle spécifiant un mode d’affichage a uti-
liser pour une notification d’utilisateur ;

g) une régle spécifiant une plage de précision
de I'estimation d’emplacement a fournir ;

h) une régle requérant un traitement par défaut
d’un message de réponse si l'utilisateur ne ré-
pond pas a une notification d’utilisateur ; et

i) une régle spécifiant un traitement de message
de réponse basée sur un emplacement géogra-
phique actuel de la station mobile.

Systéme de contrdle de la confidentialité selon la
revendication 1, comprenant en outre un dispositif
de stockage de données amovible, le dispositif de
stockage de données amovible étant couplé opéra-
tionnellement au moteur de confidentialité (120), et
le dispositif de stockage de données amovible étant
configuré pour recevoir, stocker, et transmettre des
données de politique de confidentialité spécifiques
de l'utilisateur.

Systéme de contrdle de la confidentialité selon la
revendication 21, dans lequel le dispositif de stoc-
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kage de données amovible comprend un dispositif
de module d’identité d’abonné.

Systéme de contrdle de la confidentialité selon la
revendication 21, dans lequel le dispositif de stoc-
kage de données amovible comprend un dispositif
de module d’'identité d’abonné universel.

Systéme de contrdle de la confidentialité selon la
revendication 21, dans lequel le dispositif de stoc-
kage de données amovible comprend un dispositif
de module d’'identité d’utilisateur amovible.

Procédé permettant d’assurer un contréle de la con-
fidentialité dans une station mobile (102) des infor-
mations d’emplacement géographique de station
mobile, la station mobile (102) communiquant avec
un systéme de communication sans fil, et la station
mobile (102) incluant un moteur de confidentialité
(120) comprenant des instructions logicielles, les
instructions logicielles du moteur de confidentialité
incluant également des instructions de politique de
confidentialité ayant au moins une régle de confi-
dentialité, et la station mobile (102) incluant en outre
un module de détermination de position (122) capa-
ble de fournir des estimations d’emplacement géo-
graphique de la station mobile (102) ; le procédé
comprenant les étapes de :

a) réception (204) de demandes d’emplacement
d’un emplacement géographique actuel de la
station mobile (102) par un demandeur d’em-
placement externe a la station mobile (102) ;
b) traitement des demandes d’emplacement en
conformité avec les instructions logicielles de
moteur de confidentialité, le traitement de la de-
mande d’emplacement incluant le fait de déter-
miner si la demande d’emplacement doit étre
refusée en se basant au moins en partie sur la
au moins une régle de confidentialité ;

c) lactivation sélective du module de détermi-
nation de position (122) en conformité avec le
composant de politique de confidentialité pour
obtenir des estimations d’emplacement géogra-
phique de la station mobile (102) ;

d) le traitement des estimations d’'emplacement
géographique en conformité aveclesdemandes
d’emplacement, les instructions logicielles du
moteur de confidentialité et les régles de
confidentialité ; et

e) lafourniture sélective de messages derépon-
se en réaction aux demandes d’emplacement,
en conformité avec les instructions logicielles du
moteur de confidentialité, les estimations d’em-
placement et les régles de confidentialité.

Procédé de controle de la confidentialité selon la re-
vendication 25, dans lequel I'étape b) de traitement

10

15

20

25

30

35

40

45

50

55

18

EP 1 593 286 B1

27.

28.

29.

30.
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des demandes d’emplacement inclut en outre une
étape de traitement de demandes d’emplacement
d’urgence par écrasement des instructions de poli-
tigue de confidentialité pour fournir des messages
de réponse d’urgence.

Procédé de contrdle de la confidentialité selon la re-
vendication 26, dans lequel I'étape b) de traitement
des demandes d’emplacement inclut un traitement
d’une pluralité de demandes d’emplacement simul-
tanées.

Procédé de contrdle de la confidentialité selon la re-
vendication 27, dans lequel des demandes d’empla-
cement en attente sont suspendues pendantque les
demandes d’emplacement d’urgence sont traitées.

Procédé de contrdle de la confidentialité selon la re-
vendication 25, comprenant en outre une étape de
notification de demandes d’emplacement a un utili-
sateur.

Procédé de contrdle de la confidentialité selon la re-
vendication 29, dans lequel les instructions de poli-
tigue de confidentialité incluent des classes de con-
fidentialité permettant de classer les demandes
d’emplacement regues durant I'étape a), et les ins-
tructions de politique de confidentialité incluant des
régles de confidentialité permettant de déterminer
une réponse aux demandes d’emplacement pour
chaque classe de confidentialité, et les régles de
confidentialité incluant au moins 'une des régles
suivantes :

a) une regle requérant une acceptation ou un
refus par défaut d’une demande
d’emplacement ;

b) une régle requérant une notification d’utilisa-
teur d’'une demande d’emplacement ;

c) une régle requérant une notification d’utilisa-
teur basée sur une qualité de service
demandée ;

d) une régle requérant une notification d’utilisa-
teur selon que la demande d’emplacement est
périodique ou initiée a la demande ;

e) une régle requérant une notification d’utilisa-
teur basée surune heure d’occurrence de la de-
mande d’emplacement ;

f) une régle spécifiant un mode d’affichage a uti-
liser pour une notification d’utilisateur ;

g) une régle spécifiant une plage de précision
de I'estimation d’emplacement a fournir ;

h) une régle requérant un traitement par défaut
d’un message de réponse si l'utilisateur ne ré-
pond pas a une notification d’utilisateur ; et

i) une régle spécifiant un traitement de message
de réponse basée sur un emplacement géogra-
phique actuel de la station mobile.
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Fokozoit felhasensidd maginsafivy mobil SHomids helymeghatdrors seolgiitatisok sedmara
Seabadatuai igdaypantok

1o gy magdnszfita (privaey) seablyord rendsrer egy roobil dllomason (1023 valé heszoslaa, shol & mobd
Allomas (M2} epy verardk nelill knmmundidelds rendszervel kommuniksl, 8¢ ahol 8 moginszfin szabdly

sendezer & mobil Allomdssal {103) trsitol fldrajel bely informseidt wrolgdital, Sotwrtalnaz:

B} eyy sugdneziirs motort (130}, swely hyelibd gy maginsiia smabilyt tetalvaed meginszin
szabiiyrendszer komponenst foglal magaban, ahol 8 msghoafivs moter {120) a mobil Allods soldeaiat helydre
vouathozd, sgy 2 mobil alloméson (103) kbl helvkéreiment altal slbaltitont hebyre vonatkoad kérslmebet vegs,
#s meghativozes, bogy 2 helyre voratkozd kdrelmer of helbe atusftanis lopaldbh részben lopalsbh oy

mngdnsziévs szabdly slapjan; &
b} egy helymeghatdrues modult (122), amely opsrativ mndon kapesoladik a maginsefSra motorhos {126) ¢a

azsal egytittodktidil, shol a helynwephutirozd madul (122) & mobil allomas {102) fildrajed helydre voratkond
cosléacket srolgdhating

ahiol a maginsafs mstor (1201

saelektly mddon aktivilie o helymeghativozd modult (120) & waginseféra saabilveendszer komponsassek

megfelslien, aanak sedekéber, hogy vegye & Rldrajzi hely bessisnket helymoghatfrozd modultdd 1122), &
valaszol ¢ helyre vonativond kérelmelrs v fely boosidsek feldolgontve fjan, &
vilaszitzensteket nvdit o magdmziiva seabilyrendsser komponenshek mapfdsien.

2. Az L igdnypont szerbntl mongiusafive srabiiveze vendszer, ahol a helvmeghairozd modid ¢ {122 & kbwvetherd

efjdrdsok kOl ey vagy bb szerint miiktdik;

Global Posttioning Systern, Assisted (labal Positioning System, Advaneed Forward Link Trilsterstion, Time of
Arrival, Enhancsd Ohgerved Time Differsnos $s posicionalds azon veestdh nslitl Lommmilioids oallik

azonosiides alapiin, amsbyeken belil s mobil dHomds {102) mitletdik.

3. Az L igdnypont seeriuth mondnsefées szabdlyord veodsesr, sme by twrtalinaz tovabba sy versidho ndlkal
haldzatt kommunikicias modult (HIZ), amely operattv middon csathdiouil 8 magdnieia mutothoz S8y don
vereidk nélkill hommeonikiciss rendszeriier, abal a vezetek ndlkitli haldzat bormmunikicing modut (V12 Yy
van konfigurdlva, hogy vegye o helyre voratkoess kérelmeket & vezetsk néllthl komrunikdcios rendszertd!
atvigye = valasz teeneteket & voreidk nélkill koreramikacits rendsasrhen, tovibhd gy van konfiguediva, hogy
adatokat €y seoftver utesltdsokat vegyen & vozeldk ndlkitl konummikicis rendszentdl & adutokat ¢s seoftver

utasidisokat vigyen 8 a vozetdk ndlkil Remunikiciss randszerbe,

£ A3 igdnypont szerintl magdngefére seadiyond rondszer, aliol & mapdogeftta motor {1300 8 vezsisk netkaili

£

koprmunibdeioy retidszerba] kbt skoftvert taridnaz,

S & 3 igdaypont szerintl magdesa iy srabilyozd rendazer, shol & maesisziie motor £120) 2 veveth nélkal
{RU¥I ¢ 3 23

Kommusikicios rendszerbSl I8N saaliver Mssiidsehkel rdidosiing

8. A 3o igfaypont srevintl mugSoszfien saabdhvosd vendszer, shol & magdneafir szabalvrendsesr o vezetdk

Al ke bdcids repdsserh! eiolint cooRvert tartalmaz,




-

TooA 3, ipdnypont seerintl muagdnsaiira seabibvord rendezer, aliol 3 rosgtisafivs seabilyrendizor a voreidk

aéikil bommuaikic e rendsrochd oo han Sligitdsaklier madosiing

& A& 7 ipfmypont szovbdl magdnefira sedbilvord readuzer ahol g PiasitSsek Slluszosisrs vonstkexd

3

orapansz By szabilyrendseer adatoka fapladosk magukban,

B & 3. igdaypont szevintl magdnsaiére saabilyosd rendazer, ahol a helyrs vonmthowd kévslmet ey 2 vesotéh

nathiil komnunikdaids rendsrerhez nperatiy médon caatiskostatott kitlsd alkalmansadd vessaik,

1 Az L igdeypont scerintl wmagineefra saabdlvons vendszer, awmely tutelmue tovabhe sgy hely
kewmnikdelos modalt (118}, amely operattv médon Rapesedddik o roagdaseen motorhos {120) €8 kukd eyt
alkalmurdsokhoz (116}, ahol a helyd kommmikdeide modul (118) Gy van konfigurabve, Togy veaye a helyre
vimathned kérelmeket a Kilsd holyl alkalnwassokidl (116} & dtvigve a vilase icensteket & kilsd helyt
alkalmazdsokboz {116}, tovibba fgy van konfiguralve, hogy aduivkat & eaoftver wasftasokat vegyen ¢ kitlsd

belyl atkalmazdeokiol {116} 65 adutedot & szeftver niasitdsakal vigysn & 2 kitled helvi alkalmaszgsokhoz {116},

11 A 10, fgdoyport sxerintl mogdusafées szabidlyozs rendszer, ahol & maginsafées notor {1207 ey k8 halvi

atkalmordstol {118} UK szofvart tartabmas,

12, A fgdnypont szerinti mugfuszRion szabilyers rendseer, shol & maggoszfény motor {120) exy kit helvi

afladmmedstdl {116y lotolont seoftver utasfitook révén saofiver fusitdsekkel modositoty,

1304 10 igsnypont szerintl magdnssférn szalidlyoss vendesse, ahol & muptnezidnn szabalyrendscer cuy kil

helyi alkaloandsttd (116) I lidn szoftvert warisimaz,

B A 1D igdnypont seeriatl reagdeafivg szabilvord vendszer, shol 3 magiuseférg szabilyrendaeer ogy kuisd

helet athadmazastdl (1 16) lotont Riscitdsekkel madositot,

18, A 4, igdaypond seerint magdnssféry szabilvozd rendweer, shol » fissitésel Bolbacendlory vonatkaes

magansaling srabiyrendszer adatokat foglalosk magakban,

16 A 10, igenypont szerintl wagsnsafira szabilvosd rendszer, ahol o helyre vonathozd kérelmst egy Ritled helyi

stkalminzdetst (3 10} vessatll,

P Ax L igduypont szerintl magieseféen sambslyord reodener, amely tovtabnaz tovabbd sgy & wagdngefirg
wotnrhoe (120} operativ madon Kaposelddd fethasandlol interféazt (106), abol a felhasenalo! nteeiSse (108} vay
van konfiguedlive, bogy bevitell aduiot fogadion egy Bihsenalonl & abad o Dlhaszndlol beviteli adatot

hasmndliuk w maglovaddre seabdlyrendazer frivsitdeckkel ©udnd mddneitdsn.

18 & 17 igdnypont szerintl maglneeffra spabdlvosd rendsger, shol o Sissidsel folhasmidlora venaikosd
msgdnszidra seabilyrendezer adatohat foglalnak magpakban,

3

A LT igdmypont seeriofl magdneeféra saabilvord rendsser, ahol o folhaszadlel Ingerféer (108) helyrn
vamatkoed kérelmekre yonakord driesitéseket kil 8 felhasenslonal, 2 magdnaeiéra ssabdlveendssnmek
megfielten, & abel o Selbasan®il intsrfse (1063 doy van kenfigwdiva, bopy & holyre venathoxd bérelem

drtaslicsekre vilaseképpon valaszukad fogudivn s fdbaenalowl

B A IS igdnypont speritl magdasefirs szabilyond vendszer, ahol w magdnssfées szabdlyrendersr 0%



&

rngansedere osgialyt foglal wvgibsn, alol g maglnsafiea coatdlyok a pagdneaidra motor (120) Sliad vett helyre
vonstkozd kérolmekes osatdiyorzdk, & ahol 3 maghsafien szabddyrendsrer tartabmaz tovibbd sagdneeidra
szabdlyuhal, amelyek ae egyes muglusziine oestdlyokrn vonstkesdan o helwe voratkard kévehuskre wilogt
valaszohat hatdroesth roeg, 8 abol 2 magdnsefira saabilyok & kotvetkerd szababyok kozitl logaldbb exvat
tartslmanak:

2 gy helyre vonatkowd kérelem slapénaimenntt elfogadiedt vagy elutasitfods szilisdpoasd tovd sabily;
bY ey helyre vonatkond hérelemre vonatkows Sothazndldi drieslisst szt kedgosas tovd szabaly;
53 egy ks szolgaltatdst mindségen slapuld felluszndldl Stesiidst suitkadonsd tevd seabdlyy -

d} 2 hebyre vonatkord kévelem perlodikussiadn vagy kérolenwe kezdomsayenstisdaén alapuld felhasand! &

sriesitést szikadgessd rovd szalvily;

Z: ¥

2} & belyee vonatkozs kdvelem fellépdadnak idfpratiin alpuld felhasandlol driestost sxllisdpenss ovd sapbahy;

1) 8 rendetiezdsre bocsdtandd hely becslss pontossagd tartomany¥ heghatdrosn szabaly,

B apy vilseetizenct alapdrishmerett kozeldadt sntlsdoussd tovd seabdly, ha a felhasznsld nem viliseol RBY

fothaszodldd drtesitdom; &
i} 2 mebit dllomds shuudtie Bldrajal belyén alapulé vélaszizenat kazelést meghstirozd smabily.

2 Az 1. dgdnypont seerintl wagdosxfin szabdlyors wendszer, amely twtalomn tovabbd epy shdvolithuts
adatiirold evahdzy, shol s eltdvolithard adattdeld cuckde cperativ médon cuatlakozik 2 mapdnesfirs motothos
{120}, ds aliol 2 eltdvolithatt sdantdrold esake digy van konfigurdiva, hogy felbasendld specifilns mugdnseférs

saabilyrendszer adatokat vogyey, Mrolion € vigen &

A A 2L igdnypont szerindl magiuszitea szabalvosd rendexer, ahed oz slgvelithats adaitdrold. carkz Ry

eldfivetd avonsesdy madubsediGat prtalmae,

23 & 20 dgduypont sverint wagdnsaitra szabdlyeed vendszer, ahol v eltdvolithatd adaitdrald ssehtiz 2gy

sniversslis ol0lze8 azonvesdy rendul ssakiel tavtalmag,

4 A 2L ipduypont eriot wgdosefére srabilyord rendszer, ahol ax eltdvolithatd adatifrald esrkide egy

aitdvelithatd felhayendldl czononsiy modul esski tataln

38, Eldras magnseftra (privacy) saabdlycads biziosftdsdrs & mobil dllonds Sildrajzt hely informioié ey mobil
allomdsdn (102, ahol a mobi] dllomis (102) egy vezstdk ikl kennnnibaioios rendseerrel konwumikal, s
ahol & mobil dllomds (102} seoftver alesfibaokat tatalorand magdnsafing motort {120} foglal magdban, ahol 3
mugdnsaidte motor wooftver utolidsok pugdnsefden szabdlyrendseer wusitdsokat s magikban fglainsk,
amelyek logoldbd egy mughnsaftra sxabdlyt twlebossnek, ¢ shol 2 mobll dllomss (102} tovabby exy
helymeghatdrost modult {123} ttalmas, wmely képes o mobil flomds (1023 feldrafad Beleses vonathord

2

beesiések sealgiitistes, spoljdrds a hovetkend Kpdacket foginlia magibum

s} helyrs vonathozd kérelmek vélole (04 2 mobil allomias (102) shoudlis Bideajzi halyve vonatkozisdban eV &

mshil aHonutson {107} kvl halykdeelnez sl



.

b} x helyre vonatkesd kevelnek feldolgoaiisn & magiaseidra wmaior szofiver wtisiviesk seernt, abol & helpre
vonatkazg hérelem feldodgnzism wagdban foglalja anvuk meghatdrozasst, hogy a helyve vonatkord kérehmet o
kellee utasitani Jegulible vdveben a legalibb opy magdnsaféry spabdly slapjan,

g1 @ helymoghudrozd modul {(123) seeleltly aktivildss & vapgdnasfén szaldbyrendwesr komponsnsnek
megfelelden, a mobll dllomis (102) Ridraiat hely bovdldseinel msgsroradediion

i} o Bbleajel hely beosldeek foldolpordsa & holyey vonathozd kdveloeknek, 3 magsosafey motor ganfver

.

eletbon; da

%

uinsiidsoknak den magdoszfin seabdlyoknak meg

8} & helyre vonatkowd kérelmebre vilasrold vllantizenatek saclekity szolgilutive @ magdnseddra motor saniver

wasitaaoksak, a boly Boosloseknek & g maghvaféessalidlyoknak meg flelben.

6. & 35 igsnypont seeringl maginsefina szabiivond cljirds, aholbn helyvre vonatkeasd kdrehaek eldolgossvinak
b)Y Wpése tantalmay tovdbbd gy vossessll helyre vonatkoze kérchmy feldolpozdsl Tpdst, 2 muaglusefin
2ubalyrendszer uiasitbrok feltibivalata rdvén, vészevetl valass lzeneteh ayiitdsthue,

&y

o A RS igtryvpont szerind magdnsafia seabdlyond eljdeds, ahiol s helyrs vonatkoed kérelnek fldolgesasinalk

by Iapese konkurens helyre vonathoad kévelnwek Bldolgozisdt is magdhan foglalia,

2B, & 27 igdnypont seetinti maginvafive azabibiord eljdnds, abol § figed holvre vonatkead kdvelmeket
2 3 f g8 )

felfigpesatitlk, amig & visresetl helyre vonntkord kérslmek foldolguasica thivik.

I8, A 25 ipdnypont seerintl maghuszfien crabdlyned eljirdy, smely tartalmiers tovibbd eoy felhaszadld

érteslidsdnek Topdadt s helyre vonathoad Kérehnekadl,

30, A 28 lpdwypont szerintl nagdnsténe szabdlyvosd olidvds, abol 2 mepdnsafra weabdbymsndsane otasitdsuk
maginsziéea esatilyolat trtalmaonsk ae o) pds sordn vett helyre vonatkond kérehmsk osatiivordsdey, Sy alioby
magdnszides  grabdbyrendszer nlasitiack  waptnsafira seabdlyokar foglalosk magikban mindsn egyss
magdnszitra psatdlvhor 3 helyvs vonathord kérelmekre egy valusr meghstaroatsiboz, §5 shaol @ maginsafin
szabilyok a kiwethert saabilyok kol logalibb epyet taralmasnak:

a} egy helbyre vonathord kérelom wlapsrieimeeett sHogadSsil vagy shutasitasdt salhedponss tovd suabily:
b gy helyre vonathezd kerslerre vonatkozd folhasand]ol dnesiidst sutfkadpeasd tovd szabily;
¢} ey kért srolpdhandsl mindedgen alapule folliuznd!dl Sneslidst saithedgesss tevlt szahily;

&} 8 helyre vonatkond kéredem perindibussdgdn vagy keeslonwe kesdenmduyesstiséudn alapudd folhasenalad

‘

griesitdstszitkadgnssd tovd seabily:

¢

£} 2 helyrs vonatkead kérlom Rellépdednek Wopontjan alapuld fnlhavandldl driesidst sntfhedgesss tovd szabitly;
£ Felhnanalel Srfesitds cifiarn haszndlands kijole Nzernmadot risghatiroes saabaly;
£ xovendeikerdsre buositands huly beesids pontessdg irntomdnydt meghatirozd szabily,

I} oegy vileszlizenet alapdrichuszelt kevelfsdt seikadgassd tovd saubily, by 8 Rolhesendld nem valssenl sgy
fethasznall Solesitsure; &

2

i} & mobll dlemds aktudlis [Oldraal helyvén alapuds viluartizonst kezeldst popbatirond szalily.
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