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DESCRIPTION

Field of the Invention

[0001] The present invention pertains to the field of information and communication
technology, privity of data exchange entrusted to information and communication technology,
as well as preserving and protecting the privity prevailing in credentials communicated with
information and communication technology. Privity refers to the possession of or participation
in any information that pertains to an entity, or any set of credentials connecting an entity and
any particular individual. In particular, the present invention is concerned with, but not limited to
permitted release of data comprising sets of private personal particulars and controlled
credentials that a party to whom the credential set pertains, may wish consent and permit to
have confidentially released in a protected and secure manner whilst ensuring the ongoing
preservation and maintenance of the confidentiality and privacy of the personal particulars and
controlled credentials for a variety of purposes. Controlled credentials refer to such information
connecting the owner/issuer of the controlled credentials and the holder/possessor of the
controlled credentials.

Background to the Invention

[0002] In modern society, individuals are associated with a vast array of personal data. Some
examples of such personal data include but are not limited to name, address, date of birth,
nationality, social security number, passport number, driver's license number, membership
number (for a given organization), maiden name (if applicable), mother's maiden name,
employer information, bank account number, credit card number etc. This personal data is
used in a multitude of ways as and when individuals interact with other individuals and
organizations. Many of these interactions depend heavily on the accuracy of a data set that is
both particular to the individual and necessary for the interaction in question. Accordingly,
because each such data set (hereafter referred to as a "credential set") is both particular to an
individual and necessary for the interaction, it is sensitive information that desirably is retained
in a state of privity. The information is sensitive (and desirably retained in a state of privity)
additional relevant data, such as data pertaining to additional security features, for example, a
secret keycode associated with a given instrument. It will be understood that even fif it is
intended to release a credential set from a record, it may be necessary to ensure that the
associated data is never released, particularly where it pertains to additional security features.

[0003] Such record registries are typically populated in the following way. The credential set
pertaining to a presenter is furnished to the controller and the credential set is verified and
validated. Once the credential set is verified and validated, an instrument is produced bearing
the credential set, and this credential set is provided to the presenter. The credential set is also
entered into a new record on the record registry and typically supplemented with any data
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pertaining to the corresponding instrument (such as serial number, etc.) and any other relevant
data (such as additional security feature data including but not limited to biometrics etc.).

[0004] Ways have evolved to render credential sets onto such bespoke instruments.
Historically, such data may have been inked, typed or labeled on the issued instrument.
Subsequently, such data may have been embossed or engraved or encoded or embedded on
the issued instrument. More recently, machine readable media (such as magnetic stripes or
chips) have been used as instruments, the relevant credential sets being stored electronically
on such media. The format of many instruments (and the format in which credential sets are
stored thereon) is governed by the International Organization for Standardization. For
example, 1ISO 7501 governs the format of Machine readable travel documents; 1ISO 7810 and
ISO 7811 govern the format of Identification Cards; and ISO 7812 and ISO 7816 govern the
manner in which cards may be provided from different issuers.

[0005] In spite of advances in the provision of instruments bearing presenter credential sets,
there remains the danger of fraud. It remains necessary to be able to both verify that the
presenter bearing the instrument comprising the credential set is the valid/authentic presenter
(i.e. that the instrument has not been stolen or cloned and hence is not being used
fraudulently) and also to verify that the proffered instrument comprising the credential set is
indeed authentic (i.e. that the credentials are accurate and that the instrument is not a
complete forgery). This is an issue of increasing concern as bearers of such instruments
release their credential sets on an increasingly frequent basis. While the credential sets are
initially held in an environment of confidentially/privacy, existing between the presenters of
credential sets and their controllers, this environment of confidentially/privacy is jeopardized
whenever the credential set is released during an exchange with a third party. While
improvements in the security of the means by which credential sets are released have sought
to bolster this environment of confidentially/privacy, weaknesses still persist.

[0006] For example, with even with the advent of automated systems for reading passport
instruments, when a passenger presents their passport to any check point officer or any border
control agency (the "accepter"), the controlled credentials on the issued instrument are visible
to and handled by the accepter prior to and after capturing the controlled credentials in the
reading device. If - in contravention of privacy policy said credentials as viewed are copied and
shared by the accepter, not just captured and processed, the state of privity in which the
passport instrument credentials originally resided is compromised. Similar deficiencies exist for
other instruments for which automated credential capture systems have been developed, such
as driving licenses, loyalty/membership cards, and payment cards.

[0007] There remains a need for improved methods and systems by which presenters may
proffer credential sets during exchanges with other individuals or organizations in a manner
that guarantees both the authenticity of the credential set, and the authenticity of the presenter
bearing the credential set. It would be highly desirable to provide methods and systems that
ensure an environment of complete confidentially/privacy for credential sets when being
disclosed. It would be strongly preferable for any such improved methods and systems to be
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backwardly compatible with existing methods and systems that are in common usage such that
the improved methods and systems may be phased in smoothly and gradually. This would be
highly advantageous as it would eliminate the need for costly and time-consuming transitions
to new systems and methods. It would further be preferable for any new improved methods
and systems to be scalable such that they may cater for a plurality of diverse credential sets
through a single system and method.

[0008] US-A-2013/0246203 discloses conducting payment transactions in which fraud is
reduced. Payment credentials of a customer are never provided to a merchant and cannot be
accessed for use in the payment transaction unless an access request is provided from an
authorized device designated by the customer. In one embodiment, the authorized device
comprises a mobile phone.

[0009] WO-A-2004/049621 discloses an authentication system in which a first terminal
communicates with a facilitator over a first telecommunications channel and a second terminal
communicates with an operator over a second telecommunications channel, the facilitator and
the operator being able to communicate with one another. No identity data is provided to the
first terminal by the operator, the facilitator or the second terminal, and no identity data of the
first terminal is provided to the second terminal by the operator, the facilitator or the first
terminal, and, communication between the first terminal and the facilitator and between the
second terminal and the operator does not contain data regarding the identity details of the
user.

[0010] WO-A-2013/034192 discloses a method for validating an electronic transaction in
which identifying data is transferred from a mobile phone to a point-of-sale terminal and which
needs to be validated by a PIN code provided to the server during a voice telephone call.

Summary of the Invention

[0011] An aspect of the invention comprises a system according to claim 1 for permitting a
communication of at least one set of controlled credentials connected to a presenter, to a
network endpoint, while maintaining privity prevailing in said controlled credentials connected
to the presenter, wherein the system comprises at least one accepting appliance, at least one
presenting appliance, at least one network endpoint and at least one server, and wherein one
of said servers comprise one or more records. Each record pertains to a given presenter,
comprises a presenter identifier, and a secret keycode bound to each presenter identifier, and
is affiliated with at least one entry pertaining to a set of controlled credentials connected to the
presenter. Each entry pertains to at least one set of credentials associated with said given
presenter. Each entry may also pertain to at least one alias, each alias connected respectively
with one of said sets of credentials. Each network endpoint is a designated recipient of a type
of controlled credentials connected to presenters, said endpoint being either the accepting
appliance or that of a designated third party linked to the accepting appliance; wherein
permitting a communication of at least one set of controlled credentials connected to the



DK/EP 3092774 T3

presenter is performed in the context of an interaction between the presenting interactor and
the accepting interactor; and wherein the credential set to which the permission pertains is
associated with the presenting interactor. One of said servers functions as a controlling server
further configured to (a) receive a communication from an accepting appliance hereinafter
referred to as an accepting appliance communication, said communication containing a secret
keycode pertaining to the presenter and a once-off shared keycode; (b) receive a
communication from a presenting appliance hereinafter referred to as a presenting appliance
communication, said communication containing a presenter identifier pertaining to the
presenter and a once-off shared keycode; (c) seek to match the once-off shared keycode
contained in the accepting appliance communication and the corresponding once-off shared
keycode contained in the presenting appliance communication; (d) initiate a search for a target
record by linking the secret keycode contained in said accepting appliance communication and
the presenter identifier contained in said presenting appliance communication, wherein both
said communications contain the same shared keycode; (e) conduct a search for said target
record that comprises both said secret keycode and said presenter identifier; (f) identify an
entry affiliated with said target record, said entry pertaining to a set of controlled credentials
connected to the presenter; (g) permit the retrieval of said credential set pertaining to said
entry and permit the release of said credential set to said network endpoint, said endpoint
being the permitted recipient of a set of controlled credentials connected to said presenter, and
said endpoint being either the accepting appliance or that of a designated third party linked to
the accepting appliance.

[0012] Another aspect of the invention comprises a according to claim 25 to permit a
communication of at least one set of controlled credentials connected to a presenter, from a
server t0 a network endpoint, while maintaining the privity prevailing in said controlled
credentials connected to the presenter; and wherein a server comprises one or more records,
each record pertaining to a presenter (given party enrolled with the server as a presenter
and/or as an accepter), and each record comprising a presenter identifier (and/or accepter
identifier) and a (presenter and/or accepter) secret keycode bound to said presenter identifier,
and each record is affiliated with an entry pertaining to a set of controlled credentials
(associated with said party) connected to said presenter; the method comprising: (a) at an
accepting appliance, making a once-off shared keycode available to a/the presenting
interactor; (b) at the accepting appliance, receiving a (presenter) secret keycode pertaining to
the presenting interactor wherein said (presenter) secret keycode is input at the accepting
appliance by the presenting interactor; (c) at the accepting appliance, communicating an
accepting appliance communication to at least one of the servers, said accepting appliance
communication containing the once-off shared keycode and the (presenter) secret keycode;
(d) at a presenting appliance of the presenting interactor, receiving the once off shared
keycode; (e) at the presenting appliance, retrieving a presenter identifier pertaining to the
presenting interactor from a storage location on the presenting appliance; and (f) at the
presenting appliance, communicating a presenting appliance communication to said server,
said presenting appliance communication containing the once-off shared keycode and the
presenter identifier, wherein (g) upon receipt of said accepting appliance communication and
said presenting appliance communication, at a the server processing the communications to
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ascertain if it is permitted to communicate a set of controlled credentials connected to the
presenter, thereby permitting its retrieval at a server and thereby permitting its release to a
network endpoint, said endpoint being a permitted recipient, and said endpoint being either the
accepting appliance or that of a designated third party linked to the accepting appliance.

[0013] In an aspect of the invention, all credential sets connected to the presenter (or aliases
affiliated to credential sets) may be comprised as entries in said record.

[0014] In another aspect of the invention, all credential sets connected to the presenter (and
aliases affiliated) may be comprised as separate entries on a different server communicable
with a controlling server. Alternatively, some credential sets connected to the presenter and
aliases affiliated may be comprised as entries in said record, whereas others may be
comprised as separate entries on said server or separate entries on different severs.

[0015] The accepting appliance communication may be communicated to said server over a
first communication channel and the presenting appliance communication may be
communicated to said server over a second communication channel.

[0016] In an aspect of the invention, the once-off shared keycode may be generated at the
server and communicated to the accepting appliance before said once-off shared keycode is
made available to the presenting interactor or/and the presenting appliance.

[0017] In another aspect of the invention, the once-off shared keycode may be generated at
the accepting appliance before said once-off shared keycode is made available to the
presenting interactor or/and the presenting appliance.

[0018] A copy of the once-off shared keycode may be communicated from the accepting
appliance to the presenting appliance via a wireless technology, the wireless technology
optionally selected from a group comprising Wifi, bluetooth, NFC or RFID.

[0019] In an aspect of the invention, a validity period may be assigned to the accepting
appliance communication and presenting appliance communications and/or the shared
keycode. This ensures that if an accepting appliance communication is not matched to a
presenting appliance communication as discussed below within a certain timeframe (the
validity period), then such communication lapses and thereby becomes void rendering further
processes redundant. Where such communication lapses and becomes void rendering further
processes redundant, the data pertaining to the communication can be purged, freeing up
resources for the processing of further communications. Where communications are generated
, transmitted or received, containing shared keycodes bearing a validity period, the validity
period can ensure that shorter, less complex shared keycodes can be used because shared
keycode re-use is thereby feasible. Upon expiry of the validity period of a shared keycode, the
same shared keycode may be re-used in a subsequent iteration of the method.

[0020] In an aspect of the invention a copy of the once-off shared keycode may be made
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available to the presenting interactor or/and presenting appliance via a screen comprised in
the accepting appliance or on a printout from the accepting appliance, wherein either: (a) a
copy of the once-off shared keycode is made available in machine-readable character format,
for example UTF-8, and the copy of the once-off shared keycode is received at the presenting
peripheral via input from the presenting interactor or/and accepting interactor or/and accepting
appliance; or (b) a copy of the once-off shared keycode is comprised in a QR code, and the
copy of the once-off shared keycode is received at the presenting appliance via a camera
function comprised in the presenting appliance that is used to capture the quick response code
and extract a copy of the once-off shared keycode.

[0021] The accepting appliance communication may further contain one or more
predetermined auxiliary parameters, and the presenting appliance communication may also
further contain said one or more predetermined auxiliary parameters. These auxiliary
parameters may optionally also have to be matched as will be described further below before
corroboration is successful to initiate and conduct a search for any target records. This further
matching condition in the process of corroboration, where mandated over and above the
shared keycode, further enhances the method as it introduces additional criteria into the
process of seeking to match an accepting appliance communication and presenting appliance
communication. The predetermined auxiliary parameter may be a code agreed between the
accepting interactor and the presenting interactor, or it may be a value pertinent to the
interaction between the presenting interactor and the accepting interactor, such as the value of
the intended transaction.

[0022] If a validity period is assigned to the once-off shared keycode, said shared keycode
maybe unique over the duration of its validity period.

[0023] Another aspect of the invention comprises a method to permit a communication of at
least one set of controlled credentials connected to the presenter, at a server to a network
endpoint, while maintaining the privity prevailing in the set of controlled credentials connected
to the presenter wherein the permission comprises an accepting appliance communication
containing a shared keycode and a presenter secret keycode, and a presenting appliance
communication containing a shared keycode and a presenter identifier, the method
comprising: (a) at a/the server receiving the accepting appliance communication; (b) at a/the
server receiving the presenting appliance communication; (c) at a/the server seeking to match
the once-off shared keycode contained in the accepting appliance communication with the
corresponding once-off shared keycode contained in the presenting appliance communication,
(d) at a/the server initiating a search for a target record by linking the (presenter) secret
keycode contained in the accepting appliance communication and the presenter identifier
contained in the presenting appliance communication, wherein both said communications
contain the same shared keycode; (e) at a/the server conducting a search for a target record
comprising both said (presenter) secret keycode and said presenter identifier; (f) if a target
record is identified, at a/the server identifying an entry affiliated with said target record, said
entry pertaining to the controlled credentials connected to the presenter; (g) at a/the server
permitting a retrieval of said credential set identified by said entry affiliated to the target record,
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and permitting a release of said credential set to said network endpoint, said endpoint being
the permitted recipient of a set of controlled credentials connected to the presenter, and said
endpoint being either the accepting appliance or that of a designated third party linked to the
accepting appliance.

[0024] The target record at said server may also further comprise an alias associated to said
entry pertaining to each credential set connected to the presenter, and the presenting
appliance communication may further contain a copy of an alias selected from a list of aliases
itemized at the presenting appliance, wherein the step of conducting a search for a target
record comprising the same presenter identifier and secret keycode also utilizes the copy of
the alias contained in the presenting appliance communication to search for a target record
comprising the same said alias in addition to the same presenter identifier and secret keycode.

[0025] The entry pertaining to the credential set connected to the presenter may be
comprised in said target record on said controlling server configured to permit the retrieval and
release of the credential set connected to the presenter, and the steps of retrieving the
credential set connected to the presenter and releasing the credential set connected to the
presenter are performed at said controlling server configured to permit the retrieval and
release of the credential set connected to the presenter.

[0026] The credential set connected to the presenter may be comprised in separate entries
on a different server separately from said controlling server configured to permit the retrieval
and release of the credential set connected to the presenter, the separate entry being affiliated
with the target record, wherein the steps of retrieving and releasing the credential set are
performed at either said controlling server configured to permit the retrieval and release of the
credential set connected to the presenter or said different server separate to that controlling
server configured to permit the retrieval and release of the credential set connected to the
presenter.

[0027] A validity period may be assigned to the accepting appliance communication and/or the
presenting appliance communication and/or the shared keycode contained in the accepting
appliance communication or/and in the presenting appliance communication, wherein the step
of seeking to match the shared keycode contained in an accepting appliance communication
and the shared keycode contained in the presenting appliance communication further
comprises establishing whether the validity period has expired. This ensures that if an
accepting appliance communication is not matched to a presenting appliance communication
as discussed below within a certain timeframe (the validity period), then such interaction /
notification / communication lapses and thereby becomes void rendering further processes
redundant. Where any validity period lapses and becomes void rendering further processes
redundant, the data pertaining to the communication can be purged, freeing up resources for
the processing of further communications. Where any communications are generated /
transmitted / received and contain shared keycodes bearing a validity period, the validity period
can ensure that shorter, less complex shared keycodes can be used because shared keycode
re-use is thereby feasible. Upon expiry of the validity period of a shared keycode, the same



DK/EP 3092774 T3

shared keycode may be re-used in a subsequent iteration of the method.

[0028] If a validity period is assigned to the shared keycode, said shared keycode may be
unique over the duration of its validity period.

[0029] The accepting appliance communication may further contain one or more
predetermined auxiliary parameters, and the presenting appliance communication may also
further contain said one or more predetermined auxiliary parameters, wherein the step of
seeking to match shared keycodes further comprises the step of seeking to corroborate the
predetermined auxiliary parameter contained in the accepting appliance communication and
the corresponding predetermined auxiliary parameter contained the presenting appliance
communication.

[0030] A further aspect of the invention comprises a method to permit a communication of a
set of controlled credentials connected to a presenter, at a server to a network endpoint, while
maintaining the privity prevailing in the credentials connected to the presenter, a permission
made/granted in accordance with any of the aspects of the invention described above, the
method comprising: (a) at a/the server receiving the accepting appliance communication; (b) at
al/the server receiving the presenting appliance communication; (c) at the server seeking to
match the once-off shared keycode contained in the accepting appliance communication and
the corresponding once-off shared keycode contained in the presenting interactor
communication, (and thereby matching said accepting appliance communication with said
presenting appliance communication); (d) at a/the server, initiating a search for a target record
by linking the secret keycode contained in the accepting appliance communication and the
presenter identifier contained in the presenting appliance communication; (e) at a/the server
conducting a search for a target record comprising both said secret keycode and said
presenter identifier; (f) if a target record is identified, identifying an entry pertaining to a
credential set connected to the presenter and associated; (g) if a credential set connected to
the presenter is identified, at a/the server permitting a retrieval of the credential set connected
to the presenter, and permitting a release of said credential set connected to the presenter to
said network endpoint, said endpoint being the permitted recipient of the credential set
connected to the presenter, and said endpoint being either the accepting appliance or that of a
designated third party linked to the accepting appliance.

[0031] If said credential sets connected to the presenter are comprised in said records on said
controlling server configured to permit the retrieval and release of the controlled credentials,
the steps of retrieving the connected presenter credential set and communicating the
connected presenter credential set may be performed at said controlling server configured to
permit the retrieval and release of the controlled credentials.

[0032] If said credential sets connected to the presenter are comprised in separate entries on
a different server that is separate from said controlling server configured to permit the retrieval
and release of the controlled credentials, (the step of identifying an entry pertaining to a
connected presenter credential set may be performed at said different server separate to said
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controlling server configured to permit the retrieval and release of the controlled credentials),
the steps of retrieving the connected credential set and releasing the connected credential set
may be performed at either the controlling server configured to permit the retrieval and release
of the credential set connected to the presenter or the different server separate to that
controlling server configured to permit the retrieval and release of the credential set connected
to the presenter.

[0033] The step of seeking to match the shared keycodes may further comprise establishing
whether the validity period has expired.

[0034] The step of seeking to match the shared keycodes may further comprise seeking to
match the predetermined auxiliary parameter contained in the accepting appliance
communication with the corresponding predetermined auxiliary parameter contained in the
presenting appliance communication.

[0035] If a validity period is assigned to the once-off shared keycode, said shared keycode
may be unique over the duration of its validity period.

[0036] In another aspect of the invention, a method comprising (a) an accepting appliance
making a once-off shared keycode available to the presenting interactor; (b) receiving a
presenter secret keycode belonging to the presenting interactor at the accepting appliance
wherein said presenter secret keycode is input at the terminal by the presenting interactor; (c)
communicating an accepting appliance communication from the accepting appliance to the
server, the accepting appliance communication comprising the once-off shared keycode and
the presenter secret keycode; (d) the presenting appliance receiving the once off shared
keycode; (e) the presenter appliance retrieving a presenter identifier belonging to the
presenting interactor from a storage location on the presenting appliance; and (f) the
presenting appliance communicating a presenting appliance communication to the controlling
server, the presenting appliance communication comprising the once-off shared keycode, and
the presenter identifier.

[0037] The target record at said server may also further comprise an alias associated with
said entry pertaining to each credential set connected to the presenter, and the presenting
appliance communication may further contain a copy of an alias selected from a list of aliases
itemized at the presenting appliance, and wherein the step of conducting a search for a target
record that comprises the same presenter identifier and secret keycode also utilizes the alias
contained in the presenting appliance communication to search for a target record comprising
the same said alias in addition to the same presenter identifier and secret keycode.

[0038] The credential set may be comprised as an entry in said target record on said
controlling server configured to permit the retrieval and release of the controlled credentials,
and the steps of retrieving the credential set and releasing the credential set are performed at
said controlling server configured to permit the retrieval and release of the controlled
credentials.
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[0039] The credential set may be comprised as an entry on a different server separate to the
said controlling server configured to permit the retrieval and release of the controlled
credentials, the separate entry being affiliated with the target record, and wherein the steps of
retrieving and releasing the credential set may be performed at either said controlling server
configured to permit the retrieval and release of the controlled credentials or the different
server separate to that controlling server configured to permit the retrieval and release of the
controlled credentials.

[0040] A further aspect of the invention comprises a presenting appliance configured to
perform one or more of the presenting appliance steps described above.

[0041] Another aspect of the invention comprises an accepting appliance configured to
perform one or more of the accepting appliance steps described above.

[0042] An additional aspect of the invention comprises a server configured to perform one or
more of said server steps described above.

[0043] A further aspect of the invention comprises a system comprising two or more of the
presenting appliances, two or more of the accepting appliances, and said controlling server
configured to perform one or more of the embodiments as described above.

[0044] An additional aspect of the invention comprises a computer readable storage medium
carrying a computer program stored thereon, said program comprising computer executable
instructions adapted to perform one or more of the method steps described above when
executed by one or more processing modules.

Detailed Description

[0045] Figure 1 is a diagram illustrating the central system to preserve privity in a manner that
also facilitates permitted release of a stored credential set to a recipient approved by the
participant to whom the credential set pertains. The system 100 is secure in that it protects the
credential sets from unauthorized access by unauthorized would-be recipients of the credential
sets, and also prevents the credential sets from use by those who would fraudulently present a
credential set as being their own. Parties enrolled with the system are designated as
"presenters” and "accepters” in accordance with their role in the method of the invention and
their manner of interacting with the system of the invention. In the course of an interaction
between a presenter and an accepter, it may be necessary for the presenter to release a
credential set with which they are associated. Presenters and accepters actively engaged in
such an interaction are respectively designated as "presenting interactors" and "accepting
interactors”. It will be appreciated that in many embodiments of the invention, presenters are
each associated with credential sets that are unique to them such that the presenters are
related to the credential sets in a "one-to-one" fashion. However, the invention also envisages
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scenarios where there is a "many-to-one" relationship between presenters and credential sets,
where many presenters are associated with a single credential set, and it is still desirable to
maintain said credential set in a state of privity.

[0046] In accordance with an embodiment of the invention, the system and method of the
invention is used by such a presenting interactor to release a credential set associated with
said presenting interactor to one or more designated recipients in a manner that maintains the
privity of the credential set. In accordance with other embodiments of the invention, the system
and method of the invention may be used by an accepting interactor to release a credential set
associated with the accepting interactor to one or more designated recipients while preserving
said state of privity. Other embodiments of the invention envisage concurrent disclosure of both
presenter and accepter credential sets associated respectively with presenting interactor and
accepting interactor. Both the presenter and the accepter cooperate to facilitate the release of
such credential sets from the system. The designated recipient may be the accepting
interactor, the presenting interactor or may be a trusted third party.

[0047] The system 100 comprises at least one server 101, the server comprising a collection
of presenter records 102. Each presenter record pertains to a given participant that has
enrolled as a presenter with said server 101, and each said record comprises the one or more
credential sets pertaining to that presenter. More particularly, each presenter record comprises
a presenter identifier, a presenter secret keycode, at least one set of credentials associated
with said presenter, and at least one alias, wherein each set of credentials is connected
respectively with one alias whereby each alias within a presenter record is distinguishable from
the remaining aliases for that presenter record. The presenter identifier is a unique string that
is used to identify a given presenter record for the presenter record collection. The presenter
secret keycode is a string known only to the presenter. When a presenter interacts with the
system with a view to releasing a presenter's credential set to a designated recipient (such a
presenter is referred to as a "presenting interactor"), they provide their presenter identifier, and
their presenter secret keycode can then be utilized to authenticate the presenting interactor
before any credential sets are released. In addition to the presenter identifier and the
presenter secret keycode, each presenter record comprises at least one set of credentials. As
previously described, each credential set comprises a set of personal data that is particular to
an individual and necessary for a given interaction. Each credential set is also associated with
a distinguishable alias. By way of illustration, an individual by the name of "John Brown" may
have a first set of credentials pertaining to a driving license, and a second set of credentials
pertaining to a store loyalty card. The first set of credentials may comprise the name "John
Brown", a date of birth, a driving license number, and an expiry date. The second set of
credentials may comprise the name "John Brown", an address, and a loyalty club membership
number. The first set of credentials may be associated with the alias "driving license", whereas
the second set of credentials may be associated with the alias "loyalty card 1". It will be
appreciated that in embodiments of the invention where it is envisaged that each presenter
record will comprise only one credential set, it may not be necessary for the presenter records
to further comprise an alias connected to each credential set. Rather, in such instances,
identification of the record pertaining to the interacting presenter will automatically also
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indicates the credential set to be released.

[0048] In addition, in some embodiments of the invention the server 101 also comprises a
collection of separate accepter records. Each accepter record pertains to an individual or
organization that has enrolled as accepter with the server, and comprises one or more
credential sets associated with that accepter. Each accepter record further comprises an
accepter identifier, and optionally an accepter secret keycode. The accepter identifier is a
unique string that is used to identify a given accepter record within the accepter record
collection. The accepter secret keycode (if applicable) is a string known only to the accepter.
When an accepter interacts with the system with a view to facilitating the release of a presenter
credential set associated with the presenting interactor with a designated recipient (such an
accepter is referred to as an "accepting interactor") the accepter identifier of the accepting
interactor is provided, and the accepting interactor's accepter secret keycode (if utilized) can
then be employed to authenticate the accepting interactor before any credential sets are
disclosed.

[0049] It will be appreciated that while in this described embodiment of the invention, the
presenter records and accepter records are distinct and are typically maintained as separate
record collections, in other embodiments of the invention, the server 101 may comprise a
single record collection comprising both presenter and accepter records. Furthermore, it will
also be appreciated that while in one embodiment, an accepter's and/or presenter's credential
sets are stored on a server, multiple servers are also envisaged, wherein each server is tasked
with the storage of records comprising one or more credential set types.

[0050] It is additionally envisaged that in some embodiments of the invention, the server 101
will solely comprise presenter records, and will comprise no accepter records. Preferably, in
such embodiments, the server 101 and potential accepting interactors will be capable of
communicating with one another via their existing software systems. This embodiment of the
invention is advantageous because pre-enrolment of accepters is not required, and this
removes an obstacle to uptake of the claimed system and method amongst potential accepting
interactors. This therefore improves ease of use of the system and method.

[0051] The server 101 is communicable with one or more appliances 109 over a
communication channel. It will be appreciated that the communication channel 107 may
comprise the Internet, a proprietary network, or a combination of the two. Appliance 109 may
be disparately located, and may connect to the communication channel 107 by way of one or
more of a variety of technologies, such as PSTN, Ethernet, DSL, ISDN, Wi-Fi, WiMax, 2G, 3G,
LTE, 4G, etc. The appliances 109 may be any of a variety of devices including desktop
personal computers, laptops, tablet personal computers, personal digital assistants, mobile
phones, smartphones etc. The appliance 109 may alternatively comprise bespoke computing
systems as used in a variety of industries including banking, finance, aviation, travel, homeland
security, border control, energy, transport, retail and/or telecommunications. Accordingly, the
appliances may comprise devices configured to act as Point of Sale devices. In the context of
the invention, these appliances will be referred to as "accepting appliances".
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[0052] The server 101 is also communicable over a communication channel 106 with one or
more appliances 108. Such appliances may comprise, for example, wireless devices
communicable with the server 101 via a wireless base station or router. The wireless devices
may comprise any form of wireless device including laptops, tablet personal computers,
personal digital assistants, mobile phones, smartphones etc. Such peripheral devices may
further comprise devices communicable over communication channel 106 via a wired
connection, and thus may, for example, include desktop computers as well as industry-specific
bespoke computing systems mentioned above, including but not limited to Point of Sale
systems. In the context of the invention, these peripheral devices will be referred to as
"presenting appliances". In an embodiment, the presenting appliance may also be password-
protected or may require additional permission from the presenter to initiate communication.
The presenting peripherals may be disparately located, and may communicate with the server
101 over communication channel 108 via a variety of means such as PSTN, Ethernet, DSL and
ISDN. Presenting appliances comprising wireless devices may communicate with server 101 by
way of one or more of a variety of wireless communications technologies, such as Wi-Fi,
WiMax, 2G, 3G, LTE, 4G, etc. The communication channel 106 may comprise the Internet, a
proprietary network, or a combination of the two. The presenting appliances 108 are
configured with an application that facilitates communication with the server 101. As the
connection between the accepting appliances 109 and the server 101 comprise a first
communications channel 107 and the connection between the presenting appliances 108 and
server 101 comprise a second communications channel 106, the system 100 may be regarded
as being "multichannel" in composition. This ensures a more secure mechanism by which
credential sets and other sensitive data may be stored and released to network endpoint 110
while remaining in a state of privity. The network endpoint 110 in some embodiments may be
either a separate appliance or the accepting appliance itself depending on designated
destination in the accepting appliance communication.

[0053] While in this embodiment, it has been described that the credential sets and connected
aliases are comprised in the presenter and/or accepter records on the server, in other
embodiments of the invention, it is anticipated that said credential sets and connected aliases
may be affiliated with said presenter and/or accepter records in alternative ways. For example,
the credential sets and affiliated aliases may be comprised in one or more record sets
separate to the record set(s) on the server that comprise the records comprising the identifiers
and secret keys. These separate record sets may be housed on one or more different servers.
In some embodiments of the invention, the different servers housing the credential sets are
administered by the controllers responsible for the issuance of the instruments comprising said
credential sets.

[0054] Figure 2 is a flowchart illustrating how a new potential applicant enrolls with the server
101 as a presenter in accordance with an embodiment of the invention. At step 200, a web
page hosted by the server 101 is accessed by the new presenter applicant, preferably using
their presenting appliances 108. The web page is configured such that at this step, the new
presenter applicant provides general enrolment details such as name, address, email address,
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country of residence, etc. and submits these to the server 101. It will be appreciated that while
in some embodiments of this invention, the enrolment details are provided directly to the server
101, in other embodiments, the enrolment details may be pre-provided indirectly for pre-
processing prior to entry of the details in the server 101. The web page may be accessed over
a connection for the duration of the procedure, or else secure connections may merely be
used only where sensitive information (such as a credential set or additional data such as a
presenter's secret keycode) is being transmitted. It will also be appreciated that alternative
means of enrolment are possible such as by way of submitting a completed form by mail, fax,
efc.

[0055] Then, at step 202, a new account is created on the server 101 for the presenter
applicant. This is done by generating a new presenter record in the collection of presenter
records. Either at step 200 or at step 202, the new presenter applicant is prompted to select
and enter a new presenter secret keycode, which is then added to the new presenter
applicant's presenter record. In alternative embodiments of the invention, the new presenter
record may be automatically provided with a temporary presenter secret keycode, which may
subsequently be updated to a custom presenter secret keycode by the presenter applicant
thereafter. Such a temporary secret keycode may be provided by way of the web page, or
preferably by way of a second communication channel that may comprise any form of
communication, including email, SMS messaging, telephone call or post. In some
embodiments of the invention there is additionally scope for providing a replacement secret
keycode for example in the event the original secret keycode is forgotten or compromised.
Such replacement secret keys may similarly be provided via any form of communication
including via a website, email, SMS, telephone call or post.

[0056] At step 204, the new presenter applicant is prompted to add credential sets to a new
presenter applicant's newly created account. As previously described, these credential sets
may comprise a variety of personal data, and may pertain to credential set-bearing instruments
issued by a variety of different governmental or commercial oversight bodies. Each credential
set will be connected to an alias unique to its parent presenter record (i.e. each alias is "locally
unique"). In one embodiment, the new presenter applicant may be prompted at step 206 to
provide a locally unique alias for each credential set provided. In another embodiment, a
default alias may be provided for each credential set. In one embodiment, the aliases may be
subsequently editable by the presenter. In some embodiments of the invention, the presenter
record may be editable after enrolment to the extent that existing credential sets and
connected aliases may be edited or deleted and/or that new credential sets and connected
aliases may be added. In some embodiments of the invention, the presenting interactor record
may be editable after enrolment to the extent that existing credential sets and connected
aliases may be edited or deleted and that new credential sets and connected aliases may be
added.

[0057] At step 206, the new presenter applicant is given the opportunity to set specific
preferences associated with the processing and usage of credential sets associated with
particular governmental or commercial oversight bodies and the interaction types to which they
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pertain. By way of example, with respect to a credential set pertaining to an airline loyalty
membership, the presenter may be given the option to set additional preferences in
accordance with their membership preferences, such as preferred airline meal, seat reference,
or local airport. By way of a further example, with respect to a credential set pertaining to a
credit card, the presenter may be given the option to enable functionalities such as card
preference usage, direct currency conversion, value added tax refunding for travelers or
splitting payment over multiple cards.

[0058] At step 208, the new presenter applicant is then prompted to install a bespoke
application on their presenting appliance 108. The bespoke application is configured to
facilitate communication with the server as required during the process of permitting that the
server to release a credential set and the process of authenticating such a transmitted
permission as will be described in greater detail below. During the course of installing the
bespoke application, the application is associated with a unique presenter identifier that is
retained on the presenting appliance. In a preferred embodiment, the presenter identifier is
assigned by the server, and is embedded in the application before, during or after the
application is installed on the presenting appliance. Alternatively, the presenter identifier may
be derived from a sequence of characters native to the presenting appliance, for example an
IMEI number or serial number. This sequence of characters may be modified to arrive at a
unique presenter identifier. In addition to retention on the presenting appliance, the presenter
identifier is also added to the presenter record in the presenter record collection on the server
101. During the course of installing the bespoke application, the application is also provided
with the aliases connected to the credential sets stored in step 204 for a given presenter.
Accordingly, when the application is used in an interaction by the new presenter, it has at its
disposal both a presenter identifier and the aliases connected to the new presenter's credential
sets such that the presenter identifier and an alias may be communicated to the server 101 as
appropriate.

[0059] In a preferred embodiment, a generic version of the application may be initially
installed on a new presenter applicant's presenting appliance. Subsequent to the process
depicted in steps 200-208, the new presenter applicant may be prompted to authenticate their
account by replying to an email, and/or by confirming their presenter's secret keycode in reply
to a prompt from the server. Subsequent to this authentication, the generic version of the
application on the new presenter applicant's presenting appliance may be customized with the
new presenter applicant's presenter identifier, the aliases connected to the new presenter
applicant's credential sets, and the new presenter applicant's preferences as configured in step
206. This data may be stored in an encrypted format on the new presenter applicant's
presenting appliance. Figure 3 is a flowchart similar to that of Figure 2 depicting the steps via
which a party may enroll as an accepter with the server '101 in accordance with an
embodiment of the invention. As previously indicated, the invention envisages embodiments
where the accepter must actively enroll with the server, as well as embodiments where it is not
necessary for the accepter to enroll with the server. Furthermore, in other embodiments of the
invention, enrolment of the accepter may be done "passively” as will be described in greater
detail below. At step 300, a web page hosted by the server 101 is accessed by the party
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(hereafter referred to as a "new accepter applicant"), preferably using the accepting appliance
109. In a fashion analogous to step 200 of Figure 2, the web page is configured such that at
this step, the new accepter applicant provides general enrolment details such as the name of
the individual or organization, address, email address, etc. and submits these to the server
101. The web page may be accessed over a secure connection for the duration of the
procedure, or else secure connections may merely be used only where sensitive information
(such as an accepter's secret keycode or an acceptor's credential set) is being transmitted. It
will be further appreciated that enrolment of new accepter applicant may take place by way of
other means such as by mail or fax. Alternatively, if the accepter operates an accepting
appliance that is remote controlled by a linked third party (such as, for example, Terminal
Management Systems used by Acquirers to manage card payment Point of Sale devices,
enrolment of an accepter may be initiated by the linked third party. In such scenarios, it may
not be necessary for the accepter to provide any information themselves.

[0060] At step 302, a new account is created on the server 101 by generating a new accepter
applicant record in the collection of accepter records.

[0061] In order to arrange for disclosure-of a presenter credential set, permission must be
given as described further below. In one embodiment of the invention, any permission
emanating from an acceptor for the release of a presenter credential set will require that the
accepter be identified, and hence, any permission for the release of a presenter credential set
may require the initial provision of an accepter credential set. Accordingly, it is envisaged that
just as for the presenter records, a separate accepter credential set is required in an accepter
record for each interaction type that an accepter wishes to engage in. Interaction types may be
defined broadly - for example, the release of a driving license instrument and the release of a
payment card instrument may be regarded as different interaction types. Alternatively,
interaction types may be defined narrowly - for example the release of different payment card
instruments (e.g. Mastercard, Visa Debit) may be regarded as different interaction types.
Accordingly, while in some embodiments, for example, an accepter credential set may apply
generally to all payment cards, in other embodiments, an accepter may have a different
credential set for each different payment card type handled by the accepter.

[0062] At step 306, the new accepter applicant is given the opportunity to set specific
preferences associated with the processing and usage of credential sets associated with
particular interaction types. By way of example, with respect to a credential set pertaining to a
credit card, the new accepter applicant may be given the option to indicate whether they wish
to provide downstream functionalities associated with the credential set once the accepter
credential set has been released, such as direct currency conversion, value added tax
refunding for travelers or splitting payment over multiple cards.

[0063] At step 308, the accepting appliance is then configured such that it may communicate
with the server. This may be done in a variety of ways. In embodiments of the invention where
the accepting appliance is remote controlled by a third party, the third party may initiate an
automatic reconfiguration of the accepting appliance if required. In other embodiments of the
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invention, the new accepter applicant may initiate reconfiguration via installation of a bespoke
application in a manner similar to that described in Figure 2.

[0064] Figure 4 is a flowchart illustrating the method of permitting the release of at least one
set of controlled credentials connected to a presenter while maintaining privity prevailing in said
credentials in accordance with an embodiment of the invention. The controlling server receives
an accepting appliance communication containing a secret keycode and a once-off shared
keycode and a presenting appliance communication containing a presenter identifier and a
once-off shared keycode. At step 403, the communication messages are compared. An
unsuccessful match terminates the method and the interaction instruction is not completed. If
the shared keycodes match, at step 404 a search for a target record on the server is initiated
by linking the secret keycode and presenter identifier. A search for any target record
comprising the same presenter identifier and secret keycode as contained in the accepting
appliance communication and presenting appliance communication. If a target record is found,
the credential set pertaining at the storage location present in the record is retrieved and
permitted to be released to a designated destination that is the network endpoint.

[0065] Figures 5A and 5B disclose the process performed at accepting appliance. A once-off
shared keycode is generated by the accepting appliance and conveyed to the presenting
appliance. The accepting appliance further receives the presenter secret keycode and
generates a communication to be sent to the controlling server as depicted by 101 in figure 1.
The said communication comprises of the presenter secret keycode and the once-off shared
keycode.

[0066] Figures 6A and 6B disclose the process performed at the presenting appliance. The
presenter identifier is retrieved from memory. On receiving the once-off shared keycode from
the accepting appliance, a communication comprising of the presenter identifier and the once-
off shared keycode is transmitted to the controlling server 101. Figure 7 and figure 8 are a
representation of entries pertaining to the controlled credentials connected to the presenter.
Each of the entries is associated with a presenter identifier and a secret keycode. Figures 7A
to 7E represent various embodiments of storing records on the controlling server or credential
server 101. In some embodiments, records of presenting interactors may be masked and
located using look-up lists as is described in figures 7A and 7C. There may be another
embodiment wherein each presenter interactor record is associated with an alias.

[0067] Figure 9A and 9B disclose graphical representations pertaining to the process of
communicating messages at the controlling server from the presenting and accepting
interactors and the process of dispatching controlled credentials to permitted destinations.
Figure 10 is a sequence diagram illustrating the process by which permission may be given in
accordance with an embodiment of the invention involving a server 1001, presenting interactor
1002, presenting appliance 1003, network endpoint 1004, and accepting appliance 1005, to
retrieve a set of credentials in storage at a location identified by the presenting interactor 1002
and release a set of credentials to a facility of a recipient permitted by the presenting interactor
1002. It will be appreciated that giving permission to retrieve and release a presenter
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credential set may also be accompanied with request for retrieving an accepter credential set
simultaneously, wherein the accepting appliance 1005 and the presenting appliance 1003 still
submit the their respective communications to the Server 1001. It will further be appreciated
that in some embodiments of the invention, the permission to release the credential set will
specifically be a permission to release a presenter credential set (associated with a presenting
interactor 1002) to the network endpoint 1004 or to an accepting appliance 1005. However, in
other embodiments of the invention the permission will be to share the accepter or presenter
credential set to that of a trusted third party linked to the network endpoint 1004 or the
accepting appliance 1005. For example where permission is submitted to share a presenter
credential set pertaining to a payment card instrument; it may be that it is intended for the
payment card credential set to be sent to a trusted third party transaction processor.

[0068] In Figure 10, a presenting interactor 1002 possessing a presenting appliance 1003
configured to generate and transmit a presenting appliance communication to the server 1001,
identifies a facility operating at an accepting interactor that comprises a network endpoint 1004
or/and accepting appliance 1005 (wherein the network endpoint 1004 is an accepting
appliance 1005, or wherein the network endpoint 1004 is linked to an accepting appliance
1005), and whereby the accepting appliance 1005 is configured to generate and transmit an
accepting appliance communication to the server 1001. The presenting interactor 1002 may
decide to interact at such facility with a view to permitting a reading of a credential set
connected to the presenting interactor 1002 to be released to the network endpoint 1004 or
the accepting appliance 1005. The accepting interactor may also decide to interact at such
facility with a view to requesting a reading of a credential set connected to the accepting
interactor to be returned to the network endpoint 1004 or accepting appliance 1005 when
receiving the credential set connected to the presenting interactor 1002 at the network
endpoint 1004 or the accepting appliance 1005. More specifically, a state of privity prevailing in
the credentials connected to the presenting interactor 1002 is preserved in the preferred
embodiment of the present invention, whereby a reading of the set of credentials connected to
the presenting interactor 1002 is not visible to or accessible by the accepting interactor nor
communicated to or by presenting appliance 1003, but only communicated confidentially to the
network endpoint 1004 or accepting appliance 1005.

[0069] In Figure 10, and at the event precedent 1010, a signal is conveyed at the network
endpoint 1004 or the accepting appliance 1005 to a presenting interactor 1002, indicating that
the said method devised in the present invention is a method available at the network endpoint
1004 or accepting appliance 1005 for the presenting interactor 1002, whereby the network
endpoint 1004 is equipped with such accepting appliance 1005 and wherein such accepting
appliance 1005 is configured to communicate with Server 1001. In effect, the said method
devised in the present invention is one of the methods available at the network endpoint 1004
for obtaining credentials from presenting interactor 1002.

[0070] In Figure 10, and at the event precedent 1011, a presenting interactor 1002 decides to
initiate an interaction at the facility operated at the accepting interactor as per the process of
the method devised by the present invention by availing of the presenting appliance 1003
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configured to generate and transmit a presenting appliance communication to such server
1001, and availing of an accepting appliance 1005, configured to generate and transmit an
accepting appliance communication to such server 1001. In effect, the presenting interactor
1002 selects to initiate an interaction at the facility of the accepting interactor as per the
process of the method devised by the present invention, declining to initiate an interaction at
the facility operated at the accepting interactor as per any other process of prior methods
available at the network endpoint 1004 for obtaining credentials from presenting interactor
1002.

[0071] At stage 1012, an interaction is initiated by activating the accepting appliance 1005 that
is configured to facilitate accepting appliance communications with server 1001. On activation
at 1012, a once-off shared keycode is produced 1012 at the accepting appliance 1005. In one
embodiment, the shared keycode is generated by the server 1001 and transmitted to the
accepting appliance 1005. In another embodiment, the shared keycode is generated at the
accepting appliance 1005.

[0072] At stage 1013, an interaction is initiated by activating the presenting appliance 1003
that facilitates presenting appliance communications with server 1001. On activation at 1013, a
presenter identifier is retrieved from a storage location on the presenting appliance 1003. In
one embodiment, a list of aliases associated to the credentials connected the presenting
interactor 1002 related to the presenter identifier also retrieved from some storage location on
the presenting appliance 1003. In such an embodiment, such a list of aliases associated to the
credentials connected with the presenting interactor are itemized on the presenting appliance
1003 for selection by the presenting interactor 1002.

[0073] Atstage 1014, a shared keycode is rendered available at the accepting appliance 1005
to presenting interactor 1002 and presenting appliance 1003. In one embodiment of 1014, it is
rendered human-readable at accepting appliance 1005. In another embodiment of 1014, it is
rendered machine-readable at accepting appliance 1005.

[0074] At stage 1015, the shared keycode is obtained accordingly at the presenting appliance
1003. In one embodiment, it is obtained by reading it at the accepting appliance 1005 and
inputting it in to the presenting appliance 1003. In another embodiment, it is obtained by
scanning it at the accepting appliance 1005 and capturing it on to the presenting appliance
1003. In one embodiment, the accepting appliance 1005 transmits the once-off shared
keycode directly 1014 to the presenting appliance 1003, whereas in another embodiment, the
accepting appliance 1005 makes the shared keycode available 1014 to the presenting
interactor 1002, who enters it at 1016 into the presenting appliance 1003. In some
embodiments of the invention, a validity period may be assigned to the shared keycode. This
ensures that if a received accepting appliance communication and a received presenting
appliance communication are not corroborated within a certain timeframe by seeking to match
the once-off shared keycodes (as discussed further below) within a certain timeframe (the
validity period), then the interaction may lapse and thereby become void rendering further
processes redundant. Upon expiry of the validity period of a shared keycode, the same shared
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keycode thus may be re-used in a subsequent iteration of the method. Accordingly, a validity
period can ensure that shorter, less complex secret keys can be used because shared
keycode re-use is thereby feasible. This is advantageous in embodiments of the invention
where it is necessary for the presenting interactor to enter the shared keycode into the
presenting appliance 1003, as reduced keycode complexity makes this embodiment of the
method more manageable.

[0075] In some embodiments, the presenting appliance 1003 may also display a list of aliases
pertaining to different presenter credential sets connected to said presenting interactor 1002.
The presenting interactor 1002 then selects an alias associated to the desired credential set
connected to the presenting interactor 1002.

[0076] At stage 1016, the accepting appliance seeks to obtain the secret keycode of the
presenting interactor 1002 by prompting the presenting interactor 1002 to enter the presenter's
secret keycode on the accepting appliance 1005. In one embodiment, the accepting appliance
1005 may additionally display at 1012 a predetermined auxiliary parameter to the presenting
interactor 1002 in order to further correlate the interaction and corroborate the accepting
appliance communication and the presenting appliance communication.

[0077] At 1017, the secret keycode is obtained by the accepting appliance 1005. In one
embodiment, the presenting interactor 1002 uses a keypad to enter the secret keycode on the
accepting appliance 1005. In another embodiment, the presenter interactor 1002 may use a
device to convey the secret keycode to the accepting appliance 1005.

[0078] At stage 1019, the accepting appliance 1005 then transmits an accepting appliance
communication to the server 1001 permitting release of a specific credential set(s) connected
to the presenting interactor 1003 to the facility of the recipient permitted by the presenting
interactor 1002. The accepting appliance communication contains the presenter's secret
keycode as obtained at 1017 and the once-off shared keycode as generated at 1012. The
accepting appliance communication may also contain an identifier pertaining to the accepting
interactor if retrieved following 1012 and any auxiliary predetermined parameters if captured
following 1012.

[0079] At stage 1018, the presenting appliance 1003 transmits a presenting appliance
communication to the server 1001 allowing retrieval of the specific credential set(s) connected
to the presenting interactor 1002, in storage at the location identified by the presenting
interactor 1002. The presenting appliance communication contains a presenter identifier
retrieved in 1013 and the once-off shared keycode obtained at 1015. The presenting appliance
communication may also contain an alias associated to the chosen credential set if itemized at
1013 and selected at 1016, and may also contain any predetermined auxiliary parameters if
captured following 1016.

[0080] At 1020, the server 1001 seeks to match the received accepting appliance
communications and received presenting appliance communications by seeking to match the
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once-off shared keycode contained in accepting appliance communications and the once-off
shared keycode contained in presenting appliance communications. In some embodiments,
the accepting appliance communication and/or the presenting appliance communication may
be assigned a validity period 1020. If the accepting appliance communication and presenting
appliance communications are not matched within the designated validity period, the
interaction lapses and is deemed void rendering further processes redundant. Where an
interaction lapses and becomes void rendering further processes redundant, the data
pertaining to the interaction (i.e. the interactor communications) can be purged from the
system, freeing up resources for the processing of further received permissions. In other
embodiments, a value or predetermined auxiliary parameters may have been contained in the
accepting appliance communication in 1019 and presenting appliance communication in 1018.
If so, the value is used in addition to shared keycode as the predetermined auxiliary parameter
to seek a match of an accepting appliance communication and presenting appliance
communication in 1020.

[0081] At stage 1021, and in the event a match is found at 1020, the server 1001 initiates a
search by linking 1021 the presenting identifier contained in the presenting appliance
communication and the secret keycode contained in the accepting appliance communication,
wherein the shared keycode contained in the presenting appliance communication is the same
as the shared keycode contained in the accepting appliance communication as per 1020. If no
match is found at 1020, the method does not thus proceed with 1021, and the server 1001
may return a message accordingly to the accepting appliance 1005 or the presenting
appliance 1003.

[0082] At stage 1022, the server 1001 conducts a search for a target record within its
collection of presenter records comprising the presenter identifier contained in the matched
presenting appliance communication and the secret keycode contained in the matched
accepting appliance communication. In one embodiment, and in the event 1022 an alias
associated to the presenter identifier is contained in the presenting appliance communication
as per 1018, the alias is also used to ascertain 1022 a target record comprising that alias in
addition to the presenter identifier and secret keycode of the presenting interactor 1002.

[0083] At stage 1023, and in the event a record comprising the presenter identifier and
presenter's secret keycode is located in 1022, a search is continued by identifying 1023 an
entry affiliated to the target record located in 1022, wherein the entry pertains to the set of
credentials connected to the presenting interactor 1002. (In one embodiment, the credential
set concerned may be the credential set connected to the alias selected by the presenting
interactor 1002 at step 1022). In one embodiment, the entry identified contains a reading
comprising the credentials connected to the presenting interactor 1002. In another
embodiment, the entry identified contains a pointer locating the credentials connected to the
presenting interactor 1002. In the event a record comprising the presenter identifier and
presenter's secret keycode is not located in step 1022, the process does not thus proceed with
1023 and the server 1001 may return a message accordingly to the accepting appliance 1005
or/and the presenting appliance 1003.
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[0084] At 1024, a search is completed by permitting a retrieval of a reading of the credentials
connected to the presenting interactor 1002 in storage at the location identified in 1023, and
permitting a release of the reading of the credentials connected to the presenting interactor to
the facility of the recipient permitted by the presenting interactor 1002.

[0085] At stage 1025, a reading is retrieved from storage at the location indicated by the
presenting interactor 1002. In one embodiment, a reading is stored and retrieved 1025 at the
controlling server configured to perform the method devised in 1020 to 1024. In another
embodiment, a reading is stored and retrieved 1025 at another server different to the
controlling server configured to perform the method devised in 1020 to 1024.

[0086] At stage 1026, a reading of the credentials is released 1026 to the facility of the
recipient permitted by the presenting interactor 1002. In one embodiment, the reading is
released and dispatched to the network endpoint 1004. In another embodiment, the reading is
released and dispatched to the accepting appliance 1005.

[0087] In Figure 10, and as the events subsequent at 1027 and 1028, a message is returned
by the server 1001 to the presenting appliance 1003 for the presenting interactor 1002,
indicating if the reading has been retrieved as identified and released as permitted by the
presenting interactor 1002; in such supplemental embodiments, a recording is retained at the
server 1001 listing a status of events occurring between 1020 and 1024, ad reviewable to the
presenting interactor 1002 at the presenting appliance 1003.

[0088] The embodiments in the invention described with reference to the drawings comprise a
computer apparatus and/or processes performed in a computer apparatus. However, the
invention also extends to computer programs, particularly computer programs stored on or in a
carrier adapted to bring the invention into practice. The program may be in the form of source
code, object code, or a code intermediate source and object code, such as in partially compiled
form or in any other form suitable for use in the implementation of the method according to the
invention. The carrier may comprise a storage medium such as ROM, e.g. CD ROM, or
magnetic recording medium, e.g. a floppy disk or hard disk. The carrier may be an electrical or
optical signal which may be transmitted via an electrical or an optical cable or by radio or other
means.

[0089] The words "comprises/comprising” and the words "having/including" when used herein
with reference to the present invention are used to specify the presence of stated features,
integers, steps or components but do not preclude the presence or addition of one or more
other features, integers, steps, components or groups thereof.

[0090] It is appreciated that certain features of the invention, which are, for clarity, described
in the context of separate embodiments, may also be provided in combination in a single
embodiment. Conversely, various features of the invention which are, for brevity, described in
the context of a single embodiment, may also be provided separately or in any suitable
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Patentkrav

1. System (100) til at tillade en kommunikation af mindst ét seet af kontrolleret
brugerdata forbundet til en praesentator fra en server til et netvaerk-endepunkt,

hvor naevnte system omfatter:
mindst ét netvaerk-endepunkt;

mindst én accept-indretning (109) konfigureret til at sende en accept-
indretningskommunikation (104), hvor navnte accept-
indretningskommunikation indeholder en hemmelig ngglekode (109a)

vedrgrende naevnte praesentator og en enestadende, delt ngglekode (109b);

mindst én praesentationsindretning (108) konfigureret til at sende en
praesentationsindretningskommunikation (105), hvor naevnte
praesentationsindretningskommunikation indeholder en praesentator-
identifikator (108a) vedrgrende naevnte praesentator og naevnte
enestdende, delte ngglekode (108b);

mindst én server, der yderligere omfatter en processor, mindst ét
kommunikationsinterface og en hukommelse, der lagrer mindst én
indtastning (103) vedrgrende navnte mindst ene saet af forbundet
kontrolleret brugerdata, hvor hver indtastning er associeret med mindst én
optegnelse (102), hvor optegnelsen vedrgrer en hvilken som helst
preesentator og omfatter en preesentator-identifikator og en hemmelig
ngglekode bundet til praesentator-identifikatoren;

hvor naevnte mindst ene server er konfigureret til:
a) at modtage navnte accept-indretningskommunikation (104);
b) at modtage naevnte praesentationsindretningskommunikation (105);

c) at sgge et match af naevnte enestdende, delte ngglekode (109b)
indeholdt i neevnte accept-indretningskommunikation (104) med nasvnte
enestaende, delte ngglekode (108b) indeholdt i naevnte

praesentationsindretningskommunikation (105);
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d) at pdbegynde en s@ggning efter en maloptegnelse ved at forbinde naevnte
hemmelige ngglekode i naevnte accept-indretningskommunikation (104)
med navnte praesentator-identifikator i naevnte
praesentationsindretningskommunikation (105), hvor béde naevnte accept-
indretningskommunikation og naevnte
praesentationsindretningskommunikation indeholder den samme
enestdende, delte ngglekode (108b, 109b);

e) at udfgre sggningen efter neevnte maloptegnelse, der omfatter bade
naevnte hemmelige ngglekode (109a) og naevnte praesentator-identifikator
(108a);

f) at identificere en indtastning (103) associeret med navnte

[+
maloptegnelse;

g) at tillade indhentning af naevnte mindst ene saet af forbundet
kontrolleret brugerdata vedrgrende nasvnte indtastning (103) og at tillade
frigivelsen af naavnte mindst ene saet af forbundet kontrolleret brugerdata
til naevnte netvaerk-endepunkt (110), hvor naevnte netvaerk-endepunkt er
en tilladt modtager af en type af naevnte mindst ene saet af forbundet

kontrolleret brugerdata.

2. Systemet ifglge krav 1, hvor navnte mindst ene server omfatter en
styringsserver (101).

3. Systemet ifglge krav 2, hvor styringsserveren (101) er yderligere konfigureret
til at generere naevnte enestdende, delte ngglekode, og ggre den tilgaengelig pa
accept-indretningen (109).

4. Systemet ifglge krav 2, hvor naevnte accept-indretning er yderligere
konfigureret til at generere naevnte enestaende, delte ngglekode, at modtage
naevnte hemmelige ngglekode (109a) fra naevnte praesentator og at sende
neevnte accept-indretningskommunikation til naevnte styringsserver (101).
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5. Systemet ifglge krav 3, hvor navnte praesentationsindretning er yderligere
konfigureret til at modtage naevnte enestdende, delte ngglekode fra naevnte
accept-indretning (109), at hente naevnte praesentator-identifikator fra dens
hukommelse og at sende naevnte prassentationsindretningskommunikation (105)

til naevnte styringsserver (101).

6. Systemet ifglge et hvilket som helst af de foregdende krav, hvor naevnte
optegnelse omfatter naevnte prassentator-identifikator, og navnte hemmelige
ngglekode yderligere omfatter et alias associeret med praesentator-identifikatoren
0g associeret med naevnte indtastning (103) vedrgrende naevnte mindst ene saet

af forbundet kontrolleret brugerdata.

7. Systemet ifglge et hvilket som helst af de foregdende krav, hvor naevnte
praasentationsindretningskommunikation yderligere indeholder et alias associeret
med naevnte praesentator-identifikator og associeret med naevnte indtastning
(103) vedrgrende navnte mindst ene saet af forbundet kontrolleret brugerdata, og
hvor naevnte sggning efter naevnte méloptegnelse yderligere anvender naevnte
alias indeholdt i naevnte prassentationsindretningskommunikation (105) til at sgge
efter naevnte maloptegnelse omfattende naevnte alias udover at omfatte naevnte

prasentator-identifikator (108a) og naevnte hemmelige ngglekode.

8. Systemet ifglge et hvilket som helst af de foregaende krav, hvor navnte
netveerk-endepunkt omfatter naevnte accept-indretning (109) og er konfigureret
som en bestemt modtager af en eller flere typer af naevnte mindst ene szet af

forbundet kontrolleret brugerdata.

9. Systemet ifglge et hvilket som helst af kravene 1 til 7, hvor naevnte netvaerk-
endepunkt er forbundet til naevnte accept-indretning og er konfigureret som en
bestemt modtager af en eller flere typer af naevnte mindst ene saet af forbundet

kontrolleret brugerdata.
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10. Systemet ifglge krav 2, hvor naevnte mindst ene saet af forbundet kontrolleret
brugerdata omfatter en indtastning i naevnte maloptegnelse (102) pa naevnte
styringsserver (101).

11. Systemet ifglge krav 2, hvor navnte mindst ene sat af forbundet kontrolleret
brugerdata omfatter en indtastning p& en anden af naevnte mindst ene server, der

er associeret med navnte maloptegnelse pa naevnte styringsserver (101).

12. Systemet ifglge et hvilket som helst af de foregdende krav, hvor en
validitetsperiode er tildelt til naevnte accept-indretningskommunikation (104), og
hvor trin c) yderligere omfatter at fastsld hvorvidt naevnte validitetsperiode er
udlgbet.

13. Systemet ifglge et hvilket som helst af kravene 1 til 11, hvor en
validitetsperiode er tildelt til naevnte praesentationsindretningskommunikation
(105), og hvor trin c) yderligere omfatter at fastsld hvorvidt nsevnte

validitetsperiode er udlgbet.

14. Systemet ifglge et hvilket som helst af kravene 1 til 11, hvor en
validitetsperiode er tildelt til naevnte enestaende, delte ngglekode, og hvor trin c)
yderligere omfatter at fastsld hvorvidt naevnte validitetsperiode er udigbet.

15. Systemet ifglge krav 14, hvor naevnte enestdende, delte ngglekode er unik
over varigheden af dens validitetsperiode.

16. Systemet ifglge et hvilket som helst af de foregdende krav, hvor naevnte
accept-indretningskommunikation (104) yderligere indeholder et eller flere
forudbestemte hjzelpeparametre, og navnte
praesentationsindretningskommunikation ogsa yderligere omfatter naevnte et eller

flere forudbestemte hjalpeparametre.
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17. Systemet ifglge krav 16, ndr afhaengig af et hvilket som helst af kravene 2 til
5, hvor naevnte styringsserver (101) sgger at matche mindst ét af naevnte
forudbestemte hjzelpeparametre fra naevnte
praesentationsindretningskommunikation (105) med nasvnte tilsvarende et eller
flere forudbestemte hjeelpeparametre fra neevnte accept-
indretningskommunikation (104) for at tilvejebringe yderligere mindst én af:

korrelation og bekraeftelse.

18. Systemet ifglge et hvilket som helst af kravene 2 til 5, hvor, hvis naevnte
optegnelser omfatter indtastninger af mindst ét saet af forbundet kontrolleret
brugerdata pé& naevnte styringsserver (101), trinnene f) og g) udfgres pa navnte
styringsserver, og kommunikation af naavnte mindst ene saet af forbundet

kontrolleret brugerdata udfgres fra naevnte styringsserver.

19. Systemet ifglge et hvilket som helst af kravene 2 til 5, hvor, hvis naevnte
optegnelser omfatter indtastninger af mindst ét saet af forbundet kontrolleret
brugerdata p& en forskellig server end naevnte styringsserver, trinnene f) og g)
udfgres pa naevnte forskellige server, og kommunikation af navnte mindst ene
saet af forbundet kontrolleret brugerdata udfgres under anvendelse af en af:

naevnte styringsserver og navnte forskellig server.

20. Systemet ifglge et hvilket som helst af kravene 2 til 5, hvor, hvis intet match
mellem naavnte accept-indretningskommunikation (104) og
praesentationsindretningskommunikation (105) er fundet p& naevnte
styringsserver (101), afbryder naevnte styringsserver yderligere konfigurerede

handlinger og optegner sadan status derpa.

21. Systemet ifglge et hvilket som helst af kravene 2 til 5, hvor, hvis ingen
méloptegnelse er fundet pd naevnte styringsserver (101), afbryder naevnte
styringsserver yderligere konfigurerede handlinger og optegner sadan status

derpa.
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22, Systemet ifglge et hvilket som helst af kravene 2 til 5, hvor navnte
styringsserver (101) er yderligere konfigureret til at optegne statussen af
forekommende haendelser og til at transmittere sddan status til mindst en af:

neevnte accept-indretning (109) og naevnte praesentationsindretning (108).

23. Systemet ifglge et hvilket som helst af de foregdende krav, hvor hver af
naevnte servere, netvaerk-endepunkter (110), og praesentations- og accept-
indretninger (108, 109) hver yderligere omfatter mindst en af: en processor,

kommunikationsinterfaces, hukommelse, inputkonsoller og outputkonsoller.

24. Systemet ifglge et hvilket som helst af de foregdende krav, hvor systemet er
anvendeligt over et kommunikationsnetvaerk (106, 107, 111).

25. Fremgangsmade til at tillade en kommunikation af mindst ét saet af
kontrolleret brugerdata forbundet til en praesentator fra mindst én server til et
netvaerk-endepunkt (110), hvor naevnte fremgangsmade omfatter de fglgende trin

udfgrt p& mindst én server:

(@) at modtage en accept-indretningskommunikation (104), hvor navnte
kommunikation indeholder en hemmelig ngglekode (109a) vedrgrende

naevnte praesentator og en enestdende, delt ngglekode (109b);

(b) at modtage en praesentationsindretningskommunikation (105), hvor
naevnte kommunikation indeholder en praesentator-identifikator (108a)
vedrgrende navnte praesentator og enestdende, delte ngglekode (108b);

(c) at sgge efter et match af naevnte enestdende, delte ngglekode (109b)
indeholdt i naevnte accept-indretningskommunikation (104) og naevnte
enestaende, delte ngglekode (108b) indeholdt i naevnte

praasentationsindretningskommunikation (105);

(d) at pabegynde en sggning efter en méloptegnelse ved at forbinde
naevnte hemmelige ngglekode (109a) af naevnte accept-
indretningskommunikation (104) og navnte praesentator-identifikator
(108a) i navnte praesentationsindretningskommunikation (105), hvor béde
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neevnte accept-indretningskommunikation- og naevnte
praesentationsindretningskommunikation indeholder den samme
enestdende, delte ngglekode (108b, 109b);

(e) at udfgre sggningen efter maloptegnelsen omfattende bade naevnte
5 hemmelige ngglekode (109a) og naevnte praesentator-identifikator (108a);

(f) at identificere en indtastning (103) associeret med naevnte
maloptegnelse, hvor naevnte indtastning vedrgrer navnte mindst ene saet

af forbundet kontrolleret brugerdata; og

(g) at tillade en indhentning af naevnte mindst ene seet af forbundet

10 kontrolleret brugerdata vedrgrende naevnte indtastning og at tillade en
frigivelse af naevnte saet af forbundet kontrolleret brugerdata til naevnte
netvaerk-endepunkt (110), hvor naavnte endepunkt er en tilladt modtager

af naevnte mindst ene saet af forbundet kontrolleret brugerdata.

15 26. Fremgangsmaden ifglge krav 25, hvor méloptegnelsen omfatter naevnte
praesentator-identifikator (108a) og hemmelig ngglekode (109a) yderligere
omfattende et alias associeret med naevnte praesentator-identifikator (108a) og
associeret med naevnte indtastning (103) vedrgrende naevnte mindst ene seet af
forbundet kontrolleret brugerdata, og naevnte

20 praesentationsindretningskommunikation (105) yderligere indeholder et alias
associeret med naevnte praesentator-identifikator (108a) og associeret med
naevnte indtastning vedrgrende naevnte mindst ene saet af forbundet kontrolleret
brugerdata, og hvor trin (e) yderligere omfatter at matche respektive aliasser af
naevnte optegnelse og naevnte prassentationsindretningskommunikation.

25

27. Fremgangsmaden ifglge krav 25 eller 26, hvor naevnte mindst ene server

omfatter en styringsserver (101) og trinnene (a) til (g) udfgres derpa.

28. Fremgangsmaden ifglge krav 25 eller 26, hvor naevnte mindst ene server
30 omfatter en styringsserver (101) og naevnte mindst ene saet af forbundet

kontrolleret brugerdata omfatter en indtastning pa en forskellig server til naevnte
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styringsserver (101), hvor naevnte indtastning associeres med naevnte
maloptegnelse, og hvor trinnet at identificere et brugerdatasaet udfgres pa
naevnte forskellige server, og hvor trinnene (e) til (g) udfgres pa en af: naevnte

styringsserver (101) og en forskellig server.

29. Fremgangsmaden ifglge et hvilket som helst af kravene 25 til 28, yderligere
omfattende at tildele en validitetsperiode til mindst en af: navnte accept-
indretningskommunikation (104), navnte
praesentationsindretningskommunikation (105) og naevnte enestdende, delte
ngglekode, og trin (c) yderligere omfatter at fastsla hvorvidt navnte

validitetsperiode er udlgbet.

30. Fremgangsmaden ifglge krav 29, hvor naevnte enestaende, delte ngglekode er

unik over varigheden af dens validitetsperiode.

31. Fremgangsmaden ifglge et hvilket som helst af kravene 25 til 29, hvor hver af
neevnte praesentationsindretningskommunikation (105) og naevnte accept-
indretningskommunikation (104) yderligere indeholder et eller flere forudbestemte
hjeelpeparametre, og hvor trin (c) yderligere omfatter at sgge efter et match af
mindst en af navnte forudbestemte hjaelpeparametre i naevnte
praesentationsindretningskommunikation med mindst en af tilsvarende
forudbestemte hjzelpeparametre i naevnte accept-indretningskommunikation.

32. Fremgangsmaden ifglge krav 27, hvor, hvis navnte optegnelser omfatter
indtastninger af mindst ét sat af forbundet kontrolleret brugerdata pé naevnte
styringsserver (101), at udfgre trinnene (f) og (g) p& naevnte styringsserver, og
fremgangsmaden yderligere omfatter at frigive naevnte mindst ene saet af

forbundet kontrolleret brugerdata fra navnte styringsserver.

33. Fremgangsmaden ifglge krav 25 eller 26, hvor naevnte mindst ene server
omfatter en styringsserver (101), og, hvis naevnte optegnelser omfatter

indtastninger af mindst ét szt af forbundet kontrolleret brugerdata pé en
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forskellig server til naevnte styringsserver (101), at udfgre trinnene (f) og (g) pa
naevnte forskellige server, og fremgangsmaden yderligere omfatter at frigive
naevnte mindst ene saet af forbundet kontrolleret brugerdata fra en af: naevnte

styringsserver og naevnte forskellige server.

34. Fremgangsmaden ifglge krav 27 eller 28, hvor, hvis intet match mellem
naavnte accept-indretningskommunikation (104) og
praesentationsindretningskommunikation (105) findes, at afbryde yderligere
konfigurerede handlinger og optegne sadan status pa& naevnte styringsserver
(101).

35. Fremgangsmaden ifglge kravene 27 eller 28, hvor, hvis ingen méaloptegnelse
findes, at afbryde yderligere konfigurerede handlinger og optegne sddan status p&

neevnte styringsserver (101).

36. Fremgangsmaden ifalge krav 27 eller 28, yderligere omfattende at optegne
statussen af haendelserne pa naevnte styringsserver (101) og at transmittere
sadan status til mindst en af: naevnte accept-indretning (109) og naevnte

praesentationsindretning (108).
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