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one specified embodiment, a system may receive from a user a
simulation parameter associated with a packet to be simulated in
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may be generated. A response of the SDN to the packet may be
simulated by identifying applicable traffic routing rules and
identitying a subsequent destination based on the applicable
tratfic routing rules. A record of the subsequent destination may
be added to the simulation result, and the process may continue
until a terminating condition is satisfied.
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SIMULATING, VISUALIZING, AND SEARCHING TRAFFIC IN
A SOFTWARE DEFINED NETWORK

TECHNICAL FIELD

[0001] The present disclosure pertains to systems and methods for simulating data

packet routing within a software defined network (“SDN”) and visualizing the results of

the simulation.

BRIEF DESCRIPTION OF THE DRAWINGS

[0002] Non-limiting and non-exhaustive embodiments of the disclosure are

described, including various embodiments of the disclosure, with reference to the
figures, in which:

[0003] Figure 1 illustrates a simplified one-line diagram of an electric power
transmission and distribution system in which a plurality of communication devices may
facilitate communication in a software defined network consistent with embodiments of
the present disclosure.

[0004] Figure 2 illustrates a conceptual representation of an SDN architecture
including a control plane, a data plane, and a plurality of data consumers/producer
devices that may be deployed in an electric power transmission and distribution system
consistent with embodiments of the present disclosure.

[0005] Figure 3A illustrates a conceptual representation of a predicted traffic flow in
an SDN consistent with embodiments of the present disclosure.

[0006] Figure 3B illustrates a conceptual representation of a predicted traffic flow in
an SDN in which a traffic flow results in duplication of traffic consistent with
embodiments of the present disclosure.

[0007] Figure 3C illustrates a conceptual representation of a predicted traffic flow in
an SDN in which a traffic flow is blocked consistent with embodiments of the present
disclosure.

[0008] Figure 3D illustrates a conceptual representation of a predicted primary
traffic flow and a predicted backup traffic flow in an SDN consistent with embodiments
of the present disclosure.

[0009] Figure 4A illustrates a flow chart of a method for simulating visualizing, and

searching traffic in an SDN consistent with embodiments of the present disclosure.
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[0010] Figure 4B illustrates a method of searching a simulation result based on a
user-specified query consistent with embodiments of the present disclosure.

[0011] Figure 5 illustrates a block diagram of a system configured to simulate,
visualize, and search traffic in an SDN consistent with embodiments of the present

disclosure.

DETAILED DESCRIPTION

[0012] Modern electric power distribution and transmission systems may incorporate

a variety of communication technologies that may be used to monitor and protect the
system. The communication equipment may be configured and utilized to facilitate an
exchange of data among a variety of devices that monitor conditions on the power
system and implement control actions to maintain the stability of the power system.

The communication networks carry information utilized for the proper assessment of
power system conditions and for implementing control actions based on such
conditions. Such messages may be subject to time constraints because of the potential
for rapid changes in conditions in an electric power transmission and distribution
system. In other words, If the messages are delayed, the data in the messages may no
longer be accurate or useful to a receiving device.

[0013] Some electric power transmission and distribution systems may incorporate
software defined network (“SDN”) technologies that utilize a controller to configure and
monitor on the network. SDN technologies offer a variety of features that may be
advantageous in electric power systems (e.g., deny-by-default security, better latency
control, symmetric transport capabilities, redundancy and fail over planning, etc.).
[0014] An SDN allows a programmatic change control platform, which allows an
entire communication network to be managed as a single asset, simplifies the
understanding of the network, and enables continuous monitoring of a network. In an
SDN, the systems that decide where the traffic is sent (i.e., the control plane) are
separated from the systems that perform the forwarding of the traffic in the network
(i.e., the data plane).

[0015] The control plane may be used to achieve the optimal usage of network
resources by creating specific traffic flows through the communication network. A traffic
flow, as the term is used herein, refers to a set of parameters used to match and take

action based on network packet contents. Traffic flows may permit specific paths
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based on a variety of criteria that offer significant control and precision to operators of
the network. In contrast, in large traditional networks, trying to match a network
discovered path with an application desired data path may be a challenging task
involving changing configurations in many devices. To compound this problem, the
management interfaces and feature sets used on many devices are not standardized.
Still further, network administrators often need to reconfigure the network to avoid
loops, gain route convergence speed, and prioritize a certain class of applications.
[0016] Significant complexity in managing a traditional network in the context of an
electric power transmission and distribution system arises from the fact that each
network device (e.g., a switch or router) has control logic and data forwarding logic
integrated together. For example, in a traditional network router, routing protocols such
as Routing Information Protocol (RIP) or Open Shortest Path First (OSPF) constitute
the control logic that determines how a packet should be forwarded. The paths
determined by the routing protocol are encoded in routing tables, which are then used
to forward packets. Similarly, in a Layer 2 device such as a network bridge (or network
switch), configuration parameters and/or Spanning Tree Algorithm (STA) constitute the
control logic that determines the path of the packets. Thus, the control plane in a
traditional network is distributed in the switching fabric (network devices), and as a
consequence, changing the forwarding behavior of a network involves changing
configurations of many (potentially all) network devices.

[0017] Inan SDN, a controller embodies the control plane and determines how
packets (or frames) should flow (or be forwarded) in the network. The controller
communicates this information to the network devices, which constitute the data plane,
by setting the forwarding tables in the devices. This enables centralized configuration
and management of a network. As such, the data plane in an SDN consists of
relatively simple packet forwarding devices with a communications interface to the
controller to receive forwarding information. In addition to simplifying management of a
network, an SDN architecture may also enable monitoring and troubleshooting features
that may be beneficial for use in an electric power distribution system, including but not
limited to: mirroring a selected traffic flow rather than mirroring a whole port; alarming
on bandwidth when it gets close to saturation; providing metrics (e.g., counters and

meters for quality of service, packet counts, errors, drops, or overruns, etc.) for a
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specified flow; permitting monitoring of specified applications rather than monitoring
based on VLANs or MAC addresses.

[0018] Determining the destination of traffic flows and tracking of packets may be
challenging in large networks. In particular, networks that utilize multi-cast messages,
may present challenges to managing the transmission of data within a network and
ensuring that such traffic is correctly routed. The inventors of the present disclosure
have recognized that the ability to simulate and visualize the flow of data in a network
may be useful for design, testing, and troubleshooting of the network. For example,
when designing a new network the systems and methods of the present disclosure may
be used to validate that the network will function as designed. Further, the inventors of
the present disclosure have recognized that the ability to search for data flows having
certain attributes may aid in the design, operation, and troubleshooting of data
networks. For example, a simulation consistent with the present disclosure may aid in
identifying determining the cause of a data flow not reaching an intended destination.
[0019] Systems and methods consistent with the present disclosure may permit a
network engineer or other user to simulate, against the existing or proposed flows of the
network, a packet, or portion of a packet, and find where that packet would or would not
traverse the network. The simulation may be presented to the user graphically, with the
data flows illustrated in a visual representation. Further, the user may be allowed to
search for data flows using a variety of criteria. In some embodiments, the search
criteria may include a source, a destination, a priority, a data type, a data protocol, a
MAC address, a source, a VLAN identifier, and the like.

[0020] In some embodiments, a single packet, or even a partial packet, could be
described and then simulated on a network diagram. The simulation may be presented
to a user as a visual representation of all the paths a packet with that signature could
take. In some embodiments, the visual representation may include arrows indicating
the direction the packet would take between two switches. In some embodiments,
different colors may be utilized to identify multiple paths (e.g., alternative or backup
paths) that a packet may follow. Visualization of the path may allow a user to confirm
that the data flow is configured properly (e.g., the data flow reaches a specified
destination, the data flow does not traverse certain portions of a network, etc.).

[0021] In some embodiments, multiple data paths may be identified for packets

having wild card information that affects the routing of the packet or where traffic flow
4



10

15

20

25

30

WO 2017/014891 PCT/US2016/038419

rules may result in multiple routing paths. Visualizing multiple paths may help a user to
identify data flows that reach unintended areas of a network. In some circumstances,
identification of devices that result in multiple paths may aid a user in eliminating traffic
that reaches unintended portions of a data network.

[0022] In some embodiments, a simulation system may be able to display the flow
tables of any network switch and identify the specific processing rules that are
applicable to a particular scenario. The simulation system may also be configured to
process partial packets. If the search packet is a partial packet description, multiple
traffic routing rules may be applicable. For example, a source MAC address may be
represented as a wild card, if a rule matched another field (e.g., IP address) but also
had a criterion for a source MAC address this flow may be identified as a possible
match, but not a complete match.

[0023] The embodiments of the disclosure will be best understood by reference to
the drawings, wherein like parts are designated by like numerals throughout. It will be
readily understood that the components of the disclosed embodiments, as generally
described and illustrated in the figures herein, could be arranged and designed in a
wide variety of different configurations. Thus, the following detailed description of the
embodiments of the systems and methods of the disclosure is not intended to limit the
scope of the disclosure, as claimed, but is merely representative of possible
embodiments of the disclosure. In addition, the steps of a method do not necessarily
need to be executed in any specific order, or even sequentially, nor need the steps be
executed only once, unless otherwise specified.

[0024] In some cases, well-known features, structures or operations are not shown
or described in detail. Furthermore, the described features, structures, or operations
may be combined in any suitable manner in one or more embodiments. It will also be
readily understood that the components of the embodiments as generally described
and illustrated in the figures herein could be arranged and designed in a wide variety of
different configurations.

[0025] Several aspects of the embodiments described may be implemented as
software modules or components. As used herein, a software module or component
may include any type of computer instruction or computer executable code located
within a memory device and/or transmitted as electronic signals over a system bus or

wired or wireless network. A software module or component may, for instance,
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comprise one or more physical or logical blocks of computer instructions, which may be
organized as a routine, program, object, component, data structure, etc. that performs
one or more tasks or implements particular abstract data types.

[0026] In certain embodiments, a particular software module or component may
comprise disparate instructions stored in different locations of a memory device, which
together implement the described functionality of the module. Indeed, a module or
component may comprise a single instruction or many instructions, and may be
distributed over several different code segments, among different programs, and across
several memory devices. Some embodiments may be practiced in a distributed
computing environment where tasks are performed by a remote processing device
linked through a communications network. In a distributed computing environment,
software modules or components may be located in local and/or remote memory
storage devices. In addition, data being tied or rendered together in a database record
may be resident in the same memory device, or across several memory devices, and
may be linked together in fields of a record in a database across a network.

[0027] Embodiments may be provided as a computer program product including a
non-transitory computer and/or machine-readable medium having stored thereon
instructions that may be used to program a computer (or other electronic device) to
perform processes described herein. For example, a non-transitory computer-readable
medium may store instructions that, when executed by a processor of a computer
system, cause the processor to perform certain methods disclosed herein. The non-
transitory computer-readable medium may include, but is not limited to, hard drives,
floppy diskettes, optical disks, CD-ROMs, DVD-ROMs, ROMs, RAMs, EPROMs,
EEPROMSs, magnetic or optical cards, solid-state memory devices, or other types of
machine-readable media suitable for storing electronic and/or processor executable
instructions.

[0028] Figure 1 illustrates a simplified one-line diagram of an electric power
transmission and distribution system 100 in which a plurality of communication devices
may facilitate communication in a software defined network consistent with
embodiments of the present disclosure. Electric power delivery system 100 may be
configured to generate, transmit, and distribute electric energy to loads. Electric power
delivery systems may include equipment, such as electric generators (e.g., generators

110, 112, 114, and 116), power transformers (e.g., transformers 117, 120, 122, 130,
6



10

15

20

25

30

WO 2017/014891 PCT/US2016/038419

142, 144 and 150), power transmission and delivery lines (e.g., lines 124, 134, and
158), circuit breakers (e.g., breakers 152, 160, 176), busses (e.g., busses 118, 126,
132, and 148), loads (e.g., loads 140, and 138) and the like. A variety of other types of
equipment may also be included in electric power delivery system 100, such as voltage
regulators, capacitor banks, and a variety of other types of equipment.

[0029] Substation 119 may include a generator 114, which may be a distributed
generator, and which may be connected to bus 126 through step-up transformer 117.
Bus 126 may be connected to a distribution bus 132 via a step-down transformer 130.
Various distribution lines 136 and 134 may be connected to distribution bus 132.
Distribution line 136 may lead to substation 141 where the line is monitored and/or
controlled using IED 106, which may selectively open and close breaker 152. Load 140
may be fed from distribution line 136. Further step-down transformer 144 in
communication with distribution bus 132 via distribution line 136 may be used to step
down a voltage for consumption by load 140.

[0030] Distribution line 134 may lead to substation 151, and deliver electric power to
bus 148. Bus 148 may also receive electric power from distributed generator 116 via
transformer 150. Distribution line 158 may deliver electric power from bus 148 to load
138, and may include further step-down transformer 142. Circuit breaker 160 may be
used to selectively connect bus 148 to distribution line 134. IED 108 may be used to
monitor and/or control circuit breaker 160 as well as distribution line 158.

[0031] Electric power delivery system 100 may be monitored, controlled, automated,
and/or protected using intelligent electronic devices (IEDs), such as IEDs 104, 106,
108, 115, and 170, and a central monitoring system 172. In general, IEDs in an electric
power generation and transmission system may be used for protection, control,
automation, and/or monitoring of equipment in the system. For example, IEDs may be
used to monitor equipment of many types, including electric transmission lines, electric
distribution lines, current transformers, busses, switches, circuit breakers, reclosers,
transformers, autotransformers, tap changers, voltage regulators, capacitor banks,
generators, motors, pumps, compressors, valves, and a variety of other types of
monitored equipment.

[0032] As used herein, an IED (such as IEDs 104, 106, 108, 115, and 170) may
refer to any microprocessor-based device that monitors, controls, automates, and/or

protects monitored equipment within system 100. Such devices may include, for
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example, remote terminal units, differential relays, distance relays, directional relays,
feeder relays, overcurrent relays, voltage regulator controls, voltage relays, breaker
failure relays, generator relays, motor relays, automation controllers, bay controllers,
meters, recloser controls, communications processors, computing platforms,
programmable logic controllers (PLCs), programmable automation controllers, input
and output modules, and the like. The term IED may be used to describe an individual
IED or a system comprising multiple IEDs.

[0033] A common time signal may be distributed throughout system 100. Utilizing a
common or universal time source may ensure that IEDs have a synchronized time
signal that can be used to generate time synchronized data, such as synchrophasors.
In various embodiments, IEDs 104, 106, 108, 115, and 170 may receive a common
time signal 168. The time signal may be distributed in system 100 using a
communications network 162 or using a common time source, such as a Global
Navigation Satellite System (“GNSS”), or the like.

[0034] According to various embodiments, central monitoring system 172 may
comprise one or more of a variety of types of systems. For example, central monitoring
system 172 may include a supervisory control and data acquisition (SCADA) system
and/or a wide area control and situational awareness (WACSA) system. A central IED
170 may be in communication with IEDs 104, 106, 108, and 115. IEDs 104, 106, 108
and 115 may be remote from the central IED 170, and may communicate over various
media such as a direct communication from IED 106 or over a wide-area
communications network 162. According to various embodiments, certain IEDs may be
in direct communication with other IEDs (e.g., IED 104 is in direct communication with
central IED 170) or may be in communication via a communication network 162 (e.g.,
IED 108 is in communication with central IED 170 via communication network 162).
[0035] Communication via network 162 may be facilitated by networking devices
including, but not limited to, multiplexers, routers, hubs, gateways, firewalls, and
switches. In some embodiments, IEDs and network devices may comprise physically
distinct devices. In other embodiments, IEDs and network devices may be composite
devices, or may be configured in a variety of ways to perform overlapping functions.
IEDs and network devices may comprise multi-function hardware (e.g., processors,

computer-readable storage media, communications interfaces, etc.) that can be utilized
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in order to perform a variety of tasks that pertain to network communications and/or to
operation of equipment within system 100.

[0036] An SDN controller 180 may be configured to interface with equipment in
network 162 to create an SDN that facilitates communication between IEDs 170, 115,
108, and monitoring system 172. In various embodiments, SDN controller 180 may be
configured to interface with a control plane (not shown) in network 162. Using the
control plane, controller 180 may be configured to direct the flow of data within network
162.

[0037] Systems such as system 100 utilized in connection with electric power
transmission and distribution systems may involve a large number of devices. The
devices may each require that specific communication flows be enabled to allow
communications to travel from a source to a destination through network 162. To assist
in the design, commissioning, and troubleshooting of network 162, various systems and
methods disclosed herein may simulate the communication flows through 162 and
present the results to the user graphically. Further, the user may be allowed to search
for data flows using a variety of criteria. In some embodiments, the search criteria may
include a destination, a priority, a data type, a data protocol, a MAC address, a source,
a VLAN identifier, and the like.

[0038] Figure 2 illustrates a conceptual representation 200 of an SDN architecture
including a control plane 202, a data plane 204, and a plurality of data
consumers/producer devices 216a-216c¢ that may be deployed in an electric power
transmission and distribution system consistent with embodiments of the present
disclosure. The control plane 202 directs the flow of data through the data plane 204.
More specifically, a controller 212 may communicate with the plurality of communication
devices 206a-206f via an interface 214 to establish traffic flows. The controller may
specify rules for routing traffic through the data plane 204 based on a variety of criteria.
[0039] As illustrated, the data plane 204 includes a plurality of communication
devices 206a-206f in communication with one another via a plurality of physical
communication links 208a-208h. In various embodiments, the communication devices
206a-206f may be embodied as by a variety of devices configured to communicate with
the controller 212 and to operate in data plane 204. Of course, not all devices in a SDN
need to be capable of communicating with the controller. The physical communication

links 208a-208h may be embodied as Ethernet, fiber optic, and other forms of data
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communication channels. As illustrated, the physical communication links 208a-208h
between the communication devices 206a-206f may provide redundant connections
such that a failure of one of the physical communication links 208a-208h is incapable of
completely blocking communication with an affected communication device. In some
embodiments, the physical communication links 208a-208h may provide an N-1
redundancy or better.

[0040] The plurality of applications 210a-210c may represent a variety of
applications 210a-210c operating in an applications plane. In the SDN architecture
illustrated in Figure 2, controller 212 may expose an application programming interface
(API) that services 210a-210c can use to configure the data plane 204. In this
scenario, controller 212 may act as an interface to the data plane 204 while the control
logic resides in the applications 210a-210c. The configuration of controller 212 and
applications 210a-210c may be tailored to meet a wide variety of specific needs.

[0041] The data consuming/producing devices 216a-216¢ may represent a variety of
devices within an electric power transmission and distribution system that produce or
consume data. For example, data consuming/producing devices may be embodied as
a pair of transmission line relays configured to monitor an electrical transmission line.
The transmission line relays may monitor various aspects of the electric power flowing
through the transmission line (e.g., voltage measurements, current measurements,
phase measurements, etc.) and may communicate the measurements to implement a
protection strategy for the transmission line. Traffic between the transmission line relays
may be routed through the data plane 204 using a plurality of traffic flows implemented
by controller 212. Of course, data consuming/producing devices 216a-216¢ may be
embodied by a wide range of devices consistent with embodiments of the present
disclosure.

[0042] The plurality of communication devices 206a-206f may each include a traffic
routing system configured to route traffic through data plane 204. Traffic routing
subsystems may be configured to implement a series of rules for routing data traffic
through communication links 208a-208h.

[0043] Figure 3A illustrates a conceptual representation of a predicted traffic
flow in an SDN consistent with embodiments of the present disclosure. In the illustrated

embodiment, a plurality of switches 1-8 may comprise a data plane that connects a
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plurality of hosts 1-16. The hosts are separated in four stations 1-4. The physical
connections between the switches and the hosts are illustrated.

[0044] The predicted flow may be determined using a simulation system configured
to simulate the response of an SDN to a specified user parameter. The specified
parameter may be sufficient to generate one or more data packets that may be
communicated through the SDN. A plurality of traffic routing rules may be analyzed
that are applicable to an initial starting point of the simulation. A subsequent
destination may be identified based on the applicable traffic routing rules and the initial
location. The same process may be repeated at the subsequent destination to
determine another destination. Similarly, the process may be repeated as a message
propagates through any number of destinations in the network. As each destination is
identified, an associated record may be generated in a simulation. A simulation may be
terminated when a terminating condition is satisfied. Various simulations may terminate
on a variety of conditions. For example, terminating conditions may include a network
packet reaching a destination, a network packet being dropped or blocked from further
transmission, the simulation completing a specified number of iterations, etc.

[0045] In Figure 3A, a simulated traffic flow originates from Host 2 and is
communicated to Switch_5, from Switch_5 to Switch_1, from Switch_1 to Switch_7,
and from Switch_7 to Host_9. The simulated traffic flow is illustrated by a plurality of
arrows shown in dashed lines. Each of Switch_1, Switch_5, and Switch_7 may
comprise a plurality of rules for processing traffic. In the simulation, these rules may be
analyzed to determine the flow of data shown in Figure 3A.

[0046] Figure 3B illustrates a conceptual representation of a predicted traffic flow in
an SDN in which a traffic flow results in duplication of traffic consistent with
embodiments of the present disclosure. In the illustrated embodiment, a data packet
originates with Host_2 that is communicated to Switch_5 and from Switch_5 to
Switch_1. At Switch_1, the data packet is routed to both Switch_2 and Switch_7. The
traffic flow may be intended to be communicated from Switch_7 to Host_9. The
duplicated traffic may be communicated from Switch_2 to Switch_8 and from Switch_8
to Switch_7. At Switch_8 the duplicated traffic flow may be dropped. The simulation
results may permit a user to visually identify the source of the duplication of the traffic.
[0047] Figure 3C illustrates a conceptual representation of a predicted traffic flow in

an SDN in which a traffic flow is blocked consistent with embodiments of the present
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disclosure. In the illustrated embodiment, a data packet originates with Host_2 that is
communicated to Switch_1 via Switch_5. From Switch_1 the packet is routed to
Switch_7. At Switch_7, the data packet is dropped by Switch_7. Various embodiments
of the present disclosure may aid in determining why a packet is not properly routed
from a source to a destination on the network. In one example, a user may
troubleshoot such a situation by conducting a simulation associated with the area of
interest. The simulation may evaluate the traffic flows on the network and visualize the
traffic flow as a series of arrows illustrated using a dashed line.

[0048] A user may identify that the traffic flow is dropped at Switch_7. In various
embodiments a user may be able to display a flow table associated with the network
device. The user may cause the flow table to be displayed by clicking on the switch to
be displayed. In some embodiments, one or more rules applicable to the simulation
may be identified. In the illustrated embodiment, rules 2 and 3 are applicable; however,
the rules may be evaluated in order. As such, as a result of the execution of rule 2, the
data traffic may be discarded. As such, even though the criteria of rule 3 are satisfied
and applicable to the simulation, the traffic is not routed according to rule 3. As such,
the user may change the priority of rules 2 and 3 such that the traffic is forwarded to
Host_9.

[0049] Figure 3D illustrates a conceptual representation of a predicted primary
traffic flow and a predicted failover traffic flow in an SDN consistent with embodiments
of the present disclosure. In the illustrated embodiment, a primary path of a packet that
originates with Host_2 includes communication to Switch_5, from Switch_5 to
Switch_1, from Switch_1 to Switch_7, and from Switch 7 to Host_9. A failover path
may be utilized in the event of a disruption in any of the communication paths or
devices in the primary path. The failover path of the packet that originates with Host_2
includes communication to Switch_5, from Switch_5 to Switch_3, from Switch_3 to
Switch_7, and from Switch 7 to Host_9. lllustrating the primary path, the failover path
may allow a user to ensure that traffic associated with a flow, whether through a
primary or failover path, may remain with a specified portion of the network.

[00560] Figure 4A illustrates a flow chart of a method for simulating visualizing, and
searching traffic in an SDN consistent with embodiments of the present disclosure. At
402, simulation parameters may be received. The simulation parameters may be

embodied in a variety of ways, including a network packet whose path through the
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network is to be simulated, a partial network packet that may reflect how a variety of
packets with different values may be routed through the network, a simulation of a
plurality of data packets, etc. The simulation parameters may represent a relatively
small scale simulation (e.g., determining the routing of a single network packet through
the network) or may represent a large scale simulation (e.g., simulating a large volume
of network traffic over an extended period of time).

[0051] At 404, an initial starting point of the simulation may be determined. In some
examples, the starting point may be easily determined (e.g., in the case where a single
network packet is simulated, the starting point of the simulation may be the source of
the packet). In other examples, it may be desirable to specify where the simulation
should begin so that the evaluation of the rules start in an area of interest (e.g., a
specific IED experiencing an issue requiring troubleshooting).

[00562] At 406, a packet to be simulated may be generated. In some examples, the
packet may be easily determined (e.g., in the case where a single network packet is
simulated), while in other cases, the simulation parameters may be utilized to generate
a series of packets to be simulated.

[00563] After a packet is generated at 406 and an initial starting point is identified at
404, applicable traffic routing rules may be identified at 408. More specifically, in an
SDN the traffic routing rules associated with each device may be specified by an SDN
controller. This configuration information may be utilized to conduct an offline
simulation of each device and of the network as a whole. The simulated packet may be
analyzed with respect to the traffic routing rules applied by a specific device to identify
the next action based on applicable traffic routing rules, at 410. The simulation results
420 may be updated at 412 with next action identified at 410.

[00564] At 414, method 400 may determine whether the packet routing is complete.
The determination of whether the packet routing is complete may be based on delivery
of the packet to a specified destination, dropping of the packet, etc. Once the packet’s
route through network is complete, method 400 may determine whether the simulation
is complete at 416.

[0065] At 418, a representation of the simulation results may be generated. The
representation may be presented to the user graphically, with the simulated data flows

illustrated in a visual representation. For example, visual representations similar to
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those shown in Figure 3A through Figure 3D may be generated using the simulation
results 420.

[00566] A simulation may be terminated when a terminating condition is satisfied.
Various simulations may terminate on a variety of conditions. For example, terminating
conditions may include routing of all packets in a simulation to a destination, all packets
in the simulation being dropped or blocked from further transmission, the simulation
completing a specified number of iterations, etc.

[00567] At422, a change to applicable traffic routing rule may be received in some
embodiments. The change may reflect a change made by a user after analysis of the
representation of the simulation result. As discussed in connection with Figure 3C, a
user may be allowed to access flow tables associated with various devices and may
alter the flow tables to correct issues relating to operation of the network. The traffic
routing rules may be updated at 424.

[00568] Figure 4B illustrates a method 450 of searching a simulation result based on
a user-specified query consistent with embodiments of the present disclosure. At 452,
a simulation results may be provided. In various embodiments, the simulation result
may be created using method 400, illustrated in Figure 4A. Returning to a discussion
of Figure 4B, method 450 may receive a query from a user at 454. The query may be
based on a variety of criteria, including a source, a destination, a priority, a data type, a
data protocol, a MAC address, a VLAN identifier, and the like.

[00569] At 456, simulation results satisfying the query may be identified and provided
to the user at 458. In some embodiments, the identified simulation results may be
provided graphically to a user. In some embodiments, such representation may include
traffic flows overlaid on a network diagram similar to the illustrations shown in Figures
3A-3D. In other embodiments, the representations may take a variety of other forms.
[0060] Figure 5 illustrates a block diagram of a system 500 configured to simulate,
visualize, and search traffic in an SDN consistent with embodiments of the present
disclosure. In some embodiments, system 500 may be implemented using hardware,
software, firmware, and/or any combination thereof. Moreover, certain components or
functions described herein may be associated with other devices or performed by other
devices. The specifically illustrated configuration is merely representative of one

embodiment consistent with the present disclosure.
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[0061] System 500 includes a communications interface 504 configured to
communicate with other devices (not shown). Communications interface 504 may
facilitate communications with multiple devices. System 500 may further include a time
input 502, which may be used to receive a time signal (e.g., a common time reference)
allowing system 500 to apply a time-stamp received data. In certain embodiments, a
common time reference may be received via communications interface 504, and
accordingly, a separate time input may not be required. One such embodiment may
employ the IEEE 1588 protocol. A data bus 524 may facilitate communication among
various components of system 500.

[0062] Processor 506 may be configured to process communications received via
communications interface 504 and time input 502 and to coordinate the operation of the
other components of system 500. Processor 506 may operate using any number of
processing rates and architectures. Processor 506 may be configured to perform any of
the various algorithms and calculations described herein. Processor 506 may be
embodied as a general purpose integrated circuit, an application specific integrated
circuit, a field-programmable gate array, and/or any other suitable programmable logic
device.

[0063] Instructions to be executed by processor 506 may be stored in random
access memory 514 (RAM). Such instructions may include information for processing
routing and processing data packets received via communications interface 504 based
on a plurality of traffic flows. A user-interface subsystem 528 may be configured to
receive from a user various types of information. Such information may include queries
for information from simulation results, data parameters associated with simulations to
be performed, changes to traffic routing rules, and the like.

[0064] In some embodiments, the features associated with simulation systems
disclosed herein may be performed by an SDN controller or in conjunction with an SDN
controller. An SDN controller may be configured to perform a variety of functions
associated with an SDN. The SDN controller subsystem 530 may implement various
SDN controller functions directly, or the SDN controller subsystem 530 may be
configured to coordinate operations of system 500 with an SDN controller (not shown).
The SDN controller subsystem 530 may be configured to specify the configuration of

various devices associated with a traffic flow.
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[0065] A simulation subsystem 532 may be configured to conduct simulation
consistent with the present disclosure. In some embodiments, the simulation system
may be configured to implement method 400, as illustrated in Figure 4A. In other
embodiments, the simulation subsystem 532 may be configured to implement more or
fewer features than are shown in Figure 4A. Returning to a discussion of Figure 5, the
simulation may proceed by analyzing a plurality of traffic routing rules applicable to a
data packet at a specified device in the network. A subsequent destination may be
identified based on the applicable traffic routing rules and the current location. The
same process may be repeated at the subsequent destination to determine another
destination. Similarly, the process may be repeated as a message propagates through
any number of destinations in the network. As each destination is identified, an
associated record may be generated in a simulation.

[0066] In some embodiments, the simulation subsystem 532 may further be
configured to generate a representation of a failover path in connection with the
simulation. Determination of the failover path may be performed in a similar manner to
the determination of the primary path.

[0067] A representation subsystem 526 may be configured to generate a
representation of the simulation results. The representation subsystem 526 may be
configured in various embodiments to visualize a plurality of traffic flows overlaid on a
network diagram or to demonstrate traffic flows in a variety of other ways. In
embodiments in which a failover path is simulated, the representation subsystem 526
may further be configured to represent the simulated failover path.

[0068] Traffic routing subsystem 536 may be operable in connection with simulation
system to identify the path of data packets through the network. The traffic routing
subsystem 536 may identify a specific path associated with a particular data packet. In
some embodiments, the traffic routing subsystem 536 may specify the configuration of
each intermediate device. The traffic routing subsystem 536 may be configured to
generate physically distinct paths for certain traffic flows, such as high priority traffic
flows.

[0069] The traffic routing subsystem 536, may further include a failover path
subsystem 538 configured to generate a failover path. The failover traffic flow
generated by the failover path subsystem 538 may be utilized in the event that a

primary flow path is disrupted. The particular failover traffic flow may be physically
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distinct from the primary flow path, so that the primary flow path and the failover traffic
flow are not both susceptible to a single point of failure. In some embodiments, failover
path subsystem 538 may further be configured to obtain user confirmation of an
automatically generated failover communication path. As such, a user may inspect the
automatically generated failover traffic flow and make adjustments as necessary before
the failover traffic flow is implemented.

[0070] A query subsystem 534 may be configured to receive a query from a user
that may allow a user to select a subset of results associated with a simulation. The
query may be based on a variety of criteria, including a source, a destination, a priority,
a data type, a data protocol, a MAC address, a VLAN identifier, and the like.

[0071] While specific embodiments and applications of the disclosure have been
illustrated and described, it is to be understood that the disclosure is not limited to the
precise configurations and components disclosed herein. Accordingly, many changes
may be made to the details of the above-described embodiments without departing
from the underlying principles of this disclosure. The scope of the present invention

should, therefore, be determined only by the following claims.
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WHAT IS CLAIMED IS:

1. A system configured to assess a traffic flow in a software defined network
(SDN), the system comprising:

a user-interface subsystem configured to receive from a user at least one
simulation parameter associated with at least one packet to be simulated in the
SDN;

a simulation subsystem configured to:

generate at least one packet based on the at least one simulation
parameter,
simulate a response to the at least one simulation parameter based
on an iterative process, the iterative process configured to:
identify at least one applicable traffic routing rule based on
at least one attribute of the at least one packet;
identify a subsequent destination based on the applicable
traffic routing rule;
add a record to a simulation result based on the subsequent
destination;
continue the iterative process until a terminating condition is
satisfied:;
a representation subsystem configured to generate a representation of

the simulation result.

2. The system of claim 1, wherein the user-interface subsystem is further
configured to display a flow table associated with a device in the SDN based on a user

action and to receive a change to the flow table.

3. The system of claim 1, wherein the representation comprises a graphical

representation of each subsequent destination of the at least one packet.

4, The system of claim 3, wherein the graphical representation comprises

the simulation result overlaid on a network diagram.
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. The system of claim 1, wherein the simulation subsystem is further
configured to generate a failover path associated with the at least one packet and the
representation subsystem is further configured to represent the failover path in the

representation.

6. The system of claim 1, wherein the simulation parameter comprises a
partial packet that satisfies a plurality of applicable traffic routing rules, and the

representation reflects a plurality of potential routes of the partial packet.

7. The system of claim 1, wherein the attribute comprises one of a
destination, a priority, a data type, a data protocol, a MAC address, a source, and a
VLAN identifier.

8. The system of claim 1, further comprising a query subsystem, and
wherein the simulation subsystem is further configured to identify a subset of the

simulation results that satisfy the query.

9. The system of claim 1, wherein the terminating condition comprises one
of the at least one data packet reaching a final destination and the at least one data

packet being dropped.
10.  The system of claim 1, wherein the user-interface subsystem is further

configured to receive a limitation to restrict the response to a single communication flow
in the SDN.
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11. A method for assessing a traffic flow in a software defined network (SDN),
the method comprising:
receiving from a user at least one simulation parameter associated with at
least one packet to be simulated in the SDN;
generating at least one packet based on the at least one simulation
parameter,
simulating a response to the at least one simulation parameter using an
iterative process, comprising:
identifying at least one applicable traffic routing rule based on at
least one attribute of the at least one packet;
identifying a subsequent destination based on the applicable traffic
routing rule;
adding a record to a simulation result based on the subsequent
destination; and
continuing the iterative process until a terminating condition is
satisfied; and
generating a representation of the simulation result;
receiving a change to at least one traffic routing rule; and

updating the at least one traffic routing rule.

12.  The method of claim 11, wherein the representation comprises a

graphical representation of each subsequent destination of the at least one packet.

13.  The method of claim 11, further comprising: generating a failover path
associated with the at least one packet; and wherein the representation further

comprises the failover path.

14.  The method of claim 11, wherein the simulation parameter comprises a
partial packet that satisfies a plurality of applicable traffic routing rules, and the

representation reflects a plurality of potential routes of the partial packet.

15. The method of claim 11, comprising:

receiving a query from a user;
20
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identifying a subset of the simulation results satisfying the query

16.  The method of claim 15, wherein the query comprises an attribute

associated with a communication flow in the SDN;

17.  The method of claim 11, wherein the terminating condition comprises one
of the at least one data packet reaching a final destination and the at least one data

packet being dropped.

18.  The method of claim 11, further comprising restricting the response to a

single communication flow in the SDN.

19.  The method of claim 11, further comprising displaying a flow table

associated with and based on a user action.

20. A system configured to simulate a traffic flow in a software defined
network (SDN), the system comprising:

a user-interface subsystem configured to receive from a user at least one
simulation parameter associated with at least one packet to be simulated in the
SDN;

a simulation subsystem configured to:

generate at least one packet based on the at least one simulation
parameter,

identify at least one applicable traffic routing rule based on at least
one attribute of the at least one packet;

generate a simulation result based on the applicable traffic routing
rule;

a representation subsystem configured to generate a representation of

the simulation result.

21



PCT/US2016/038419

WO 2017/014891

1/8

081
l m..:m_n_ J8jjoauod NAS

(713
wa)sAg Buuojuopy [enuad

29t

00}

YIOMaN

0zt
@3l renquay

| wo_‘ |
" S _
_®|_ ,rom_ -
mwe T | mﬁ
42N VRN I | B . S
! 85| _ | 891, i
| _\mh_ _ _
| 1 | |
| v _.\;NM—‘ 1
8eby 9 091 m | H sh |
"@wm g .:.\ Qii
| R | v 51 2 N~ ¥
| 051 | el |
|||||||||||||||| i !
Iyl i |
S "
| T
| |
ind ! "
TNy i i
| |
| |
| 891 _
|
|
|
|




WO 2017/014891

Figure 2

200
N

Applications

A
\21 0a

h 4

2/8

Applications

A
l210b

PCT/US2016/038419

Applications

A
\21 Oc

Control Plane

Controller —~— 212
A
202f
~"214
204
v S
Data Plane

206b

Communication Device
Traffic Routing

208¢

Subsystem

A 208e

Subsystem

Communication Device

206a
Communication Device I

208a
S )/ Traffic Routing

208b

206e L \208h

Traffic Routing

Communication Device

Subsystem

Traffic Routing
Subsystem

Communication Device

206d

Traffic Routing
Subsystem \K

208g
208f

Communication Device

Traffic Routing f 206f
Subsystem

I f216a

Data Consuming/
Producing Device

I f216b

Data Consuming/
Producing Device

I I216C

Data Consuming/
Producing Device




PCT/US2016/038419

WO 2017/014891

3/8

COVISOH - GUTISOH ||| | ZU7ISOH [ LWISOH [ | 8Tyowms [ /ISOH ||| yISOH [ €ISOH |
| PLISOH —— €LISOH ||| | 0MTISOH —— 67IS0H ||| | 97ISOH —— GISoH ||| | ZISOH - TISOH |
puoels ", £uoneis ATES \ | "uopes
g iomng Lyoums 9 Youms STyoumg |
-~ S—
=~ — — -~ _
— ~— ~ -
pYoums €yoUms A —— = 1 youms
aue|d eleq
g¢ ainbi4
COVISOH [ GUTISOH ||| | ZUISOH [ LWISOH [ | 8Tyowms | ,ISOH ||| yISOH || €IsOH |
| PLISOH —— €1ISOH ||| | 0MTISOH —— 67IS0H ||| | 97ISOH —— GISoH ||| | Z7ISOH - TISOH |
puoels \ £ uomeis ATES \ | "uopes
g yoIms [youmg T~ 9 yoms STyoImS |
-~ _
— -~ -
pYoums €youms 7 youms |~ Yoms
aue|d eleq

V¢ ainbig




PCT/US2016/038419

WO 2017/014891

4/8

~1S0
oo ,, ,, ,, ,, . |eseoveo:| . ¢
Joxoed doig . . . . . . . 4
Yo
A * * * * . |oevrzaeoi | 1 F
. Hod uod | uoneunseq | ssaippy | uoneunssq | ssalppy o4 | sjgeonddy o
i uoneunsaq | 99inog dl 90103 d| I 90In0S JYIN | ssaubuj |  ony Ny
s|qeL MO|
| 9LISOH | GLTISOH ||| | gL TIsoH gsoH ||| | guawms 1 ssoH ||| | wsoH || €soH |
| pLISOH [ €LTISOH ||| | 0L7ISOH JI0H ||| | 97ISOH | GTISoH ||| ZISOH - LISOH |
yuonels €-uonels g uoels \ | "uonels
8 yoIMg M Syomg |
_
¥ Youms £ youms 2 youm L youms
aue|d eleq
o¢ aInbi




PCT/US2016/038419

WO 2017/014891

5/8

yled Janoje4 < — —
yred Arewud «— — —
9VISOH - GLTISOH [f| | ZVISOH [ LLISOH ||| | §TUOWMS | LTISOH | | #ISOH i €S0H
| pUISOH [ eLIsoH ||| | 0LISOH - 67ISOH ||| | 9SOH - §TISOH ||| | ZISOH | LTISOH |
yuopels ", £uoneis g uone)s \ | "uone)s
8 youms YIMg S~ 9 YoUmg STyoumg |
S— -~ . —
~ _
. - ) By =~
¥ 4oIMS eyams [ 7 Youmg L youmg
aue|d eleq
ag ainbi4




WO 2017/014891 PCT/US2016/038419

6/8

Figure 4A

400

( Start )

Receive simulation parameters

404
X |dentify initial starting point of simulation

406
\ Generating a packet to be simulated in an SDN

408 RN |dentify applicable traffic routing rules

410 ) . . :
X Identify next action based on applicable traffic rules

Update Simulation Results No

Simulation

Yes
418 \ v

Generate a representation of the simulation results

422
\ Receive a change to traffic routing rules

424
\ Update traffic routing rules based on the change

End



WO 2017/014891 PCT/US2016/038419

718

Figure 4B
450
— st )
452
\ Provide a simulation result
454
N Receive query

456
\ Identify simulation results satisfying query

458
AN Provide identified results

End



PCT/US2016/038419

WO 2017/014891

8/8

9¢s
wa)sAsgng bunnoy oiyel |

9¢s
WiaISAsgns uonejuasaiday

veS
wajsAsqng Asanp)

0€S
wia)sAsqng Jajjonuod NAs

434
wajsAsqng uonenwis

749
wia)sAsqng aoeusul-1asn

Y18
AIows|y $$899y wopuey

¥03
90BLI8)U| SUOIBIIUNWIIOD

908
108592014

/#mm

009
walsAg

208
nduj swi

¢ ainbi4



INTERNATIONAL SEARCH REPORT

PCT/US2016/038419 30.08.2016

International application No.
PCT/US16/38419

A. CLASSIFICATION OF SUBJECT MATTER
IPC(8) - HO4L 12/26, 12/28, 12/725 (2016.01)
CPC - HO4L 12/2621, 12/28, 43/04

According to International Patent Classification (IPC) or to both national classification and IPC

B.  FIELDS SEARCHED

IPC(8): HO4L 12/00, 12/26, 12/28, 12/725, 12/801 (2016.01)
CPC: HO4L 12/00, 12/2621, 12/28, 43/00, 43/026, 43/04, 43/50

Minimum documentation searched (classification system followed by classification symbols)

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

packet, display, representation, results, simulation

Electronic data base consulted during the international search (name of data base and, where practicable, search terms used)

PatSeer (US, EP, WO, JP, DE, GB, CN, FR, KR, ES, AU, IN, CA, Other Countries (INPADOC), RU, AT, CH, TH, BR, PH); EBSCO;
\EEENEEEXplore; Google/Google Scholar; Keywords: network, traffic, path, flow, route, monitor, characteristic, feature, failover, partial

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category* Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.
X US 2013/0159865 A1 (SMITH, J. et al.) 20 June 2013; figures 5A, 7; paragraphs [0046], [0052], |1-3, 7-12, 15-20
- [0057], (0081]. rmmmmmmooesnecaeaees
Y 4-6, 13-14
Y US 2009/0313189 A1 (SUN, J. et al.) 17 December 2009; paragraph [0094]. 4
Y US 2003/0133443 A1 (KLINKER, J. et al.) 17 July 2003; paragraphs [0057], [0065], [0068]. 5,13
Y US 2005/0025141 A1 (CHAO, H. et al.) 03 February 2005; Chao; paragraph [0023]. 6,14

D Further documents are listed in the continuation of Box C.

I:l See patent family annex.

. Special categories of cited documents:

“A” document defining the general state of the art which is not considered
to be of particular relevance

“E” earlier application or patent but published on or after the intemational
filing date

“L” document which may throw doubts on priority claim(s) or which is
cited to establish the publication date of another citation or other
special reason (as specified)

“O” document referring to an oral disclosure, use, exhibition or other
means

“P” document published prior to the international filing date but later than

the priority date claimed

wp

D'

wy»

“&”

later document published after the international filing date or priority
date and not in conflict with the application but cited to understand
the principle or theory underlying the invention

document of particular relevance; the claimed invention cannot be
considered novel or cannot be considered to involve an inventive
step when the document is taken alone

document of particular relevance; the claimed invention cannot be
considered to involve an inventive step when the document is
combined with one or more other such documents, such combination
being obvious to a person skilled in the art

document member of the same patent family

Date of the actual completion of the international search

15 August 2016 (15.08.2016)

Date of mailing of the international search report

30 AUG 2016

Name and mailing address of the ISA/

Mail Stop PCT, Attn: ISA/US, Commissioner for Patents
P.O. Box 1450, Alexandria, Virginia 22313-1450

Facsimile No. 571-273-8300

Authorized officer

PCT Helpdesk: 571-272-4300
PCT OSP: 571-272-7774

Shane Thomas

Form PCT/ISA/210 (second sheet) (January 2015)



	Page 1 - front-page
	Page 2 - front-page
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - description
	Page 15 - description
	Page 16 - description
	Page 17 - description
	Page 18 - description
	Page 19 - description
	Page 20 - claims
	Page 21 - claims
	Page 22 - claims
	Page 23 - claims
	Page 24 - drawings
	Page 25 - drawings
	Page 26 - drawings
	Page 27 - drawings
	Page 28 - drawings
	Page 29 - drawings
	Page 30 - drawings
	Page 31 - drawings
	Page 32 - wo-search-report

