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METHOD AND APPARATUS FOR SUPPORTING
SECURE HANDOVER

FIELD OF THE INVENTION

The present invention relates to a method and an apparatus for secure handover,
and in particular it relates to the selection of handover candidates based on the

network topology and the creation of trust with these candidates.
BACKGROUND OF THE INVENTION

In our days more and more communications links are implemented through wireless
networks. Such wireless networks may comprise mobile phone communications
networks, typically also referred to as so-called cellular networks, wireless computer
networks such as wireless LANs, or hybrid networks which include a variety of dif-

ferent network technologies and corresponding terminals.

A typical property of wireless networks consists in the fact that usually they are or-
ganised in cells which means that terminals can access to the network through so-
called access points which serve a certain range or area surrounding them. The
communication between individual terminals which are not located in the same cell
then is realised either through some backbone network which receives the informa-
tion from the access point and delivers it to another access point close to the termi-
nal device which is the intended recipient of the information, or the information may
be transmitted from access point to access point until the access point is reached in

the range of which the intended recipient terminal is located.

The great advantage of such types of network is that the user of a terminal device
(a mobile phohe, a PDA, a portable computer, or the like) may move while main-

taining a communications link with another user through the network. However, one
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of the problems arising with these types of networks is that the user may move out
of the range of a certain cell, and then there must be provided some mechanism
which still maintains the communications link despite the user and his terminal have

moved out of the range of its access point or base station.

In order to maintain communications while moving out of the range of a certain cell
the terminal must then make access and maintain the communications link through
another cell the range of which covers the user's location after having moved. Such
a procedure typically is labelled "handover". In order to perform a handover ac-
cording to the conventional procedure there must be carried out an authentication
and authorisation of the mobile terminal with respect to the new access point or

base station. This is now schematically illustrated by referring to Fig. 1.

Fig. 1 shows a first access point AP1 having a certain range 100 within which it can
communicate with mobile terminals, a mobile terminal MT1 located in this range,
and moving to the coverage range 110 of another access point AP2. In order to
prevent unauthorised access to the network and to ensure proper controlling of ac-
cess and accounting and building of any services rendered by the network some
kind of authentication and authorisation as well as accounting must be performed.
Typically this kind of task is performed by an authentication, authorisation and ac-
counting (AAA) server as shown in Fig. 1. The AAA server is in charge of perform-
ing authentication and authorisation checks when a terminal wishes to access a
network, it typically is responsible for the general security environment like the gen-
eration and distribution of keys for communication sessions, the accounting of

services rendered, and the like.

When a mobile terminal MT1 accesses the network through for example access
point AP1, then AP1 contacts the AAA server in order to at first identify and authen-
ticate the mobile terminal MT1 and then to negotiate some security environment
such as encryption keys used during the communications session. When mobile
terminal MT1 moves then to the range 110 of access point AP2, the same authenti-

cation and authorisation procedure has to be performed with respect to the new
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access point AP2 by contacting the AAA server through access point AP2 to per-

form the authentication and authorisation.

This procedure is time consuming because for each secure handover the AAA
server has to be contacted and a new security environment (which may also be la-
belled “security context” or “security association”) has to be created by first check-
ing the authentication and then negotiating a new security environment in a new

cell.

Based on the foregoing it is an object of the present invention to provide a more

efficient technique for performing a secure handover.

SUMMARY OF THE INVENTION

According to one aspect of the present invention there is provided a method for
supporting a secure handover which employs the creation of a trust relation be-
tween neighbouring network elements to which the mobile device can handover.
Once such a trust relationship has been created between neighbouring network
elements such as access points, the handover can be performed in a faster and
more efficient way by avoiding the need to re-authenticate the mobile device

through contacting the AAA server.

According to one aspect the method includes the generation of a neighbour graph
which is a data set which includes an identification of those neighbouring network
elements (access points) to which a handover could be performed, as well as a se-
curity context, security association or security information which enables the direct
handover without re-contacting the AAA server between neighbouring network ele-

ments.

According to one embodiment the neighbouring graph contains a list or set of the
IDs of the access points to which a handover is possible, and a set of keys for the

communication between the neighbouring access points or base stations. Such
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keys may for example be encryption keys, integrity check keys, it may also include
an identification of the encryption algorithm or a packet of authentication algorithm

identification.

With such a neighbouring graph there is provided the necessary information in or-
der to make possible a fast handover to those neighbouring networking elements

which could possibly be the target of a handover.

According to one embodiment the generation of the neighbouring graph includes
the selection or identification of those neighbouring networking elements which are
candidates for a handover. In order.to make such_an identification or selection ref-
erence could be made to the network topology which may for example be stored in

a management machine which maintains a description of the network topology.

According to one embodiment the method for supporting a the secure handover
includes the transmission of the security context which has been generated for the
neighbouring elements included in the neighbour graph to the candidate elements

from the originating network element from which the handover should originate.

According to one embodiment the neighbour graph information including the candi-
dates for handover and the corresponding security context can be transmitted to a
network element as "piggyback" when it logs on to an AAA server. This means that
no exitra traffic in the network for distributing the neighbour graph will be needed. To
implement this procedure, however, the network information and the relevant

neighbour graph information must be available at the AAA server.

According to one embodiment the method of the invention enables the fransmission
of context parameters from one access point through the neighbouring element to
which the handover should be performed. This may improve the quality of service
during the handover by making use of the shortened secure channel directly be-
tween the relevant neighbouring access points without redirecting all the informa-
tion through the mediation of the AAA server. Moreover, transmission of the context
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parameters (which may be any parameters related to the user situation or the situa-
tion of the communication itself, such as location, used service, service configura-
tion, or other parameters) may improve the handover quality by making sure that
the handover of the service can be performed in a seamless manner by transferring
all the relevant context information so that the communications session can be con-
tinued at the new access point in the same manner as it was conducted at the pre-

vious access point.

DESCRIPTION OF THE DRAWINGS

~ Fig. 1.schematically illustrates a network configuration according to.the prior art.

Fig. 2 schematically illustrates a network configuration used in connection with an

embodiment of the invention.

Fig. 3 schematically show a flowchart schematically illustrating an embodiment of

the invention.

Fig. 4 schematically show a flowchart schematically illustrating a further embodi-

ment of the invention.

Fig. 5 schematically illustrates a message sequence of an embodiment of the pres-

ent invention compared to the prior art.

Fig. 6 schematically illustrates a message sequence of a further embodiment of the

present invention.
DETAILED DESCRIPTION

Fig. 2 shows schematically a configuration of a network used in connection with an
embodiment of the invention. Like in Fig. 1 there is shown an AAA server responsi-
ble for the security tasks. Several access points AP1 to AP7 are shown with their

respective coverage. Furthermore there is shown a management machine MM
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which has the task of generally managing the network, e.g. by maintaining a list of
the network elements, managing the access and removal of network elements, and
the like. The management machine is aware of the network topology, i.e. knows
which network elements are located at which location and which range is covered
by which network element. Typically the managem'ent machine is a secure location
protected by limiting access thereto by keys and/or other security measures be-

cause the information about the network elements is security relevant.

The AAA server has (or generates on request) security related information for each
network element such as keys, identities, etc.. When a network element switches
on, it has to log-on to the. AAA server. The AAA server keeps a list of network ele-
ments, it keeps track which elements are trusted or not, logged-on or not, and fur-
ther their shared keys and Security Association (SA).The security association here
means any security relevant information necessary to establish a communications
session with a network element, this may include encryption keys, integrity check
keys, it may also include an identification of the encryption algorithm or a packet of

authentication algorithm identification.

In case of the present embodiment it is assumed that the AAA server and the man-
agement machine have a or can built up a secure communication channel. This can
be provided for during network deployment by suitable configuration of the AAA

server and the management machine.

In the following it will now be described how using the system of Fig. 2 a method for
enabling a secure handover according to an embodiment of the invention is per-

formed.

Since the management machine MM is aware of the topology of the network it
knows for each network element which are its neighbours, or at least the manage-
ment machine is capable to figure out the neighbouring elements of a certain net-
work element. According to one embodiment as shown in Fig. 3 in step 300 the

management machine for a certain network element determines which are the can-
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didates for a handover from this network element. Typically such candidates are the
neighbouring elements, i.e. those network elements whose coverage lies adjacent
to or overlaps with the certain network element. Then in step 310 there is created a
security association between the certain network element from which the handover

originates and the candidates.

In case of a network configuration as shown in Fig. 2 this could mean that for net-
work element AP3 as the originating element network elements AP1, AP2, AP4,
and AP6, are included in the set of candidates. Then a security association is gen-
erated between AP3 and the candidates AP1, AP2, AP4, and AP6. This means that
after the security association having been generated a handover from AP3 to any of. ..
the candidates AP1, AP2, AP4, and AP6 has been enabled and may be performed
without re-authenticating the mobile device at the AAA server because the security
association which has been generated between AP3 and the candidates can be

used when handing over the mobile device to any of the candidates.

The set of candidates for handover for a certain network element together with a
corresponding security association between the certain network element and the
candidates can be labelled as “neighbour graph”. Such a neighbour graph as de-
scribed before with respect to AP3 may be performed for all network elements in a
manner as described before, and then this enables a faster and more efficient han-

dover from any of the network elements to another one.

Now a method for enabling a secure handover by creating a neighbour graph ac-
cording to a further embodiment will be described by referring to Fig. 4. In this em-
bodiment at first in operation 400 the network element “wakes-up”, e.g. by being
switched on or by being newly added to the network, and then it logs on to the AAA
server. Like shown in Fig. 2 also in this embodiment there is a secure channel and
a “trust” between the AAA server and the management machine MM. Based there-
upon the network element receives a token from the AAA server to communicate
with the management machine (operation 410). The AAA server also sends the to-

ken to the management machine (operation 420).



10

16

20

25

30

WO 2006/021236 PCT/EP2004/051918

The management machine checks the location of the network element and deter-
mines the candidates for a handover from the network element (operation 430).
This could be only neighboring elements, like in the embodiment before. However,
in a particular embodiment the candidates could also include network elements
which are not direct neighbors but can only be reached through an “intermediate
network element”, this may be called a “multiple hop”, and it may be included when
determining the candidates for handover depending on the network policy and pos-
sibly also on other parameters.

It should be understood here that the term “hop” or “multihop” when used in the fol-
lowing relates to a case where in addition to direct neighboring network elements
further network elements are involved which are “neighbors of neighbors” such that
a handover to such a network element would then be performed via an intermediate
network element, and we in the following refer to this situation as a multiple hop. It
should further be noted here that the generation of a neighbor graph may include

network elements which are not direct neighbors of the originating network element.

In one embodiment the number of hops may be fixed. However, in a particular em-

| bodiment the number of hops could also be determined on certain parameters, e.g.

the expected speed of the user and the location of the network. E.g. the network
elements close to the rails of a train may often serve users moving at high speed,
and then a multihop neighbor graph could be advantageous. The number of hops
may also depend on the coverage of the individual network element (the cell size),

which itself may depend on the allowed data rates.

After the candidate elements for a handover from a certain network element have
been determined this information (the “candidate information”) is sent to the net-
work element from which the handover should originate (operation 440). The thus
transmitted candidate information may comprise e.g. the ID of the candidate net-
work elements, depending on availability of technology their location (which may
e.g. be taken from a GPS system if the move and are not fixed), their capabilities

(e.g. the available services, bandwidths, and other service related parameters) and
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also the number of hops from the originating network element. Most important

among this information is the ID of the candidate elements.

Based on the received information about the candidate network elements for a
handover the originating network element send this candidate element information
to the AAA server and requests a security association with them to be generated

(operation 450).

The AAA server then generates (or retrieves if already generated) the security as-
sociations and transmits them to the network element from which the handover
should originate. A security association in this embodiment means e.g. encryption
information such as keys related to the originating network element which then are
encrypted respectively by keys belonging to respective candidate elements. A secu-
rity association for e.g. between AP3 and AP4 with AP3 as originating network ele-
ment may therefore consist in security relevant information belonging to AP3 (keys,
encryption algorithms, and possibly authentication algorithms like e.g. hashing algo-
rithms) which has been encrypted by a key or keys belonging to AP4. The thus en-
crypted information then forms a “security association” between AP3 and AP4.
Such security associations are generated for all pairs between the originating net-

work element and the candidate elements.

In general a security association may be regarded as the relationship between two
or more entities (typically a computer, but it could also be a user or a software com-
ponent) which describes how the entities will use security services such as encryp-

tion to communicate.

Then the network element sends the SAs, encrypted by individual candidate net-
work element keys (carried out by AAA server), to the candidate network elements
(operation 470). This can be a multicast or unicast (i. e. all security associations
together are transmitted as a single large security association message, to each

network element, however would be time consuming). Each network element can
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decrypt its SA or its portion thereof. This means that each candidate element is
now aware of the security relevant information(such as the keying materials, en-
cryption algorithm, authentication algorithm like hash-algorithms, and the like) of
the originating network element and vice versa, and this enables now the perform-
ing of a secure (direct) handover from the originating network element to any of the
candidate elements based on the thus created “neighbor graph” without having to

re-authenticate the mobile terminal at the AAA server.

In other words, the keying materials related to the originating network element are
encrypted by the keying materials of a certain candidate network element and then
forwarded to said candidate network element. The candidate network element can
decrypt them by using its own keying elements for decryption and thereby receives
the keying elements or security information necessary to communicate with the
originating network element. Furthermore the originating network element receives
the keying materials of the candidate element. For security reasons these keying
elements before being transmitted to the originating network element are encrypted
using the keying materials belonging to said originating network element. The origi-
nating network element then can decrypt them using its own keying materials which

it has been provided when logging on to the network.

Therefore, in one embodiment the message sent to the originating network element

may look like as follows:

((Ccand (KeYOrig); Corig(KGYCand»i=1s raaany (Ccand (KeYOrig); Corig(Keycand))i=n)

The message part ((Ceand (KEYorig); Corig(KeYcana))i=1 here means the keying elements
Key.rig of the originating network element encrypted by an encryption algorithm
Ccang Using the keying elements of candidate element i=1, and the keying materials
Key.ana for candidate network element i=1 are encrypted using the keying materials
Corig Of the originating network element. Such message parts are generated and

transmitted to the originating network element for each pair consisting between the
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originating network element and the respective n candidate elements, therefore the

whole message contains n such message elements as shown above.

The keying materials typically are generated using a security server or any unit
which is trusted and dedicated to the generation and maintenance of keying materi-
als and possibly other security relevant information. The security server may e.g. be

an AAA server.

Depending on the level of trust which the originating network element enjoys it may
be allowed to perform the encryption of the above message by itself so that only the
keying materials Keycang are delivered to the originating network element. It may
then perform the encryption by itself to obtain ((Ccand (KeYorig), however, according
to another embodiment the encryption is performed in a separate unit such as in the
AAA server.

Once each of the candidate elements has received the security association which
enables it to communicate with the originating network element the neighbor graph
has been completed for the originating network element. It will be understood that
preferably for all network elements a neighbor graph is generated in the manner

described before.

The above procedure to create a secure neighbor graph may be repeated in prede-
fined intervals. This may enable an update of the neighbor graph in case of new

network elements have been added to the network.

As an alternative or additionally the neighbor graph may be re-generated in case a
new network element is added to the network. Such an addition will be noted by the
management machine which may then be configured to trigger the re-generation of
the neighbor graph in such a case. On the other hand, in case a network element
remains idle for a certain predetermined time period which may be set as a net-

work parameter it may be removed from the neighbor graph.
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In the following some embodiments are described which focus on variations how
the neighbor graph, is transferred to its target, namely the originating network ele-
ment for which the neighbor graph should enable communication with its corre-

sponding candidate elements for handover.

According to one embodiment AAA server has the network configuration informa-

tion and sends a neighbor graph (or the list of candidate elements for a handover)
to a new network element on log-on of the new network element. This avoids then
the need for a management machine, however, it means that the AAA server must

be configured to be aware of the network topology and it must further be configured

..to be.able to determine the candidate elements for handover which correspond to a

certain originating network element.

According to one further embodiment the AAA server communicates with the man-
agement server on log-on of a network element and sends the candidate elements
to the AAA server. This corresponds to the embodiment described in very detail

already before.

According to one further embodiment the AAA server sends respective tokens with
SA (security association) information to the originating network element and the
management machine. This is possible under the condition that there exists trust
between the AAA server and the management machine as well as between the
AAA server and the originating network element, respectively. The distribution of
the tokens may consist in keying elements so that the management machine and
the originating network can communicate directly in a secure manner, in other
words trust has been established between them. The originating network element
can then communicate with the management machine and get the set of candidate
elements for the handover. The creation of the neighbor graph may then proceed

as already described in detail before.

According to one embodiment the generation of the neighbor graph may be per-

formed as follows. On request by a network element (e.g. when logging on) the list
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of candidate elements is determined, either by the management machine of directly
by the AAA server. The AAA server then based on the set of candidate elements
creates security associations for each of the candidate elements comprising the
keying materials of the originating network element and the respective candidate
element. The respective security associations are then directly sent from the AAA
server to the respective candidate elements to thereby enabling communication

between the candidate elements and the originating network element, respectively.

In the following it will be described in somewhat more detail how the candidate ele-

ments for a handover are determined.

In order to determine the candidate elements the following information is needed:

e The network element ID used as log-on. This information is enough for fixed
network, because in case of a fixed network (where no network element moves)
this information is sufficiently to determine the neighboring network elements

e The network element location is needed when the network element can be mo-

bile and may move.

Once the network element ID is received by the management machine, the man-
agement machine determines the neighbor elements based on the network con-
figuration. For that purpose there are different methods that can be used depending

on the embodiment.

According to one embodiment the management machine simply checks the ID of
the network element and finds its location in the network configuration which it
maintains. It then sends the ID of all the network elements in the neighborhood till

the number of hops defined by the network policy.

According to a further embodiment the management machine checks the network
elements available in the neighborhood as mentioned before. However, in this em-
bodiment it also checks if there are walls or other materials that might distort the

signal; thus the mobile device will not be able to handover to such network ele-
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ments. Based on such external influences it then determines the ID of network ele-
ments that can be practically used for handover as neighbor graph. In this embodi-
ment also the number of hops according to the network policy is checked and the

candidate elements are determined accordingly.

According to an even further embodiment the candidate elements are determined
similar to any of the previous two methods, however in this embodiment the num-
ber hops is dependent on the direction of the mobile terminal or the network ele-
ment. If the direction is towards the inside of a building then it can be assumed that
the user will walk and only one hop information is enough because the speed of the
user doesn’'t make more than one hop necessary. However, if the direction of the
mobile terminal or the network element is fowards the street then it is possible that
the user is driving and in this embodiment the candidate elements then are deter-
mined such that multiple hops are included. Alternatively to or in addition to the di-
rection of movement the number of hops may also be determined depending on the
location of the user or the network element and possibly based on the environ-
mental conditions at such a location. If e.g. the location is close to a train rail, then
the user may have entered a train and possibly may move fast so that multihops
could be preferable and should be included into the candidate elements. The details
about how many hops should be selected depending on which environmental con-

dition may be chosen appropriately when defining the network parameters.

According to a further embodiment the network element has the ability to find its
location (e.g. GPS based), and then it sends its ID and coordinates e.g. to the man-
agement machine. This is particularly useful for situations where the topology can
change, i.e. if the network element itself (and not only the user with his mobile de-
vice) can move. The management machine then determines the IDs and coordi-
nates of neighboring network elements based on the location of the originating net-
work element. This includes the determination of candidates up to the number of
hops defined by the network policy and possibly also based on the direction of the

movement.
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According to a further embodiment an improved determination can be made if the
management machine has site survey information. Site survey information may
e.g. include information how the signal strength looks like if a network element is
placed in a given location. Alternatively or additionally a determination can be
made based on geographical information. Geographical information may e.g. in-
clude information indicating which network elements will make no sense to use as
handover candidate. This may take into account environmental influences which
can be determined based on said geographical information and which may affect
the possibility or the likelihood that a handover is performed to a certain candidate
element. E.g. if the position information of a user indicates that he is located most
likely in a train because his position coincides with the location of the rails of a train,
then it makes no sense to include such candidate elements which are neighboring
elements of the originating elements but which do not cover the geographical area
in which the rails are located and hence the train and the user will move. However,
in such a condition it may be useful to increase the number of hops in the direction
of the rails because the train may move fast and therefore a fast sequence of han-
dovers may be required.

In the foregoing embodiment preferably each network element on change of loca-
tion sends its new coordinates to the management server. In case of a location
change then preferably a new neighbor graph is generated. Alternatively based on
the location change the management machine or the unit responsible for determin-
ing the candidate elements will perform a significance check in order to check
whether the movement is so significant that a new neighbor graph should be gen-
erated. If e.g. the location change means that the set of neighboring network ele-
ments has changed then in one embodiment this could be regarded as significant
enough to create a new neighbor graph. On the other hand, as long as the move-
ment does not lead to a change in the set of neighboring elements in one embodi-
ment it may be determined that the movement is not so significant that a new

neighbor graph need to be generated.

According to one embodiment the invention can be applied to mesh networks, e.g.
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to fixed wireless mesh network. By this there is meant a wireless mesh network with
no change in topology. The methods described before can be used for cheap de-
ployment or extension of networks. E.g. if a new network element is to be added to
a LAN, then it is added at first by the network administrator to the network. There-
after when it logs on to the network it may trigger the (re-) creation of a neighbor
graph in on of the manners as described before. Because the network topology will
not change in time no adjustments of the neighbor graph due to network element

location changes are necessary.

In case of a wireless mesh network which may be subject to topology change the
situation is somewhat different. A change in topology makes the system slightly
more complex because in such case the location information becomes necessary.
Location information can e.g. be found by using GPS or other positioning technolo-
gies that are available. In this embodiment the network elements preferably inform
the management machine or the unit responsible for the determination of the can-
didate elements about their location every time they move. In one such embodiment
each movement will mean a new neighbor graph. In this case the network element
can send the location information together with a neighbor graph request.

In one particular embodiment there may be provided a unit for checking whether the
movement is significant enough to make a creation of a new neighbor graph neces-
sary. This unit can be implemented in the management machine, in the AAA server,

or even in the network element itself.

According to the embodiments described hereinbefore there is created a neighbor
graph which enables a secure communication between a first network element and
candidate elements for a handover. According to one embodiment the thus created
secure communications channel may be used for the fransmission of context pa-
rameters from one access point through the neighbouring network element (access
point) to which the handover should be performed. This may improve the quality of
service during the handover by making use of the shortened secure channel directly
between the relevant neighbouring access points without redirecting all the infor-

mation through the mediation of the AAA server. Moreover, transmission of the
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context parameters (which may be any parameters related to the user situation or
the situation of the communication itself, such as location, used service, service
configuration, or other parameters) may improve the handover quality by making
sure that the handover of the service can be performed in a seamless manner by
transferring all the relevant context information so that the communications session
can be continued at the new access point in the same manner as it was conducted
at the previous access point. Just as an example the context information being
transferred may involve information about the quality of service or the available
services such as the bandwidth or data rate, and then the communications session
after handover may be continued in an appropriate manner based on these context

parameters.

A system according to an embodiment of the present invention and its advanta-
geous effects will now be explained in connection with Fig. 5. Fig. 5 on the left-
hand side shows a message sequence for a handover procedure in a wireless LAN
system according to the standard IEEE 802.11. In this message sequence there is
shown a station STA which has been connected to an old access point AP and
which now is about to perform a handover to a new access point APnew. At first as
illustrated on the top of this diagram there are sent probe requests and responses
in three different channels by the station STA. While the standard itself does not
require three channels it should be mentioned here that a good implementation will
use three channels. This is for just looking around which new access point might
be suitable or available for handover. For this purpose the station STA sends
around these requests in three channels different from the channel of the ongoing
present communication. Any access point ready for handover sends a corre-

sponding response, as illustrated in the sequence diagram.

Once then a new access point has been selected there is performed an open sys-
tem authentication which is also a term according to the standard IEEE 802.11.
This open system authentication just means that the station exchanges a message
with the new access point. This open system of authentication does not yet involve

any security parameters, it is not a "real authentication” in the sense that any se-
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cure transmission or security check is involved in this authentication, it is therefore

labeled "open system authentication”.

After the open system authentication there follows a process of re-association, i.e.
the station STA associates itself with the new access point. For this purpose at first
there is sent a message from the station to the new access point Apnew. As a next
step then the old access point contacts the AAA server to perform an authentication
procedure to create a trust relationship between the old and the new access point.
Then the old access point returns a message to the new access point to complete
the establishment of a trust relationship between the two access points and to fi-
nally agree that the new access point will take over the_mobile station. This proce-
dure including the then two following steps which will be explained later is a so-
called IAPP move producer between the old access point and the new access
point. The exchange of these messages according to the inter-access point proto-
col (IAPP) move procedure has the purpose of first of all informing the old access
point AP that the new access point APnew will now take over the mobile station
STA and to perform an authentication (the first to fourth messages in the IAPP
move procedure). The fifth and sixth messages may be used for the transfer of
context information, for example context information related to the services and the

features of the ongoing communications session.

After the re-association has been performed an authentication procedure is per-
formed for which EAP-TLS is the most common implementation. Here EAP stands
for extensible authentication protocol and TLS for transport layer security. The
message sequences shown with respect to this authentication in the diagram follow
the prescriptions of the standard IEEE 802.11i. As can be seen from the diagram
this involves the exchange of a large number of messages, moreover, it involves
two stages of message exchanges, namely from the station STA to the new access
point APnew, from there to the AAA server, and back via the new access point to
the station STA. All the messages together form the handover delay as indicated in
the message sequence diagram of the left-hand side of Fig. 5, and the meséages

from the open system authentication to the EAP-TLS authentication form the re-
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authentication delay involved with the re-authentication of the station at the new

access point APnew.

In the following the advantageous effects of a method and system according to an
embodiment of the present invention will be explained in connection with the mes-
sage sequence diagram on the right-hand side of Fig. 5. As can be seen from this
diagram, the probe request and response there is the same as in the diagram on
the left-hand side of Fig. 5. Similarly, the open system authentication after the
probe request and response also is the same as in the left-hand side of Fig. 5.
Moreover, also the sequences involved with the re-association are in principle the
same as in the left-hand side message sequence diagram. However, the transmis-
sion of context parameters in this embodiment (the last two messages in the IAPP
move procedure) may involve the transmission of a security context, such as e.g.
the key(s) and possibly other security related information such as an encryption
algorithm, and/or an authentication algorithm like a hash-algorithm, necessary for

the new access point to communicate with station STA.

As can be seen from the bottom part of the message sequence diagram on the
right-hand side of Fig. 5 the actual re-authentication of the station STA at the new
access point APnew is much faster than on the left-hand side, it merely involves the
exchange of two authentication messages. This is because according to an em-
bodiment of the present invention the security association between the station STA
and the new access point has been created and delivered already in advance of the
actual handover, e.g. by the transfer of the security context as described before in
connection with the IAPP procedure.. For this reason merely the exchange of one
pair of authentication messages (challenge and response) is necessary to perform
the authentication of the station STA at the new access point. Moreover, as can be
seen from the diagram on the right-hand side of Fig. 5 the authentication server
AAA is not involved in this authentication procedure because all relevant security
information has already in advance been delivered to the communication partners.
As can be seen from a comparison of the message sequence diagrams on both
sides of Fig. 5, the re-authentication delay and thereby the handover delay is sig-
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nificantly reduced in an embodiment according to the present invention when com-

pared with the prior art as shown on the left-hand side of Fig. 5.

In the following the advantageous effects according to a further embodiment of the
present invention will now be described in connection with Fig. 6. Fig. 6 on the left-
hand side shows a message sequence diagram which is identical to the one on the
right-hand side of Fig. 5. It should be noted here that with respect to the IAPP
move procedure the last two messages which are used for the transfer of context
information may involve the transfer of the security context, i.e. the exchange of the
relevant keys between the communications partners so that the station STA is en-
‘abled to communicate with the new access point APnew. Once this security con-
text or security association has been transferred during the IAPP move procedure
the actual authentication of the STA at the new access point APnew can be per-
formed in the quick manner as shown on the right-hand side of Fig. 5 and the left-

hand side of Fig. 6 without an involvement of the AAA server.

On the right-hand side there is shown a message sequence diagram according to a
further embodiment of the present invention. In this embodiment it is assumed that
the transfer of the security context parameters or the security associations has al-
ready been taken place, in other words the new access point APnew is already
aware of the relevant keys enabling it to communicate with the station STA. This
may be the result of the generation of a secure neighbor graph as has been de-

scribed in connection with previous embodiments of the present invention.

Once such a secure neighbor graph has been created and the security context has
already been transferred, the IAPP move procedure involves only the exchange of
two messages in order to inform the old access point AP that the new access point
APnew is to take over the communications session with the station STA. In a par-
ticular embodiment actually these two messages can be exchanged simultaneously
(not in sequence) because a security association has been already generated be-
tween the old access point AP and the new access point APnew. This means that

the exchange of these two messages does not need to involve any security check,
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and for this reason the exchange of these two messages included in the IAPP move
procedure may actually be sent simultaneously, thereby further decreasing the de-

lay involved with the re-authentication.

After the IAPP move procedure then the actual authentication of the station STA at
the new access point APnew may be performed as already explained in connection
with the diagram shown on the left-hand side of Fig. 6. In summary, in the case of
the embodiment illustrated in connection with the message sequence diagram on
the right-hand side of Fig. 6 the total handover delay can be further decreased

compared with the procedure of a handover according to the prior art.

One could mention here that the embodiments explained in connection with Figs. 5
and 6 are embodiments where the handover is performed in a wireless LAN. How-
ever, in principle the same procedure could also be performed in a fixed wired net-
work. Ifin such a case of a fixed wired network there would be trust relationship
between the access points, then the procedure would involve no delay in connec-
tion with an AP to AP communication because there is already a security associa-
tion between the access points the network and therefore no security association
has to be created first between different access points. Nevertheless the creation of
a neighbor graph in such a case would be beneficial because it avoids the distribu-
tion of unnecessary security context information and therefore does not unneces-
sarily increase the load of the network. However, with the embodiment as shown on
the right-hand side of Fig. 6 the response waiting time during the re-association

procedure (the IAPP move procedure) has been reduced so drastically that it al-

most becomes negligible compared to the procedure in a wired network.

A further embodiment of the present invention will now be described in the follow-
ing. According to this embodiment for the creation of a neighbor graph two types of
security associations are generated. First of all, there is generated a security asso-
ciation between the originating access point and those candidate elements in the
neighborhood of this originating access point which could possibly be the target of a

handover procedure. For these candidate access points there is created a trust re-
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lation or a security association between the originating access point and these can-
didate elements, as was described in connection with Fig. 5, right hand side, and
Fig. 6, left hand side by referring to the first four messages in the IAPP move pro-
cedure. However, there is also a further security association or security context be-
ing transferred to fully create the neighbor graph, and this other security association
being transferred relates to the security association between the mobile station STA
and the originating access point AP. This security association is for example trans-
ferred by the fifth and sixth messages in the IAPP move procedure of the right hand
side of Fig. 5 and the left hand side of Fig. 6.

According to one particular embodiment a certain access point which acts as an
originating access point and for which the neighbor graph is generated not only
determines the candidate elements based on which then the security context
transfer between the originating access point and the candidate elements is per-
formed, but also determines which mobile stations are served by this originating
access point. For the mobile stations located and being served through the cover-
age area of this originating access point the security associations between these
mobile stations and the originating access point are also transferred to the candi-
date elements to enable the fast handover as described before. In this embodiment
the originating access point therefore transfers the security context or the security
association to its neighboring candidate elements based on the individual mobile

stations located in its coverage area.

According to a particular embodiment once a new mobile station enters the area of
the originating access point this access point updates the neighbor graph by trans-
ferring the security association established between this new mobile station and the
originating access point also to the other candidate elements included in the neigh-
bor graph to enable the fast handover for this mobile station from the originating
access point to one of the candidate elements after the new mobile station has en-
tered the area of the originating access point. This may be regarded as an update

of the neighbor graph.
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The updating of the neighbor graph therefore involves the transfer of security asso-
ciations between mobile stations and the originating access point. It may be trig-
gered by the entering of a mobile station into the coverage area of a certain access
point which then forms the originating access point for this newly entered mobile

station and which therefore has to update its neighbor graph.

According to a further embodiment the updating of the neighbor graph may be de-
pendent on the result of a status polling through which a certain access point
checks by a polling which mobile stations are located in its coverage area. Such a
polling may be performed at predefined moments in time or at predefined intervals.
According to a further embodiment the updating of a neighbor graph may also be
based on a mobile station leaving the coverage area of a certain originating access
point. After the mobile station has left the coverage area of the originating access
point this originating access point may inform the candidate elements included in its
neighbor graph about the leaving of this mobile station and about the fact that these
candidate elements may delete their security associations related to this mobile
station which just has left. In this manner an overflow or an over-accumulation of
security associations which actually are not in use anymore at the different access

point can be avoided.

However, it should be noted that in such a case it is preferable that then the neigh-
bor graph is re-generated or updated at the access point into the coverage area of
which the mobile station has moved. This avoids that the security association for
this mobile station is deleted from such access points to which the mobile station
actually could possibly hand over even after having moved into the new coverage

area.

According to a particular embodiment the neighbor graph created for the certain
access point (or originating access point) may depend also on the individual pa-
rameters or character of the mobile stations located in the coverage area of this

access point. If for example in the coverage area of this access point there is lo-
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cated one mobile station which may move relatively fast such that it requires a
multi-hop neighbor graph, then due to this fact the neighbor graph for this originat-
ing access point may involve multi-hop candidate elements. Once this mobile sta-
tion leaves the coverage area of this originating access point, however, the candi-
date elements which are included due to the multi-hop requirement may be can-

celled from the neighbor graph of this originating access point.

According to one particular embodiment the individual candidate elements included
in the neighbor graph of a certain originating access point may have corresponding
identifiers which identify based on which mobile station they are included in the
neighbor graph. As in case of the previous embodiment, for example, a certain
candidate element may be included into the neighbor graph due to a first slowly
moving mobile station and also due to a fast moving mobile station, in this case it
will have two corresponding identifiers identifying these two mobile stations. If the
fast moving mobile station leaves the coverage area, this candidate element will still
be included in the neighbor graph because it is also included due to another mobile
station. However, those candidate elements which are included into the neighbor
graph only due to the fast moving mobile station (e.g. multihop stations which are
not direct neighbors of the originating access point) may then by removed from the
neighbor graph once this fast moving mobile station has left the coverage area of

the originating access point.

The invention has been described in the foregoing by means of exemplary em-
bodiments. It will be readily apparent to the skilled person that the methods ac-
cording to the embodiments described may be implemented by computers or com-

puter systems which are suitably programmed.

It will further be appreciated that the foregoing embodiments are for exemplary pur-

poses only and may be modified by the skilled person.
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CLAIMS

1. A method for supporting a secure handover of a mobile terminal from a first

10

16

20

25

30

network element to another network element, said method comprising:
automatically determining based on the topology of said network for said first
network element candidate network elements which can be expected to act as
candidates for the handover from said first network element;
generating a security association between said candidate network elements and
said first network element to support a handover based on said security associa-

tion.

. The method of claim 1, wherein the neighbouring network elements of said first

network elements are determined as candidate network elements for a hando-

ver.

. The method of one of the preceding claims, further comprising:

- generating a security association between one or more of the mobile stations
located in the area of said first network element and said candidate network

elements.

. The method of one of the preceding claims, further comprising:

- updating said generated security associations based on the entering of a
new mobile station into the area of said first network element or based on the

addition, removal, and/or moving of a network element in said network.

. The method of one of claims 3 or 4, further comprising:

- generating said security associations depending on the properties or pa-

rameters of the mobile stations located within the area of said first network

element.

. The method of one of the preceding claims, wherein said generation of said se-

curity association comprises:
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generating by a security server a plurality of security associations, one for each
pair of a candidate element and said first network element;

transmitting said plurality of security associations to said first network element;
sending said pairs of security associations from said first network element to

said respective candidate elements.

. The method of one of the preceding claims, wherein a security association for a

certain pair consisting of said first network element and a candidate element
comprises:

the keying materials associated with said first network element to communicate
with said first network element:

the keying materials of said candidate network element necessary to communi-

cate with said candidate network element.

) The'method of claim 7, wherein

said keying materials associated with said first network element to communicate
with said first network element are encrypted by said keying materials of said
candidate network element necessary to communicate with said candidate net-
work element, and

said encrypted keying materials are sent to said candidate element to enable
after decryption of said candidate element direct communication or a direct han-

dover between said first network element and said candidate network element.

. The method of one of the preceding claims, wherein

said method is performed repeatedly to update the security associations be-

tween said originating network element and said candidate elements.

10. The method of one of the preceding claims, wherein

performing said method is triggered by the addition of a new network element to

said network.

11. The method of one of the preceding claims, wherein
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a network element is removed from said neighbour graph if it remains idle for a

predetermined period of time.

12. The method of one of the preceding claims, wherein
the determination of the candidate elements includes the selection of elements
in addition to neighbouring elements of the first network element to obtain a

multihop structure for the candidate elements.

13. The method of claim 12, wherein

the number of hops is determined by the network policy.

14. The method of one of the preceding claims, wherein
the determination of candidate elements and/or the number of hops is determined
based on environmental influences which may affect the practical ability or the
likelihood of the first network element handing over to a certain candidate ele-

ment.

15. The method of one of the preceding claims, wherein
the determination of the candidate elements is based on the location of the first
network element and/or the location of other network elements and the envi-
ronmental conditions of these locations which may affect the ability and/or likeli-

hood of a handover to a certain network element.

16. The method of one of the preceding claims, wherein
the determination of the candidate elements is based on the movement of the
first network element and/or the movement of another network element and/or the

movement of a user.

17. The method of one of the preceding claims, wherein
the determination of the candidate elements is based on site survey information
indicating how the signal strength looks like if a network element is placed in a

given location.
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18.The method of one of the preceding claims, wherein
the determination of the candidate elements is based on geographical informa-
tion indicating which network elements will make no sense to use as handover

candidate.

19.The method of claim 18, wherein the geographical information take into account
environmental influences which can be determined based on location informa-
tion and which may affect the possibility or the likelihood that a handover is

performed to a certain candidate element.

20. The method of one of the preceding claims, further comprising:
informing a unit responsible for the determination of the candidate elements
about a movement of said first network element or any other network element to

enable a re-determination of the candidate elements based on said movement.

21. The method of claim 20, further comprising:
determining whether the movement is sufficiently significant to justify the re-

creation of the neighbour graph.

22. The method of claim 21, wherein said movement is judged to be significant

enough if the set of neighbouring elements of said first network element has

changed due to said movement.

23.The method of one of the preceding claims, further comprising:
transmitting context parameters between said first network element and one or

more of said candidate network elements.

24. An apparatus for supporting a secure handover of a mobile terminal from a first

network element to another network element, said apparatus comprising:
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a module for automatically determining based on the topology of said network for
said first network element candidate network elements which can be expected to
act as candidates for the handover from said first network element;

a module for generating a security association between said candidate network
elements and said first network element to support a handover based on said se-

curity association.

25.The apparatus of claim 24, wherein the neighbouring network elements of said
first network elements are determined as candidate network elements for a han-

dover.

26.The apparatus of one claims 24 or 25, further comprising:
- a module for generating a security association between one or more of the
mobile stations located in the area of said first network element and said

candidate network elements.

27.The apparatus of one of claims 24 to 26, further comprising:
- a module for updating said generated security associations based on the
entering of a new mobile station into the area of said first network element or
based on the addition, removal, and/or moving of a network element in said

network.

28.The aparatus of one of claims26 or 27, further comprising:
- a module for generating said security associations depending on the proper-
ties or parameters of the mobile stations located within the area of said first

network element.

29.The apparatus of one of claims 24 to 28, wherein said module for generation of
said security association comprises:
a module for generating a plurality of security associations, one for each pair of

a candidate element and said first network element;
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a module for transmitting said plurality of security associations to said first net-

work element;
a module for sending said pairs of security associations from said first network

element to said respective candidate elements.

30.The apparatus of one of claims 24 to 30, wherein a security association for a

31.

certain pair consisting of said first network element and a candidate element
comprises:

the keying materials associated with said first network element to communicate
with said first network element;

the keying materials of said candidate network element necessary to communi-

cate with said candidate network element.

The apparatus of claim 30, wherein

said keying materials associated with said first network element to communicate
with said first network element are encrypted by said keying materials of said
candidate network element necessary to communicate with said candidate net-
work element, and

said encrypted keying materials are sent to said candidate element to enable
after decryption of said candidate element direct communication or a direct han-
dover between said first network element and said candidate network element.

32.The apparatus of one of claims 24 to 31, wherein

said candidate element determination module and said security association
generation module are adapted to operate repeatedly to update the security as-

sociations between said originating network element and said candidate ele-

ments.

33. The apparatus of one of claims 24 to 32, further comprising

A module for triggering the operation of said candidate element determination
module and said security association generation module by the addition of a

new network element to said network.
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34. The apparatus of one of claims 24 to 33, wherein
a network element is removed from said neighbour graph if it remains idle for a

predetermined period of time.

35.The apparatus of one of claims 24 to 34, wherein
the determination of the candidate elements includes the selection of elements in
addition to neighbouring elements of the first network element to obtain a multi-

hop structure for the candidate elements.

36.The apparatus of claim 35, wherein
the number of hops is determined by the network policy.

37. The apparatus of one of claims 24 to 36, wherein
the determination of candidate elements and/or the number of hops is determined
based on environmental influences which may affect the practical ability or the
likelihood of the first network element handing over to a certain candidate ele-

ment.

38. The apparatus of one of claims 24 to 37, wherein
the determination of the candidate elements is based on the location of the first
network element and/or the location of other network elements and the envi-
ronmental conditions of these locations which may affect the ability and/or likeli-

hood of a handover to a certain network element.

39. The apparatus of one of claims 24 to 38, wherein
the determination of the candidate elements is based on the movement of the

first network element and/or the movement of another network element and/or the

movement of a user.

40. The apparatus of one of claims 24 to 39, wherein
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the determination of the candidate elements is based on site survey information
indicating how the signal strength looks like if a network element is placed in a

given location.

41.The apparatus of one of claims 24 to 40, wherein
the determination of the candidate elements is based on geographical informa-
tion indicating which network elements will make no sense to use as handover

candidate.

42.The apparatus of one of claims 24 to 41,
the geographical information take into account environmental influences which can
be determined based on location information and which may affect the possibility or

the likelihood that a handover is performed to a certain candidate element.

43.The apparatus of one of claims 24 to 42, further comprising::
a module for informing a unit responsible for the determination of the candidate
elements about a movement of said first network element or any other network
element to enable a re-determination of the candidate elements based on said

movement.

44. The apparatus of claim 43, further comprising:
a module for determining whether the movement is sufficiently significant to

justify the re-creation of the neighbour graph.

45. The apparatus of claim 44, wherein said movement is judged to be significant
enough if the set of neighbouring elements of said first network element has

changed due to said movement.

46. The apparatus of one of claims 24 to 45 further comprising:
a module for transmitting context parameters between said first network element

and one or more of said candidate network elements.
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47. A computer program comprising computer program instructions which when
being executed by a computer enable said computer to carry out a method ac-

cording to one of claims 1 to 23.

48. A data carrier having recorded thereupon a computer program according to

claim 47.
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