
(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property
Organization

International Bureau
(10) International Publication Number

(43) International Publication Date WO 2016/122518 Al
4 August 2016 (04.08.2016) P O P C T

(51) International Patent Classification: (74) Agents: MAISAMI, Ceyda Azakli et al; Hewlett-packard
G06F 9/44 (2006.01) Company, Intellectual Property Administration, Mail Stop

35 3404 E. Harmony Road, Fort Collins, Colorado 80528
(21) International Application Number: (US).

PCT/US20 15/0 13466
(81) Designated States (unless otherwise indicated, for every

(22) International Filing Date: kind of national protection available): AE, AG, AL, AM,
29 January 2015 (29.01 .2015) AO, AT, AU, AZ, BA, BB, BG, BH, BN, BR, BW, BY,

(25) Filing Language: English BZ, CA, CH, CL, CN, CO, CR, CU, CZ, DE, DK, DM,
DO, DZ, EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, GT,

(26) Publication Language: English HN, HR, HU, ID, IL, IN, IR, IS, JP, KE, KG, KN, KP, KR,

(71) Applicant: HEWLETT-PACKARD DEVELOPMENT KZ, LA, LC, LK, LR, LS, LU, LY, MA, MD, ME, MG,

COMPANY, L.P. [US/US]; 11445 Compaq Center Drive MK, MN, MW, MX, MY, MZ, NA, NG, NI, NO, NZ, OM,

W., Houston, Texas 77070 (US). PA, PE, PG, PH, PL, PT, QA, RO, RS, RU, RW, SA, SC,
SD, SE, SG, SK, SL, SM, ST, SV, SY, TH, TJ, TM, TN,

(72) Inventors: COSTA, Carlos Haas; Av. Ipiranga, 6.681- TR, TT, TZ, UA, UG, US, UZ, VC, VN, ZA, ZM, ZW.
Predio 9 1A, Predio 95 -5, 6 e 7 andares, 90619900 Porto
Alegre Rio Grande do Sul (BR). PEREZ, Taciano Dreck- (84) Designated States (unless otherwise indicated, for every

mann; Av. Ipiranga, 6.681-Predio 91A, Predio 95 -5, 6 e 7 kind of regional protection available): ARIPO (BW, GH,

andares, 9061 9900 Porto Alegre Rio Grande do Sul (BR). GM, KE, LR, LS, MW, MZ, NA, RW, SD, SL, ST, SZ,

SILVA, Thiago; Av. Ipiranga, 6.681-Predio 91A, Predio TZ, UG, ZM, ZW), Eurasian (AM, AZ, BY, KG, KZ, RU,

95 -5, 6 e 7 andares, 906 19900 Porto Alegre Rio Grande TJ, TM), European (AL, AT, BE, BG, CH, CY, CZ, DE,

do Sul (BR). DK, EE, ES, FI, FR, GB, GR, HR, HU, IE, IS, IT, LT, LU,
LV, MC, MK, MT, NL, NO, PL, PT, RO, RS, SE, SI, SK,

[Continued on nextpage]

(54) Title: BOOTING A SYSTEM-ON-A-CHIP DEVICE

(57) Abstract: Example implementations relate to booting a
system comprising a system-on-a-chip (SOC) device. For
example, boot code and system code comprising at least one

STORE BOOT CODE AND SYSTEM CODE -202 selected rom among an operating system and hypervisor
IN ON-CHIP NON-VOLATILE MEMORY code are stored in an on-chip non-volatile memory of a SoC

OF A SoC DEVICE device. By executing the boot code from the on-chip non
volatile memory, the system is booted from a mode in which
power is removed from the system, where the booting in

cludes loading the system code in the SoC device from the
on-chip non-volatile memory without accessing storage off

BY EXECUTING THE BOOT CODE FROM the SoC device.

THE ON-CHIP NON-VOLATILE MEMORY,

BOOT A SYSTEM INCLUDING THE SoC

DEVICE FROM A MODE IN WHICH

POWER IS REMOVED FROM -204
THE SYSTEM, WHERE THE BOOTING

INCLUDES LOADING THE SYSTEM CODE

IN THE SoC DEVICE FROM THE

NON-VOLATILE MEMORY WITHOUT

< ACCESSING ANY STORAGE OFF

THE SoC DEVICE
0 0

FIG. 2

o



w o 2016/122518 Ai llll I I I I 11III III I I I I I II II II I III II I II

SM, TR), OAPI (BF, BJ, CF, CG, CI, CM, GA, GN, GQ, , , . . l t t , , , , t ,
GW, KM, ML, MR, NE, SN, TD, TG). ~ as to appel t ^dement to apply far and be granted

a patent (Rule 4.1 7(H))

Declarations under Rule 4.17 : Published-

— as to the identity of the inventor (Rule 4.1 7(i)) . . . . , . , . ~, ,



BOOTING A SYSTEM-ON-A-CHIP DEVICE

Background

[0001] An electronic device can include a volatile system memory, a non-volatile

memory, and secondary storage. The volatile system memory of an electronic

device can be implemented with one or multiple volatile memory devices. A volatile

memory device loses its data if power is removed from the memory device. The

non-volatile memory and the secondary storage can be implemented using one or

multiple non-volatile (or persistent) memory or storage devices. A non-volatile

memory or storage device retains its stored content even if power is removed from

the non-volatile memory or storage device.

Brief Description Of The Drawings

[0002] Some implementations are described with respect to the following figures.

[0003] Figs. 1A-1 B are block diagrams of example system-on-a-chip (SoC)

devices, according to various implementations.

[0004] Fig. 2 is a flow diagram of an example process to boot a system including

a SoC device according to some implementations.

[0005] Figs. 3A-3B are block diagrams of example systems including a SoC

device according to some implementations.

[0006] Fig. 4 is a flow diagram of an example process performed in the system of

Fig. 3A or 3B, according to further implementations.

Detailed Description

[0007] As integrated circuit technology has advanced, the number of features

that can be incorporated onto an integrated circuit chip has increased. An integrated

circuit chip on which a processor, an on-chip memory, and other components are

provided can be referred to as a system-on-a-chip (SoC) device. A SoC device can

refer generally to any chip including an integrated circuit die or an arrangement of



dies that is (are) encapsulated within a package, and on which at least a processor

and an on-chip memory are provided. An "on-chip" memory can refer to a memory

device(s) that is (are) mounted in the same chip as the processor and possibly other

components.

[0008] Traditionally, to start a system, a boot procedure of the system can be

performed, in which boot code and an operating system are loaded from respective

storage devices that are off (external of) the SoC device. Booting a system involves

restarting the operating system of the system from an initial state, where the initial

state is a specified starting state of the operating system. When booting the system,

data not stored to persistent storage would be lost. Booting the system to start from

an initial state is contrasted to resuming the system to a prior state.

[0009] In some examples, the boot code can be loaded from a non-volatile

memory (e.g. a flash memory device), while the operating system can be loaded

from secondary storage, which can be implemented with a solid state drive

(implemented with one or multiple flash memory devices) and/or a disk-based

storage drive.

[001 0] The boot code and operating system are copied from the respective

memory or storage devices to the on-chip memory of the SoC device. The copying of

the boot code and the operating system from off-chip memory or storage devices to

the on-chip memory of the SoC device can take a relatively long period of time,

which can lengthen the time involved in booting a system.

[001 1] In accordance with some implementations according to the present

disclosure, a SoC device is provided with an on-chip non-volatile memory that stores

information to allow the SoC device, or more generally, a system including the SoC

device, to use the stored information in the on-chip non-volatile memory to boot the

or system. Booting the system can refer to booting just the SoC device, or booting

the SoC device plus other components of the system, including hardware devices

and/or machine-executable instructions.



[001 2] The information stored on the on-chip non-volatile memory of the SoC

device can include boot code (machine-executable instructions) and system code,

where the system code includes at least one selected from among an operating

system and hypervisor code. The operating system and the hypervisor code are

also implemented as machine-executable instructions.

[001 3] An operating system can include a kernel that manages access by code

(e.g. applications or other code) of hardware resources in a system, performs file

access management (to manage access of files and other data in the system),

performs process management (to manage execution of processes, such as those of

applications), and so forth. The operating system can also include additional logic, in

addition to the kernel, which can perform specified tasks (examples of such

additional logic can include a user interface application, libraries, etc.).

[0014] Hypervisor code is executed in a system to perform virtualization of the

hardware resources of the system. Using a hypervisor, multiple virtual machines can

be implemented in the system, where each virtual machine includes a respective

operating system and applications. Access of the hardware resources by the virtual

machines are performed through the hypervisor.

[001 5] The booting is accomplished by executing the boot code from the on-chip

non-volatile memory. The system is booted from a mode in which power was

removed from the system, such as a power off state (where power is removed from a

system), or a lower power state such as a sleep state or hibernation state. Power

being removed from the system can refer to power being removed from just a part of

the system, or an entirety of the system. The boot code can be executed in place

(XIP) from the on-chip non-volatile memory of the SoC device, which refers to

executing the boot code from the on-chip non-volatile memory without first copying

the boot instructions to a volatile main memory. In other examples, the boot code

can be copied to another memory (volatile or non-volatile memory), which may also

be on chip. Such other memory can include a static random access memory

(SRAM), a cache, a main memory, or another memory. As an example, a memory



(e.g. SRAM, etc.) on the SoC device can be used to execute code from the memory

before the memory is used as a cache.

[001 6] At the end of the boot sequence, the boot code loads the system code

(operating system and/or hypervisor code) from the on-chip non-volatile memory of

the SoC device. The loading of the system code for execution by the processor of

the SoC device can be accomplished without accessing storage off (external of) the

SoC device.

[001 7] Fig. 1A is a block diagram of an example SoC device 100 according to

some implementations. The SoC device 100 includes a processor 102 and an on-

chip non-volatile memory 104. Although just one processor 102 is depicted, it is

noted that the SoC device can include multiple processors. In some examples, the

processor 102 can be a processor core. There can be multiple processor cores in

the SoC device 100.

[001 8] The processor 102 and the on-chip non-volatile memory 104 can be

formed on a common integrated circuit die 101 of the SoC device 100. Alternatively,

the processor 102 and the non-volatile memory 104 can be provided on multiple

integrated circuit dies that are completely encapsulated within a common package.

The package also supports contacts (e.g. electrical contacts, optical elements, etc.)

of the SoC device 100. In some examples, the on-chip non-volatile memory 104

may include a non-transitory storage medium.

[001 9] The non-volatile memory 104 can be implemented with any of various of

different types of non-volatile memory technologies. As examples, the non-volatile

memory 104 can include any one or some combination of the following: resistive

random access memory (RRAM), memristor memory, phase-change random access

memory (PCM, PCRAM, or PRAM), magnetoresistive random access memory

(MRAM), spin-transfer torque random access memory (STT-RAM), a flash memory,

a backup-power-backed (e.g. battery-backed) dynamic random access memory

(DRAM), and so forth.



[0020] In some implementations, the non-volatile memory 104 can be a byte-

addressable memory. A byte-addressable memory is a memory in which individual

bytes of data can be read and written. In other words, an individual byte of data can

be read from or written to the byte-addressable memory without reading/writing other

parts of memory. A byte-addressable memory is distinguishable from a memory

where a read operation or a write operation has to be performed on a block of data,

where the block of data is larger than a byte.

[0021] The non-volatile memory 104 can store various information, in multiple

logical regions of the non-volatile memory. A "logical region" of a memory can refer

to a defined segment of the memory, where the segment can include contiguous

memory locations or non-contiguous memory locations.

[0022] In the example of Fig. 1A, the logical regions of the non-volatile memory

104 include at least one first region 106 to store boot code 108 and system code 110

(operating system and/or hypervisor code). In addition, the non-volatile memory 104

includes a transient region 112 to store certain data. In some examples, the data

contained in the transient region 112 can include data that is stored in volatile main

memory in traditional systems. In such examples, by providing the transient region

112 in the non-volatile memory 104 to store information of the volatile main memory,

a separate volatile main memory would not have to be provided in the system that

includes the SoC device 100.

[0023] Examples of data in the transient region 112 include machine-executable

instructions of programs, temporary data used by drivers, an operating system, and

program processes, temporary file data, information regarding a current state of the

operating system, a current state of bare-metal code, a current state of certain

application programs, a current state of certain hardware devices, and so forth.

[0024] When a system including the SoC device 100 (examples of systems are

shown in Fig. 3A and 3B) is booted in response to a power cycle, the data of the

transient region 112 is discarded (overwritten or deleted) when power is removed

from the system. A power cycle refers to removing power from the SoC device 100



(or a system including the SoC device 100) followed by subsequently applying power

to the SoC device 100 (or the system including the SoC device 100).

[0025] However, if the system is resumed from a mode in which power has been

removed from the system to a prior state, then the data in the transient region 112 is

maintained and reused. Resuming the system to the prior state can be based on

state information (not shown), which can be stored in the non-volatile memory 104.

The state information can include data copied from registers of the processor 102

and a cache (which can be part of the processor 102 or outside of the processor

102). The registers and cache are volatile storage, such that the data in the

registers and cache are volatile data that would be lost if power is removed from the

SoC device 100. Examples of registers can include a current value of a program

counter, information relating to a configuration of the system, data produced by

arithmetic operations, and so forth. The cache can store machine-executable

instructions of programs and also data, where the instructions and data can be

copies retrieved into the cache from another storage. The state information can also

include information relating to a current execution state of machine-executable

instructions (e.g. an operating system, application code, etc.) that were executing in

the system prior to entering a lower power state. The state information can also

include current data processed by the machine-executable instructions. The state

information can also include information relating to states of hardware devices.

[0026] The information stored in the first region(s) 106 is persistent even when

the system is booted from a mode in which power has been removed from the

system. Thus, in response to a power cycle of the system that causes the system to

boot, the data contained in the transient region 112 is discarded, while information in

the first region(s) 106 is maintained and used.

[0027] The boot code 108 can include the following, as examples: a bootloader

(machine-executable instructions that are used to load other code, such as further

boot code, an operating system, or hypervisor code), Basic Input/Output System

(BIOS) code or Unified Extensible Firmware Interface (UEFI) code (BIOS code or

UEFI code includes machine-executable instructions that are used to perform



initialization of a system), a file system, and so forth. A file system stored in the on-

chip non-volatile memory 104 can include information that describes files and

directories stored in a system including the SoC device 100.

[0028] Fig. 1B is a block diagram of the SoC device 100 according to further

implementations. In Fig. 1B, the first region(s) 106 of Fig. 1A correspond to a read

only memory (ROM) region 120 and a persistent region 122, in addition to the

transient region 112 in the non-volatile memory 104.

[0029] Both the ROM region 120 and the persistent region 122 contain data or

other information that is to be maintained persistent even if power is removed from

the SoC device 100.

[0030] The ROM region 120 can be used to store certain information, such as a

first stage bootloader 124. In other examples, the ROM region 120 can also be used

to store certain management information for the SoC device 100.

[0031 ] The first stage bootloader 124 is the first boot code executed when the

SoC device 100 is started. The first stage bootloader 124 is used to start a second

stage bootloader 126, which can be stored in the persistent region 122. The second

stage bootloader 126 can perform additional functions associated with starting the

SoC device 100. The second stage bootloader 126 can be used to invoke further

boot code such as BIOS or UEFI code. The second stage bootloader 126 can also

load an operating system or hypervisor code. More generally, the first stage

bootloader 124 is an example of a first portion of boot code, and the second stage

bootloader 126 is an example of a second portion of boot code.

[0032] In the example of Fig. 1B, the persistent region 122 also stores other

code, including BIOS or UEFI code 128 and the system code 110 (operating system

and/or hypervisor code). In other examples, the second stage bootloader 126 and/or

BIOS or UEFI code 128 can be stored in the ROM region 120 instead of in the

persistent region 122.



[0033] It is noted that the content of the ROM region 120 can be updated, such

as to update the first stage bootloader 124, the second stage bootloader 126, or the

BIOS or UEFI code 128 that is stored in the ROM region 120. The update of the

content of the ROM region 120 is performed by a trusted process executing on the

SoC device 100.

[0034] In some examples, the ROM region 120 and the persistent region 122 can

be used to store information that may be stored in external non-volatile memory

and/or secondary storage of traditional systems. By employing the on-chip no n

volatile memory 104 in the SoC device 100, certain memory and/or storage devices

that are external of the SoC device 100 can be omitted, such as a volatile main

memory, flash memory, and/or secondary storage. By omitting such external

memory and/or storage devices, the cost associated with a system that includes the

SoC device 100 can be reduced due to the reduction of the number of components

in the system.

[0035] As depicted in Fig. 1B, the non-volatile memory 104 can also store

metadata 130, which can include various parameters and information that relate to

the on-chip non-volatile memory 104 as well as the SoC device 100. The metadata

130 can include structured metadata or unstructured metadata. Structured metadata

refers to metadata that has a specific format or schema, while unstructured metadata

refers to metadata without a specific format or schema.

[0036] The metadata 130 can include non-volatile regions information. The no n

volatile regions information can include memory address values that specify the

starting locations of each of the different multiple regions (including the ROM region

120, the persistent region 122, and the transient region 112, as well as other

regions) in the non-volatile memory 104. In other examples, the non-volatile memory

regions information can include information that point to the logical division of the

non-volatile memory regions, and also describes different attributes of each region.

[0037] The metadata 130 can also include a boot-resume indicator for indicating

whether a system is to be resumed or booted when starting from a mode in which



power has been removed from the system. The boot-resume indicator can be in the

form of a flag that is settable to one of multiple different values. If the boot-resume

indicator is set to a first value, then that indicates that the system is to be resumed

when the system is started from a mode in which power has been removed from the

system. If the boot-resume indicator is set to a second, different value, then that

indicates that the system is to be booted when the system is started from a mode in

which power has been removed from the system.

[0038] To resume the system from a mode in which power has been removed

from the system, state information (relating to a prior state of the SoC device 100 or

a system that includes the SoC device 100) can be read from the on-chip non

volatile memory 104.

[0039] In some examples, the metadata 130 can also define one or multiple

secure regions in the non-volatile memory 104 that store information that can be

used to perform secure operations of the SoC device 100. The secure region(s) is

(are) regions of the non-volatile memory 104 accessible by predefined or specified

entities of the SoC device 100, such that unauthorized entities (e.g. malware code,

etc.) would not be able to access such secure region(s).

[0040] Fig. 2 is a flow diagram of a process to boot a system including the SoC

device 100 according to some implementations. The process of Fig. 2 can be

performed by the SoC device 100. The SoC device 100 stores (at 202) the boot

code 108 and the system code 110 in the on-chip non-volatile memory 104. The

system code 110 includes at least one selected from among an operating system

and hypervisor code.

[0041] By executing the boot code 108 from the on-chip non-volatile memory

104, the system is booted (at 204) from a mode in which power is removed from the

SoC device 100. The booting includes loading the system code 110 in the SoC

device 100 from the on-chip non-volatile memory 104 without accessing storage off

the SoC device 100. In some examples, the boot code 108 can be executed in place



from the on-chip non-volatile memory 104 (without having to first copy the boot code

108 from the on-chip non-volatile memory 104 to a volatile main memory).

[0042] Fig. 3A shows an example of a system 300A that includes the SoC device

100 and an external non-volatile memory 302 (which is external of the SoC device

100). Examples of systems can include any or some combination of the following:

desktop computers, notebook computers, tablet computers, server computers, smart

phones, personal digital assistants, mobile phones, wearable devices,

communication devices, storage servers, game appliances, smart sensors, Internet

of Things (loT) devices, home controllers, system controllers, micro-controllers, and

so forth.

[0043] The external non-volatile memory 302 can store metadata 304, and can

include a transient region 306 and a persistent region 308, which are arranged to

store similar content as the respective transient region 112 and persistent region 122

in the on-chip non-volatile memory 104 of Fig. 1B. The presence of the external

non-volatile memory 302 adds to the capacity available in the on-chip non-volatile

memory 104. The metadata 304 can include information relating to the regions 306

and 308 of the external non-volatile memory 302.

[0044] In addition to the SoC device 100 and the external non-volatile memory

302, the system 300A can also include other components, including peripheral or I/O

devices 3 10 (e.g. network interface controller, video card controller, display device,

etc.).

[0045] Fig. 3B shows another example system 300B that includes a volatile main

memory 320 in addition to the SoC device 100, the external non-volatile memory

302, and the peripheral devices 310 of Fig. 3A. The volatile main memory 320 is

external of the SoC device 100 and can be implemented using a dynamic random

access memory (DRAM), a static random access memory (SRAM), or any other type

of volatile memory. In examples where the volatile main memory 320 is present, the

transient region 112 and/or 306 of the respective on-chip non-volatile memory 104



and external non-volatile memory 302 would not have to store information that is

stored in the volatile main memory 320.

[0046] Fig. 4 is a flow diagram of an example process of starting the system

300A of Fig. 3A, in accordance with some implementations. As part of starting the

system 300A from a mode in which power is removed from the system 300A, the

processor 102 of the SoC device 100 executes (at 402) the first stage bootloader

124 from the ROM region 120 in the on-chip non-volatile memory 104. Without

having to access or initialize any peripheral devices outside the SoC device 100, the

processor 102 can read (at 404) the metadata 130 (and more specifically the boot-

resume indicator discussed above) from the on-chip non-volatile memory 104, and

determine, based on the metadata 130, whether to boot or resume the system 300A.

[0047] The following assumes that the boot-resume indicator specifies that the

system 300A is to be booted.

[0048] The first stage bootloader 124 searches (at 406) for the second stage

bootloader 126, which as depicted in Fig. 1B can be stored in the persistent region

122 of the on-chip non-volatile memory 104. In other examples, the second stage

bootloader 126 may be stored on the external non-volatile memory 302. The

metadata 130 can be used to identify the location where the second stage

bootloader 126 is located.

[0049] The first stage bootloader 124 then transfers control (at 408) to the

second stage bootloader 126. The second stage bootloader 126 searches (at 4 10)

for the system code 110 . Locating the system code 110 can be based on the

metadata 130, which can include information identifying the location of the system

code 110 . The second stage bootloader 126 loads (at 4 12) the system code 110,

and transfers control to the system code 110 . The system code 110 is then

executed (at 414), which continues operation of the SoC device 100.

[0050] The first stage bootloader 124, the second stage bootloader 126, the

BIOS or UEFI code 128, and the system code 110 can be executed in place in the



non-volatile memory 104, or alternatively, any of the foregoing code can first be

transferred to the transient region 112 before execution of the code starts.

[0051] A similar system start process as depicted in Fig. 4 can be performed with

the system 300B of Fig. 3B, except that the volatile main memory 320 is used. The

entire address space of the volatile main memory 320 is considered a transient

region. When the volatile main memory 320 is present, the storage capacity of the

on-chip non-volatile memory 104 available for the persistent region 122 and the

ROM region 120 can be increased, to expand storage capacity. In some examples,

when the volatile main memory 320 is present, the transient region 112 can be

omitted from the non-volatile memory 104. In other examples, when the volatile

main memory 320 is present, the transient region 112 can still be present in the no n

volatile memory 104.

[0052] In some implementations, policies can be associated with the respective

logical regions in the non-volatile memory 104. These policies can be enforced

using hardware logic, such as a processor, a memory controller, or another

hardware component. Examples of policies can include a read-only policy for the

ROM region 120. The read-only policy can specify that a write to the ROM region

120 is not permitted, unless by a specified entity that is authorized to perform an

update of content of the ROM region 120. Another example policy can be the policy

associated with the transient region 112, which specifies that data in the transient

region 112 is discarded in response to boot. A further policy can be associated with

the persistent region 122, which specifies that information stored in the persistent

region 122 is to be protected against spurious writes, such as during a boot process.

Moreover, a policy can be associated with the metadata 130, which can specify that

the metadata 130 is to be write protected, except during times when management of

memory regions is being performed.

[0053] In some implementations, one or multiple regions (e.g. region storing

metadata, persistent region, etc.) of the non-volatile memory 104 or 302 can be

encrypted using keys. Also, trusted management mechanisms can be used for



maintaining or updating metadata, content of the ROM region 120, and performing

encryption and decryption using keys.

[0054] In some implementations, the SoC device 100 can include an electrical

fuse (eFuse) memory 140 (Fig. 1B), which is a one-time programmable memory that

can only be programmed once. As an example, the eFuse memory can be used to

store information specifying attributes of the on-chip non-volatile memory 104.

Examples of such attributes can include a read-only attribute (to specify whether a

region is read-only) or other attributes. Values stored in the eFuse memory can

allow or block the access by the processor 102 to certain regions of the on-chip non

volatile memory 104 or external non-volatile memory 302. As an example, the

information in the eFuse memory can allow a write to an example given region A of

the non-volatile memory. After the write to region A of the non-volatile memory, a

one-time write is performed to change the eFuse memory to prevent any further

writes of region A of the non-volatile memory.

[0055] In implementations that include multiple processors in the SoC device

100, a selected one of the multiple processors in the SoC device 100 can be used to

perform the boot tasks. This can be performed for security reasons. For example,

certain processors in the SoC device 100 may be used for specific tasks as a

hardware guarantee for a safe boot.

[0056] Although the various examples discussed above depict one transient

region and one persistent region in the on-chip non-volatile memory 104, it is noted

that the on-chip non-volatile memory 104 can include multiple transient regions and

multiple persistent regions for respective different operating systems.

[0057] In the foregoing description, numerous details are set forth to provide an

understanding of the subject disclosed herein. However, implementations may be

practiced without some of these details. Other implementations may include

modifications and variations from the details discussed above. It is intended that the

appended claims cover such modifications and variations.



What is claimed is:

1. A method comprising:

storing, in an on-chip non-volatile memory of a system-on-a-chip (SoC)

device, boot code and system code comprising at least one selected from among an

operating system and hypervisor code; and

booting, by executing the boot code from the on-chip non-volatile memory, a

system comprising the SoC device from a mode in which power is removed from the

system, the booting comprising loading the system code in the SoC device from the

on-chip non-volatile memory without accessing storage off the SoC device.

2 . The method of claim 1, wherein loading the operating system comprises

loading a kernel and other logic of the operating system.

3 . The method of claim 1, further comprising:

storing a file system in the on-chip non-volatile memory.

4 . The method of claim 1, wherein the on-chip non-volatile memory includes a

plurality of logical regions comprising persistent region and at least one of a read-

only memory region and a transient region, the read-only memory region comprising

a first portion of the boot code, and the persistent region comprising the system code

and a second portion of the boot code, the method further comprising:

accessing metadata in the on-chip non-volatile memory to locate the plurality

of logical regions.

5 . The method of claim 4, further comprising:

discarding data in the transient region of the on-chip non-volatile memory in

response to a boot of the system.



6 . The method of claim 4, further comprising:

enforcing, using hardware logic of the SoC device, different policies relating to

the respective logical regions.

7 . The method of claim 1, further comprising:

executing in place the boot code and the system code in the on-chip non-

volatile memory.

8 . The method of claim 1, further comprising:

reading metadata stored in the on-chip non-volatile memory to determine

whether to boot or resume the system,

wherein the booting is performed in response to the metadata indicating that

the system is to be booted.

9 . A system-on-a-chip (SoC) device comprising:

a processor; and

a non-volatile memory including a plurality of regions, at least a first region of

the plurality of regions to store boot code and system code comprising at least one

selected from among an operating system and hypervisor code, and the plurality of

regions further comprising a transient region to store data that is discarded in

response to a boot of the SoC device; and

the boot code executable on the processor to boot a system comprising the

SoC device from a mode in which power is removed from the system, the booting

comprising loading the system code from the non-volatile memory without accessing

storage off the SoC device.

10 . The SoC device of claim 9, wherein the loading of the system code comprises

loading of the operating system that comprises a kernel and additional logic.



11. The SoC device of claim 9, wherein the loading of the system code comprises

loading of the hypervisor code that upon execution causes virtualization of hardware

resources of a system.

12 . The SoC device of claim 9, wherein the boot code comprises a first stage

bootloader and a second stage bootloader, and wherein the plurality of regions

comprise a read-only memory (ROM) region to store the first stage bootloader, and a

persistent region to store the second stage bootloader that is invocable by the first

stage bootloader, the persistent region to further store the system code.

13 . The SoC device of claim 9, further comprising a one-time programmable

memory to store information that initially allows a write to a given region of the

plurality of regions in the non-volatile memory, and after the information in the one-

time programmable memory is changed, a further write to the given region is

prevented.



14. A system comprising:

peripheral devices; and

a system-on-a-chip (SoC) device comprising:

a processor; and

a non-volatile memory including a plurality of regions, at least a first

region of the plurality of regions to store a first boot code, a second boot code, and

system code comprising at least one selected from among an operating system and

hypervisor code, the non-volatile memory to further store metadata relating to the

plurality of regions; and

the processor to, as part of booting the system from a mode in which

power is removed from the system:

execute the first boot code, the first boot code executable on the

processor to find the second boot code using the metadata;

execute the second boot code, the second boot code executable

on the processor to find the system code and to load the system code without

accessing storage off the SoC device; and

execute the system code.

15 . The system of claim 14, wherein the plurality of regions comprise a transient

region to store data associated with a volatile main memory, wherein presence of the

transient region allows omission of the volatile main memory from the system.
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