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Embodiments of the present invention provide techniques for monitoring a
database system for anomalous activity. User behavior information relative to a
subject database being monitored may be automatically collected, analyzed and
compared with one or more policies to detect anomalous activity. Embodiments .
collect user behavior data regarding the subject database from a variety of
sources, including an audit trail and dynamic views in cooperation with the
database management system of the database. Embodiments employ one or
more of statistics-based intrusion detection (SBID) and rule-based intrusion
detection (RBID) to detect anomalous database activity. If suspicious database
access that deviate from the normal usage pattern are detected, a targeted
operation, such as alerting the responsible security officers, generating reports,

email alerts or the like, is performed.
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Edit yew Favorites Tools Help

Qo - %] B T ) seach

Nmmﬁiﬁu &.Z&o @

g
ar

Address mmﬂu http:/

@ wuy account

¥ ABOUT IPLOCKS

PRODUCT OVERVIEW - DOCUMENTATION

User Behavior
Monitor Module

x  No database is
currently opened.
li is link

you don't have
any database
exist, please go to
Create New
DRatabase
Connection page
first.

« Module Guard Schedule
Setting

« Database Learn Schedule
Setting

« Database Guard

chedule Settin

_ Database | Set Defaults | Set Policies | Analysis | Help | JE

Create New Database Connection

1

Database Server
Name/IP {with
port) *

Database Server
type ™

* required fields

Database
Connaction Name *  iCCtest2

Application Name

1198.245.1.32:1521 Database Location | !

Database Name * Mnnﬁmmnm

Username ¥ isystem

Password * iesvee

DBA1 Name

DBA1 Tel

DBA1 Email

lEEA
]

Previous - Main Page

Next - Open Target Database |, [

&4 Local intranet
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Fike Edit View Favorites Tools Help

i

Qe - () (] [B) t Dsewer Sormones @rese @ 030

@ MY ACCOUNT 3% ABOUT IPLOCKS

¥ PRODUCT OVERVIEW

— Database _ Set Dafaults _ Set Policies _ Analysis — Help _
= No database is Open Target Database
currently opened.
lick this link and
DIWI%PDRD o If Choose The Target Database
you don't have ; b
any database {db_oracle8_db2serv_0817
exist, please go to db_oracle9_boradd1_md9i
L New db_oracle8_dboral_cctest2
|db_oracle8_ipora8_ip8i =
db_oracle8_ipora8_orack
db_oracle8_ipora8_otest
- 1db_oracle8_ipora8_ora8db
db_oracled_sonyfrv27_wani
x db_oracle7_ora7_dmdb
1db_oracle7_ora7_emdb
= db_oracle8_sunv100
» Database Guard 10nen
Schedule Setting
" i 4 /_ Previous - Create New Database Connection Next - Module Schedule Sétting |
2) Applet com.iplocks.dss.graphs.dqpgraph. DistributionChar tApplet started N Local ntranet

€C/i1



yiew Favorites Tools Help

@?9 R &u .m_\u v \U search ¢ Favorites 4 Meda )

User Behavior Monitor

1]

r Behavior

@ cctest2 @

& Policies

= Analysis

® Al M

®  Data Summary

®  Current Sessions

®  Audit Managemen
Module Learn Schedule
Setting
Module Guard Schedule

€ wmvy account

Setting LJ
Database Learn Schedul

Setting
atabase Guard

Schedule Setting
Default Email Settings

Set Timer Schedule
Interval

Hours: T W
Minutes: ms.éz o
Seconds: “‘ma 11111111111 «.A“

Time to start scanning .

@ When Running
O:...!_.Lm\ .Tm‘oo w,ms._ (w

* To set timer schedule, you must click Set Timer button.

Scan Time

[Add Schedule]

8.4 Local intranet

200530805

gelch
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Edit Viea Favorites Tools Help m«u
Back ~
s | 8] http://dasd 2650 plocks fubmjsp/dbguarchome. jsp iR s »

@ wuyAccount  iY ABOUT IPLOCKS &

User Behavior
Monitor Module Default Email Settings

2 (Dcctest2 @

8 Polic From this page you can manage the list of email receivers for the DSAS server. You should set the SMTP
= roliaes Host to your email server, and set the sender email address (will appear in the "From" section of alert

; - emails). To add a new receiver, click the "Add Receiver” link and enter information for that receiver, clicking
the "Save” button to finalize your changes. To delete or modify a receiver, select that receiver by clicking
on the receiver name and clicking "Delete Selected” or "Madify Selected”. To select the default receivers,
Set Default Receivers”.

”

check the receivers who will get messages by default and click

= Analysis
®  Alert Messages
®  Data Summary e
s  Current Session

B

@iplocks.com

35

Email naznm Show All Groups | [Add Group] [Delete Group] [Rename Group]
Deta R dd

Wani Tang {(wtang@iplocks.com)

« Database Learn Schedule
Setti

» Database Guard
Schedule Setting

Default Email Settin

/_ Previous - Database Guard Schedule Setting _ Next - Object Policies | \

l.% Local intranet

% oD B

€aEl
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Fle Edit

CE

View Favorites Tools Help

v i

DB e G s @) 3

<32 | €] by asd2650/ locks b s oguardheme

-,

@ MY ACCOUNT %% ABOUT IPLOCKS =" PRODUCT OVERVIEW . DOCUMENTATION

= Connection Name g Enabled & Disabled =9 Default Receivers @ Item Specific Receivers
~ \User Behavior Default Learn Schedule m Item Specific Learn Schedule
“ Monitor Modul cctest2
m Default Guard Schedule m Item Specific Guard Schedule
B @cctest2 @ . .
8 Poli Add Object Policies Guard item
o= oicies
Enter information about this guarded item in the tabs below.
] X v T SgRus T
Item Settings _>nnmmm Violation Settings _ Access Frequency mmnn_:om_
]
- Select a table to guard. Schema: M HR v ”
2 Analysis BONUS
DEPT
®  Alert Messages DUMMY
®* Data Summary EMP
A SALGRADE
®  Current Sessions
]
- -
» Database Learn Schedule
Setting
« Database Guard
]
- B [0
HWu Done F% Local intranet

% LW

€civl
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/2 IPLocks User Behavior Monitor - Microsoft Internet Explorer
Fle Edit Vew Favorites Tools Help

Qe - ()

& ,& \w»“d \\u Search nm.uz.mo«.o%nm &I_&n&m @ m.mW4 pwﬁ~

IPLOCKS

User Behavior Monitor

« User Behavior
LZ itor M |

2 @cctest2 B

& Policies

- ata [

« Module Guard Schedule
Setting

i+ ]

sitoress | @] htt:/dasd2650 plocksjubm pfdoguerdrome Jio_

€ vy account

¥ ABOUT IPLOCKS

Leeste Default Guard Schedule m Item Specific Guard Schedule
Current Object Policies Guarded Items
B Select  Status Guarded Item Description Schedule Receivers Severity
Add Object Policies Guard item
Enter information about this guarded item in the tabs below.
Item Settings _ Access Violation Settings | Access Frequency Settings
Rule Description
N Alert any failad attempt to read selectad object
! Security Violation vithout proper permission
- Alert any successful read to selected object by
a Suspicious OS User invalid CS users
- Alert any successful read to selected object by
a Suspicious Database User invalid database users
. Alert any successful read to selected object from
D Suspicious Location invalid client systems
" Alert any successful read to selected objact vith
‘ “:__zn_a Dimension Object invalid combination of attributes {OS user,
ule Location and D8 User)
[«

84 Local Intranet

6F g

€¢/S)
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lack ~

Edit Yew Favorites Tools Help

L E @ -J \, ) Search f ¢ Favorites &'Z&E &w «:w

P TS e Seimsiiiommeioniion

< |&] htp: Eaa

RS»%%?S?&&?&QSR 0

0 MY ACCOUNT +¥ ABOUT IPLOCKS “w PRODUCT OVERVIEW

B oocumentatiONn Locour

iR unks

(=] settings and status from this page. [
Osnncnnn £)
£F Enabled Disabled mv Default Receivers FAP Item Specific Receivers
. Add ozmoﬂ 1o=o.mm Guard item
2 Policies
Enter information about this guarded item in the tabs below.
Item mm&:om_ Access Violation Settings _>onmmm m_‘ma:m:vamna.:om_
Database User: w 0S User:
WANI v ‘Aad _
tocations [WLNUK___|
Database User » i Excluded
CCHEN IPLOCKS/CCHEN (] [Delete]
WANI IPLOCKS/WTANG WLINUX D [Delete]
-
Setting
Database Guard o
Schedule Setting
Default Email Setti
- BB | o
l.u.w Local intranet

% 6G g

€¢/91
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File  Edit

™N T
O
< Nl

Yien Favorites Tools Help

X1 B W S

,_ Search

g Favorites @8 Meda €2 63~ u«v e

poo—

ess | 48] http:dasd2650fiplocks fubm/jsp

B (®cctest2 &

= Policies

L] ssage

1]

dome o

@ mvy accounT +F

LLedLL

ABOUT IPLOCKS &

&,

PRODUCT OVERVIEW

_ m Default Guard Schedule m Item Specific Guard Schedule

(,-9

. DOCUMENTATION

Current Object Policies Guarded Items

B sclect Status Guarded Item Description

Add Object Policies Guard item

Enter information about this guarded item in the tabs below.

Item Settings | Access Violation Settings| Access Frequency Settings |

3] Time Violation

Schedule Receivers

Severity

Rule Description

Alert excessive read to
selected object vithin 24HR
time slot

Threshold Percentile

Edit

D OSUser and Time Violation

Alert excessive read to
salacted objact vithin 24HR
time slot grouped by
OSUsers

O DB User and Time Violation

Alart excessive read to
selected object vithin 24HR
time slot grouped by DB User

O Terminal and Time Violation

Alert excessive read to
salectad object vithin 24HR
time slot grouped by
Terminal

] Multiple Dimension Object Rule

Alert axcessive read to
selected object vithin 24HR
time slot grouped by a
combination of attributes
{OS User, Terminal and DB
User)

tinks ®

[

Kl

=

rwm Local intranet

% oH B

€alLL
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Fle Edt View Favorites Tooks Hebp ar

Qs+ ) [ % Do e @ @ (30 5 T3 [

agiress | 8] https/jdasd2650fiplocks/ubmfisp/dbguardhome.jsp

tinks >

.

S B oocumentation

@ MY ACCOUNT 3¥ ABOUT IPLOCKS

Ew}mwc.uuwo, | Set Defaults [ Set Policies | Analysis | Haeip || dasd2650 Status

]

Status

The following database is opened: cctest2

= Policies
®  Object Palicies Database Server Name(IP): 192.168.1.167:1521 Database Name: cctest2
®  User Policies DSAS Host Name: dasd2650 Database Connection Name: cctest2
. sion Policies User Behavior Check is running.
=2 Analysis
= Ale

User Behavior Check [V] Yes

®  Data Summary
. * To start/stop security check/uncheck

®  Current Sessions the boxes and click update button.

& Drilldown Analvsis

®  Audit Management

J Previous - Session Policies | Next-Alert Messages |

w Database Learn Schedule

Setting
« Database Guard
Schedule Setting
& Default Email §

\mwu Done fw Local intranet

% o

€ai8l
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| File Edit Yiew Insert Format Tools Actions Help

m QoReply | fReply to Al | 4B Forward | &

Subject: cautionary UBM alert raised from cctest2 (Object Policies:HR ,EMP)

From: dssadmin@iplocks.com Sent:
To: Wani Tang
Ce:

Fri 1/23/2004 2:11PM

Brief Description:

Alarm ID: 1,782

Severity: cautionary

Violated Policy: Object Policies

Guarded Item: HR EMP

Alarm Generated Time: 2004-01-23 14:24:22

Application: UBM@dasd2650:80

Database: CCTEST2/2192.168.1.166:1521
Detailed Description:

Database object HR EMP is accessed by DB user WANT at 1/23/04 2:11 PM with suspicious attribute combination:
Terminal=CKDESKTOP, OS User=I[PLOCKS\CKCHOU and DB User=WANI

To update alarm status use the link:-Update Status

Z oW

£aiol
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Fie Edit Yiew Favorites Tools Help

- X)) Bl T POsearch Slpravoites @Prede €3 (03

S |

sgiress | ] htps/fdasd2630/plocksfubmisp/doguarchome ssp

»

Links

2.

@ WY ACCOUNT %% ABOUT IPLOCKS % PRODUCTY OVERVIEW

csnucuwﬂ,;_:wv,m Defaults _ Set Policies _ Analysis _ Help _

1]
0]

m Jser Behavior
“ Monitor Modul

Alert Messages

Below is a list of the alert messages currently being tracked by User Behavior Monitor. You can click on
violsted rules to drill down for further details. You can also delete any alerts that have been resolved. A
permanent copy exists in the DSAS system, s0 you can always retrieve old alerts using the Report
Generator, even if you delete it from this screen.

&  Analysis object HR.EMP is accessed by DB user WANI at 1/23/04 2:11 PM with
] Alarm 1D: 1,6 suspicious attribute combination:
sl [0 ttem: SCOTT: Terminal=CKDESKTOP, OS User=1PLOCK5\CKCHOU and DB User=WANI
UBM@dasd26!
®  Data Summary
Alarm 1D: ?m“» .
®  Current Sessions O mmﬂﬁ«w..n.w,_u.m.. Thide |
Alarm 1D: 1,6
O  1tem: want: ¢«
UBM@dasd26:
Alarm 1D: 1,7¢
. D Item: HR.EMP
UBM@dasd26!
] Alarm 1D 1,7¢
[0 ttem: wann 2
.
« Database Learn Schedule .CmZ@aun&wm...
Settin Alarm :MH 1,7
Guarded Iter
- tabase Guard O [CEC, L
Schedule Setting [Delete] [Delete All]
] m ' .

m@u Applet com.iplocks.dss.graphs.dagpgr aph. DistributionChar tApplet started : l% Local intranet

£ K m|

€¢/0¢
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Fle Edt VYew Favorites Tools Help ar
8 - ry ) e
Qe - ) [x] [B] @ ) sewch g rovories @vede €D (-
Agcrecs | @] hitp: /fdasd 2650/iplocks ubmjjsp/dbguardhome.jsp Links >
—1—.=ﬂ=m PRODUCT OVERVIEW DOCUMENTATION
User Behavior Monitor — E Database _ Set Uam-:na~ mo u.uo:n_.-n— ):-.& u_ In_n~ dasd2650 Status =
- er vior ,
~ Monitor Module . .
33_; LHe Object Policies Data Summary for guarded item:
8 (Dcctest2 @ SCOTT.EMP
= Policies . : . . .
From this screen you can see a histogram of average user accesses per hour. By selecting various filters
. from the 'Filters’ section, you can restrict the activity being viewed to just accesses by a specific database
- user, OS user, or terminal, or any combination of those attributes.
]
2 Analysis
®  Alert Messages Database User SYSTEM v
®  Data Summary OS User IPLOCKS v
®  Current Sessions Terminal All v
-
*  Audi 9 U A v n
verage User Accesses Per Hou
« Module Learn Schedul TASReshateeRey e
Setting
« DModule Guard Schedule
Setting
« Database Learn Schedule
Settin
Patabase Guard
* Schedule Setting
- fault Email : 15 16 15 15 15 16 15 15 15 16 16 15 15 15 15
@ Applet com.iplocks. dss.graphs.dgpgraph. DistributionChartApplet started % Local intranet
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’ i i

@ MY ACCOQUNT »¥ _ABOUT IPLOCKS

IPLOCKS

_ Set Defaults | Reports | Help

Preview Report Setting
Report Information

Report Name: ubm-cctest2

Date Generated: 2004-01-16 14:17:10
Applications: uBM

Database: cctest2

Number of Alarms Meeting Criteria: 5
* 7o sort column click on header,

. DOCUMENTATION

»

dasd2650 Status

Report Running:No

2003/12/19
11:32

! UBM nn»nmﬁw M User vo:n_ou nnxmz naczozwﬁ~ m:.o_‘ Corrected
m usM cctest2 SCOTT nwceo:mJ. Not Im:m_na
¢ UBM | cctest2 wm_wm_m” SCOTT no.._»_o:m_% zoﬂ Ia:a_na
UBM | cctestz | Object SCOTT.EMP | cautionary | Not Handled
|_Policies b
©usMm “ nnﬂamﬁw m wm_m_w__mm E>z~ cautionary >nx:o§aacoa

2003/12/19
11:33
2004/01/16
13:36 .
2004/01/16
13:54
2004/01/16
1

Informational

§

L [ Previous - Current Reports ]

Cautionary W.u Mxm:o.. m Z&o.. mw n&tnu_ -

Next - Status _ \

€4 Local intranet
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