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104 A SECOND PARTY GENERATES A SECOND KEY MATERIAL AND A KEY
UPDATING PARAMETER, AND GENERATES A SECOND KEY ACCORDING TO THE
KEY UPDATING PARAMETER AND A FIRST KEY MATERIAL

402 THE SECOND PARTY SENDS THE GENERATED SECOND KEY MATERIAL
AND THE KEY UPDATING PARAMETER TO A FIRST PARTY

403 THE FIRST PARTY GENERATES THE SECOND KEY ACCORDING TO THE KEY
UPDATING PARAMETER AND THE FIRST KEY MATERIAL

404 THE FIRST PARTY USES THE SECOND KEY TO PROTECT THE MEDIA
STREAM TO BE SENT

405 THE SECOND PARTY USES THE SECOND KEY OR A THIRD KEY GENERATED
ACCORDING TO THE SECOND KEY MATERIAL TO PROTECT THE MEDIA STREAM
TO BE SENT

(57) Abstract: Disclosed are a key negotiation method and
system for achieving end-to-end security. The method com-
prises: a second party generates a second key material and a
key updating parameter, and generates a second key accord-
ing to the key updating parameter and a first key material;
the second party sends the generated second key material
and the key updating parameter to a first party; the first party
generates the second key according to the key updating
parameter and the first key material; the first party uses the
second key to protect the media stream to be sent; and the
second party uses the second key or a third key generated
according to the second key material to protect the media
stream to be sent. The present invention ensures the end-to-
end media stream security, thereby avoiding the risk of dis-
closure of a key or a session.
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W EFITUNEY F—Tr, PITH—F7 e helE;, w7 Rgdetr T
WAEAH =T, PATH =77 692 heaRtE.

G LRAERARR T ERELEA T 5 R, %R aElE
G E T T F—T, PITH—F e helE, w7 R Lr T
AR A % =T, PATH =75 6 h hedRtk.

BARG, REPWFAWNE ZAALTACIEL ARG E, oo oF



10

15

20

25

WO 2012/174843 PCT/CN2011/085193

JRG25. "Fei 4R SRR 55. S ERIRGBAEAF =0 FTE e+ Ik
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Wit . VAT KB R 5 At o 56 19 F Fe i Lo ol 3 % F 6935 5 5%
ZARYL, P G A ] A S R, SRR 24T
St R

P SRR g A O R IR E e S B AR, AR
22y 69v e R L G0 1 L, STTURVA T A —: Eferd e 4545 (CFB,
Communication Forwarding Busy ). % 5 2-7% 7 4445 ( CFNR, Communication
Forwarding No Reply ). 4-#F{444# (CFU, Communication Forwarding
Unconditional ). 7+ A 444 (CFNRc¢, Communication Forwarding on
Subscriber Not Reachable ). K EMES*F ™ 454 (CFNL, Communication
Forwarding on Not Logged in) #2235 44 (CD, Communication Deflection )
g,

B 5 P A ARK O F5eM) — o) R S5 A K Ik B o5 vt vl 45
Bogrrik, AP ABRTEHAF B, AP BEAYHTFHEHLSE, FuLA
P CArdeise st ., Arfmld a2y, AP BELW T8 50
FRE . BEAFMGIF, UB-AASE—T, UB-CHEASE T, KI%E| 4%
e ol b6 BLAK @35V T H R

FH 501, UE-AARE™EH KL (4 F—FaAHA),

PH 502, UE-A &) IMS F %% £ 4f UE-B #9°F = 75K (INVITE ) % &,
Bbrd e KOH & F 5 £ 547 K.

F I 503, IMS W 4-35403] 69 INVITE 4 &45 4 3| UE-B FI B 6497 1 4%
R IR 25

FH 504, »Fo 454 5 R RS- 254 INVITE % &4 £%) UB-B., #H %
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Ay, Blhe: B P B ALY A REMF ST, T 504 Hk,

#3505, UE-B 224 647F v 4545 Ak S0 ik &

B 506, ¥4 R IRSG B @8 2 %4 K1 49 INVITE # &
iL IMS ML 4R P BIRE T 46458, £ ARSEH6) ¥ P UE-C.

H B 507, UE-C 4< 2| INVITE ¥ &5, FR4mbsh—/vbeddEds, Hd
HEF a8 T E4 Kl KieizoF o £ —A SDES 3535 22ty arf
»; UE-C AR %40 K2 (M4 F B9 REHAEH A4 PL, A
UE-C & F P1 #=l&3]¢4 K1 4 R #7 49 27 %4 KI'=KDF (K1, P1), £+
KDF 4 %404 %4k ( Key Derivation Function ), K1'4E% % =% 4A.

FH 508, UE-C F4 =] %470 K2 A= %40 L47 544 P1, A& KDF @44
200 OK 74 & ( R LM4H SDP Answer 49 SIP ¥ & ) Fi@if IMS M4&RH
et bR N RIRS 2%, AP, R Pl 2EAH K2, WHEFROE KA
KDF.

B IR 509~510, »F | 4645 5 A IR F5- 25 4% 200 OK 74 Kif i IMS W %434 15
4 UE-A.

BB 511, UE-A EIKE)Z0H &5 AT 27 %4 Kl A8 69 % 47 247
A% Pl, 1£8 KDF A & #7649 £ %40 KI'=KDF (KI, P1).

#3R 512, UE-A #= UB-C & AL 3|35 & 2 09 hn AR REAE, UE-A
128 K1 A UE-A & % UE-C 6948487, UE-C T £ A K1'*f UE-A &
HAHHOREATAE S, UE-C 128 K2 (AR S —FAMHEA S =
58 ) BRI UE-C £4 UE-A #934KA, UE-A TTA4E K2 5t UE-C
KR WA REATIR R .

UE-A #= UB-C 5T vA 3948 ] KPR AP H = 18] & & e3R8, UB-C =T »A
128 K134 UE-A &K% 648K R AT %, UB-A T A2 A K1'4F UE-C R iE
IR AR AT IR R
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49535 %, UE-B #n UB-C ¥ Ak K £ 290934545 0k 55, RARTEMEEA 3
UE-D. AAKEH#BIF, UE-AMEHFE—F, UE-DAEAF =7, SEIsk2|%
v v 4545 AR 3504 T F IR

P 601~606 #9481 5 F 3R 501~506 49 RVEARR . H 9, FIK 606 4
HTik, XG5 P ELHGFIEBLSML, WwRILEMTEH LS,
W] B 606 4 9%

BB 607, UE-C 497F 4645 b Sl Ak & .

BB 608, vF 46450 MRS @8 2 %40 K1 49 INVITE 4 &

if IMS M4 K 40 P CIREegvd 4675545, £ K564 77 UE-D.

FH 609, UE-D #£2| INVITE 4 &5, dH & ¥ ase) %4 Kl

(VEAH % —FEAMH) K4eiZod | Z—A SDES #3|3%%e e xavte;
UE-D A& S 41 K2 (14 % = F 444t ) Fo 4 241 240 P1, B UE-D
AT Pl A E) 69 K1 AR H 49 £ %40 KI'=KDF (K1, P1), KI"FAh % =
4,

3% 610, UE-D ¥4&™ %47 K2 #2540 247 544 P1, vA& KDF &%
F£ 200 OK 7 & ( R HE-A4A SDP Answer # SIP 74 & ) F:@iL IMS W 44
et el A AR G35, b, R PlLik#EAH K2, MEEFREAS K
#= KDF.

B 611~612, »F 14645 15 I IR 5284 200 OK 74 &8 if IMS M 4534 15
¢ UE-A.

P IR 613, UE-A IE 204 &R T 2= %4 K1 A5 69 % 40 £47
A4 Pl, 1£8 KDF 4 s 49 £ %4 K1'=KDF (K1, P1).
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W 614, UE-A F= UE-D # 7423 3| 3% 2 A0 n BHARAEAE, UE-A
128 K14 A UE-A X % UE-D #9384KR, UE-D Tz A K15t UE-A &
E AR ABATAER; UE-D 128 K2 (BP A% % —FAMMES $ =%
58 ) BRI UE-D £ % UE-A #9344, UEB-A TTA4EH K2 &F UE-D
B EIEROR AT IR R

UE-A #2 UE-D &5 VA4 ) K1PRa? L 18] X E 698K IR, UE-D +T 1A
128 K134 UB-A &2 98K REATHE %, UB-A 7T A& A K13t UE-D & i%
BRI SEAT R R

B 7 PTm A RK B 5565 Z 65 Bon 2 a4 X, PR F B &Y
ToXrgs b4, KA F A H 7 BA, A F B FT3A 49 UE-BI. UE-B2
2 36 B B AR, ARIRIZ 566 UB-B2 s mA A, EREHG) T,
UE-AYEA % —7 , UE-Bl. UE-B2¥EA % =7, SEI%HE| %2 avd»4EH
HAK 0,354 T 5Bk

B 701, UE-A A RE™FHA KL (HEHFE—F4AHH).

HH 702, UE-A ) IMS W& & % 4F UE-B #9°F 5 K (INVITE ) 74 &,
Hosbrd ol 35 K &R 35 H £ 4 KL,

BB 703, IMS W4&HJ 349 INVITE 3§ 845 % 5| UE-B FT B 645 L%
™ 5L R4 35

BB 704, 5% i AR 424 INVITE ¥ 8.4 £ 5] UE-B1. UE-B2,
B e H 3R 7052 A= 705b HIF, 45 eF m AR 45 K% 64 K1 49 SDP
Offer #4 SIP 7 €4 UE-Bl. UE-B2.

H 3 706a, UE-B1 4<2] INVITE 4 &5, diE &+ e8-e9 £ %4 Kl
HhFaigr v = —A SDES 3% 354 4449 247 »]; UE-Bl £ R 4E™ %47 K2

(14 % A ) 40 247 540 P1, H UB-B1 & Pl =349 K1
A R4 £ 4 K,=KDF (K1, Pl), EF KDF % %44 K54 (Key
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Derivation Function ), K, 7 UE-Bl 5 UE-A X 8] &) % —%4H.

B 707a, UE-B1 ¥4k ™| %47 K2 Fo %47 £.47 544 P1, YA KDF &4
F£ SDP Answer 4 & 38 1T IMS P48 = 4003w 4645 5 B IR 525, o, 4=
R Pl ##FH K2, WIE &P R @4 K2 F= KDF,

W 708a~709a, X *F™] ARG B K2 0E L L IMS M4&BRE L
UE-A.

B IR 710a, UE-A M E]% 04 &5 L F 27 %4 K1 AL 8] 69 % 47 247
A4 Pl, 128 KDF & #7492 %47 K,=KDF (K1, P1),

BB 706b-709b, UE-B2 A s K3 (¥AHH —%4M#) 4= P2, 125
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