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(57) Abstract: The present invention improves stability in power supply. An incident response system 1 comprises a
memory 4 and a CPU 3. The CPU functions as an intrusion detection unit 51, a suspected component extraction unit
52, a degeneration plan devising unit 53, an outage evaluation unit 54, and a restoration instruction unit 56 by executing
a program. The intrusion detection unit detects a damaged component in which a security incident has occurred. The
suspected component extraction unit extracts a suspected component having a log from the damaged component. The
degeneration plan devising unit devises a degeneration plan for subjecting a suspected subordinate component that is
subordinate to the suspected component to a degeneration operation. The outage failure evaluation unit calculates an
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outage load amount and an outage time of the suspected component for when the suspected subordinate component is
subjected to the degeneration operation on the basis of the degeneration plan, and evaluates the effect of an outage on
a power grid. The restoration instruction unit instructs restoration of the suspected subordinate component that has been
subjected to the degeneration operation on the basis of the degeneration plan.
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