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(57) ABSTRACT 
Systems and methods for automatically capturing, uploading, 
and publishing content are disclosed. An example method 
includes controlling, from a first computing device located at 
a first site, a second device located at the first site in accor 
dance with a command issued by a user to a third computing 
device located at a second site; when the user is currently 
logged-on to a user interface associated with the third com 
puting device, polling the third computing device for com 
mands at a first frequency; and when the user is not currently 
logged-on to the user interface associated with the third com 
puting device, polling the third computing device for com 
mands at a second frequency less frequent than the first fre 
quency. 
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AUTOMATED UPLOAD OF CONTENT BASED 
ON CAPTURED EVENT 

RELATED APPLICATIONS 

0001. This patentarises from a continuation of U.S. patent 
application Ser. No. 12/768,597, filed Apr. 27, 2010, now 
U.S. Pat No. , which is a continuation of U.S. patent 
application Ser. No. 09/775,882, filed Feb. 2, 2001, now U.S. 
Pat. No. 7,734,724, which claims the benefit of U.S. Provi 
sional Patent Application Ser. No. 60/230.305, filed Sep. 6, 
2000, and U.S. Provisional Patent Application Ser. No. 
60/247,183, filed Nov. 10, 2000. U.S. patent application Ser. 
No. 12/768,597, U.S. patent application Ser. No. 09/775,882, 
U.S. Provisional Patent Application Ser. No. 60/230.305, and 
U.S. Provisional Patent Application Ser. No. 60/247,183 are 
hereby incorporated by reference herein in their entireties. 

BACKGROUND OF THE INVENTION 

0002 This invention relates to systems and methods for 
uploading captured content to a remote site. More particu 
larly, this invention relates to systems and methods for cap 
turing content in response to events and publishing the con 
tentata remote site where it is accessible through a registered 
user account. 

0003 Systems exist for allowing users to capture content 
and provide it to a remote system. For example, it is common 
today for people to take pictures with digital cameras and 
provide the pictures to their friends via e-mail. Even this 
common operation can prove difficult to Some users because 
of the complexity of the steps involved. For example, users 
first take a picture with a digital camera. The user must then 
upload the picture to their personal computer in a particular 
media format, launch an e-mail program, and generate a 
message with the intended recipient’s correct address. The 
user then must locate the file, attach it to the e-mail, and send 
the e-mail. 
0004. Other schemes for providing locally captured con 
tent to a remote system can involve additional steps and 
complexity. Take for example, an approach for allowing 
people to post pictures or other locally-captured content to a 
web site. After a user e-mails a picture to the web site, a 
system administrator opens the email, accesses the attached 
media, performs any required formatting of the media in 
order to comply with the display environment of the web site, 
and the media may then be published to the web site. After the 
content is published to the web site, users may access the 
publicly accessible content using a web browser. 
0005. Approaches may become even more cumbersome to 
users when, for example, content is captured for users inde 
pendent of their activity. Thus, it may be desirable to auto 
mate, and perhaps simplify, the capturing and publishing of 
COntent. 

0006 Whether or not automated, it may be desirable to 
publish locally captured content for remote access in other 
situations. For example, some modems allow users to set up 
Voice-mailboxes for recording incoming messages. The mes 
sages are recorded in response to events (i.e., incoming calls). 
Users must, however, call into the voice-mailboxes to retrieve 
their messages. When the line is busy or when a failure 
occurs. Such as when a user's personal computer loses power, 
the user cannot access his or her messages. Thus, for reliabil 
ity, accessibility, or other reasons, it may be desirable to 
provide systems and methods for publishing content, which 
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may be captured automatically or in response to user activity, 
on a remote system for access by the user. 
0007. It is therefore an object of the present invention to 
provide systems and methods for capturing content and pub 
lishing the content on a remote system. The capturing of the 
content, publishing of the content, or both, may be automated. 

SUMMARY OF THE INVENTION 

0008. This and other objects of the invention are accom 
plished in accordance with the principles of the present inven 
tion by providing systems and methods for automatically 
capturing content, uploading the content to a remote site, 
associating the content with a user, and publishing content for 
access by a user. Various features in accordance with some 
embodiments of the present invention are described, for 
example in Rezvani et al. U.S. provisional patent application 
Ser. No. 06/247,183, filed Nov. 10, 2000, which is hereby 
incorporated by reference herein in its entirety. 
0009. The present invention may provide users with 
opportunities to access content published on one or more 
remote sites, such as one or more web servers, X windows 
servers, or other remote computes Suitable for providing 
access to captured content. The published content may have 
been captured by one or more devices associated with the 
user's client system. The client system may include one or 
more monitoring modules that include processes for obtain 
ing content from the devices. The devices may capture con 
tent in accordance with user commands, or may be triggered 
to capture content in response to events. For example, sensors 
may sense environmental conditions and trigger associated 
devices to capture content. In other Suitable approaches, the 
devices may capture content continuously or periodically. 
0010. In some embodiments of the present invention, 
uploaded content may be published and associated with one 
or more user accounts, thereby establishing an affinity 
between the users associated with the account and the client 
system, monitoring module, or capture device. For example, 
the uploaded content may be associated with a single user 
account of a particular user. That user may give other users 
access to his or her account. In another Suitable approach, 
content may be published to the accounts of multiple users for 
each user's access. Any other Suitable approach may be used. 
In some embodiments of the present invention, content may 
be captured and uploaded to the remote site without using 
persistent storage in the client system. For example, content 
may be captured by a device, directly uploaded by the client 
system to the remote system, published using a web page 
Script, and then stored for user access. In some embodiments, 
content may be persistently stored as the exclusive way of 
capturing and transmitting content. Still other embodiments 
may capture and automatically transmit content without per 
sistently storing the content, and persistently store the content 
as a backup in case of a transmission failure. 
0011 Content may be wrapped with metadata that 
instructs the remote site how and what to do with the captured 
content. The metadata may also include an indication of a 
user, the device that captured the data, an associated moni 
toring module, or any other aspect of the client system. The 
remote system may associate the captured content with the 
user or the user's account based on the metadata. 
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BRIEF DESCRIPTION OF THE DRAWINGS 

0012. Further features of the invention, its nature, and 
various advantages will be more apparent from the accompa 
nying drawings and the following detailed description of the 
preferred embodiments: 
0013 FIG. 1 is an illustrative schematic block diagram of 
an upload system architecture in accordance with an embodi 
ment of the present invention. 
0014 FIG. 2 is a schematic block diagram of the compo 
nents of the illustrative upload system of FIG.1 in accordance 
with an embodiment of the present invention. 
0015 FIG. 3 is a schematic block diagram of the compo 
nents of the illustrative upload system of FIG.1 in accordance 
with an embodiment of the present invention. 
0016 FIGS. 4a and 4b are flowcharts of illustrative steps 
involved in capturing, uploading, and publishing event data in 
accordance with an embodiment of the present invention. 
0017 FIG. 5 is a flowchart of illustrative steps involved in 
executing commands to registered devices from a remote 
location in accordance with an embodiment of the present 
invention. 

0018 FIG. 6 is a flow chart of illustrative steps involved in 
the automatic upload of automatically captured content in 
accordance with an embodiment of the present invention. 
0019 FIG. 7 is a flowchart of illustrative steps involved in 
allowing users to access content published to a user account in 
accordance with an embodiment of the present invention. 
0020 FIG. 8 is a flowchart of illustrative steps involved in 
capturing content and publishing it with a user associated 
account in accordance with an embodiment of the present 
invention. 

0021 FIG. 9 shows an illustrative display screen for 
allowing a user to log into a registered account in accordance 
with an embodiment of the present invention. 
0022 FIG. 10 shows an illustrative display screen for 
allowing a user to access a control panel listing registered 
devices in accordance with an embodiment of the present 
invention. 

0023 FIG. 11 shows an illustrative display screen for 
allowing a user to access a control panel for setting notifica 
tions inaccordance with an embodiment of the present inven 
tion. 

0024 FIG. 12 shows an illustrative display screen for 
allowing a user to access a message board to view events in 
accordance with an embodiment of the present invention. 
0025 FIG. 13 shows an illustrative display of user options 
in accordance with an embodiment of the present invention. 
0026 FIG. 14 shows an illustrative display for providing a 
user with an opportunity to locally capture content in accor 
dance with an embodiment of the present invention. 
0027 FIG. 15 shows an illustrative display for indicating 
detected devices in accordance with an embodiment of the 
present invention. 
0028 FIG. 16-18 show illustrative image gallery displays 
of content in accordance with an embodiment of the present 
invention. 

0029 FIG. 19 shows an illustrative display for providing 
users with access to uploaded content in accordance with an 
embodiment of the present invention. 
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DETAILED DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 

0030 FIG. 1 shows an illustrative system 10 in accordance 
with the present invention. For purposes of clarity, and not by 
way of limitation, an illustrative client-server based embodi 
ment of the present invention is herein described, but any 
suitable peer-to-peer or other distributed approach may be 
used. System 10 may include an installation 12 and a remote 
site 14 that may be linked via a communications network 16. 
In practice, there may be more than one remote site 14 and 
installation 12, but only one each is shown to avoid over 
complicating the drawing. Remote site 14 may be any Suit 
able remote site that may include equipment Such as, for 
example, one or more servers, mainframes, personal comput 
ers, or any other suitable computer-based equipment. Remote 
site 14 may include a network of suitable computers that may 
be interconnected in any Suitable way, Such as, for example, 
through a local area network, wide area network, telephone 
network, cable television network, Intranet, Internet, or any 
other suitable wired or wireless communications network. 
0031 Communications network 16 may be any suitable 
communications network, Such as, for example, a local area 
network, wide area network, telephone network, cable tele 
vision network, Intranet, Internet, or any other suitable wired 
or wireless communications network. Some Suitable wireless 
communications networks may be global system for mobile 
communications (GSM), time-division multiple access 
(TDMA), code-division multiple access (CDMA), Blue 
tooth, or any other suitable wireless communication net 
works. Installation 12 and remote site 14 may communicate 
over communications network 16 using any Suitable protocol 
or protocol stack. For example, installation 12 and remote site 
14 may communicate via a transmission control protocol/ 
Internet protocol (TCP/IP) environment using, for example, 
IP version 4 or IP version 6 (that supports 128-bit network 
addressing) and a hypertext transfer protocol (HTTP). In 
another approach, universal plug and play (UPnP) technology 
may be used to allow communication between installation 12 
and remote site 14. Any suitable request-response type of 
protocol and Socket-based packet transport stack, or Suitable 
peer-to-peer communications approach may be used as 
desired. 
0032. Installation 12 and remote site 14 may communicate 
using any Suitable communications. Communications may 
include, for example, commands, requests, messages, remote 
procedure calls (e.g., using a proxy-stub pair), or any other 
Suitable client-server or peer-to-peer communication. Com 
munications may also involve, for example, complex com 
munications between application constructs running on 
installation 12 and remote site 14. Objects running on the 
client and server may, for example, communicate using an 
Object Request Broker (ORB). Transmitted information may, 
for example, be encapsulated as COM objects or Javabeans 
and persisted to files that are transmitted over a remote access 
link. In another Suitable approach, access communications 
may include hypertext markup language (HTML) formatted 
markup language documents (e.g., Web pages), that are 
exchanged between installation 12 and remote site 14 via ISP 
23 and communications link 16. For example, communica 
tions may consist of a series of HTTP posts and responses in 
which the parameters for the transmissions may be sent as 
name/value pairs in the normal post method. In order to 
achieve the result of transmitting multiple commands in a 
single command string, numbered commands may be parsed 
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out and executed at remote site 14. Remote site 14 may be 
responsible for parsing the command string into individual 
commands and executing each of those commands. To parse 
the commands, remote site 14 may, for example, utilize a 
Script language and interpreter Such as Personal Home Page 
Tools (PHP) which is embedded within a Web page along 
with its Hypertext Markup Language (HTML). For example, 
before a page is sent to the requesting user, the Web server 
may call PHP to interpret and perform the operations called 
for. Other similar technologies may also be utilized such as 
JavaScript, Microsoft's VBScript, or any other applicable 
script interpreter. If desired, any other suitable client-server or 
peer-to-peer based approach may be used. 
0033. Installation 12 may be operated by a local user. 
Installation 12 may include one or more nodes. For purposes 
of illustration, FIG. 1 illustrates an approach having two 
nodes, first user node 18 and second user node 20. It should be 
understood that nodes 18 and 20 may be located at a single 
location, Such as the user's main residence. If desired, nodes 
may be located across more than one location. For example, 
one node may be in a user's main residence and another at the 
user's vacation house. If desired, nodes of an installation may 
be associated with more than one user account. 

0034. In one embodiment of the present invention, user 
node 18 may include a client device 22 that may be connected 
to communications network 16. In Internet-based 
approaches, such as, for example, in the embodiment shown 
in FIG. 1, client device 22 may be connected to the Internet 
via an Internet service provider (ISP) 23. Client device 22 
may be any device Suitable for communicating with remote 
site 14 via communications network 16. For example, client 
device 22 may be a computer, a personal digital assistant 
(PDA), a terminal, a set-top box, or any other suitable device 
that provides access to remote site 14 via communications 
network 16. Client device 22 may include, for example, an 
Internet browser application 26 that may be used to access 
web pages via communications network 16. In other Suitable 
approaches, client device 22 may run a client application that 
provides locally generated displays propagated with a format 
obtained using any Suitable client-server or peer-to-peer 
scheme. 

0035) Client device 22 may communicate with ISP 23 or 
directly with communications network 16 using any Suitable 
communications link. For example, the link may include a 
telephone dial-up link, digital subscriber line (DSL), a cable 
modem link (e.g., a data over cable service interface specifi 
cation (DOCSIS) link), a satellite link, a computer network 
link (e.g., Ethernet link, T1 line, etc.) or any other suitable 
communications link or combination of communications 
links. 

0036 Remote site 14 may include one or more servers 
such as, for example, web server 46 and database server 48. 
Database server 48 may maintain database 58. In other suit 
able approaches, such as non-Internet based approaches, 
remote site 14 may include an application server and any 
other suitable server or combination of servers. As herein 
used, the term "server' is not limited to a distinct piece of 
computing hardware or storage hardware, but may also be a 
Software application or a combination of hardware and Soft 
ware. For example, one computer may have software that 
enables the computer to act as both a web server and as a 
database server. 

0037. In some suitable approaches, remote site 14 may 
provide displays or display definitions to client device 22. In 
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the Internet-based approach of FIG. 1, for example, web 
server 46 may generate static and dynamic web pages from 
data supplied by database server 48. Web page 47 may be 
viewed by a user using Internet browser 26 running on client 
device 22. 

0038 Software applications interfacing installation 12 
with remote site 14 may be created using any suitable plat 
form and/or software development tools. For example, Java 2 
Enterprise Edition, Javabeans, component object model 
(COM) based technologies (e.g., ActiveX, object linking and 
embedding (OLE), etc.), Javascript, Visual Basic, C, C++, 
Scripting languages, or any combination of these or other 
Suitable development tools may be used in creating the Soft 
ware interface between installation 12 and remote site 14 
(e.g., web-page interface). Any combination of these or other 
Suitable development tools may be used in preparing any 
other software modules or applications for use in any other 
suitable facet of the present invention. 
0039) Remote site 14 may function as the master control 
ler of the system shown in System 10. In addition, users may 
access the system shown in System 10 via any computer, 
monitoring module, or remote user access device linked to 
communications network 16. Remote user access devices 
(such as remote user access device 17 in FIG.1) may include, 
for example, personal digital assistants, cellular telephones, 
set-top boxes, personal computers, or any other Suitable 
device a user may use to access remote site 14 via communi 
cations network 14. 

0040 Monitoring modules 28 may serve as an interface 
between remote site 14 and at least one connected device 32. 
Monitoring modules 28 may be any suitable hardware, soft 
ware, or a combination thereof and may be included at any 
point within the system. For example, monitoring module 28 
may be a software application running on client device 22 or 
a separate piece of hardware that may be connected to client 
device 22 (as shown at node 18) or partially implemented as 
Software on client device 22 and a separate piece of hardware. 
In some embodiments, monitoring module 28 may be a stand 
alone appliance (as shown at node 20) connected to commu 
nications network 16, operating separately and independently 
from client device 22. Each monitoring module may be 
shipped with a model identification code, or with the capacity 
to generate Such a code, that may serve to identify each 
particular monitoring module’s model type. 
0041. One or more monitoring modules may be installed 
at one or more locations. Monitoring modules may be 
installed by the user (or any other suitable person) by, for 
example, connecting the modules to client device 22 that may 
communicate with remote site 14 over communications net 
work 16. The connection between the monitoring module and 
the client access device and between devices and the moni 
toring module may be in the form of a universal serial bus 
(USB) connection, parallel port connection, serial connection 
(e.g., RS-232), Firewire connection, any combination of 
these, or any other suitable type of connection. If desired, 
monitoring modules may be given the capability (e.g., pro 
cessing hardware, communications equipment, etc.) to com 
municate, via communications network 16, without the use of 
a client access device. Monitoring modules may link attached 
devices or appliances (e.g., sensors, cameras, microwaves, 
refrigerators, etc.) with remote site 14 via communications 
network 16. One or more monitoring modules 28 may pro 
vide data from attached devices and appliances to remote site 



US 2015/0012825 A1 

14 via communications network 16. The term “device as 
defined herein, shall include any suitable device or appliance. 
0042. At least one device 32 may be interfaced with and 
controlled by each monitoring module 28. Connections 
between monitoring module 28 and the various devices 32 
may be hardwired or wireless (e.g., using Bluetooth technol 
ogy). Devices 32 may encompass any suitable device capable 
of being controlled or mediated by an external controller. 
Such devices may include, but are not limited to, a camera 34. 
a radio 36, a smoke or fire detector 38, a contact sensor 40, and 
a light switch 41. Although not illustrated, other suitable 
devices may include, for example, various audio input and 
output devices, infrared devices and sensors, various visual 
displays, washers/driers, microwave ovens, cooking ranges, 
car alarms, plant watering devices, sprinklers, thermostats, 
carbon monoxide sensors, humidity sensors, water emersion 
sensors, radon sensors, temperature sensors, audio sensors, 
radiation sensors, rain gauges, video cassette recorders, radio 
tuners, or any other suitable device and the like. 
0043 Monitoring modules may register themselves, 
devices, or installations with remote site 14. Illustrative sys 
tems and methods for auto-registering devices with remote 
sites are described, for example, in Rezvani et al. U.S. patent 
application Ser. No. 09/709,688, filed Nov. 10, 2000, which is 
hereby incorporated by reference herein in its entirety. 
0044 One or more notification devices, such as pager 43, 
may also be incorporated into the system. As illustrated in 
FIG.1, pager 43 is in wireless communication with a wireless 
or cellular transmitter 44 associated with remote site 14. 
Other suitable notification devices include, for example, 
e-mail clients, wireless hand-held computers, wireless wear 
able computer units, automatic web notification via dynamic 
web content, telephone clients, voice mail clients, cellular 
telephones, instant messaging clients, and the like. 
0045 System 10 provides users with opportunities to 
remotely control and monitor devices 32 using remote user 
access devices 17 via communications network 16. In the 
example of FIG. 1, users may control devices 32 that are 
interfaced with monitoring modules 28 at node 18 and 
devices 32 interfaced with monitoring module 28 at node 20. 
In practice, there may be a single node, or more nodes, 
depending on, for example, the user's equipment, number of 
sites, or other Suitable parameters. In practice, a suitable 
system architecture and communications network 16 may 
allow users, or anyone that users permit, to readily monitor 
and control monitoring modules 28 from any location using 
any Suitable device that is capable of communicating with 
remote site 14 via communications network 16. 
0046. In another Suitable approach, users may access 
installation 12 using remote user access devices 17 without 
the use of remote site 14. For example, remote user access 
devices 17 may be used to communicate with monitoring 
modules 28 of installation 12 via communication network 16 
and ISP 23. If desired, two-way communications may be 
implemented using this approach. Remote user access device 
may access installation 12 using, for example, special IP 
addresses assigned to a particular monitoring module, node, 
installation, or any other suitable element of the installation. 
The use of IP addresses is merely illustrative. Any other 
Suitable addressing may be used to allow access to an instal 
lation from a remote used access device. 
0047. Devices 32 may be programmed at the installation in 
terms of how they respond to certain events (e.g., what does 
the camera do when the contact sensor is triggered?). Alter 
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natively, devices 32 may be programmed from a remote loca 
tion using remote user access device 17, for example. The 
programming may be stored in devices 32, monitoring mod 
ules 28, or at remote site 14. 
0048. The following examples of the uses of illustrative 
devices will illustrate the operation of the present invention. 
For example, contact sensor 40 of FIG.1 may be associated 
with the front door (not shown) of a remote location associ 
ated with second node 20. Contact sensor 40 may be config 
ured to trip whenever the front door is opened. Camera 34 is 
also positioned to view the front door location and may be 
programmed to take a digital picture whenever the sensor 
contact 40 is tripped. This picture may be transmitted over 
communications network 16 and stored in database server 48. 
When contact sensor 40 detects that the front door has been 
opened, an event notification or alarm trigger may be trans 
mitted by monitoring module 28 to database server 48. Data 
base server 48 may have been previously programmed to 
transmit a notification event to the user's pager, for example, 
via cellular transmitter 44. As the contact sensor is tripped, 
camera 34 may take a picture of the front door and may 
transmit that picture, via monitoring module 28 and commu 
nications network 16, to database server 48. The user, having 
been notified via pager 42, may now access the picture using 
web server 46 of remote site 14 via Internet browser 26. In this 
way, the user may determine who has entered the front door of 
his or her home. 
0049. As another example, system 10 may allow a user 
located at one node 18 a remote site to control a device at a 
second node 20. The user may contact web server 46 via, for 
example, Internet browser 26 of node 18 in order to access a 
database entry for light switch 41 of node 20. A virtual rep 
resentation of the light switch 41 may be made available to the 
user by web server 46 and may be manipulated by the user to 
remotely change the state of light Switch 41 and the connected 
lamp 42. For example, the system may allow the user to 
change the state of lamp 42 from being "off to being “on” by, 
for example, manipulating the virtual light Switch from web 
server 46 and a corresponding command would be placed in 
the queue of waiting commands on the server component. 
0050 Periodically, the controlling module or monitor 28 
may poll remote site 14 looking for waiting commands. Such 
as the change state command of light Switch 41. Thereafter, 
the command may be transmitted to monitoring module 28 
that would instruct the light switch to change from the “off 
state to the “on” state, thus turning on lamp 46. This change in 
state of lamp 46 may be viewed by an appropriately posi 
tioned camera, Such as camera 34, which would be used to 
visually monitor the remote location 20 to determine whether 
the command had been completed Successfully. If the com 
mand had not been Successfully completed, then an error 
message may be communicated to the user, using for 
example, the means specified by the user's notification pref 
erences or through any other Suitable means of communicat 
ing information to the user. 
0051 Referring now to FIG.2, monitoring module 28 may 
serve, for example, as a common connection point for one or 
more devices 32 at an installation 12 and as the interface 
between devices 32 and remote site 14 via communications 
network 16. Monitoring module 28 may, for example, serve 
as a translation and brokering agent between remote site 14 
and devices 32. 

0052. In one suitable embodiment, monitoring module 28 
may be software made up of multiple dynamically loaded 
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objects, or device descriptors 49, that may allow remote site 
14 to interface with the devices 32. The dynamically loaded 
device descriptors 49 may act as device drivers for devices 32, 
translating, in both directions, monitoring, command, and 
control data (i.e., via monitoring module 28) exchanged 
between devices 32 and remote site 14 via communications 
network 16. Each device descriptor 49 may also translate the 
signals received from monitoring module 28 into the specific 
electrical signals that are required to communicate with (both 
input and output) and control its associated device 32. Device 
descriptor 49 may be provided for each specific device 32 
when, for example, different devices 32 have different inter 
faces and require specific sets of electrical signals for their 
monitor and control. 
0053 Device descriptors 49 may include, for example, a 
manufacturer identification, product identification, and driver 
version number to allow a device to be referenced correctly. 
Once a new device 32 has been detected and is to be integrated 
into the system, monitoring module 28 may reference, down 
load, and run the appropriate drivers for the new device. 
0054. After loading a new descriptor 49, monitoring mod 
ule 28 may communicate with remote site 14 to determine 
whether the new device 32 has been previously catalogued. 
Monitoring module 28 may, for example, determine if agen 
eral description and a default state of device 32 exists at the 
remote site. When a device 32 has been catalogued then, for 
example, the default state and general parameters of device 32 
may be stored at remote site 14. A catalogued device 32 may 
eliminate the need to resend the general parameters and 
default state and monitoring module 28 may just communi 
cate the instance-specific parameters. When a device 32 is not 
already catalogued, monitoring module 28 may communicate 
its default state and Static parameters directly to remote site 
14. The communication from monitoring module 28 to 
remote site 14 may be done using name/value pairs using, for 
example, the normal HTTP post method discussed hereinbe 
fore. For example, a template document may be a static 
parameter of device 32. 
0055 A template is a layout document which can specify 
how components, actions, and indicators are to be laid out on 
the user's end display (e.g., user's web page 47 at remote site 
14). The template may exist anywhere on the system as either 
a static or dynamic parameter. For example, templates incor 
porating static parameters may exist as a static parameter 
inside the hardware of device 32, as a static parameter within 
the driver and setup during registration procedures, may be 
hard-coded into a remote server, or may be communicated 
through monitoring module 28 via the device drivers and 
stored on the user's account. Any other Suitable approach may 
be used. 
0056 Templates utilizing dynamic parameters may, for 
example, allow updates to be sent to the template while the 
driver and device are in an execution state. Furthermore, 
when incorporating dynamic parameters, templates may be 
downloaded from a remote location (e.g., from the manufac 
turer's server). The ability to download templates from the 
device manufacturer may permit the manufacturer to incor 
porate desired changes and/or new aspects in the device tem 
plate. 
0057 FIG. 3 further illustrates the relationship between 
devices, monitoring modules, and remote database server 48. 
FIG.3 shows five devices, 32,32a, 32b, 32c, 32d. In practice, 
there may be more or fewer devices within each installation. 
Each device may be interfaced to a monitoring module 28 via 
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a device descriptor or driver 49 (only one shown). Each 
device may include a customizable user interface 58 that may 
be viewable on remote user access device 17 over communi 
cations network 16. Interfaces 58 may include virtual repre 
sentations of the actual user interfaces of the devices. 

0058. In some embodiments, virtual representations may 
be stored on, for example, web server 46. Remote site 14 may 
use changes in device states to change the virtual representa 
tions of the devices with which the changed states are asso 
ciated. A virtual representation of a device, as previously 
described, may be either a text-based, symbol-based, or 
image-based representation of an actual device 32 from the 
installation as it appears to a user who accesses the remote site 
from a location remote to the installation using any Suitable 
remote user access device. For example, if the device is a light 
Switch, the corresponding virtual representation may be an 
indicator icon that may be either green or red. If the indicator 
icon is green, that may denote that the actual light Switch is in 
the “on” position. If the indicator is red, that may denote that 
the light switch is in the “off position. If, during a heartbeat 
operation, remote site 14 is informed that the state of the light 
switch changes from “on” to “off” then the virtual represen 
tation of the light Switch may change from being green to 
being red. 
0059 User interface 58 may include at least one resource. 
In the example of FIG.3, resources 60, 62, and 64 are shown. 
Resources may provide users with access to features specific 
to their associated device. For example, the device shown in 
FIG. 3 represents a videocassette recorder (VCR) having a 
recording setting resource 60, a channel selecting resource 
62, and a power selecting resource 64. Typical VCRs may 
have other operational resources, but the resources illustrated 
in FIG.3 are sufficient to illustrate the operation of the device. 
0060 Each resource 60, 62. 64 may include one or more 
display components. For example, the recording setting 
resource 60 includes a display component 70 and a series of 
pushbuttons 72, 74, 76, 78 which a user may use to activate 
the VCR's reverse, fast forward, stop, and play functions, 
respectively. The channel selecting resource 62 may include a 
pair of pushbuttons 82and83 that users may use, respectively, 
to activate up channel and down channel functions of the 
VCR. The power selecting resource 64 may include a toggle 
switch 80 that users may use to activate the VCR's power on 
and power off commands, and an LED indicator 81 that may 
indicate the power condition of the VCR. 
0061. Other suitable display components may include 
toggle buttons, radio buttons, absolute sliders, proportional 
sliders, edit fields, labels, images, video clips, streaming 
Video, streaming audio, multiselect list, time fields, date 
fields, or any other Suitable display components. Display 
components may act as status indicators. If desired, display 
components allow users to toggle settings or otherwise 
manipulate devices 32. For example toggle buttons may serve 
as indicators, showing, for example, whethera device is in the 
“on” position or in the “off position. Toggle buttons may 
allow users to change the state of a device, by, for example, 
turning a device on or off. Sliders may act as indicators by 
showing, for example, the percentage complete of a particular 
process a device may be performing (e.g., baking a cake), and 
may allow users to change the state of a device (e.g., changing 
the thermostat temperature). Edit fields may allow users to 
change textual representations of Suitable elements (e.g., 
naming a television show to be recorded by the show's name). 
Video, audio, images, or any other Suitable media-based com 
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ponents may act as indicators showing what the devices are 
sensing (e.g., images may be sensed by cameras, streaming 
Video may be sensed by camcorders, audio clips may be 
sensed by audio recorders, etc.). Date and time fields may act 
as indicators, by, for example, displaying what date and time 
a VCR is set to start recording. Date and time fields may allow 
users to set the date and time a VCR may start recording. 
Multiselect lists may act as indicators by, for example, listing 
all sound sensors that are detecting noise in the house. Mul 
tiselect lists may also be used, for example, to select some of 
a number of available sensors to turn on. 
0062) A virtual representation of each device 32.32a, 32b, 
32c, 32d may be stored as a record 94,94a, 94b,94c, 94d in 
the database of database server 48 of remote site 14. Each 
record may contain an entry for each resource and its associ 
ated components which make up the device. For example, 
record 94 for VCR device 32 may contain an entry 90,91,92 
for each resource 60, 62, and 64, respectively, and an entry 
90a, 90b, 90c, 90d, 91a,91b, 92a, and 92b for each compo 
nent 72, 74,76, 78, 82, 83, 80, and 81, respectively. In addi 
tion, a web page 47 may be generated by web server 46 by 
extracting the associated record for that device from database 
server 48 and creating a graphical, textual, tactile, aural, or 
other suitable user interface representation of that device that 
the user may access via, for example, Internet browser 26. 
0063. One of the functions that monitoring module 28 may 
serve is to persist the state of devices 32. This may be done, for 
example, to allow the real-time states of devices 32 to be 
stored, to communicate to remote site 14, or to allow for easy 
recovery from a system crash. 
0064. The stored state of devices 32 may also be used for 
maintaining a synchronized relationship between an installa 
tion 12 and remote site 14. In some embodiments of the 
present invention, remote site 14 and installation 12 may use 
polling and heartbeat mechanisms in order to synchronize 
state information between remote site 14 and installation 12. 
Polling may refer to a process whereby monitoring module 28 
obtains commands from remote site 14. The commands may 
reside, for example, in command queue 51. Commands may 
be accumulated at command queue 51 as a result of any 
suitable action by the user, by remote site 14, or by both. For 
example, a user may use a remote user access device to issue 
a command or a request to remote site 14 to cause a change in 
state of one of devices 32 (e.g., to turn a lamp on). Remote site 
14 may post the change in state command to a command 
queue 51. 
0065 Monitoring module 28 may communicate a request 
for pending commands to remote site 14. This request may be 
communicated periodically as part of the polling process. In 
response to the monitoring module’s request, remote site 14 
may provide one or more pending commands from command 
queue 51, and may notify monitoring module 28 of the num 
ber of remaining pending commands in command queue 51. 
Monitoring module 28 may then again communicate a 
request for pending commands. Remote site 14 may return 
more of the pending commands from command queue 51. 
This process may continue until command queue 51 at remote 
site 14 is empty. 
0066 Remote site 14 may provide commands to monitor 
ing module 28 using any Suitable algorithm. For example, 
remote site 14 may return commands using first-come, first 
serve, round robin, first-in, first-out, weighted prioritization, 
or any other Suitable algorithm. Remote site 14 may also 
proactively inform monitoring module 28that commands are 
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waiting in queue 51. Monitoring module 28 may then poll 
remote site 14 and retrieve commands from remote site 14 
until the queue is empty. 
0067 Commands issued on remote site 14 can be gener 
ated by the user while the user is logged on to web page 47 
provided by remote site 14. If a user is not logged onto web 
page 47 then fewer commands are being issued and thus the 
need to poll remote site 14 is low. Therefore, the frequency of 
polls may decrease. In addition, a poll frequency setting pro 
cess may monitor the usage patterns of a user and make 
anticipatory guesses based on the user's pattern of command 
generation. For instance, the user may not often be logged on 
to web page 47 at remote site 14 from the hours of 2 AM to 7 
AM because the user is sleeping. Therefore, the smart fre 
quency setting process may notice this pattern and automati 
cally decrease the poll frequency at 2 AM and increase it 
again at 7AM. 
0068. Whereas polling process 50 is used by remote site 
14 to effect state changes in devices 32 via monitoring mod 
ule 28, monitoring module 28 may use heartbeat process 52 to 
update device state information at remote site 14. Aheartbeat 
may be a periodic communication from monitoring module 
28 to remote site 14 containing updated State information for 
devices 32 associated with monitoring module 28. In one 
suitable heartbeat process 52, monitoring module 28 may 
send a communication to remote site 14 in response to a 
change in state of a device 32, a synchronization of a device 
32 with remote site 14, a triggered alert event, or in response 
to any other suitable event. In such a heartbeat operation 52. 
all data intended to be transmitted to remote site 14 may be 
transmitted to remote site 14 via communications network 16. 
Remote site 14 may transmit an acknowledgment of receipt 
and Successful processing of the data back to monitoring 
module 28. 

0069. Remote site 14 may direct monitoring module 28 to 
make changes in its own state by, for example, posting com 
mands to data store 51. For example, remote site 14 may post 
commands that set or modify the polling 50 or heartbeat 52 
time intervals. Upon reaching the end of the current polling 
interval, monitoring module 28 may send a communication to 
remote site 14 requesting any queued commands. Monitoring 
module 28 may continue to poll, using a preselected commu 
nication scheme, until the queue of commands waiting for 
monitoring module 28 is empty. Each command received 
from the queue may be acted upon when the command is 
received and any associated State changes are effected. 
Remote site 14 may transmit an acknowledgment of receipt 
and Successful processing of the data back to monitoring 
module 28. 

0070 If desired, remote site 14 may send unsolicited com 
munications to monitoring module 28. Remote site 14 may 
send communications to, for example, set or update the heart 
beat or polling time, or to cause monitoring module 28 to 
issue a command to update a component of a device. Remote 
site 14 may send unsolicited communications to monitoring 
module 28 for any other suitable purpose. 
0071. In addition to maintaining the polling and heartbeat 
operations and exchanging communications for events, data, 
and commands 54 with remote site 14, monitoring module 28 
may also take care of many network level activities 56. These 
activities may include, but are not limited to, Verifying pass 
words, dialing up an ISP, if necessary, periodically uploading 
accounting/billing information, and performing security 
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measures. Any other suitable network level activities may be 
performed by monitoring module 28. 
0072 Users may be provided with opportunities to access 
content published on remote site 14. The published content 
may have been captured by one or more devices 32. Moni 
toring modules 28 may obtain content from devices 32. 
Devices 32 may capture content in accordance with user 
commands (e.g., user commands generated by a user using 
client access device 22 or remote access device 17), or may be 
triggered to capture content in response to events detected by 
other devices in an installation. In another Suitable approach, 
devices 32 may capture content continuously or periodically. 
0073. In some embodiments of the present invention, 
uploaded content may be published and associated with a 
particular user account, thereby establishing an affinity 
between the user and the users installation 12, monitoring 
module 28, or device 32. If desired, the content may be made 
available to only a user or users associated with the content. In 
one approach, one or more users may be associated with 
device 32. Content captured by device 32 may be published to 
multiple user accounts. A user associated with device 32 may 
setup, or restrict, to whom content captured by device 32 may 
be published. In some embodiments of the present invention, 
content may be captured and uploaded to remote site 14 
without using persistent storage in client device 22. For 
example, content may be captured by a device 32, directly 
uploaded by client device 22, via monitoring module 28, to 
remote site 14, published using a web page Script, and then 
stored for user access. In some embodiments, content may 
also be persistently stored as a back up if, for example, the 
upload transmission of content by client device 22 fails. In 
other embodiments, content may be stored persistently and 
then transmitted. 
0074 Content may be wrapped with metadata that 
instructs the remote site how and what to do with the captured 
content. The metadata may include an indication of a user, the 
device 32 that captured the data, an associated monitoring 
module 28, or any other aspect of an installation. The remote 
site 14 may associate the captured content with the user or the 
user's account based on the metadata. 

0075 Sensor device 32 such as smoke sensor 33, contact 
sensor 40, motion sensor, or other suitable sensor devices 32 
may detect environmental occurrences or changes, some 
times referred to herein as "events', and trigger capture 
devices 32 to capture content. Monitoring module 28 may 
receive the content from the device 32 and upload the content 
to remote site 14. 
0076 Device 32 may capture content continuously with a 
user defined frequency, over a user defined period, or at a 
scheduled time. For example, a scheduled time may be set 
through client device 22 or remote site 14 using remote access 
device 17. The user may initiate an upload of captured content 
by instructing device 32, through monitoring module soft 
ware 28, to upload a captured image. For example, client 
device 22 may provide the user with a “home control” appli 
cation in which the user may initiate the capture of an image 
by selecting a specific device and selecting applicable capture 
options on the application (this concept will be illustrated in 
FIG. 12). Any other suitable approach may also be used. 
0077 Client device 22, running monitoring module soft 
ware 28, may receive captured content and encapsulate it into 
one or more data objects to upload to remote site 14. Initially, 
the object may be temporarily placed in the local random 
access memory (RAM) of client device 22. A socket may be 
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opened from client device 22. The object, or collected con 
tent, is copied across the Socket to database server 48 at 
remote site 14. In one Suitable approach, the object may be 
persisted to a stream, transmitted, and reinstantiated at remote 
site 14. Upon database server 48 receiving data, database 
server 48 may signal web server 46 to process and publish the 
captured event to web page 47. 
0078 Monitoring module 28 may use any suitable com 
munications protocol or group of protocols to communicate 
with remote site 14. The protocol may include for example, 
series of HTTP posts and responses in which the parameters 
for the transmissions may be sent as name/value pairs in the 
normal HTTP post method. Multiple commands may be 
transmitted using a single command string in which com 
mands are numbered. Commands may be parsed from the 
string and executed at remote site 14. 
007.9 FIGS. 4a, 4b and 5-8 are flowcharts of illustrative 
steps involved in Some embodiments of the present invention. 
The steps shown in FIGS. 4a, 4b and 5-8 are only illustrative 
and may be performed in any Suitable order. In practice, steps 
may be added or deleted. 
0080 FIGS. 4a and 4b are flowcharts of illustrative steps 
involved in capturing, uploading, and publishing content in 
accordance with one embodiment of the present invention. 
The steps shown in FIGS. 4a and 4b are only illustrative and 
may be performed in any suitable order. In particular, suitable 
steps may be deleted and other suitable steps may be added. 
At step 402 a sensor device detects an event and triggers a 
capturing device. The triggered device captures content at 
step 404 to provide the content to monitoring module 28 at 
step 406. At step 408, monitoring module 28 stores the con 
tent in non-persistent storage Such as random access memory 
(RAM) of client device 22 or monitoring module 28 until a 
connection is established with remote site 14. At step 410, the 
temporarily stored content is encapsulated with relevant 
metadata. Monitoring module 28 then opens a Socket, at Step 
412, to establish a connection with remote site 14 and uploads 
the captured content to remote site 14, at step 414. 
I0081 Turning to FIG. 4b, the content may be deciphered 
at step 420. Deciphering content may include, for example, 
unwrapping metadata that encapsulates the content. As used 
herein, metadata is structured data which describes the char 
acteristics of the captured content being transferred (“data 
about data'). Metadata may allow remote site 14 to determine 
the type of content being uploaded. For example, remote site 
14 may examine the metadata to determine the user, device 
32, monitoring module 28, or other elements of the installa 
tion associated with the content. The metadata may also be 
examined, for example, to determine the type of captured 
content, capturing device, or appropriate virtual interface. 
I0082 Content wrapped with metadata may instruct the 
remote site on how the wrapped content may be handled or 
published. Metadata may also include or be supplemented by 
other data related to the content. For example, the metadata 
may identify a user, monitoring module 28, capturing device 
32, or other components of the installation 12 in which the 
content was captured. This identification may establish the 
affinity between a particular user account and registered 
device 32 that captured the content, thereby associating cap 
tured content with a user account and providing a basis for 
executing publication schemes. 
I0083 Metadata may include element names and elements. 
Elements may describe the contents, location, physical 
attributes, type (e.g., text, image, Video, temperature, etc.), 
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form (e.g., a document, electronic mail, etc.), or other 
attributes of the captured content. Metadata elements may 
include, for example, usernames, identifications (ID) of 
sender, passwords, device identities, event names (what 
caused a device to be triggered), dates and times, and any 
other Suitable data (e.g., data describing content, an associ 
ated user, event, or component of an installation). 
0084 All or portions of the metadata may be posted to a 
designated web page 47 at the remote site 14. Remote site 14 
may run a script and interpreter Such as Personal Home Page 
Tools (PHP), which may be embedded into the Hypertext 
Markup Language (HTML) code of a web page, that pro 
cesses data for publishing. The Script may store the data at 
remote site 14 So that it may be accessed through web page 47. 
For example, content may be processed by first validating the 
username and password associated with a user account and 
the registered devices. Upon validation, the captured content 
may be published to (e.g., stored on web server 46 for publi 
cation in a web page) the user's account. When the user 
accesses his or her account, the content may be provided in a 
display Such as a web page. In some embodiments, the meta 
data may indicate a notification action that is to be performed 
when the content is published. 
0085 FIG. 4b shows these illustrative metadata ele 
ments—identification, content, and event name--which may 
be translated and executed. More elements may be incorpo 
rated within the metadata, but only three elements are shown 
to avoid over-complicating the example. 
I0086. Before content is published on web page 47 in step 
414, an association may be made between the registered user 
and registered device (the unique affinity present between the 
user and device). At step 426, a user identification and pass 
word element may be deciphered. The affinity between the 
user and the capturing device 32 is established at step 428. 
Once verified, an association may be made between the cap 
tured event data from device 32 and the user, thus accessing 
the appropriate account 432 and publishing within the appli 
cable publication environment 434. 
0087. A content element may be deciphered at step 422. 
The element may include a description of the type of content, 
its format, or the information about the content. For example, 
the deciphered content element may indicate that the content 
is electronic mail, a plain-text message, video feed, picture 
media, or any other applicable content in step 424. The con 
tent may be associated with the user determined at step 428 so 
that the user may access the content through the user's 
account. At step 432 and 440 the user logs on and accesses his 
or her user account at Step 434 accesses the deciphered con 
tent in a publication environment (e.g., web page). 
0088 Metadata event may include, for example, an event 
name as shown at step 430. The event name may be deci 
phered and assigned to a captured event, and assigned an 
event notification instruction. Some embodiments may deter 
mine if notifications are applicable for a particular captured 
event based on the event name. The appropriate user account 
may be accessed (step 432) and a reference check may be 
made within a notifications field to determine if there is a 
notification associated with the event (step 436). If a notifi 
cation is associated with the event occurrence captured, the 
user may be notified in step 438 via e-mail, paging, or any 
other Suitable approach. If no notifications apply to the event 
then no action is executed. 
I0089. Users may be provided with the ability to remotely 
monitor and control networked devices 32 via monitoring 
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modules 28. Returning to FIG. 1, users may monitor and 
control devices 32 via remote site 14 using remote user access 
device 17, or directly using client access device 22. In some 
embodiments, users may monitor and control devices 32 via 
a remote site using client access device 22 and browser 26. 
Client access device 22, remote user access device 17, or web 
server 46 may construct a Suitable user interface for allowing 
users to monitor and control devices 32 using any Suitable 
approach. Some embodiments may use one or more templates 
that layout the look and position of the members of a device 
32 (i.e., the features of device 32 accessed or used by a user, 
Such as, for example, controls or displays). 
(0090 Members of device 32 may be defined as physical 
controls on device 32 Such as, for example, a power push 
button on a VCR. Device members may correspond to any 
Suitable controls, displays, or combination of like compo 
nents made available by the virtual interface for device 32. 
0091 Components may also correspond to functional ele 
ments of device 32. For example, there may not be abutton to 
program a program recording in a VCR of a regularly sched 
uled media but that functionality may be represented in the 
virtual interface. Furthermore, components that represent 
device 32 may be incorporated to correspond to pieces of 
functionality that may not exist on the device. A button rep 
resented on the user interface through web page 47 that 
“locks” down a VCR, for example, may not correspond to a 
physical button on the VCR. The unavailable functionality on 
the VCR may allow the user to remotely access his or her VCR 
to lock it for the purpose of protection. Such a component 
may be created in, for example, the device driver in monitor 
ing software 28. 
0092. The templates may reference components that 
define how the members of devices 32 are presented to and 
controlled by users. For example, components may be objects 
that include methods and data Suitable for presenting the 
members to users. Upon receiving a request or other indica 
tion from remote user access device 17 or client access device 
22 that a user wishes to monitor or control a device 32, 
database server 48 or client access device 22 may acquire one 
or more of these templates and components using any Suitable 
approach. For example, database server 48 or client device 22 
may retrieve templates and components from its own storage 
or from another database server (e.g., from the Internet), 
using URLs or other identifiers of the templates or compo 
nents. In some embodiments, devices 32 may be programmed 
with the templates and may provide them to client access 
device 22 or database server 48. 
0093. The template may include place holders for compo 
nents. Components, which may correspond to device mem 
bers, can be cut and pasted into the template. For example, a 
push button may be generated on the user interface from the 
current state of a toggle component in database 58. The push 
button component may be wrapped with javascript functions 
to be cut and pasted into the template. When a browser loads 
the interface (i.e., a template that has its place holders occu 
pied by components), the pushbutton may show up as a push 
button on the screen and clicking on it has the intended effects 
associated with the push button (e.g., turning a device on or 
off). 
0094 Web server 46 may take the template, locate com 
ponents designated to device 32 using the components IDs, 
and ask the components to generate a Suitable user interface 
representation. Web server 46 may then take the suitable 
representation and paste it into the template corresponding to 
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the components' IDs. The filled template may be used by web 
server 46 to generate a web page 47 suitable for allowing the 
user to monitor and control a given device. The filled template 
may include resource and component information that repre 
sents the state of a represented device 32. This information 
may be provided by monitoring module 28 for propagation 
into the user interface. For example, the state of a lightswitch, 
Volume of a speaker, or that actual video from a video camera 
may be provided by monitoring module 28 to client access 
device 22 or remote site 14 and indicated in web page 47. The 
user interface may include interactive elements, such as slid 
ers, buttons, etc., that allow the user to control a represented 
device 32. When the user changes the state of a device 32, the 
state change may be packaged as a command or other com 
munication. The command may be entered into queue 51. In 
Some embodiments, queue 51 may be an advanced queue that 
operates as specialized memory. A separate dequeue process 
may manage retrieving commands from the advanced queue 
in a non-first-in-first-out (non-FIFO) process for different 
devices, but in a FIFO process for commands for the same 
device. In some embodiments, multiple queues may be used 
for different devices, different users, or using any other suit 
able approach. Web page 47 (or other display) may indicate to 
the user that a state change has been Submitted and in the 
process of being executed. 
0095. In some embodiments, database server 48 may not 
be updated immediately to reflect a change in state for a 
device made by a user. Instead, monitoring module 28 may 
receive packaged commands from queue 51 and provide the 
commands to the appropriate device descriptor 49. Device 
descriptor 49, as instantiated or otherwise activated by moni 
toring module 28, may issue a command to database server 48 
to update the state of the device. If desired, this separate 
transmission may be the acknowledgment by monitoring 
module 28 that a state change was made. 
0096 FIG. 5 is a flowchart of illustrative steps involved in 
allowing users to remotely monitor and control devices in 
accordance with an embodiment of the present invention. In 
this example, the user controls a light Switch and watches 
content automatically captured and published by a video 
camera. At step 502, the user contacts web server 46 using 
Internet browser 26 or remote access device 17. At step 504, 
the user may be prompted to verify his or her registration with 
the system by, for example, entering a user name and pass 
word. Once logged in to his or her account, the user may 
access a control panel display to control the light Switch (or 
other devices) (steps 506 and 508). The control panel display 
may include listings for the devices 32 associated with the 
user. A user may indicate a desire to control the light Switch 
(e.g., by selecting a listing for the light Switch in the control 
panel display). In response, a virtual representation of the 
light Switch 41, generated from the template and components 
for the light switch 41, may be provided to the user(step 510). 
The user may manipulate the virtual representation of the 
light Switch (i.e., the display components) to command the 
user's desired option (e.g., on or off) and remotely change the 
state of light switch 41 and connected lamp 42 (step 512). For 
example, the system may allow the user to change the state of 
lamp 42 from being “off to being “on” by manipulating the 
virtual on/off switch from web server 46. In some embodi 
ments, a command for the State change may be placed in 
queue 51 at step 514. 
0097 Monitoring module 28 may periodically poll remote 
site 14 to obtain waiting commands such as the state change 

Jan. 8, 2015 

command of light switch 41 (step 516). If there are no com 
mands for monitoring module 28, it will perform no state 
changes and continue to periodically poll remote site 14 
(steps 518 and 520). Otherwise, monitoring module 28 may 
retrieve or otherwise receive its commands from queue 51 
(step 522). Monitoring module 28 may communicate the 
command to the device 32 in this example changing the 
state of light switch from off to on and thereby turning on 
lamp 44 (step 524). Monitoring module 28 determines 
whether the command is executed successfully at step 526. If 
not, monitoring module 28 posts an error message to remote 
site 14 and remote site 14 may generate a notification in 
accordance with the user's notification preferences or 
through any other Suitable approach for communicating 
information to the user (step 528). 
0098. If the command is executed successfully, an 
acknowledgment may be sent to remote site 14 (step 530) and 
the state of the device updated in database 48 (step 532) and 
indicated to the user on the control panel. The successful 
execution of a command may have other effects. For purposes 
of illustration, assume that turning on lamp 44 triggers cam 
era 34, which previously recorded nothing in the dark, to 
record and transmit video (step 534). The newly captured 
content (i.e. video) may be uploaded to remote site 14 (step 
536) and stored for access by the user associated with the 
device. The video may be posted to a message board on the 
user's account (step 538). 
(0099 FIG. 6 is a flowchart of illustrative steps involved in 
the automatic upload of automatically captured content. As an 
example, contact sensor 40 may be positioned so as to be 
linked with the front door and configured to trigger whenever 
the front door is opened. In addition to sensor 40, camera 34 
may be positioned to view the front door location and may be 
programmed to capture a digital photograph upon contact 
sensor 40 being triggered. At step 602, contact sensor 40 may 
be monitoring for any triggering activity at the front door. 
When contact sensor 40 is triggered, for example by the 
opening of the front door, camera 34 may be instructed to take 
a digital photograph of the triggering event in step 604. The 
image content may then be transmitted, in step 606, over 
communications network 16, via monitoring module 28, and 
stored in database server 48, located at remote location 14, 
awaiting publication instructions. The triggering event may 
be linked with a notification. Once the uploaded content is 
deciphered a notification procedure may be activated and the 
user may be informed, in addition to the publication on his or 
her account, of the event occurrence (steps 608 and 610). The 
registered user may be informed of an event through pager 43, 
via cellular transmitter 44. In step 612, the user receiving a 
notification may access his account to acquire additional 
information concerning the triggering event. If sensor 40 has 
not been triggered then sensor 40 maintains its current moni 
toring state (step 614). 
0100 FIG. 7 is a more generalized flowchart of steps 
involved in allowing users to access content published to a 
user account. At step 702, the user accesses a web page using 
a web browser. The page may be a login page, or a home page 
after which a login page is displayed (step 704), and the user 
logs in by entering his or her user name and password (step 
706). If the user name and password are incorrect, the login 
procedure restarts (step 708). Otherwise, the user enters his or 
her account (step 710) and may be presented a message board 
display if there are waiting messages or other notifications 
(step 712). An illustrative message board display is shown in, 
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for example, FIG. 12. The messages may include event infor 
mation, such as event names, that indicate to the user what 
events have occurred that caused the publication of new con 
tent (step 714). The user may select a desired event to access 
the content captured for that event, or additional information 
associated with the event (step 716). The user may also delete 
the event, relocate the event to another area of his or her 
account, or performany other suitable action (step 718). 
0101 FIG. 8 is a generalized flowchart of illustrative steps 
involved in capturing content and publishing it with a user 
associated account. At step 800, content is captured locally 
for an event. The content may be any Suitable content Such as, 
for example, video, audio, pictures, data, or any other Suitable 
content. The content may be captured by any Suitable capture 
device. Such as a video or still camera, microphone, thermom 
eter, Scanner, fax, rain gauge, or any other Suitable device or 
appliance for capturing content. The content may be captured 
continuously, periodically, or in response to a user indication. 
Content may be captured automatically in response to the 
detection of an event at step 805. Events may be detected by 
any Suitable sensor Such as, for example, a motion sensor, 
photo-detector, heat sensor, thermostat, carbon monoxide 
detector, contact sensor, or any other Suitable sensor or detec 
tOr. 

0102 At step 810, content is encapsulated with metadata. 
The metadata may include information about the content, the 
device that captured the content, the user associated with the 
capture device, or any other Suitable information. In some 
embodiments, the metadata may include templates and com 
ponents for generating a user interface for remote control and 
monitoring of the device. At step 815, the content and, if 
provided, the metadata, are automatically transmitted to a 
remote computer such as web server 46, database server 48, 
or another Suitable remote computer. 
0103) At step 820, the remote computer automatically 
publishes the content for user access. The content may be 
published based on metadata (step 825). For example, the 
metadata may include information regarding the type of con 
tent (i.e., whether the content is a picture, video, text, etc.). 
The remote computer may publish the content accordingly. 
Still pictures may be stored, for example, as tif files and 
presented as thumbnail or full-size displays. Video may be 
stored, for example, as mpg files and presenting the video 
may cause the user's access device (e.g., client access device 
22 or remote user access device 17) to launch a suitable 
player. Video may also be streamed when provided in real 
time. Content information may also include display formats, 
aspect ratios, keywords, or any other Suitable information that 
describes the content. Metadata may include information 
about the capture device. For example, the metadata may 
include a user-defined device name for the capture device. 
When the content is published, the user display (e.g., web 
page) may indicate the name of the capture device so that the 
user knows which device captured the content. Metadata may 
include user information. For example, the user information 
may indicate the user account to which the content is pub 
lished. If applicable, the content may be published to one or 
more user accounts. Metadata may include information about 
the virtual interface that will represent the capture device. For 
example, the metadata may include the templates or compo 
nents for the capture device. Metadata may include event 
information. For example, the event information may include 
an event name and time. Event information may be published 
with the content so that the user knows what type of event 
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occurred and when it happened. As another example, the 
remote computer may determine what type of notification to 
provide the user based on the event information. This list is 
only illustrative, as the metadata may include any other Suit 
able information associated with the content. 

0104 FIG. 9 shows an illustrative account login display 
900 that may be provided when the user attempts to access his 
or her account. The user may access his or her account from 
a client access device 22 or a remote access device 17. For 
example, system 10 may allow a user to use browser 26 to 
access a registered account at remote site 14. Before a user is 
given access they may be prompted to Verify their registration 
with remote site 14 by entering username 902 and password 
904. 

0105. When the user has successfully logged into his or 
her account, the user may have access to various features and 
controls. FIG. 10 shows an illustrative control panel display 
1000 that may be provided to allow the user to control devices 
32 located at an installation 12 and it may also permit the user 
to establish device settings. For example, the user may access 
control panel 1000 that displays registered devices 32 at 
installation 12 to command light switch (e.g., step 506 and 
508 in FIG. 5). A virtual representation of light switch 41 may 
be made available to the user in control panel 1000 through 
the selection of device listing 1002 (e.g., step 510 in FIG. 5). 
0106. As demonstrated in FIG. 4b, a user may assign noti 
fications to particular events. FIG. 11 shows an illustrative 
control panel display 1100 that may be provided to allow the 
user to set up notification instructions for specific events. In 
order for the user to access notification options for a particular 
event listing 1102, the user may select an "edit action” button 
1104 for that event. When an event occurs the user will be 
notified in accordance with the notification instructions 
assigned to the event. The user may be notified through pag 
ing device 43, electronic mail (e-mail), or using any other 
Suitable approach. For example, using the example demon 
strated in step 612 of FIG. 6, the user may be notified through 
paging device 43, when his or her front door sensor is trig 
gered (assuming that the user has assigned a notification 
instruction with that specific event). The user may then, if he 
or she wishes, access his or her account from any browser 26 
accessible location to acquire additional information about 
that particular event occurrence (e.g., video feed from a cam 
era, time of the event, etc.). 
0107 FIGS. 12-19 are illustrative displays for providing 
users with access to remote devices and captured content in 
accordance with one embodiment of the present invention. In 
practice, any Suitable display and combination of passive and 
active user interface features may be used. In some embodi 
ments, the displays of FIGS. 12-19 may be incorporated into 
web pages accessible by a browser. In Such embodiments, the 
browser may supplement the displays with browser elements 
such as, for example, toolbars. FIG. 12 shows an illustrative 
message board display 1200 that may be provided to allow the 
user to view the captured content and its relevant data. Mes 
sage board 1200 may display event information, which may 
consist of, but is not limited to, a photo thumbnail 1202, date 
and time of event occurrence 1204, the device source 1206 the 
event was captured on, and a title 1208 that may have been 
issued in reference to the event. Event titles may be user 
configurable. By selecting a particular event information fea 
ture the user may acquire additional information. For 
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example, if the user selects photo thumbnail 1202 a video clip 
may be played back to the user of the event that triggered the 
upload of content. 
0108 Message board 1200 may also incorporate addi 
tional features such as delete button 1210 to remove collected 
messages on message board 1200, move button 1212 to relo 
cate specific captured content to another part of the user's 
account, or any other applicable features that may be useful in 
viewing content collected on message board 1200. 
0109 FIG. 13 shows an illustrative display 1300 that may 
provide the user with various account options. Display 1300 
provides access to control panel 1000 (discussed in FIGS. 10 
and 11), message board 1200 (discussed in FIG. 12), and 
additional features such as, for example, a groups feature 
1302 and a 'shoeboxes’ feature 1304. 
0110 Groups feature 1302 may allow the user an ability to 
share access with other parties of interest. The user, for 
example, may want to share captured content with another 
registered user. Through groups feature 1302, the user may 
transfer data, upload data, senda message, startachat session, 
or any other applicable actions. The “shoeboxes” feature 
1304 may allow the user to maintain and organize collected 
photos, events data (i.e., captured content), or any other appli 
cable data that the user may want to incorporate into his or her 
acCOunt. 

0111 FIGS. 14 and 15 show illustrative displays 1400 and 
1500 for providing a monitoring menu and detection menu, 
respectively, on client device 22 within installation 12. 
“Home Control” application software may allow the user to 
monitor and control devices, run set-up options, and provide 
a link to the user's account at remote site 14. Furthermore, 
“home control software may consist of a plurality of views 
and menu options. 
0112 FIG. 14, shows illustrative monitoring menu 1400 
which may incorporate options such as, for example, local 
activity monitor 1402 for monitoring a selected device on 
video/image display 1404, a device menu 1406 for selecting 
a plurality of different devices, setup menu 1408, log menu 
1410 for viewing a record of events, help menu 1412, and link 
menu 1414 that may provide access (e.g., through the use of 
a browser) to remote site 14. Furthermore, monitoring menu 
1400 may also include system status monitor 1416. System 
status monitor 1416 may inform the user of current uploads to 
remote site 14. For example, the user may capture an image or 
collect video feed by selecting a device from device menu 
1406 and utilizing the capture buttons 1418 or 1420. Once 
device 32 has executed the capturing of content, the user may 
choose to upload that content to remote site 14. System status 
monitor 1416 may verify a successful upload. 
0113 FIG. 15 shows illustrative detection menu 1500. 
Detection menu 1500 may indicate detected local capture 
devices 32 and captured content. The content may have been 
stored locally in a temporary gallery on client access device 
22. For example, “get video feed” buttons 1502 may be used 
to activate any of the detected devices 32. In response to the 
user selecting a detected device 32 and its associated "get 
video feed” button 1502, monitoring menu 1400 may be 
displayed (as discussed above) to provide the user with a 
video display and allows the user control of that device 32. 
0114. Once the user has activated a specific device from 
detection menu 1500, monitoring menu 1400 may be dis 
played and the user may use capture buttons 1418 or 1420 to 
collect content. The captured content may be stored in an 
temporary gallery for evaluation at a later time. If the user 
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wishes to access the temporary gallery the user may utilize 
“get pictures' button 1504. In response, an illustrative dis 
play, as shown in FIG. 16, may provide the user with photo 
gallery menu 1600. Photo gallery menu 1600 may display 
collected image clips 1602. The user may use this menu to 
perform selected features such as, for example, save images 
1604 locally on client device 22, delete images 1606 from the 
gallery, transfer images 1608 to the user's registered account 
on remote site 14, or perform any other applicable actions. 
0115 FIG. 17 shows another illustrative photo gallery dis 
play 1600 that demonstrates upload menu 1700 which pro 
vides a user the ability to upload collected image clips to his 
or her account at remote site 14. In response to the user 
selecting transfer button 1608, the upload menu 1700 may be 
provided. In upload menu 1700, the user may select specific 
image clips 1602 from any picture gallery using, for example, 
“shoebox’ menu 1704 in FIG. 18. Once the user has selected 
which image gallery and which images he would like to 
upload to his or her account, the user may use the upload 
button 1702 to connect to remote site14. When remote site 14 
is contacted, the user's account is opened (e.g., through 
browser 26) and “shoeboxes” feature 1304 may be automati 
cally selected from the user's account to display uploaded 
image clips 1602. 
0116. Thus, systems and methods for the automatic 
upload of content based on captured events are provided. One 
skilled in the art will appreciate that the present invention can 
be practiced by other than the described embodiments, which 
are presented for purposes of illustration and not of limitation, 
and the present invention is limited only by the claims which 
follow. 

What is claimed is: 

1. A method comprising: 
controlling, from a first computing device located at a first 

site, a second device located at the first site inaccordance 
with a command issued by a user to a third computing 
device located at a second site; 

when the user is currently logged-on to a user interface 
associated with the third computing device, polling the 
third computing device for commands at a first fre 
quency; and 

when the user is not currently logged-on to the user inter 
face associated with the third computing device, polling 
the third computing device for commands at a second 
frequency less frequent than the first frequency. 

2. The method of claim 1, wherein polling the third com 
puting device comprises obtaining the commands from a 
queue maintained at the third computing device. 

3. The method of claim 1, wherein the user interface com 
prises a web page including options corresponding to the 
commands. 

4. The method of claim 1, further comprising developing a 
usage pattern associated with the user, the usage pattern 
indicative of interactions between the user and the user inter 
face. 

5. The method of claim 4, further comprising setting a 
value of the second frequency based on the usage pattern. 

6. The method of claim 1, wherein: 
the first computing device comprises a network interface 

via which the first computing device communicates with 
the third computing device through a network; 
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the second device comprises a home appliance; and 
the third computing device comprises a server. 
7. The method of claim 1, wherein the command comprises 

an instruction including state information for the second 
device. 

8. A first computing device located at a first site, the first 
computing device comprising: 

a memory comprising machine readable instructions; and 
a processor to execute the instructions to perform opera 

tions comprising: 
controlling a second device located at the first site in 

accordance with a command issued by a user to a third 
computing device located at a second site; 

when the user is currently logged-on to a user interface 
associated with the third computing device, polling 
the third computing device for commands at a first 
frequency; and 

when the user is not currently logged-on to the user 
interface associated with the third computing device, 
polling the third computing device for commands at a 
second frequency less frequent than the first fre 
quency. 

9. The apparatus of claim 8, wherein polling the third 
computing device comprises obtaining the commands from a 
queue maintained at the third computing device. 

10. The apparatus of claim 8, wherein the user interface 
comprises a web page including options corresponding to the 
commands. 

11. The apparatus of claim 8, wherein the operations fur 
ther comprise developing a usage pattern associated with the 
user, the usage pattern indicative of interactions between the 
user and the user interface. 

12. The apparatus of claim 12, wherein the operations 
further comprise setting a value of the second frequency 
based on the usage pattern. 

13. The apparatus of claim 8, wherein: 
the first computing device comprises a network interface 

via which the first computing device communicates with 
the third computing device through a network; 
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the second device comprises a home appliance; and 
the third computing device comprises a server. 
14. The apparatus of claim 8, wherein the command com 

prises an instruction including state information for the sec 
ond device. 

15. A machine readable storage device comprising instruc 
tions that, when executed, cause a first computing device 
located at a first site to perform operations comprising: 

controlling a second device located at the first site in accor 
dance with a command issued by a user to a third com 
puting device located at a second site; 

when the user is currently logged-on to a user interface 
associated with the third computing device, polling the 
third computing device for commands at a first fre 
quency; and 

when the user is not currently logged-on to the user inter 
face associated with the third computing device, polling 
the third computing device for commands at a second 
frequency less frequent than the first frequency. 

16. The storage device of claim 15, wherein polling the 
third computing device comprises obtaining the commands 
from a queue maintained at the third computing device. 

17. The storage device of claim 15, wherein the user inter 
face comprises a web page including options corresponding 
to the commands. 

18. The storage device of claim 15, wherein the operations 
further comprise developing a usage pattern associated with 
the user, the usage pattern indicative of interactions between 
the user and the user interface. 

19. The storage device of claim 18, wherein the operations 
further comprise setting a value of the second frequency 
based on the usage pattern. 

20. The storage device of claim 15, wherein: 
the first computing device comprises a network interface 

via which the first computing device communicates with 
the third computing device through a network; 

the second device comprises a home appliance; and 
the third computing device comprises a server. 
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