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are disclosed. In one embodiment, a method of activating a device based on detec -
tion of a fingerprint image may include monitoring a first metric level of a first set
of regions of the fingerprint image, determining a second metric level of a second
set of regions of the fingerprint image in response to the first metric level exceed-
ing a first threshold, and activating the device based on the second metric level of
the second set of regions of the fingerprint image.
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Gradual Power Wake-Up Mechanism

CROSS REFERENCE TO RELATED APPLICATION
[0001] This application claims the benefit of LLS. patent application number
15/264,132, “Gradual Power Wake-Up Mechanism,” filed September 8, 2016, which
clatms the benefit of ULS. patent apphcation number 62/217 338, “Gradual Power Wake
Up Mechanism,” filed September 11, 20135; both applicstions are assigned 1o the
assignes hereof. The aforementioned United States patent applications are hereby

mcorporated by reference in their entivety.

FIELD
{6002} The present disclosure relates to the field of wireldss communications.

Inr particular, the present disclosure velates o wake-up mechanisms for mobile devices.

BACKGROUND
{0003} Conventional mobile devices may not be able to detect whether the
device might be used or not in the near future until a user depresses an “on/off” button
or touches a portion of the display. Wihile 1n this uncertain state, conventional mobile
devices may stay sctive or may becene active periodically to perform a number of
background tasks and data synchromzations i anticipation that the mobile devics nught
be used. Such backyround tasks and data synchromzations may unnecessanty consums
hinuted battery resources or consuing comunmication/processing handwidth. Therefore,
it would be beneficial t© use a wake-up mechanisim that niay conserve mited battery
resources, conserve communication/processing bandwidth, of both, andior i some other

manger mprove the operation of & mohile device.

SUMMARY
{00041 The present disclosure relates lo apparshuses and methods of a gradual

power wake-up mechanism. In ope embodiment, 8 wethod of sctivating a device based
on detection of a fingerprint image may include monttoring g first metric level of a first
set of regions of the fingerprint image, determining a second metric level of a second set
of regions of the fingerprint image in response to the first metric level exceeding a first
threshold, and activating the device based on the second metrie Tevel of the second sel

of regions of the fingerprint image. The first metric level and the second metric level
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may represent at least one of an acoustic snergy level, an acoustic loading level a

spatial frequency, a cross-correlation value, or an image quality value.

{60065} According to aspects of the present disclosuve, the wethod of monitoring
the first metric level of the first set of regions of the fingerprint image may include
recatving first sampled data from the first set of regions of the fingerprint image at a
first sampling rate and determining the first metric level for indicating an inttial
prediciion of a presence of a Dnger wsing the Tiest samopled data. The method may
further include monitoring the first metric level of the first set of regions ol the
fingerprirt image in response to the first metric level being less than or equal to the first

threshold.

{0066} The method of deternuning the second metric level of the second set of
regions of the fingerprint image may include recetving second sampled data from the
second set of regions of the fingerprint image and determining the second metric level
for indicating a finer prediction of a presence of a finger using the second sampled data.
In some implementations, the second set of regions may nclude a portion of an achive

area of gu ulirgsonic sensoror the emtire gotive area of the ulirgsonic sensor.

{0007} The method of activating the device based on the second metric level of
the second set of regions of the fingerprint image may inclyde determining a presence of
a finger i vesponse 1o the second metric level exceeding a second threshold and
activating the device in response to the presence of the finger. The method may further
include monitoring the first metric level of the first set of regions of the fingerpring
unage in response to the second metnic level being less than or equal to the second

thrashold.

{0008} The method of determining the first metric level of the first set of regions
of the fingerprint image mayv include determining a changs in foreground based on a
presence of the fngerprint image, perfornung a background estimation for the first set
of regions of the lingerprint image, and determiming the first metric level of the first set
of regions hased on differences between the change m foreground and the background
estimation for the first set of regions of the fingerprint fmage.

{009} The method of determinung the change in foreground may melude
recetving first sampled foreground data 1o the first sot of sampled data where the first

sampled foreground data is collected with an ultrasonic transmiiter in an enabled state,

2%
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receiving second sampled foreground data 1 the first set of sampled data whare the
second sampled foreground data is collecied with the ultrasonic fransimitier n a disabled
state, and computing the change m foreground for the first set of regions of the
fingerprint image as a difference between the first sampled foreground data and the

second sampled foreground data.

{6010} The method of performing the background estimation may inchade
deternuning an updaled scquisition tme delay and an updated ultrasonie ransnmtter
frequency in accordance with a variation of g curvent lemperature from a reference
temperature from which an mitial background estinnation and an inttial ultvasonic
fransmitter frequency are delsrmined, acqairing background image nformation based
on the updated acquisition time delay and the updated ultrasonic trunsmitier frequency,

and computing the background estimation using the background image information.

LR e The method may further include af least one of reducing background
noise based on sutocorrelation of the potels in the first set of regions, reducing sensor
artifacts by removing gquiescent values in the fivst ssipled data, or o combination

thereof

{0012} The method may further include receiving third sampled data from a
third set of regions of the fingerprint image, determining a third metric level of the third
set of regions for indicating an enhanced prediction of a presence of a finger using the
third sampled data, and activating the device based on a combination of the second
metric level and the third metric level, where the third set of regions inchudes more
pixels than the second set of regions and where the second set of regions includes more

pixels than the first set of regions.

{0013} in some implementations, 8 device may include & sensor having a
phurality of sensor pixels configured fo sense a fingerprint image, a memory configured
10 stove the fingerprind boage, and a controller. The controller may be configured to
moniior & first metric level of a first set of regions of the fingerprint image, determine a
sgcond metric level of a second set of regions of the fingerprint image in responss o the
first metric level exceeding a first threshold where the second set of regions mchudes

more pixels than the first set of regions, and activate the device based on the second

meiric level of the second set of regions of the fingerpring image.

Lal
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BRIEF DESCRIPTION OF THE DRAWINGS
j0014} The aforementioned features and advantages of the disclosure, as well ag
additional features gnd advantages thereof, will be more clearly understandable after
reading detailed descriptions of embodiments of the disclosure in conjunction with the
non-limiting and non-exhaastive aspects of following drawings. Like numbers are used

throughout the figures.

0015} FIG. 1A illustrates an exemyplary block diagram of g nobnle device

according to aspects of the present disclosure.

{6616} FIG. 18 tllusirates an exemplary implementation of the sensor subsystam

of the mobile device of FIG. 1A according to aspects of the present disclosure.

{0017} FIG. 2 ilfustrates an example of a gradual power wake-up mechasism

according 1o aspects of the present disclosure,

{6818} FIG. 3 illustrates exemplary sensor implementations of the gradual

power wake-up mechamism of FIG. 2 according o aspects of the present discloswe.

o019y FIG. 4A illustrates an example of power consumption over time in the

method of FIG. 2 according to aspects of the present disclosure.

{0020} FIG. 48 ilustrates another example of power consumptiion over time in

the method of FIG. 2 according to aspects of the present disclosure,

{0021} FIG. 4C illusirates exemplary implementation results of the gradual

power wake-up mechanism of FIG. 2 according to aspecis of the present disclosure.

{022} FIG. § illustrates 2 method of activating a device based on detection of &

fingerprint image according to aspects of the presemt disclosure.

{6823} FIG. 6A ilustrates a method of monitoring a first metric level of a first
set of regions of the fingerprint inage of FIG. § according to aspects of the present
disclosure.

{0024} FIG. 68 illusirates a method of determining a second metric lavel ofa
second set of regions of the fingerprint image of FIG. § according o aspects of the

present disclosure.



WO 2017/044716 PCT/US2016/050909

{0025} FIG. oC illusirates a method of activating the device based on the sécond
metrie fevel of the second sef of regions of the fingerprint imvage of FIG. § according to

aspects of the present disclosure.

{0026] FIG. oD ilustrates an exemplary method of determining 8 metric level
for a set of regions of the fingerprint image according fo aspects of the present

disclosure.

a7y FIG. 6F illusirates an exemplary method of determuning the ¢change i
foreground for a set of regions of the fingerprint image sccording to aspects of the

& 2 BRp. & p
presaut disclosurs.
{0018} FIG. oF dlustrates an sxenplary method of performuing background
estimation according o aspects of the present disclosure.
{6029} FIG. 7 illustrates an exemplary block diagram of a device that may be
configured 1o implement a gradugl power wake-up mechanism according o aspects of
the present disclosurs.
{0636} FIGs. 8A-3C iflusirate an example of an ulirasonic seusor according to
aspects of the present disclosure.
{0631} FIG, 9A illustrates an example of a four-by-four army of sensor pixels
for an ulirasonic sensor arrayv according to aspects of the present disclosure,
{6832} FIG. 98 iffasivates an example of a hgh-level block diagram of an

ulirasonic seusor system according o aspects of the present discloswre.

L
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DESCRIPTION OF EMBODIMENTS

6033} Embodinments of a gradual power wake-up mechapism are disclosed.
The following descriptions are presented to enable a person skilled in the art to ke
and use the disclosure. Descriptions of specific embodiments and apphications are
mrovided only as examples. Various modifications and combinations of the examples
deseribed herein may be readily apparent to those skilled i the art, and the general
principles defined heretn may be applied to other examples and applications withouwt
departing from the scope of the disclosure. Thus, the present disclosure is not intended
to be limited {o the examples described and shown, but is to be accorded the scope
consistent with the principles and features disclosed herein. The word “exemplary™ or
“example™ is used herein to mean “serving as an example, instance, or shustrabion.”
Anv aspect or ambodiment described herein as “exenydary” or as an “exaniple” is not
necessurily (o be construed as prefersed or advantageouns over other aspects of

ensbodinients.

{034} FIG. 1A dlustrates an exemplary block disgram of & mobile device
according 1o gspecis of the present disclosure. In the example shown n FIG. 1A 8
mobile device Hitbmay nclude wireless corprection module 102, controller 104, sensor
subsystem 106, memory |10 and applications module 108, The mobile device 100 may
optionally include multimedia subsystem 112, speaker(s} and microphone{s) 114, and
display 116, In some mmplementations, the wireless connection module 102 may be
configured to support WiFi andfor Bluetooth i 8 wireless local area network {(LAN) or
wireless personal area network (PAN)Y. The controller 104 may include one or more
processors, software, hardware, and frmware to implement various functions described
herein. For exanple, the controller 104 may be configured to unplement functions of
the mobile device 100 as described iy FIG. 2 to FIG. 6. The sensor sabsystem 106 may
be confipured to sense and process various sensor input dats and produce sensor output
data to the controlier 104, The appheations module 108 nway include a battery charging

circutt and power manager, osciliators, phase lock loops, clock generators and timers.

{0035} in some hpplementations, the sensor subsystem 106 may be configured
to sense and detect a user’s finger in low power conditions, For example, the sensor
subsystem 106 may be configured fo include s sensor having s plurality of sensor pixels
that may be configured as a low-power detector (not shown), sach as a 270-pixel

detector configuration, to determine energy levels of certain areas of the fingerprint

&
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anage and to make an imitial prediction of the presence of a fnger. Insome
implementations, the plurahiy of sensor pixels may be configured as an intermediate-
level detecior, such as 8 1782-pixel detector configuration, o deternune energy levels of
certain areas of the fngerprint image that may include the sensor pixels of the low-
power detector configuration. The intermediate-level detector may be configured to
make a finer prediction of the presence of a finger. In some implementations, the
plurality of sensor pixels may be configured as an enhanced detector, where all of the
pixels in the sensor are utihized to determine the presence of a linger using the methods
described herein. The controlier 104 mayv be engaged to work with the low-power
detector configuration, the itermediate-level detector configuration, andfor the
enhanced detector configuration to determine the presence of g finger. The controller
104 and associated components of the sensor subsystem 106 typically consume more
power and requive more signal processing resources when engaged to work with the
full-sensor detector than the low-power detector configuration or the intermediate-level

detector configuration operated by the sensor subsysten 106,

j003¢6] in certain embodiments, mobile device 100 may include a wireless

asals via a wireless

transceiver that is capable of ransmitting and recetving wireless sig
antenna over a wireless conupunication setwork. Some embodiments may include
multiple wireless transcetvers and wireless antennas 1o enable ansonitting aadior
receiving signals according o corresponding multiple wirelass communication
standards such as, for example, versions of IEEE Sud. 802,11, CDMA, WODMA | LTE,

UMTS, GSM, AMPS, Zigbee and Bluetooth, etc.

{0037} Wireless connection module 102 may include an 8PS receiver capable of
receiving and acquiring SPS signals via an SPS antenna. The SPS receiver may also
process, i whole or in part, acquived SPS signals for estimating a location of mobile
device 10, In some embodiments, controller 104 and memory 110 may also be utilized
to process acquired SPS signals, in whele or in part, and/or calculate an estimated
focation of mobile device 100, in conjunciion with the SPS receiver. SPS or other
signals for use m performing positioning operations rapy be stored in memory 110 or
registers (nof shown).

[0038} I various embodiments, controller 104 may be configured {0 execuie

one or more machine-readable mstructions stored  memory 110 such ason a

compater-readable storage medium, such as RAM, ROM, FLASH, or dise drive, just to
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pame a few examples. The ong or more instruciions may be executable by one or move
processors, specialized processors, or DSPs. Memory 1 H may include a non-transtiory
processor-readable memory andfor 8 conputer-readable memory that stores software
code {programming code, nstructions, eic.) that are executable by the processors andior
DSPs to perform functions described herein. Controller 104 may execute mstructions 1o
perform one or more aspects of processes/methods discussed below in connection with

FIG. 210 FIG. 6.

{0039} in some implementations, 8 user mnierfpce may include any one of several
devices such as, for example, multimedia subsystem 112, speakers and microphones
114, display 116, etc. In a particelar umplementation, the user inferface may enable a
user to interact with one or more applications hosted on mobile device 100, For
axample, devices mav store analog or digital signals in memory 110 to be further
processed by controller 104 n response o an action from a user, Similarly, applications
hosted on mobile device 100 may store analog or digitel signals on memory 110 (o

present an output signal to a user.

{0040} Mobile device 100 may also include a camers for capturing still or
moving inagery. The camera may melude, for example, an imaging sensor (eug.,
charge coupled device or CMOS imager), lens, analog to digital circwtry, frame buffers,
gte. In some unplementations, additional processing. conditioming, encoding or
compression of signals representing captured intages may be performed by controller
134, Alternatively, a video processor may perform conditioning, encoding,
compression or manipulation of signals representing captured images. Additionally, the
video processor may decode’decompress stored image data for presentation on display

16 of mobile device 100,

{6041} FIG. 1B illusirates an exemplary implementation of the sensor subsystem
of the mobile device of FIG. 14 sccording to aspects of the present disclosure. Sensor
subsystem 106 may generate analog or digital sigmals that may be stored in memory 110
and processed by confroller 104 in support of one or more applications such as, for

example, applications relate to activating 8 device based on defection of a fingerprint

mage.
[0042] As shinen i FIG, 1B, the sensor subsystem 106 may include one or

move sensor mput devices 122, sensor processing modale 124, and one or more sensor

o
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output devices 126, The one or more sensor input devices 122 may include the low-
power {fingerprint image) detector configuration and the mtermediate-level (fingerprint
angee) detector configuration a8 described above i sssociation with FIG. 1A, The one
or more sensor mput devices 122 may also inchude one or more of keys and buttons,
ulrasonic sensors, temperature and moisture sensors, microphones, ultrasound
microphone arrays, photo detectors, image sensors, fouch Sensors, pressure Sensors,
chemical sensors, gyroscopes, accelerometers, magnetometers, GPS, and compass. The
sensor processing module 124 may be configured to perform one or more of the
following functions, incladimg but not linted 107 input sensor selection and control,
synchronization and tining control, signsl processing, sensor platform performance
estimation, sensor optinnzation, sensor fusion, and output sensor/device selection and
control. The one or miore sensor output devices 126 may produce one of nrore
ultrasonic, voics, visaal, biometric, nearngss, presence, pressure, stability, vibration,
tocation, orientation, heading, kinetics and chemical siguals. The sensor subsystem 106
may be configured to implement functions of activating a device based on detection of a

fingerprint image as described in FIG. 2 to FIG. 6,

{0643} The sensor processing module 124 may be configured to process sensor
miput data from the one o more sensor ipat devices 122, and produce output
commands or signals 1o the one or more sensor output devices 126 andfor to the oneor
more optional active sensor putpul devices. According to aspects of the present
disclosure, divect user nputs may be used to predictably manipulate power control
behavior. In some embodiments, a mobile device may be configured to accept user
conunands (via divect, voice/anral andfor visual mputs) and be eonfigured o sense 8

mdtitude of use, use enviromment and W Conlexis.

{0044} In some implementations, the sensor processing module 124 may inclade
an application~-specific imtegrated cirowit (ASIC) that includes civenitry such as a
plurality of voltage regulators for generating a plurality of power supply voltages;
memory, finte-state machines, level shifters and other associated circuitry for
generating control signals to an ulirasonye fingerprint sensor having a plurality of sensor
pisels; circuttry for generating transnutter excifation siguals, range-gate delay signals,
drode bias signals and recetver bias signals to the ultrasonic sensor; circuiry for analog
signal conditioning, analog-~to~-digital conversion and digital processing of the recetved

pixel output signals from the ultrasonic sensor; and miterface circuntry for sending digital

9
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output signals to an applications processor of a mobile devive. The applications
processor may execute e methods described fn this disclosure. For pumposes of
nunininng power consumption, the wethods miay be executed on an isolated low-
power island of the applications processor so that power need not be supplied to the
entire applications processor when in sleep mode. In a low-power sleep mode, the
applications processor may command the ASIC {o access and acquire output signals
from a limited number of sensor pixels, and subsequently the appheations processor

may process the digitized mformation from the ASIC to make a determination on finger

Presgnce.
{0045] In other implementations, in addition {0 the ASIC cirauiiry deacnibed in

the prior paragraph, the ASIC may also mclude a microcontroller to autonomously
execute ong or more inttial stages of the wake-up algorithm locally on the ASIC. Ifthe
initial prediction of the presence of a finger is positive, the micrecontraller in the ASIC
may commucate via an interrupt mechanism with the apphications processor and wake
up a portion or more of the applications processor to make an intermediate or enhanced
deternunation of the presence of the fingsr. For overall low-power operation, it may be
desirable that the microcontrolier make determinations before requesting and enlisting
the processing resources of the applications processor and other components of the
mobile device, In some implementations, the intermediate andfor enhanced
deternunation of the presence of a finger may be performed by the applications
processor, m part by accessing and acquining output signals from a larger set of sensor
pixels, which may mclude the entire active area of the sensor. fthe presence of a
finger has been detected, fingerprint iimage information may be acguired and used for
maiching with envolled Bngerprint information and authentication of a candidate user,

along with-other fonctions of the apphcations processor,

{00406} In vet other implementations, in addition to the microcontrolier and
ASIC circuitry noted above, the ASIC may also include the ultvasonic sensor pixel array
and associated circuitry such as row-drivers and colanm-gate drivers to scan the pixels.
In these implementations, the ASIC may execute the functions of sensing the sensor
pixel outpit signals i addition to the functions of finger presence detection and other

functons described herein,

{0047} FIG. 2 iltusirates a gradual power wake-up mechanism according o

aspects of the present disclosure. In the exemplary gradual power wake-up mechanism

1
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shown in FIG. 2, in block 202, a device is configurad to monitor a first set of regions at
a {irst sampling rate, for example using the fow-power detector confiuation described
w FIG. TAL In some puplementations, the Drst samphing rate may be S Hz, 10 Hz, 20
Hz, 110 Hz or other sampling rate, depending on the size of the fingerpnint image bemng
monitored, resolution, power consumypition, and/or other factors, In block 204, the
device may be configared to estimate a first metnic level of the first set of regions of the
fingerprint image. In some implementations, the first metnce level is 3 measurement of
reflected acoustic energy being received at a piezoelectric recerver from the first set of
regions. The first metric level may be usad to indicate an initial prediction of whether
an object or a user’s finger has been detected. In other smplementations, other metnies
and their associated metnic levels may be ermploved to detect the object or the user’s
finger, such as fingerpring features (e.g., nidues and vallays), presence of certain spatial

frequencies, acoustic impedance, alc.

{0048} In block 206, the device may be configured to deternuine, for example by
controller 104 andfor sensor processing module 124, whether the first metric level
exceads a first threshold, I the first metic level exceeds the first threshold (206 Yes),
the method may move to block 208, Alternatively, if the first metric level does not
exceed the first threshold (206_No), the method may mwove back to block 202, where the
process of monitoring a {irst metric level of a first set of regions of the fingerprint image

is repeated.

{0649 In block 204, the device may be configred to monitor 8 second setof
regions of the fngerprint image at a second sampling rate, for example using the
mtermediate-level detector configuration as described in FIG. 1A, In some
implementations, the second sampling rate may be just once or af a frequency
depending on the size of the fingerprint image being monitored, vesolution, power
conswmnption, andfor other factors. In some nnplementations, the second sampling rate
may be equal to or faster than the first sampling rate. In block 214, the device nwy be
configured to estimate g second metrie lovel of the second set of regions of the
fingerprint image. In some implementations, the second metric level is a measuwrement
of reflected acoustic engrgy being received at a piezoelecitic recetver from the second
set of regions. The second metric level may be used to mdicate a Gner prediction of
whether an object or a user’s fnger hag been delected. In other embodiments, other

metrics and their associated metric levels may be employed to detect the object or the

11
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user’s finger, such as fngerprint features like ridges and valleys, presence of ceriain

spatial frequencies, acoustic impedance, elc,

{0056} In block 212, the device may be configured to determine, for example by
controller 104 and/or sensor processing module 124, whether the second metric level
exceeds a second threshold, H the second metric level exceads the second threshold

{212 Yes), the method moves to block 214, Altematively, if the second metric level
does not exceed the second threshold {212_Neo), the method may move back to block
202, where the process of monioning a fiest metnie level of o first set of regions of the

fingerprint image is repeated.

{6051} In some embodiments, blocks 208, 21 and 212 may be bypassed,
indicated by the dashed line from block 206 to block 214, in response to the first metric

level exceeding a first threshold.

{0652} In block 214, the controller 104 andior sensor processing module 124
may determine whether a user’s finger has been detected in response to the second

meiric level exceeding a second threshold, and send a signal to activate the device
response o the user’s finger bemg detecied. Alternatively or additionally, the sensor
processing module 124 may further analyze the fingerprint image of the entire active
sensor area to determine whether the user’s finger has been delected and activate the

device In response to the user’s finger being detected.

{0053} According to aspects of the present disclosure, sampled data may be
collected from a third set of regions of the fingerprint image. In some exemplary
unplenentations, controller 104 andfor sensor processing module 124 may be
configured & receive third sampled data from a third set of regions of the fingerpring
image, and determine a third metnie levelof the third set of regions for indicating an
enhanced prediction of a presence of a finger using the third sampled data, and
activating the device based on a combination of the second metric level and the third
metric level, where the second set of regions includes more pixels than the first set of
regions, and the third set of regions includes more pixels than the second st of regions,
In one approach, the third set of regtons may inclode the entive sensing region {e.g.,
entire active area) of the Angerprint image, such as the active arca of an ulirasonic
sensor arrav. For example, the first set of regions may be 3 270-pixel detecior

configaration, the second set may be a 1782-pixel detector configuration, and the third
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set may be an entire active area of a 14, 400-pixel detector. In this implemeniation, the
mobile device may be taken out of a sleep mode and activated {e.g., woken up}, when
threshold values are exceeded for cach of the 270-pixel detector conliguration, the
1782-pixel detector configuration, and the 14 400-pixel detector (entire sctive area)

configuration.

{D0S4} FIG. 3 illustrates exemplary implementations of the gradual power wake-
up mechanism of FIG. 2 according 1o aspects of the present disclosare. As showa in
FIHG, 3, block 302 represents an exenplary fingerprint image being monitored in block
202 of FIG. 2. Lines 304, 306, 308, 310, etc. represent the first set of regions of the
fngerprint image being sampled at the hrst sampling rate. As noted above, at this stage,
a low-power detector configuration, such as a 270-pixel detector configuration, the
controller 104 andfor the sensor processing module 124 may be used to estimate the fisst
metric level and compare the first metric level to the first threshold as desoribed in
blocks 202 10206 of FIG. 2.

[BOSS] Stmilardy, block 312 represents the fingerprint iinage being monitored in
block 208 of FIG. 2. Clusiers 314, 316, and 318 represent the second set of regions of
the fingerprind image being sampled at the second sampling vate. At this stage, an
mtermediate-level detector configurabion, sach as a 1782-pixel detector configeration,
the controller 104 and/or the sensor processing module 124 may be used to estimate the
second metric level and compare the second metric level (o the second threshold as
described in blocks 208 to 212 of FIG. 2.

{8836} In the event the second metric level exceads the second threshold, the

104 and/or the sensor processing module 124 of the sensor subsystem 106 to turn on the
device 100, After the device 100 has been turned on, block 322 represents the
Tingerprint image being montored. In some embodiments, block 31¥ may be bypassed,
indivated by a dashed lne from block 302 to block 322, n response to the first metric
fevel exceeding a first threshold, as described in blocks 242 10 206 of FIG. 2. Block 324
represents a full-sensor detector configuration, such as a 14,400-pixel defector
configuration, that may be used to monitor subsequent operations, for exagmple
subsaquent uses of the device 100, In some implementstions, the 14 400-pixel detector

configoration represents the entire active area of a fingerprint sensor. In some
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wplementations, the Hngerprind sensor miay serve as a honse button or othey tvpe of
button m device 100,

{0657} FIG. 44 illustrates an example of power consumption over thme for
executing portions of the method of F1G. 2 according to aspects of the present
disclosure. In this example, in the standby mode, the power consumed by the sensor
subsystem 106 1s represented by numeral 402, Power is consumed to acaquire samples
in the st set of regions st the first samphing rate, o estimate an energy level, and o
compare the estimated energy level to a threshold. In this mode, omly & small set of the
pixels of the fingerprint image are sampled and the number of computations may be
sigmificantly reduced. Both factors contribute fo reducing the power consumption n the

standby mode.

{0058] At time 406, assuming a {inger has been prelinunanily detected, the
device may continue to perform the gradual power wake-up mechanism gs described in
FIG. 2. Numeral 404 represents the power consumed for blocks 202 1o 206 of FIG, 2.
Assanung the first metric level exceeds the first threshold (206_Yes in FIG. 2), sumeral
408 represents the power consumed for blocks 208 (o 212, 1f the second metnie level
does not exceed the second threshold (e, insufficient ensrgy Jetected) st time 412, the
device may returs to the standby mode, indicated by intervals of power consumption

after time 412 being represented by numeral 402,

{0059] FIG. 4B iHustrates another example of power consumption over time for
executing portions of the method of FIG. 2 according 1o aspects of the present
disclosure. In this example, the events of the standby mode before time 406 ave similar

o that of FIG. 4A.

0060} At time 406, assuming the sensor may have sensed a finger, the device
may continue to perform the gradual power wake-up mechamism as described 1 FIGL 2,
Numeral 404 represents the power consumed for blocks 202 1o 206 of FIG. 2.
Assuming the first metric level exceeds the Hrst threshold (206_Yes in FIG. 2), numeral
410 represents the power conswmed for hlocks 20810 212, In this case, i the second
metric level exceeds the second threshold (Le., safficient energy detected) at time 412,
the presence of a user’s finger may be detected snd the device may be twmed on.
Numeral 414 represents the power consumption of the device after it is turned on. After

the device is activated, a full-sensor detector configuration, such as the one shown in

14
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Fi( 3 (324), may be configured to support subsequent operations, and the controller

104 may be configured o control the fullsensor detector confimuation,

{6061} FIG. 4C tllustrates exemplary implementation resulis of the gradaal
power wake-up mechanism of FIG. 2 sccording to aspects of the present disclosure. In
this exemplary implementation, one thousand data pomnts are plotted of a finger
tonching a platen of the sensor, showing ten different finger touches with one hundred
data pomis for each Ooger touch. Each data point represents a metric level caleulated
with either the 270-pixel detecior configuration or the 1782-pixel detector configuration
and with etther a finger on the sensor (plotted points 420 and 424) or a finger off the
sensor (plotted points 422 and 426, respectively). A threshold valee {e.g. a first
threshold value and a second threshold value) used {5 0.9972. As shown i FIG. 4C,
plotted points 420 represent results of a low-power 270-pixel detector configuration
with a finger on the sensor; plotted points 424 represent resulis of an miermediate-level
1782-pixel detector configuration with a finger on the sensor; plotted points 422
represent resulls of the low-power 270-pixel detector configuration with no finger on
sensor; and plotied points 426 represent resulis of the intermediate-level 1782-pixel
detector configuration with no finger on the sensor. With a threshold value £ 0.9972,
metric levels for the 270-pixel delector configuration and the 1 782-pixel detecior
configuration gre clearly differentisted between a finger on and o finger off the sensor,

with the 1782-pixel detector configuration showing smaller variation and higher

separation.
{0062} FIG. 3 ustrates & method of activating a device based on detection of a

fingerprint mage according o aspects of the present disclosure. As shown in FIGL 5, in
block 302, the method may monitor a first metric level of a first set of regions of the
fingerprint umage. In block 504, the method may determune 8 second metric level of a
second set of regions of the Hngerprint image in response to the first metric level
axceeding a first threshold. In block 306, the method may activate the device based on
the second metric level of the second set of regions of the fingerprint image. In some
unplementations, the second set of regions may correspond to a portion of the sensor
pixels in the sensor. In some implamentations, the second set of regions may
correspond to the entire active area (e.g., sll sensor pixels) of the sensor. Optionally, the
method nay monitor a third area of the fingerprint image, and conduct user miterface

operations with the device using the third area of the fingerprintiniage. The third area

P
¥



WO 2017/044716 PCT/US2016/050909

may correspond (o a third set of regions, which i some nplementations may be the

entire active area of the sensor

{6063} According to aspects of the present disclosure, the first metric level may
correspond to at least one of an acoustic energy level, an acoustic loading level, a spatial
frequency, a cross-correlation value, an image gquality value, or some combunation
thereof. In some implementations, an acoustic energy level may be determined by
comparing the outpat signals frony one or more sensor pixels in the firstset of regions to
a background or guiescent value scgquived with the ulirasonic transmitier off (e,
disabled), and computing the {irst metric level from the difference in the output signals.
In some implementations, an acoustic engrgy level may be determined by comparing the
output signals from one or more sensor pixels m the first set of regions to a foreground
value scquired with the ultrasonic transmitier on {e.g., enabled), and computing the first
metric level from the difference iy the output signals, The presence or sbsence ofa
finger on 8 swrface of a platen coupled {0 the wltrasonic sensor impacts the acoustic
energy level of the recerved signals. In some implementations, an acoustic loading level
may be determined by comparing a statistical quantity such as an average, a weighted
average, a standard deviation, elc. of the ocutput signals from one or more sensor pixels
i the first set of regions to a background statistical quanuty deternined with the
ultrasonic off or to a foreground statistical quantity deternuined with the ultrasonic
transmitter on. The presence or absence of a finger impacts the acoustic loading level.
In some implementations, a spatial frequency may be deternuned from scquived outpwt
signals from g plurality of pixels in the first set ol regions by executing a fast Fourter
trapstorm {FFT) on the acquired puiput signals. For example, a spatial frequency in the
range of one o five Hine paes per puliimeter, or more closely in the range of two tv
three hine pairs per mitlimeter may indicate the presence or absence of fingerprint ridges
and valleys that are indicative of the presence or absence of a finger. Tn some
unplementations, a cross-correlation value may be determined by comparing the outpt
signals from a set of one or more pixels in the first set of regions to an adjacent set of
one ot more pixels in the first set of regions, Lack of & presence of a finger tends to
result in detecting noise and/or random variations between adjacent pixels or sets of ong
or more pixels, whereas the presence of a finger may resull in significant signal
differences between adjacent pixels or sets of one or more pixels due to ndges and

valleys of a finger or other texture of an object positioned against the platen. In some
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implementations, an image quality value may be detenmined from acquired output
signals from one or more pixels in the fist set of regions. For example, an image
guality value may correspond {o 8 contrast ratio bebween regions that way represent g
ridge of a finger and regions that may represent o valley of the finger. In another
example, an image guality value may correspond 1o the rate at which pixel output
signals change from one pixel to the next or one group of pixels {o the next, indicating

good feature deffmition,

{0064} in some implementations, more than one mefric level may be combined
to form a composite metric level, which may provide a better determination of the
presence of a finger. In some implementations, the second metric level may be
determined in a maaner sinvlar to the determinabion of the first wetric level. In some
implementations, the second metric level mav bave similar threshold values o the first
metric level; while i other implementations, the second metric level may have g higher

threshold value:

[B06S] According 1o aspects of the present disclosure, the first set of regions
may correspond to sensor pixels selected from ome of & set of lines (.., a set of rows),
a set of partial hines, a set of cohnuns, @ set of partial colummns, a set of blocks, a set of
sub-~hocks, a set of separated pixels, a continnous line, a continuous partial ine, a
contingous colunmn, a continuous partial cohimn, a contimuous block, a continuous sub-
block, a set of continuous regions, & set of discontinuous regions, or some combination
thereof. The first set of regions may be centered on an active area of an ultrasonic
sensor array. In some implementations, the first set of regions may be centeved on the
active area to preferentially detect a {inger thatis positioned over the active area and (o

reduce detecting a finger that i3 postiioned only over an edue of the active ares.

{6066] in some unplementations, the second set of regions may correspond to
sensor pixels selected from one of a set of hines {e.g., a set of rows}), a set of partial lines,
a set of columns, a set of partial columns, 8 set of blocks, a set of sub-blocks, a set of
separated pixels, a continvous {ing, a continnous partial bine, a continuous column, a
continuons partial column, a continuous block, a continnous sub-block, a set of
continuous regions, a set of discontinuous regions, the enfire active area, or some
combingtion therenf. The second set of regions may be centered on the active area of
the ulirasonie sensor array. The second set of regions generally includes more pixels

than the first set of regions. A block or sub-block of sensor pixels may include a
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rectangular array of pixels with two or move adjacent pixels in a firat direction within
the areay of pixels and two or more adjacent pixels i a second direction that is

perpendicalar to the first direction.

{0067} FIG. 6A illustrates a method of monttoring a first metric level of a first
set of regions of the fingerprind Image as shown m block 382 of FIG. F according to

aspects of the present disclosure. In the example shovwn in FIG. €A, mn block 602, the
method may recesve first sampled data of the first set of regions of o fingerprind tmage
at g first sampling rate. I some implementations, the fivst sampling rate may be five

frames or partial frames per second for a sampling rate of 5 Hz.

{6068} Iy block €04, the method may determine the first metvic level for
mdicating an iitial prediction of a presence of a finger usig the first sampled data. In
the optional block 606, the method may monttor the first metric level of the frst set of
regions of the fingerprint tmage m response o the first metric level being less than or
equal to the first threshold. In some maplementations, the first set of regions of the
fingerprint image may include a set of pixels grranged along a plurality of tines, where
the set of pixels may nclude a 270-pixel pattern. The 270-pixel patiern may include
frve hings of 54 pixels per lme, and where each line may inclade three bine segments of

18 pixels per line segment.

{6069} FIG. 6B illustrates a method of determining a second metric level of a
second setof regions of the fingerprint image as shown in block 504 of FIG. §
according 1o aspects of the present disclosure. As shown in FIG. 6B, in block 612, the
method may receive second sampled data of the second set of regions of the fingerpnint
unage 8l @ second sampling rate. The second sanmpling rate can be one time. In some
implementations, the second sampling raie may be just once or af a frequency
depending on the size of the fingerprint image being monitored, resolution, power
consumption, andfor other factors. Insome implementations, the second samphng rate
may be equal to or fister than the first sampling rate. In block 614, the method may
determine the second metne level for indicating a finer prediction of' a presence of 8
finger using the second sampled data. In some implementations, the second set of
regions of the fingerprint image may mclude 3 set of pixels arranged in g plurality of
clusters, where the set of pixels may include § 1782-pixel patiern, In some
implementations, the 1782-pixel pattern may tnchude three sub-blocks of pixels, with

each sub-block having a size of {8 pixels by 33 pixels.
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{0076} FIG. oC illusirates a method of activating the device based on the sécond
metrie fevel of the second sel of regions of the fingerprint iimage as shown fnblock 506
of FIG. S according to aspects of the present disclosure. In the ewbodonent of FIG. 60,
i block 622, the method may determine a presence of a finger 1 response to the second
metric level excesding a second threshold. In block 624, the method may activate the
device in response o the presence of the finger being determined. In the optional block
626, the method may monitor the first metric level of the first set of regions of the
fingerprint fimage o response o the second metric level being less than or equal to the

second threshold.

{0071} FIG. 6D illustrates an exemplary method of deternuning a metric lovel
for a set of regions of the fingerprint image according to aspects of the present
disclosure. In the embodiment of FIG. 6D, in Bblock 632, the method may determune a
change in foreground based on a presence of the fingerprint image. In block 634, the
method may perform a background estination for the first set of regions of the
fingerprint image. In block 636, the method may determine the first metric level of the
first set of regioms based on differences between the changs in foreground and the

background estimation {or the first set of regions of the fingerprint image.

{6072} FIG. oF ilustvates an exemplary method of determining the change in
foreground for a set of regions of the lugerprint image according to aspects of the
present disclosure. In the embodiment of FIG. 6E, i block 642, the method may
recetve fivst sampled foreground data in the first set of sampled data, where the fivst
sampled foreground data is collected with an ulivasonic transmitter in an enabled state
{also referred o as an ON state). In block 644, the method may receive second sampled
foreground data in the first set of sampled data, where the second sampled foreground
data is collected with the ultrasonic fransmitter in a disabled state (also referred to as an
OFF state). In block 646, the method may compute the change in foregroond for the set
of regions of the fingerprint image as a difference between the first sampled foreground
data and the second sampled foreground data. Note that the difference between the first
sampled foreground data and the second sampled foreground data may be configured o
reduce signals dug to a pyroeleciric effect mtroduced when a fingsr/object touches or is
positioned near a piexoelectric layer of an ulirasomic sensor. A pyroelectric effect may
be caused by the ability of certain materials such as plezoelectric materials to gevnerate ¢

temporary voliage when the materials are heated or cooled. The change in temperature
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madifies the positions of the atoms shightly within the crysial structure, such that the
polatization of the material changes. This polarization change gives tise to a swrface
charge on 8 surface of the pyroclectiic waterial and generates a voltage across the
crystal. 11 the temperature stays constant at its new value, the pyroelectric voltage
gracdually disappears due o charge leakage. The leakage can be due to electrons
moving through the crysial, fons moving through the air, current leaking through a
voltmeter attached across the erysial, ete. By reducing or canceling out the pyroelectric

effect, a more accurgte ultrasonic signal can be oblained.

[0073] FIG. 6F ilustrates an exemplary method of perfornung background
estimation according (o aspects of the presexyt disclosure. In the embodiment of FIG.
6F, in block 6352, the method may determme an updated acquisttion time delay and an
updated ultrasonic transnutter frequency i accordance with a variation of a current
temperature relative (o a reference temperature from which an initial background
estimation and an inttial wlivasonic ansmitter frequency may be determimed. In bloek
634, the method may acquire background mage information based on the updated
acquisition time delay and the updated altrasonic transmitter frequency. In block 656,
the method may compute the background estimation using the background image

fnforimation.

{0741 Optionally or additionally, the wethod way perform at least one of:
reduce background noise based on autocorrelation of the pixels in the set of regions
{block 638} reduce sensor artifacts by removing guiescent values in the sampled data
{block 660); or a combination thereof In one implementation, autocorrelation of the
pixels in the set of regions may be perfonned with a shift or lag of one pixel i the

horizontal direction i the fingerprnt image shown i FIG. 3.

{0675} Note that the methods described in FIG. 6D to FIG. 6F may be emiployed
1o determine the first metric level for indicating an imitial prediction of a presence of a
finger using the first sampled data aswell as 1o detenmine the second metric level for
wdicating a finer prediction of a presence of a finger using the second sampled data.
{0876} FIG. 7 illustrates an exemplary block dingram of a device that may be
configured to implement the gradual power wake-up mechanism according to aspects of
the present disclosure, A device that may implement the gradual power wake-up

mechanism may imclude one or more features of mobile device 700 shown in FIG. 7. In
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certatn embodiments, mobile device 70U may include a wireless {ransceiver 721 that is
capable of transmithing and receiving wireless signals 723 via wireless attenna 732 over
& wiveless communication network., Wireless transceiver 721 may be connected to bus
701 by a wireless transceiver bus interface 720, Wireless transceiver bus interface 720
may, in some embodiments be at least partially integrated with wiveless ranscetver 721,
Some embodiments may inclode nudiiple wireless transceivers 721 and wireless
antennas 722 to enable transnutting and/or receiving signals according to a
corresponding multiple wireless communication standards such as, for example,
versions of TEEE Std. 802,11, CDMA, WCDMA, LTE, UMTS, GSM, AMPS, Zigbee

and Bluetooth™, ete.

{0077} Mobile device 700 may also include GPS recoiver 755 capable of
receiving and acquiring GPS signaly 759 via GPS anterg 758, GPS receiver 755 nwy
also process, i whole or i part. acquired GPS signals 739 fr estimating a location of 3
mobite device. In some emsbodiments, processor(s) 711, memory 740, DSP) 712
and/or spectalized processors (not shown) may also be utilized to process acquired GFS
signals, in whole or i part, and/or calculate an estimated location of mobile device 704,
m conjanction with GPS receiver 755, Storage of GPS or other signals may be

performed momemory 740 or regisiers {not showa).

{078) Also shown in FIG. 7, mobile device 700 may include digital signal
processor(sy {DSP(s)) 712 connected to the bus 701 by a bus nterface 710, processor(s}
711 connected to the bus 701 by a bas interface 710 and memory 740, Bus interface
710 may be integrated with the DSP(s) 712, processor(s} 711 and memory 740, In
various embodiments, functions may be performed in response execution of one or
more machine-readable instructions stored i memory 740 such as on a computer-
readable storage mediuom, such as RAM, ROM, FLASH, or disc drive, just to name g
few examples. The one or more instructions may be executable by processor(s) 711,
spacialized processors, or DSP(s) 712, Memotry 740 nray mclude a non-transitory
processor-readable memory andior a computer-readable memory that stores software
code {(programming code, instractions, etc.) that are execwtable by processor{s) 711
and/or DSP{s) 712 to perform funciions described herein. In a particular
implementation, wireless transceiver 721 nay communicate with processor{s) 711
and/or DEP(SY 712 through bus 701 1o enable mobile device 700 to be configured as 4

wireless station. Processor(s) 711 andfor DSP(s) 712 may perform the methods and
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functions, and execute mstructions {o exgcnte one or more aspects of processes/methods
discusaed in connection with FEG. 1 1o FIG. 6F and FIG. 8 1o FIG. 9B,

{6079} Also shown i FIG. 7, a aser interface 735 may include any one of
several devices such as, for example, a speaker, microphone, display device, vibration
device, kevboard, touch screen, ete. A user mierface signal provided o a user may be
one or more oulputs provided by anv of the speaker, microphone, display device,
vibration device, keyboard, touch screen, ete. In o parbicular implementation, user
interface 735 may enable g wser to mieract with one or more appheations hosted on
mobile device 700, For example, devices of user mnterface 735 may store analog or
cigttal signals on memory 744 to be further processed by DSP{s) 712 or procvessor 711
1 vesponse {o action from a user. Stmlarly, applications hosted on mobile device 700
may store analog or digital signals on memory 740 to present an outit signal 1o a user.
T ancther implementation, mobile device 700 may optionally include a dedivated andio
mput/entput (/0) device 770 comprising, for example, a dedicated speaker,
microphone, digital to analog circuitry, sualog to digital cireuttry, anplifiers andfor gain
control. In another implementation, mobile device 700 may include touch sensors 762

ayals on a kevboard or touch sereen

g

responsive (o touching, pressure, or ultrasonic si

device,

{086} Mobile device 700 may also include g dedicated camera device 764 for
capturing still or moving imagery. Dedicated camers device 764 nwy include, for
example an imaging sensor {e.g., charge coupled device or CMOS bmager), lens, analog
to digital circwitry, frame baffers, ete. In one implementation, additional processing,
conditioning, encoding or compression of signals representing captured images may be
performed at processor 711 or DSPis) 712, Alternatively, a dedicated video processor
768 may perform conditioning, encoding, compression or manipulation of signals
represemting captured images. Additionaily, dedicated video processor 768 may
decode/decompress stored image data for presentation on a display device {not shown)
on mobile device 700,

-t

{0081} Mobile device 700 may also include sensors 760 conpled 1o bus 701
which may mchude, for example, inertial sensors and environmental seosors. Inertigl
sensors of sensors 760 may include, for example accelerometers {e.g., collectively

~
Fi

responding fo acceleration of molnle device 700 in three ditmensions), voe or more

SYTOSCOPES OF One Of more magnetometers (2.9, 10 SUPPOrt ORe OF MOTE COMPASS

1
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apphcations). Environmental sensors of mobile device 708 may include, for example,
femperature sensovs, barometric pressure sensors, ambient Heht sensors, and camera
wnagers, microphones, just o name few examples, Sensovs 760 may generale avalog or
digial signals that may be stored tn memory 740 and processed by DPS(s) or processor
71 in support of one or more applications such as, for example, applications directed to

positioning or navigation operations.

{0082} In g particulsr oplementation, mobile device 700 may inclede g
dedicated modem processor 766 capable of performing basehand processing of signals
recetved and down-converted at wireless fransceiver 721 or GPS receiver 735,
Sinularly, dedicated modem processor 766 may perform baseband processing of signals
1o be up-converied for transmission by wireless franscerver 721, In alterpative
implementations, instead of having a dedicated moden: processor, baseband processing

may be performed by a processor or DSP {e.g. processor 711 or DSP{(s) 712}

{083} FIGs. BA-BC illusirate an example of an ulirasomic sensor according to
aspects of the present disclosure. As shown in FIG. 84, an ultrasonic sensor 10 may
mnclude an olrasonic transotier 20 and oo ultrasonic recerver 30 under a platen 40, The
phirasonic transmitter 28 may be a preroeclectric transmitier that can generate ultrasonic
waves 21 {see FIG. 8B). The ulirasoric recetver 30 may mclude a pleroelectric material
and an array of pixel circuits disposed i or on a substrate. In some wnplementations,
the substrate may be a glass, plastic or semiconductor subsirate such s a stlicon
substrate. In operation, the plirasonic transmutter 20 may generate one or more
ultrasonic waves that ravel through the ulirasowic receiver 30 to the exposed surface 42
of the platen 40. At the exposed surface 42 of the platen 40, the ulirasonic energy may
be transmitied, absorbed or scaitersd by an object 23 that is in contact with the platen
44, such as the skin of a fingerprint ridge 28, or reflected back. In those locations where
air contacts the exposed surface 42 of the platen 40, e.g., valleys 27 between fingerprint
ridges 28, most of the ulirasonic wave will be reflecied back toward the ultrasone
recetver 340 for detection (see FIG. 8C). Control electronices 50 may be conpled to the
ultvasonic {ransmitter 20 and ultrasonic receyver 30 and may supply timing signals that
cause the ultrasonic transimitter 20 {0 generate one or more ultrasomc waves 21, The
control electronics 50 mav then receive signals from the ultrasonic veceiver 30 that are
wdicative of reflected ultrasonic energy 23, The control electronics 50 may use output

signals recetved from the ultrasomie receiver 30 to construct a digital image of the object

]
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25, In some implementations, the control electronics 50 may also, over time,
successively sample the outpul signals fo detect the presence andfor movement of the

object 38,

{0084} According to aspects of the present disclosure. the ultrasonic transmitter
20 may be a plane wave zenerator including a substantially planar prezoelectric
transnniter layer, Ultrasonic waves may be generated by applyving a voltage to the
piezoelectric layer 1o expand or contrsct the laver, depending upoun the sigoad applied.
thereby generating a plane wave, The voltage may be applied to the piezoelectric
transmitter laver vig 3 first transmitier electrode and a second transnitter electrode, In
tius fashion, an ulirasonic wave may be made by changing the thickoess of the layver via
a piezoeleciric effect. This ultrasonic wave travels toward a finger {or other object to be
detected), passing through the platen 40. A portion of the wave not absorbed or
wansmitted by the object to be detected may be reflected so 3s to pass back through the
platen 40 and be recetved by the ultrasonic recetver 30, The first and second transmitter
electrodes may be metallized electrodes, for example, metal lavers that coat opposing

sides of the piezoelectric transmitter layer.

{0085} The ultrasonic receiver 30 may nclude an array of pixel circuits disposed
i1 or on a substrate, which also may be referred {o as a water or a backplane, and a
pezoelectric recetver laver. In some irnplementations, each pixel circuit may include
one o more stlicon or thin-fibm transistor {TFT) elements, electrical mterconnect fraces
and, i some implementations, one or more additional circuit elements such as diodes,
capacitors, and the Bke. Each pixel civcuit may be configured to convert an electric
charge generated in the preroelectric recerver layer proximate to the pixel cireuit into an
electrical signal. Fach pivel cirawit may inchude a pixel input electrode that elecirically

couples the plezoelectric receiver layer 1o the pixel circuit.

{00861 In the dlustrated tmplerentation, a receiver bias electrode s disposed on
a side of the plezoelectric receiver layer proximal to platen 40, The recetver tnas
electrode may be a metallized electrode and may be grounded or biased o contral which
signale are passed {o the silicon or TFT sensor array. Ulirasonic energy that is reflected
from the exposed {top) surface 42 of the platen 40 is converted into localized electrical
charges by the plezoelectric receiver laver, These localized charges are collected by the
pixel input elecirodes and are passed on {o the underlymg pivel cirenits. The charges

may be amplified by the pixel cirauits and provided to the control eleciromes, which
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processes the output signals. A simplified schematic of an example pixel cirenit i3
shown in FIG. 24, however one of ordinary skilf w the art will sppreciate that many
variations of and modifications to the example pixel circust shown in the simplified

schematic may be contemplated.

{0687} Control electronics 50 may be electrically connegted to the first
fransnniter electrode and the second transmitier slectrode, as well as to the recaiver bias
electrode and the pixel circuits i oron the substrate. The contrel electronics S0 may

operate substantislly as discussed previcusly with respect to FiGs. 8A-8C,

[0OBB] The platen 40 may be sny appropriate material that can be acousticatly
coupled {0 the recetver, with examples including plastic, ceramic, glass, sapphive,
stainless steel, aluminum, a metal, o metal alloy, pelvearbonaie, a polymeric malerial, or
a metal-filled plastic. in some implementations, the platen 40 may be a cover plate,
e.u., a cover glass or a lens glass for g display device or an ultrasonic sensor, Detection
and imaging may be performed through relatively thick platens if desired, g, 3 mm
and above,
{008y} Examples of piezoelecinie matenigls that may be emploved according o
arious implementations include prezoelectric polymers having appropriate acoustic
properties, for example, acoustic impedance between about 2.5 MRayls and § MRayls.
Specific examples of prevoelectnie materials that way be emploved inchude ferroelectric
polymers such as polyvinviidene fluoride (PVDF) and polyvinvlidene fluoride-
trifluorcethylene (PVDF-TrFE) copolymers. Examples of PVDF copolymers include
60:40 (molar percent) PVDF-TrFE, 70:30 PVDF-TYFE, 80:20 PVDF-TFE, and 90:10
PVDR-TYFE, Other examples of piezoelecinic matenals that may be emploved mchude
polvvinylidene chloride (PVDO)Y homopolvimers and copolymers,
polvtetrafluoroethyiene (PTFE) homopolvmers and copolvmers, and

dusopropylammonipm bromide (DIPAB).

o090} The thickaess of each of the pieroelecitic transmitter layer and the
piezoeleciric receiver layer nay be selected so as to be seitable for generating and
receiving ultrasomic waves. [n one example, a PVDF piezoelectric transmitier layer
may be approximately 28 uny thick and a PVDF-TIFE recetver laver may be

approximately 12 pm thick, Example frequencies of the ultrasonic waves are in the

b
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range of &5 MHz to 30 MHz, with wavelengths on the ovder of a quarter of a millineter

or less.

{6691} FIGs. 8A - 8C show example arrangements of nltrasonic tansontters and
receivers in an ultrasome sensor, with other arrangements possible. For example, in
some implementations, the ultrasonic transmitter 20 may be above the ulirasonic
receiver 30, Le., closer to the object of detection. In some implementations, the
piezoelectric receiver laver may serve as both an vlirasonic transmitter and an ultrasonic
receiver, A pigroglecttic layer that may serve as either an ulirasonic lransmuitier of an
ultrasonic receiver may be referred o as a pieroeleciric transceiver layver or 8s a single-
faver transmitter/receiver layer. In some implementations, the ulirasonic sensor may
mclude an acoustic delay layer. For example, an acoustic delay layer may be
incorporated into the ulirasonic seasor 10 between the ultrasonic transmitter 20 and the
ultrasonic receiver M1 An acoustic delay laver may be employed to adjust the
ultrasonic pulse tuming, and ot the same tme electcally insulate the ulirasonic recetver
30 from the ultrasonic transimitter 20, The delay laver may have a substantially wniform
thickness, with the material used for the delay layer and/or the thickness of the delay
laver selected to provide a desired delay in the time for reflected ulirasonic energy to
reach the ultrasomic recetver 30, In doing so, the sange of time duning which an energy
pulse that carries information abowt the object by virtue of having been rellected by the
obiect may be made o arive at the wltrasomic recetver 30 during a fime range when s
unlikely that energy reflected from other parts of the sltrasonic sensor 10 1s amiving at

the ultrasonic recetver 30, In some implementations, the siticon or TFT substrate and/or

the platen 40 may serve as an acoustic delay layer.
{0092} FIG. 94 depiets a 4 x4 pixel avray of pixels for an whinasonic sensor.

Each pixel may, for example, be associated wih g local region of piezoelectyic sensor
material, a peak detection diode and a readout transistor; many or all of these elements
may be formed on or in the backplane o form the pixel circuit. I practice, the local
region of piezoelectric sensor material of each pixel may gransduce received ultrasonic
energy mito electrical charges. The peak detection diode may register the maximum
amount of charge detecied by the local region of piezoelectiic sensor material. Each
row of the pixel avray may then be scanned, e.g., through a row select mechansm, a
gate driver, or a shift register, and the readout transistor for each column may be
wiggered to allow the magnitude of the peak charge for each pixel to be read by

Py
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additional circuilry, e.g., a multiplexer and 30 A/D converter. The pixel cirouit may
fnchude one or ovore silicon transisiors of TFETs o allow gating, addressing, and

resething of the pixel.

{0093} Each pixel circuit may provide information about a smaall portion of the
abject detected by the ultrasonic sensor 1, While, for convenience of lustration, the
example shown in FIG. 94 is of a relatively coarse resolution, ultrasonic sensors having
aresolution on the order of 304 pixels per inch or higher may be conligured witha
tayered structure. The detection ares of the ultrasonic sensor 10 may be selected
depending on the mtended object of detection. For example, the detection area {e.g.,
active area) may range from about 5 mm x § mm {or a single finger {0 about 3 inches x
3 inches for four fingers. Smaller and larger aveas, including square, rectangular and

non-reclangular geometries, may be used as appropriate for the object.

L FIG. 98 shows an sxample of a high-level block diagram of an ultrasonic
sensor systeny, Many of the elements shovwn may form part of control electromes 38 A
sensor controller may inchude a control want that 1 cobfigared o control vanous aspects
of the sensor system, e.g., ulirasomie transmitier timing aud sxcitation wavelorms, bigs
voltages for the phirasonic recetver and pixel curonitry, pixel addressing, signal fillering
and conversion, readout frame rates, and so forth. The sensor controller may also
mnclude a data processor that receives dats from the yltrasonic sensor circuit pixel array.
The data processor may translate the digitized data into image data of a fingerprint or

format the data for further processing.

{6895} For example, the control pnit may send a transpmitter (Tx} excitation
signal 1o a Tx driver at regular intervals to cause the Tx driver to excite the ultrasonic
transmutter and produce planar ultrasonic waves. The conirol unit may send level salect
mput signals through a receiver (Rx) bias driver to bias the receiver bias electrode and
allow gating of acoustic signal detection by the pixel civcuttyy. A dennsiiplexer may be
used to tum on and off gate drivers that cause a particular ronw or column of sensor pixet
circutts o provide sensor oaiput signals, Outpat signals from the pixels may be sent
through a charge amplifier, a filter such as an RC filter or an anti-aliasing filter, and a
digitizer to the data processor. Note that portions of the system may be included on the
silicon or TET substrate and other portions may be included in an associated mtegrated

cireudt {e.p., an ASICO)

]
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{6696} According to aspects of the present disclosure, ultrasonic sensors may be
configured to produce ngh-resolution Sngerprint images ' user verification and
authentication. In some implementations, ulirasonic fingerprint sensors may be
configured to detect reflected signals proportions! to the differential acoustic impedance
between an outer surface of a platen and a finger ridge (tissug) and valley {air). For
example, a portion of the plirasonic wave energy of an ulirasonic wave may be
transnnited from the sensor into finger tissue in the ridge areas while the remaming
portion of the ultrasonic wave energy is reflected back towards the sensor, whereas a
smaller portion of the wave may be wansmitted into the aiy in the valley regions of the
finger while the remaining portion of the vltrasonic wave epergy is reflected back to the
sensor. Metheds of correcting diffraction effects disclosed herein may increase the

overall signal and image confrast fom the sensor.

{80971 Note that at least the following three parsgraphs, FIG. 1 - FIG. 2, FIG. §
~FIG. 9 and their corresponding descriptions provide means for momtoring a first
metric level of a first set of regions of the fingerprint image: means for determining a
secord metric level of a second set of regions of the fingerprint inage in response to the
fivst metric level exceeding a first threshold, where the second set of regions mchudes
more pixels than the first sel of regions; megns for activating the device based onthe
second metric level of the second set of regions of the fingerprint image; means for
recetving first sampled data from the first set of regions of the fingerprind image at a
first sampling rate; means for deternuning the first wetric level for indicating an itial
prediction of g presence of a finger using the lirst sampled data; means for receiving
seconnd sampled data from the second set of regions of the fingerprint image; means for
determining the second metric level for indicating a fney’ predivtion of a presence of g
finger using the second sanmpled data; means for determining a presence of o finger in
response 1o the second metric level exceeding 8 second threshold; means for activating
the device in response to the presence of the finger; means for detenmining a change in
foreground based on a presence of the fingerprint image; means for performing a
background estimation for the first set of regions of the fingerprint image; and means
for determinmg the frst metric level of the first set of regions based on differences
between the change in foreground and the background esiimation for the first sef of

regions of the fingerprint image.
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{6698} The methodologies described herein may be implemeanted by various
means depending upon applications according to particular examples. For example,
such methodologies may be inplemented thavdware, firmware, software, or
combinations thereof. In a hardware implementation, for example, a processing unit
may be implemented within one or more application specific iteprated circuils
{"ASH s}, digital signal processors {"DSPs™}, digital signal processing devices
{"DSPDs™), programmable logie devices ("PLDs™), field progranmmable gate amays
{("FPGAs™), processors, controllers, mucro-controllers, microprocessors, electronic
devices, other devices anits designed to perform the functions described herein, or

combinations thereof

{0099} Some portions of the detaled description included herein are presented
in terms of algorithms or symbolic represgniations of operations on bwary digital
signals stored within 8 memory of a specific apparatus or special purpose computing
device or platform. In the context of this particular specification, the lerm specific
apparatus or the like includes a general purpose computer once 1t 1s programmed to
perform particular operations pursuant o instructions from program scefiware,
Algorithnic descriptions or symbolic representations are examples of technigues used
by those of ordinary skill in the signal processing or related arts to convey the substance
of their work to others skilled tn the art An slgorithm is here, and generally, i
considerad to be a self~consistent sequence of operations or similar signal processing
leading to a desired result. In this conlext, operations or processing invelve physical
manipulation of physical quantities. Typically, although not necessarily, such quantities
may take the form of elecirival or magnetic signals capable of baing stored, ansferred,
combined, compared or otherwise manipulated. It has proven convenient af times,
principally for reasous of common usage, forefer to such signals as bits, data, values,
clements, symibols, characters, terms, numbers, numerals, or the like. 1t shonld be
undersiood, however, that all of these or similar terms are to be associated with
approprate physical quantities and ave merely convenient Iabels. Unless specifically
stated otherwise, as apparent from the discussion herein, ¥ is apprecisted that
throughout this specification discussions utilizing tenms such as "processmyg,”
“computing,” "calculating,” "determining” or the like refer to actions or processes of &
specific apparatus, such as a special purpose computer, special purpose computing

apparatus or a similar special purpose electronic computing device. In the context of
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this specification, therefore, a special purpose computer or a sinilar special purposs
electronic vomputing device is capable of manipolating or {ransforming signals,
fypically represented as physical electronic ot magnetic quantities willan memornies,
registers, or other Information storage devices, transmission devices, or display devices

of the special purpose computer or similar special purpose electronic computing device,

{00100} Wireless commumication techniques described herein may be in
conncction with vatious wireless compuncations networks such as a wireless wide-area
network (“WWAN), a wireless local aren network ("WLAN®), a wireless personal area
network (WPAN), and so on. The term "network” and "system" may be used
fterchangeably herein. A WWAN may be a Code Division Mudtiple Access
{("CDMA") network, a Time Division Multiple Access ("TDMA") network, a Frequency
Division Muttiple Access ("FDMA™} network, an Orthogonal Frequency Division
Multiple Access ("OFDMA") network, a Smple-Carrier Frequancy Division Multiple
Agcess ("SC-FDRDMA™ network, or any combination of the above networks, and so on.
A CDMA petwork may implenent ong or more radio access technologies ("RATS")
such as edma2i00, Wideband-CDMA ("W-CDMA"}, (0 name just a few radio
technologies. Here, cdma2000 may inclode technologies implemented according to I8-
98, 18-2000, and 15-856 standards. A TDMA network may implement Global Svstem
for Mobile Communications ("GSM"), Dignal Advanced Mohile Phone Svstem ("D-
AMPS"Y, or some other RAT. GSM and W-UDMA are described in documents from a
consoriium named "3rd Generation Partnership Project” ("3GPP”). Cdma2000 s
described in documents from a consortium named "3rd Generation Partnership Project
2T UIGPPT). 3GPP and 3GPP2 documents are publicly available. 4G Long Term
Evolation ("LTE"} communications networks may alse be implemented in accordance
with claumed subject matter, inan sspecl. A WLAN nwy mclude an IBEE 802 1
network, and a WPAN may include a Bluetooth network, an IEEE 802.15x, for

example. Wireless compumication implementations described herein may also be used

[a0101} In gnother gspect, as previously mentioned, 8 wireless transmitter or
avcess point may include 8 fomtocell, utilized to extend cellular telephone service into a
business or home. In such an implementation, one or more mobile devices may
comnuancate with a femtocell via a code division wultiple access ("CDMA"™) cellular

commucation protocod, for example, and the femtocell may provide the mobile device
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access 10 a larger cellular telecommunication network by way of another broadband

network such as the Intemet.

{00162} The termss, "and" and "or” ay used herety mgy wehude g vadety of
meamings that will depend at least in part upon the context in which it is used.
Typically, "or™ if used to associate a list, such as A, B or C, is intended to mean A, B,
and €, here used in the melusive sense, as well as A, B or C, here used in the exclusive
sense. Reference throughout tus speaification to "one example” or "an example” means
that a particular feature, structure, or chargetenisiic described m connection with the
example is included i af least one example of claimed sulyect matter. Thus, the
appearances of the phrase "in one example™ or "an example” i various places
throughout this specification are pol pecessarily all referring to the same example.
Furthermore, the particular features, struciures, or characteristics may be combined in
one or more examples, Examples described herein may include machines, devices,
engines, or apparatuses that operate using digial signals. Such signals may include
electronic signals, optical signals, electromagnetic signals, or any form of energy that

provides information between locations.

{06103} While there has been illusirated and described what ave presently
considered 1o be example featares, it will be understood by those skilled in the avt that
various other modifications nway be made, and equivalents may be substituted, without
departing from claimed subject matter. Additionally, many modifications may be made
to adapt a particalar situation to the teachings of claimed subject matter without
departing from the central concept described herein. Therefore, it is intended that
clammed subject matter not be limited to the particular examples disclosed, but that such
claimed subject matier may also inclade all aspects falling within the scope of the

appended claims, and equivalents thereofl
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Wea clainy:

i A method for use in activating 3 device based on detection of a Ningerprint
image, the method comprising:
monitoring 8 frst metric lovel of a st set of regions of a fingerpuint image:
determining a second metric level of s second set of regions of the Ongerprint
image m response o the first metric level exceeding a fivst threshold, wherein the
seeond st of regions ncludes more pixels than the first set of regions; and
activating the device based on the second meinic level of the second set of

regions of the Angerprint image.

2 Themethod of clabm 1, wherein the first nmetric level and the second metric feved
represent at least one of an acoustic energy level, an acoustic loading level, a spatial

frequency, a cross-correlation value, or an image quality value.

3. The method of claim 1, wherein monttoring the first metrie level of the fivst set
of regions of the fingerprind image conyuises;

receiving a Hrst samplad data from the first set of regions of the fingerprnt
image at a first sampling rate; and

determining the first metric level for indicating sn butial predicpion of o presence

of a finger using the first sanysed data.

4, The method of claim 3, furthey comprising:
monitoring the fivst metvie level of the first set of regions of the fingerprint

wnage 1 respouse 1o the first metric level being less than or equal to the first threshold.

5. The method of claim 1, wherein determining the second metric level of the
second sat of regions of the fingerprint image comprises:

receiving a second sampled data from the second set of regions of the fingerprint
wage; and
determining the second metric level for indicating a finer prediction of a

presence of a finger using the second sampled data.

6. The method of claim 1, wherein aetivating the device based on the second meiric

level of the second set of regions of the fingerprint image comprises:

Lot
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determining a presence of a finger in response to the second mstric level
extesdmy a second threshold; and

activating the device In respouse (o the presence of the finger

7. The method of claim 6, farther compnsing;
monitoring the first metric level of the frst set of regions of the fingerprint
image 1 response (o the second metric fevel being less than or equal {o the second

threshold.

8, The mwethod of claim 3, wherein determining the first metric level of the first set
of regioms of the fingerprint image comprises:

determining a change m foreground based on a presence of the fingerprint
mage;

performing a background estimation for the first set of regions of the fingerprint
tmage: and

determining the first metric level of the first set of regions based on differences
between the change in foreground and the background estimation for the first set of

regions of the fingerprint image.

9. The roethod of claivo 8, whevetn determbung the change w foreground
comprises:

recerving a frst sampled foreground data 1 the first set of sampled data,
wherein the first sampled foreground data is collected with an ultrasonic transmuitter in
an enabled stale;

receiving a second sampled foreground data mn the first set of sampled data,
wherein the second sampled foreground data is collected wath the ultrasomic transmitter
i a disabled state; and

computing the change in forepround for the Hirst st of regions of the fingerprint
image as a difference between the first sampled foreground data and the second sampled

foreground data.

1. The method of clavm 8, wherein performing the background estimation
COMPrises:
deternuning an updated acquisition time delay and an updated wlivasomie

transmitter frequency in accordance with g variation of a current temperature from a

()
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reference temperature from which an tntial background estimation and v initial
ulitasonic ransmitter fraquency are determined;

acquiring 8 background image nformation based on the updated acquistiion time
detay and the updated ultrasonic transmuiter frequency; and

computing the background estimation using the background image information.

11, The method of claim 10, further comprising at least one of:

rechiwing background noise based on autocorrelation of the pixels in the first set
of regions;

reducing sensor artifacts by removing quiescent values in the frst sampled data;

ur a combination thereot

12 Adevice, comprising:
a sensor having a phuality of sensor pixels configired to sense a fingerprint
fmage:
a memory configured o store the fingerprint mage; and
a controller coupled to the sensor and the memory and configured to;
monitor a first metnic level of a first set of regions of the fingerprint
image;
determine a second metric level of a second set of regions of the
fingerpring image in response o the first metric level exceeding a first threshold,
wherein the second set of regions includes more pixels than the first set of
regions; and
activate the device based on the second metric Jevel of the second set of
regions of the fingerprint image.
13, Thedevice of claim 12, wheren the first meiric level and the second metric
tevel represent at {enst one of an acoustic energy level, an acoustic loading level, a

spatial frequency, a cross-correlation valse, or an image quality value.

4. The device of elaim 12, wherein the controlfer is further configured 1o

recetve & first sampled data from the st set of regions of the Sngerprint image
at a first sampling rate; and

deternune the first metric Jevel for mdivating sn mitial prediviion of a presence

of a finger using the first sampled data.
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1S, The device of claim 14, wherein the controller is further conligured 1o
monitor the st metric level of the first set of regions of the Hngerprint inage in

response to the first metnie level being less than or equal {o the first threshold.

16, The device of claim 12, wherein the controller 15 further configured 100

receive g second sampled data from the second set of regions of the fingerpring
image; and

determine the second metric level for indicating a finer pradiction of & presence

of a finger using the second sampled data.

17, The device of claim 12, wherein the controller 1s firther configured to!
determine a presence of a finger in response to the second metric level
exceeding a second threshold; and

activate the device 1o response o the presence of the finger.

18, The device of claim 17 wherein the controller iz further confignred o)
monitor the first mettic level of the first set of regions of the fingerprint tmage in

response to the second metric {evel being less than or equal to the second threshold,

19, The device of claim 14, wherein the controller is further configawed to:
determine 8 change i foreground based on & presence of the HBngerprint image;
perform a background estimation for the first set of regions of the fingerpring

mmage; and
determine the first metric level of the first set of regions based on differences

hetween the change 1w foreground and the background estimation for the firsi set of

regions of the fingerprint inmge.

o

200 The device of claim 19, wherein the controdler is further configured to:

receive a first sampled foreground data in the first set of sampled data, wherein
the first sampled foreground data is collected with an vltrasonic transoutier in an
enabled state;

receive a second sampled foreground data in the first set of sanpled data,
wherein the second sampled foreground data is collected with the ultrasonic transmitter

iy disabled staterand

[
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compitte the change i foreground for the fivet set of regions of the fingerprint
image as a difference belween the fird sampled forepround data and the second sampled

foreground data,

21 The device of claim 19, wherein the controller is further configured to:
determine an updated acquisition time delay and an updated ultrasonic
wwansnuitter frequency i accordance with a variation of a current temperature froma
reference temperature from which an initial background estimation and an mnitia
ulirasonic fransmitter frequency gre determined;
sequire @ backzrourd image information based on the updated acquisiion time
detay and the updated ultrasonic transmiiter frequency; and

compute the background estimation asing the background image information.
22 The device of claim 21, wherein the controller 15 further configured 1o perform
at least one of:

reduce background noise based on sutocorrelation of the pixels m the first set of
regions;

reduce sensor artifacts by removing quiescent values in the first sampled data;

ar a conbination thereol

23, A pon-travnstory medium storing tnstructions fr execution by one oy more
processors of a device, the instructiony comprising:

nstractions for monitoring & frstimetric level of a frst set of regtons of a
fingerprint mage;

instructions for determining a second metric level of a second set of regions of
the fingerprint image in response to the first metric level exceeding a first threshold,
wherein the second set of regions includes more pixels than the first set of regions; and

instructions for activating the device based on the second metric level of the

second set of regions of the fingerprint image.

24, The nop-franstiory medivm of claim 23, wherein the instroctions for monitormg
the first metric level of the fivst set of regions of the Gngerpring image conprise;
instructions for receiving a first sampled data from the fivst set of regions of the

fingerprint image at 3 first sampling rale; and
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instructions for determuning the firstmettic level for indicating an mnitial

prediction of a presence of a finger using the first sampled data.

25, The non-transttory mediom of clanm 23, wherein the instructions for determining
the second metric level of the second set of regions of the Hingerprint image coropriser
instructions for receiving a second saopled dota from the second set of regions
of the fingerprint image; and
instructions for deternmining the second wiettic level for mdicatmg a finer

prediction of a presence of a finger using the second sampled data.

26, The nou-transitory medinm of claim 23, wherein the instructions {or sctivating
the device based on the second metric level of the second set of regions of the
{imgerprint image comprise:

instructions for determining a presence of o finger in response to the second
metric level exceeding a second threshold; and

instrictions for activating the device in response 1o the presence of the finger.

27, The non-transitory medium of claim 24, wherain the instructions for determining
the first metric level of the first set of regions of the fingerprint fmage comprise:
instructions for deternuning & change in foreground based on g presence of the
Gingerpring mage;
stractions for performing a background estimation for the first set of regions of
the fingerprint image; and
on ditferences between the change m foreground and the background estimation for the

first set of regions of the fingerprint tmage.

[

28, A device, comprising:

niegns for use in sensing a fingerprint image vsing 3 phaality of sensor pixels;

means for use in storing the fingerprint image;

means for monitoring a frst melns level of 2 first set of regions of the
fingerprint umage;

means for determining a second metric level of a second set of regions of the
fingerprint tmags i response {o the first metric level exceading o fizsd threshold,

wherein the second set of regions ncludes more pixels than the first set of regions; and
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means for activating the device based on the second metric level of' the second

set of regions of the fingarprint image.

28 The device of clain 28, wherein the means for monttoring the first metiic level
of the Tirst set of regions of the Dngerprint image compuises:

means for recetving a first sampled data from the first set of regions of the
fingerprint image at a first sampling rate; and

means for determining the first metric level for indicating an imttial prediction of

a presence of g finger using the first sanpled data.

30, The device of claim 28, wherein the nieans for determining the second metric
tevel of the second set of regions of the fingerpriigt image comprises:

means for receiving a second sampled data from the second set of regions of the
fngerprint image; and

means for deternining the second mettie level for indicating a finer prediction of

a presence of a finger using the second sampled data.
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