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(57) Abstract: In some aspects, the instant disclosure relates to the multiplexed encryption of information on nucleic acid molecules.
In some aspects, the instant disclosure relates to a method of secure communication of information disseminated across at least one
nucleic acid molecule, the method comprising (a) obtaining a modified keyboard comprising a personalized platform for translating
text into a nucleic acid sequence; (b) translating a quantum of information into a nucleic acid message sequence using the modified
keyboard of (a); and, (c) obtaining an at least one nucleic acid molecule, each molecule comprising: (i) the complete or a portion of
the nucleic acid message sequence, and (ii) at least one contiguous stretch of randomized variable nucleic acid sequence flanking
and/or inserted into the message sequence, thereby producing a nucleic acid molecule or a set of nucleic acid molecules containing
the entire quantum of information.



10

15

20

25

WO 2016/077079 PCT/US2015/058120

-1-

DNA ENCRYPTION TECHNOLOGIES

RELATED APPLICATIONS
This application claims the benefit of U.S. provisional application serial number USSN
62/069,994, filed on October 29, 2014, and entitled “DNA Encryption Technologies”, the entire

content of which is incorporated herein by reference.

FEDERALLY SPONSORED RESEARCH
This invention was made with government support under Contract No. N66001-12-C-
4016 awarded by the Space and Naval Wartare Systems Center. The government has certain

rights in the invention.

BACKGROUND OF INVENTION
As the costs and time constraints of DNA synthesis and sequencing are rapidly declining,
DNA is emerging as a viable medium for information storage. Previously, DNA has been used
for hiding messages and storing large texts, however these methods require advanced
laboratories with trained scientists to extract information. Simpler writing and reading methods

are required for DNA communication to become more adopted.

SUMMARY OF INVENTION

In some aspects, the instant disclosure relates to a method of secure communication of
information disseminated across at least one nucleic acid molecule, the method comprising (a)
obtaining a modified keyboard comprising a personalized platform for translating text into a
nucleic acid sequence; (b) translating a quantum of information into a nucleic acid message
sequence using the modified keyboard of (a); and, (c) obtaining an at least one nucleic acid
molecule, each molecule comprising: (i) the complete or a portion of the nucleic acid message
sequence, and (ii) at least one contiguous stretch of randomized variable nucleic acid sequence
flanking and/or inserted into the message sequence, thereby producing a nucleic acid molecule
or a set of nucleic acid molecules containing the entire quantum of information. In some
embodiments, the nucleic acid molecules are naturally-occurring. In some embodiments, the
nucleic acid molecules are synthesized or non-naturally occurring. In some embodiments, the
sequences of the nucleic acids are naturally-occurring. In some embodiments, the sequences of

the nucleic acid molecules are synthesized or non-naturally occurring. In some embodiments, the
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modified keyboard comprises codons. In some embodiments, the codons are designed to
normalize frequency of character usage.

In some aspects, the instant disclosure relates to a method of secure communication of
information contained on a single nucleic acid molecule, the method comprising (a) obtaining a
nucleic acid molecule of known sequence; (b) obtaining a modified keyboard comprising a
personalized platform for translating nucleic acid sequence into text; and, (b) generating a
quantum of information translated from the nucleic acid sequence using the modified keyboard
of (a). In some embodiments, the modified keyboard comprises codons. In some embodiments,
the codons are designed to normalize frequency of character usage.

In some embodiments, the method further comprises co-sequencing the set of nucleic
acid molecules using one or more common primers. In some embodiments, the co-sequencing
produces patterns in a chromatogram. In some embodiments, the method further comprises
identifying nucleic acid sequence corresponding to areas of high intensity peaks on the
chromatogram. In some embodiments, the method further comprises identifying nucleic acid
sequence corresponding to areas of low intensity peaks on the chromatogram. In some
embodiments, co-sequencing produces no chromatogram pattern. In some embodiments, the
method further comprises identifying nucleic acid sequence using sequence alignments
generated by bioinformatics software. In some embodiments, the method further comprises
extracting the quantum of information contained within the set of nucleic acid molecules by
using the modified keyboard to translate the nucleic acid sequence from the one or more nucleic
acid molecules.

In some embodiments, the modified keyboard comprises homopolymer codons. In some
embodiments, the keyboard comprises homopolymer codons located on functional keys. In
some embodiments, the codons are greater than 3 nucleotides in length. In some embodiments,
the codons are 4, or 5, or 6, or 7, or 8, or 9, or 10, or 11, or 12, or 13, or 14, or 15, or 16, or 17,
or 18 nucleotide bases in length. In some embodiments, the codons are of mixed lengths. In
some embodiments, the variable nucleic acid sequence comprises contiguous homopolymer
codons.

In some embodiments, the instant disclosure relates to methods of extracting a quantum
of encrypted information from a plurality of nucleic acid molecules. In some embodiments, the
encrypted information is extracted by nucleic acid sequencing. In some embodiments, the

nucleic acid sequencing is co-sequencing. In some embodiments, the co-sequencing is DNA co-
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sequencing. In some embodiments, the DNA co-sequencing is performed by Sanger
sequencing. In some embodiments, the plurality of nucleic acid molecules are sequenced with at
least one common primer. In some embodiments, data produced from nucleic acid sequencing
is analyzed by sequence alignment. In certain embodiments, the nucleic acid molecule(s) are in
silico.

In some aspects, the instant disclosure relates to a method of producing an individualized
keyboard for the conversion of plaintext into nucleic acid encodable language, the method
comprising: (a) producing a library of codons; (b) assigning each member of the library to a
different symbol; and, (c) arranging the symbols into an array, thereby producing an
individualized keyboard. In some embodiments, the codons of the library are greater than three
nucleotide bases in length. In some embodiments, the codons of the library are 4, or 5, or 6, or
7,0r8,0r9, 0r10,0r 11, 0r 12, or 13, or 14, or 15, or 16, or 17, or 18 nucleotide bases in length.
In some embodiments, the codons of the library are of mixed lengths. In some embodiments,
the symbol is selected from the group consisting of letter, number, word, punctuation mark or
pictogram, logogram and/or any other relevant references to linguistic principles of different

languages.

BRIEF DESCRIPTION OF DRAWINGS
Figures 1A-1C depict one embodiment of the iKey platform. Figure 1A depicts a graphical
representation of one embodiment of an iKey-64, used to convert plaintext to codons for DNA
transcription. Messages begin with ‘start’, finish with ‘end’, ‘forward’ and ‘reverse’ provide
information on the strand containing the desired message, and “spacel’ and ‘space2’ can be used
to produce troughs in chromatograms. Codons can be randomized to produce one-time iKeys.
Figure 1B shows that in this embodiment, iKey-64 buttons and codons were numbered to
transcribe the keyboard on to a single strand of DNA (SEQ ID NO: 24). Figure 1C depicts this
embodiment of iKey-64 transcribed on DNA (SEQ ID NO: 1). Codons were flanked by 10 Ts
(SEQ ID NO: 1) to separate the start and end of the keyboard from surrounding DNA for

identification.

Figures 2A-2E depict chromatogram patterning with Multiplexed Sequence Encryption (MuSE).

Figure 2A depicts a schematic for chromatogram patterning. When two DNA strands are co-
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sequenced, different overlapping nucleotides produce small peaks while identical ones produce
large peaks. Peaks are kept in alignment via iKey-64. In Figure 2A, SEQ ID NOs: 48 through 50
appear from top to bottom, respectively. Figure 2B depicts a schematic demonstrating
‘Massachusetts Institute Technology’ being patterned with MuSE and iKey-64. Figure 2C
depicts the sequence of ‘Massachusetts Institute Technology used in Figure 2B. In Figure 2C,
SEQ ID NOs: 51 and 52 appear from top to bottom, respectively. Figure 2D shows DNA-1+2
are co-sequenced at equal concentrations with a common primer (arrows), chromatogram
patterning is achieved during reverse (Primergpxemary) but not forward (Primerpxeernairw)
sequencing due to the flanking variable DNA regions. Figure 2E shows that chromatogram
patterning can be tuned by varying the ratios of DNA-1 (light shading) and DNA-2 (dark
shading).

Figures 3A-C show that chromatogram patterning requires the alignment of base calls to be
maintained during co-sequencing of DNA strands. Figure 3A shows a close-up of the
chromatograms for forward; the consensus sequence listed below the alignment is represented
by SEQ ID NO: 25. Figure 3B shows a close-up of the chromatograms for reverse sequencing
of DNA-1+2 encoding the MIT cipher shown in Figure 2D; the consensus sequence listed below
the alignment is represented by SEQ ID NO: 26. Samples were co-sequenced at equal
concentrations and the arrow depicts the sequencing primer. Figure 3C shows the sequence of
upstream (SEQ ID NOs: 14-15) and downstream (SEQ ID NOs: 16-17) variable DNA regions
from Figure 2B.

Figure 4 shows that MuSE can be tuned to discreetly encode messages in a mixed DNA
population. By varying the ratios of DNA-1 (light shading) and DNA-2 (dark shading), the
degree of chromatogram patterning can be tuned (Figure 2E). When one partner is present at a
lower concentration chromatogram patterning is still achieved, however the resulting
chromatogram would align perfectly with the more concentrated partner. Therefore, messages
may be discreetly encoded between multiple DNA strands and revealed in chromatograms, but
not identified by sequence alignments. Left: alignment of chromatograms from Figure 2E with

DNA-1. Right: alignment of chromatograms from Figure 2E with DNA-2.
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Figure 5 shows discreetly embedded messages in chromatograms. A close-up of chromatogram
patterns formed with MuSE tuning (Figure 2E). Message encoding regions (shaded box) contain
single peaks while variable DNA regions (unshaded box) contain two overlapping peaks whose
heights can be adjusted by varying the ratios of DNA-1 (SEQ ID NO: 2) and DNA-2 (SEQ ID
NO: 3). The portions of DNA-1 and DNA-2 that are shown in the alignment are represented by
SEQ ID NO: 53 and SEQ ID NO: 54.

Figures 6A-6B show a combinatorial cipher depicting a WWII communication. Figure 6A
shows that one embodiment of iKey-64 was used to transcribe watermarks, a key, a cipher, and a
decoy message between 6 DNA strands. If the strands are sequenced according to the key
(Pascal’s triangle on left) with the appropriate primers, then the correct communication would be
revealed. Figure 6B shows the chromatograms of an nl x n6 matrix of strands tuned and co-
sequenced with Primerciphe.. Chromatogram patterning is not achieved when incorrect pairs are

co-sequenced.

Figure 7 shows combinatorial cipher readouts from the WWII communication of Figures 6A-6B.
Tuning and co-sequencing of multiple DNA strands reveals a variety of messages depending on

the primers used and the order of strands co-sequenced.

Figure 8 shows that the combinatorial cipher of Figures 6A-6B does not produce chromatogram
patterning if non-specific primers are used for co-sequencing. Co-sequencing of cipher and
decoy message containing pairs at equal concentrations with non-specific primers that are
common to all strands (Primergxeemarwry) that bind outside of the information containing 525-bp

region (Figure 6A) does not produce chromatogram patterning.

Figures 9A-9G show an examination of the peaks produced during co-sequencing of the
combinatorial WWII cipher of Figures 6A-6B. Figure 9A shows DNA sequencing information
(SEQ ID NOs: 27-29) and close-up chromatogram for the Key. Figures 9B-9D show DNA
sequencing information (SEQ ID NOs: 30-38) and close-up chromatogram for the Cipher.
Figures 9E-9G show DNA sequencing information (SEQ ID NOs: 39-47) and close-up

chromatogram for the Decoy message.
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Figure 10 shows a 256 button iKey for introducing redundancies for transcribing plaintext in to a
DNA encodable format. This is a theoretical design for an iKey-256 based on a four-nucleotide
codon. While it is not designed to produce chromatogram patterning, iKey-256 would introduce
redundancies in the transcription of plaintext on to DNA by equaling the frequencies of buttons
for the letters used in English (Table 2). Increased number of ‘start’, ‘end’, ‘shift’, and ‘space’
buttons were implemented to reduce the overuse of any individual codon. To highlight the start
and end of any message from the surrounding DNA, all 5 ‘start’ and ‘end’ codons may be used
together to identify messages written within even a genome. Furthermore, a ‘|” button was
introduced to replace all punctuation characters as offline communication by DNA need not

abide by grammatical rules.

Figures 11A-11B show DNA-based communication. Figure 11A provides an example of NDA
communication in which for Alice to send a message (m) to Bob, she must first write the data
into DNA and then physically send the DNA to Bob, who can read the DNA and extract the
data. Eve, who is eavesdropping, can physically intercept and read m, making the
communication channel unsecure. Three areas that can improve communication between Alice
and Bob include data encoding, data transfer, and data extraction. Figure 11B provides an
example of improved DNA communication. Data encoding: m can be mixed with decoy (d)
data and fragmented, then written into DNA with one-time pad encryption, where the key (k)
can itself be written in DNA. Data transfer: DNA encoded k and fragmented m+d components
can be transmitted between Alice and Bob using multiple different channels based on a secret-
sharing system. Interception of an incomplete set of DNA communications by Eve will not
provide the data in m. Data extraction: chromatogram patterning can be used by Bob to rapidly

extract data via multiplexed sequencing reactions.

Figures 12A-12C show naive co-sequencing of multiple DNA strands. Figure 12A shows DNA-
1 (top), nl(second from top), and iKey-64 (third from top) strands have different sequences but
they all share a common upstream region and sequencing primer (Primergxiemairw). Individual
sequencing of each strand produces high quality reads, but the resulting reads are of poor quality
when two (e.g., DNA-1 and nl) or three (e.g., DNA-1, nl, and iKey64) strands are co-
sequenced. Figure 11B depicts a close-up of the chromatogram of DNA-1 (SEQ ID NO: 2) and
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nl (SEQ ID NO: 4) co-sequencing. Figure 11C depicts a close-up of the chromatogram of
DNA-1, nl, and iKey64 co-sequencing (SEQ ID NOs: 2, 4 and 1, respectively).

Figure 13 shows an example of a workflow of extracting the correct message from a DNA
communication that incorporates the iKey, MuSE, and chromatogram patterning techniques.
Workflow steps 1, 2, and 3 can be viewed in detail in Figures 6A-6B and Figure 14. Data
containing strands are pooled and sequenced with Primer., to reveal the combination key.
Deciphering and unlocking of the combination key will reveal the correct strand pairs to analyze
with Primeryessage to reveal the message. Analysis of incorrect strand pairs will reveal a decoy

comimunication.

Figure 14 shows an example of a combinatorial message depicting a WWII communication.
iKey-64 (Encryption Key) was used to write watermarks, a key, a message, and a decoy between
six DNA strands (Secret-Sharing System). If strands are sequenced according to the
Combination Key—obtained from Pascal’s triangle—with the appropriate primers, then the

correct communication is revealed.

Figure 15 shows an example of DNA camouflage. The 525 bp information-encoding regions of
DNA were flipped between the forward and reverse strands to provide a camouflage effect
against sequencing with random primer (Primergxemarwiry). While the external DNA regions
surrounding the information containing regions were identical, strands n1/n3/nS were encoded in
the forward direction and strands n2/n4/n6 in the reverse direction, with watermarks used for

orientation.

Figures 16A-16C show an example of next-generation sequencing of a communication
disseminated across six DNA strands. Figure 16A shows plasmids containing nl, n2, n3, n4, n5,
and n6 sequences (Figure 15) were grown and purified in dH;0, mixed at equal concentrations
of 30 ng/pL., and submitted to an outside party for NGS sequencing and assembly under blind
experimental conditions. Figure 15B shows 300 ng of plasmids containing nl, n2, n3, n4, n5,
and n6 sequences run on a 1% agarose gel to demonstrate purity. Figure 16C shows the outside
party was provided with the number of plasmids, vector sequences, and the size of messages

inserted into the vectors and asked to assemble the messages encoded in the plasmids. They
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assembled 6 sequences (Table 5) that represent the messages nl, n2, n3, n4, n5, and n6. Here the
alignment of the 6 assembled sequences with nl, n2, n3, n4, n5, and n6 are shown. Shown below
the alignment is a legend for the color-coding of the templates. Boxes highlight assembled

sequences with near perfect alignment to corresponding templates.

DETAILED DESCRIPTION OF INVENTION

In some embodiments, methods are provided herein for the storage, transfer and retrieval
of encrypted information within at least one nucleic acid molecule In some aspects, the instant
disclosure relates to a method of secure communication of information disseminated across at
least one nucleic acid molecule, the method comprising (a) obtaining a modified keyboard
comprising a personalized platform for translating text into a nucleic acid sequence; (b)
translating a quantum of information into a nucleic acid message sequence using the modified
keyboard of (a); and, (c) obtaining at least one nucleic acid molecule, each molecule comprising:
(i) the complete or a portion of the nucleic acid message sequence, and (ii) at least one
contiguous stretch of randomized variable nucleic acid sequence flanking and/or inserted into
the message sequence, thereby producing a nucleic acid molecule or a set of nucleic acid
molecules containing the entire quantum of information. In some embodiments, the nucleic acid
molecules are naturally-occurring. In some embodiments, the nucleic acid molecules are
synthesized or non-naturally occurring. In some embodiments, the sequences of the nucleic
acids are naturally-occurring. In some embodiments, the sequences of the nucleic acid
molecules are synthesized or non-naturally occurring.

In some aspects, the instant disclosure relates to a method of secure communication of
information contained on a single nucleic acid molecule, the method comprising (a) obtaining a
nucleic acid molecule of known sequence; (b) obtaining a modified keyboard comprising a
personalized platform for translating nucleic acid sequence into text; and, (b) generating a
quantum of information translated from the nucleic acid sequence using the modified keyboard
of (a).

In certain aspects, the instant disclosure relates to the use of a keyboard to encrypt text
information into nucleic acid sequence. For example, the keyboard can be a modified keyboard,

in which the keys are modified relative to a standard “QWERTY” keyboard such that each key
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corresponds to specific combination of nucleotides. In some embodiments, the modified
keyboard is used as a “one-time pad”. As used herein, a “one-time pad” refers to a device for
the encryption of information, wherein each character of a plaintext (e.g., information) is
encrypted by combining it with the corresponding bit or character of a single-use, random, secret
pad or key (e.g., a modified keyboard) using modular addition. In some embodiments, the
keyboard disclosed herein is a physical keyboard comprising a set of keys, wherein each key is
associated with a particular codon. In some embodiments, the modified keyboard comprises
homopolymer codons. In some embodiments, the keyboard comprises homopolymer codons
located on functional keys. In some embodiments, homopolymer codons are associated only
with functional keys. As used herein, a “functional key” refers to a key that does not translate a
letter, number, word, punctuation mark or pictogram, logogram and/or any other relevant
references to linguistic principles of different languages. In some embodiments, the keyboard is
a virtual keyboard comprising a set of keys, wherein each key is associated with a particular
codon. As used herein, a “virtual keyboard” is a keyboard appearing on a computer screen, the
keys of which may be activated by a user clicking a mouse or contacting a touch screen. In
some aspects, the instant disclosure relates to a method of producing an individualized keyboard
for the conversion of plaintext into nucleic acid encodable language, the method comprising: (a)
producing a library of codons; (b) assigning each member of the library to a different symbol,
and, (c) arranging the symbols into an array, thereby producing an individualized keyboard. In
some embodiments, the codons of the library are three nucleotide bases in length, such as those
depicted in Figure 1A. In some embodiments, the codons of the library are greater than three
nucleotide bases in length. In some embodiments, the codons of the library are 4, or 5, or 6, or
7,0r8,0r9,or10,or 11, 0or 12, or 13, or 14, or 15, or 16, or 17, or 18 nucleotide bases in length.
In some embodiments, the codons of the library are of mixed lengths. In some embodiments,
the symbol is selected from the group consisting of letter, number, word, punctuation mark or
pictogram, logogram and/or any other relevant references to linguistic principles of different
languages.

As used herein “nucleic acid” refers to a DNA or RNA molecule. Nucleic acids are
polymeric macromolecules comprising a plurality of nucleotides. In some embodiments, the
nucleotides are deoxyribonucleotides or ribonucleotides. In some embodiments, the nucleotides
comprising the nucleic acid are selected from the group consisting of adenine, guanine, cytosine,

thymine, uracil and inosine. In some embodiments, the nucleotides comprising the nucleic acid



10

15

20

25

30

WO 2016/077079 PCT/US2015/058120

-10 -

are modified nucleotides. Methods of modifying nucleotides are generally known in the art.
Non-limiting examples of nucleotide modifications include phosphorothioate backbone
modifications, 2'-O-methyl group sugar modifications and the substitution of non-naturally
occurring nucleotide bases (for example, nucleotides derivatized at the 5-, 6-, 7- or 8-position).
In some embodiments, the nucleotide modification is fusion of DNA terminal ends with at least
one protein. In some embodiments, the nucleic acids of the instant disclosure are natural. Non-
limiting examples of natural nucleic acids include genomic DNA, and plasmid DNA. In some
embodiments, the nucleic acids of the instant disclosure are synthetic. As used herein, the term
“synthetic nucleic acid” refers to a nucleic acid molecule that is constructed via the joining
nucleotides by a synthetic or non-natural method. One non-limiting example of a synthetic
method is solid-phase oligonucleotide synthesis. In some embodiments, the nucleic acids of the
instant disclosure are isolated.

Aspects of the instant disclosure relate to the translation of information into nucleic acid
sequence. In some embodiments, the amount of information to be translated into nucleic acid
sequence may be measured as a quantum. As used herein, a “‘quantum of information” refers to
a pre-determined amount of information that is expressed in the appropriate unit. Non-limiting
examples of appropriate units include characters, letters, words, phrases, sentences, numbers and
symbols. In some embodiments, nucleic acid sequence that comprises translated information is
referred to herein as “nucleic acid message sequence”. In some embodiments, information may
be translated into nucleic acid sequence using codons. As used herein, “codon” refers to a group
of consecutive nucleotides that form a single unit of genetic code. Naturally-occurring codons
are three nucleotides in length and represent the 20 common amino acids used to build proteins.
In some embodiments, the codons used to translate information into DNA sequence are
naturally-occurring codons that comprise three nucleotides. In some embodiments, the codons
used to translate information into DNA sequence are greater than 3 nucleotides in length. In
some embodiments, the codons are 4, or 5, or 6, or 7, or 8, or 9, or 10, or 11, or 12, or 13, or 14,
or 15, or 16, or 17, or 18 nucleotide bases in length. In some embodiments, the codons are of
mixed lengths. Also contemplated herein is the use of homopolymer codons. The term
“homopolymer” describes a codon consisting essentially of a homogenous population of
nucleotides. In some embodiments, homopolymer codons may be represented by the formulae
including but not limited to [A],,[Cls, [Gla, [T, [Ul and [1],, wherein n is an integer

representing the length of the codon. Further non-limiting examples of homopolymer codons
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include AAA, GGG, CCC, TTT, GGG, UUU, III, AAAA, GGGG, TTTT, CCCC, UUUU, and
IIII. In some embodiments, the modified keyboards disclosed herein comprises homopolymer
codons. In some embodiments, the homopolymer codons are located on the functional keys of a
modified keyboard.

In some aspects, the instant disclosure relates to methods of secure communication of
information by translation of said information into nucleic acid sequence. In some
embodiments, the nucleic acid sequence is natural or naturally-occurring. In some
embodiments, the nucleic acid sequence is synthetic or synthesized. In order to further obscure
the identity of translated information, the translated information may be camouflaged within
larger fragments of natural genomic or plasmid nucleic acid sequence, or variable nucleic acid
sequence, to produce an encrypted nucleic acid molecule. In some embodiments, the
synthesized nucleic acid molecules comprise nucleic acid message sequence and at least one
contiguous stretch of randomized variable nucleic acid sequence. In some embodiments, the
synthesized nucleic acid molecules comprise nucleic acid message sequence and no randomized
variable nucleic acid sequence. As used herein “variable” refers to randomized nucleic acid
sequence that does not comprise nucleic acid message sequence. In some embodiments,
variable DNA sequence camouflages information translated into nucleic acid sequence by
disrupting the fidelity of base calling during nucleic acid sequencing. In some embodiments, the
variable nucleic acid sequence of the instant disclosure comprises one or more homopolymer
codons. In some aspects, the presence of homopolymer codons in variable nucleic acid
sequence causes an intentional misalignment of nucleic acid sequences during sequence
analysis. Such misalignment may be useful in disguising the location of the encrypted
information.

In some embodiments, the instant disclosure relates to methods of extracting a quantum
of encrypted information from a one or more of nucleic acid molecules. In some embodiments,
the encrypted information is extracted by nucleic acid sequencing. In some embodiments, the
nucleic acid sequencing is co-sequencing. In some embodiments, the co-sequencing is DNA co-
sequencing. In some embodiments, the DNA co-sequencing is performed by Sanger
sequencing. Other non-limiting methods of DNA co-sequencing include Maxam-Gilbert
sequencing, bridge PCR, nanopore sequencing and Next Generation Sequencing (e.g., Single-
molecule real-time sequencing, lon Torrent sequencing, pyrosequencing, [llumina sequencing,

sequencing by ligation (SOLiD)). In some embodiments, the plurality of nucleic acid molecules
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are sequenced with at least one common primer. In some embodiments, the plurality of nucleic
acid molecules are sequenced with 2, or 3, or 4, or 5, or 6, or 7, or 8, or 9, or 10 common
primers.

In some embodiments, the method further comprises co-sequencing the set of nucleic
acid molecules using one or more common primers to produce a chromatogram. A
“chromatogram” refers to a visual representation of a DNA sample produced by a sequencing
machine. Chromatograms depict a sequence of nucleic acid base calls as a series of peaks along
a histogram. In some embodiments, the method described herein further comprises identifying
information translated into nucleic acid sequence corresponding to areas of high intensity peaks
on the chromatogram. In some embodiments, the method further comprises identifying nucleic
acid sequence corresponding to areas of low intensity peaks on the chromatogram. In some
embodiments, nucleic acid sequencing produces no chromatogram pattern. In some
embodiments, the method further comprises identifying nucleic acid sequence using sequence
alignments generated by bioinformatics software. In some embodiments, the method further
comprises extracting the information contained within a single nucleic acid molecule or the set
of nucleic acid molecules by using the modified keyboard to translate the nucleic acid sequence
from the at least one nucleic acid molecule.

In some embodiments, the nucleic acid sequences and molecules described herein are in
silico. As used herein, the term “in silico” refers to nucleic acid sequences or molecules
produced by means of computer modeling or computer simulation. Without being bound by any
particular theory, the instant disclosure contemplates the utility of in silico nucleic acid
sequences and molecules for the nucleic acid encryption methods described herein. In some
embodiments, in silico nucleic acid molecules or sequences may be encrypted using the methods
described herein. In some embodiments, encrypted in silico nucleic acid molecules or sequences

are useful for the archiving and protection of digital data.

EXAMPLES
Example 1: Materials and Methods

Plasmids

Constructs were cloned using standard molecular biology techniques, where KOD Hot
Start DNA Polymerase (VWR) was used for all PCRs with primers from IDT. Synthetic DNA
sequences were purchased as gBlocks from IDT (Table 1) and assembled with PCR amplified
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p15A origin and chloramphenicol resistance gene fusions using Gibson assembly with 25 bp
sequence overlaps, either with a commercial kit (NEB) or homemade mixture®', and transformed
in to E. coli DH50PRO (F~ ¢80lacZAM15 A(lacZY A-argF)U169 deoR recAl endAl
hsdR17(rk™, mk*) phoA supE44 thi-1 gyrA96 relAl \~, PN25/tet®, Placig/lacl, Sp"). Random
DNA sequences were generated at http://www .bioinformatics.org/sms2/random_dna.html. All

constructs were sequence verified by Genewiz Inc. (Cambridge, MA).

Sequencing

All constructs (Table 1) were purified using Qiagen kits and stored in cell culture grade
water (Cellgro). Constructs were diluted to a final concentration of 30 ng/pL and sent for
sequencing at indicated concentrations. Primerpxemarw (GACATTAACCTATAAAAATAGGC)
(SEQ ID NO: 10), Primerggiemairy (GCATCTTCCAGGAAATCTC) (SEQ ID NO: 11), Primergey
(TAATACGACTCACTATAGGG) (SEQ ID NO: 12), and Primercipher
(GCTAGTTATTGCTCAGCGG) (SEQ ID NO: 13) were used for all sequencing reactions as
indicated. Sequencing reactions were all performed by Genewiz Inc. (Cambridge, MA) under
‘Difficult Template’ settings to ensure stringent sequencing conditions were employed. All
sequencing reactions were performed in triplicate. Genewiz Inc. was not consulted prior,
during, or after this study and all Sager sequencing reactions were performed under blind
conditions by Genewiz Inc. to ensure bias was not introduced in the results. Geneious Pro 5.5.8

was used to analyze chromatograms, perform ClustalW alignments, and produce figures.
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Example 2: Secure Offline Communication via DNA Linguistics

Introduction

The Internet has revolutionized communication with its great speed and volume but
remains vulnerable to security breaches. For certain applications where security supersedes
speed, the offline transfer of data remains vital. Moving beyond pen and paper, DNA is
increasing being used as a medium for information storage and communication'®, and DNA
cryptography and steganography have emerged as platforms for securing embedded information
against unauthorized individuals'™"°.

Three important points of a communication have been investigated—data encoding, data
transfer & data extraction—to develop new innovations specifically for DNA-based
communications (Figure 11A). To illustrate, if Alice sends a message (m) to Bob, she would
first write—encode and synthesize—the information in DNA molecules and send it to Bob who
would then read—sequence and decode—the message (m). However, during the transfer of m
between Alice and Bob, Eve could intercept the communication and read m. To protect m,
DNA-specific cryptography and steganography methods may be implemented, however many of
these methods are experimentally unproven and do not make accommodations for challenges in
DNA synthesis and sequencing, such as minimizing homopolymeric stretches.

Here a new framework for the facile and secure communication of short messages in
DNA is presented (Figure 11B). To securely encode data, an encryption key (k)—that functions
as a one-time pad—and decoys (d), where k is required to decode the message (m) and a
combination key is required to discern m from d was implemented. To securely transfer data, a
secret-sharing system was established, where m can be dispersed throughout a mixture of
different DNA molecules, requiring Eve to physically intercept and interrogate multiple separate
data transmission lines to gain access to m. To facilitate data extraction, chromatogram
patterning, a method that allows the bypassing of sequence alignments and instead permits
information to be extracted from multiple DNA molecules in a single sequencing reaction was
developed.

Taking inspiration from one-time pads, considered to be an unbreakable form of
encryption“'ls, described herein is a rationally designed individualized keyboard (iKey) that is
amenable to randomization, serves as a facile platform to transfer plaintext on to DNA, and can
achieve chromatogram patterning through co-sequencing of multiple DNA strands. Using an

iKey, the secret-sharing Multiplexed Sequence Encryption (MuSE) system was developed for
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the secure offline communication of information that is disseminated across multiple DNA
strands but can be extracted in one step. By recreating a World War II communication from
Bletchley Park, it is demonstrated herein that watermarks, a key, a cipher, and a decoy can be
written on DNA and the correct information is revealed only if specific strands are co-

sequenced.

Development of iKey and MuSE

Here, the familiarity of text-based communication, the QWERTY keyboard, and the
genetic code were combined to develop an iKey that serves as a facile platform for DNA
communication.

The natural genetic code employs three-letter DNA words (codons) to represent the 20
common amino acids used to build proteins. The four-letter DN A alphabet of adenine (A),
cytosine (C), guanine (G) and thymine (T) thus yields 4’ = 64 codons. These 64 codons were
mapped onto a modified QWERTY keyboard to produce a personalized platform — iKey-64 —
for translating text on to DNA (Figure 1A). The codons in iKey-64 can be randomized to
produce a unique iKey for every message to provide additional security for communications,
akin to a one-time pad”. Any specific version of iKey-64 can itself be encoded in DNA and
provided as an additional component of a communication, where it can serve as a unique
dictionary for each message (Figures 1B-1C).

To increase the security of encoded messages in addition to the substitution cipher of
iKey-64, texts were disseminated between multiple DNA strands so that the desired message
would be revealed only if the correct strand combinations were analyzed. This multiplexing is
at the heart of the MuSE strategy, which is a secret-sharing system where a message can be
stored securely by being fragmented and distributed between multiple partieslé. Analyzing only
a single strand would yield either nonsense or incorrect messages designed to mislead
unauthorized individuals.

Conventionally, to extract information embedded on multiple DNA strands, one would
first have to sequence each strand separately and then perform sequence alignments. In
designing MuSE, it was expected that when multiple DNA strands are analyzed together by
Sanger sequencing using a common primer, at chromatogram positions where two bases are
identical a large peak would be observed and where two bases differ a small peak would be

observed, thereby producing a pattern (Figure 2A). However, the simultaneous sequencing of
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multiple DNA strands with a common primer cannot be used, as it leads to poor chromatograms
and non-specific reads (Figures 12A-12C). Chromatogram patterning is based on the rational
design of iKey-64 (Tables 2-3), where the aim was to reduce the incidence of homopolymers in
DNA messages as long stretches of homopolymers lead to sequencing inaccuracies'’. The
homopolymer codons AAA, CCC, GGG, and TTT are assigned to four function keys, ensuring
that in normal text no homopolymer longer than four bases is possible. Even letter combinations
yielding four identical bases (such as GTT-TTC representing V-K on the keyboard) are kept
quite rare. Therefore, the codon assignment of iKey-64 was based on the frequency of use of
letters in the English language18 to minimize the occurrence of homopolymers and achieve
chromatogram patterning.

As shown in Table 3, the buttons of this embodiment of the iKey-64 were separated in to
3 categories based on the frequency of use as judged by qualitative measures. Category 1 is for
the most frequently used buttons and is encoded by codons that contain three different
nucleotides. Category 2 is for less frequently used buttons and is encoded by codons that
contain the same nucleotide in the first and third position. Category 3 is for the least frequently
used buttons and is encoded by codons that contain two or more homopolymers. Since iKey-64
is similar in design to a one-time pad, many possible versions exist and the last column provides
the number of potential permutations that exist for randomly shuffling the codons between the
buttons. The frequency of letters in the English alphabet were based on Table 2. If
chromatogram patterning is not desired, then all 64 buttons in iKey-64 can be randomly shuffled

for transcription of plaintext on to DNA.
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Table 2: Rational Design of iKey-64: Letter Frequency

Letter Fragquency Latler Fregquency
E 11.1807% M 3.0129%
A 8.4986% H 3.0034%
R 7.5808% G 2.4705%

i 7.5448% B 2.0720%
G 7.1835% F 1.8121%
T 5.9508% Y 1.7779%
N 6.68544% W 1.2898%
] 57351% K 1.1016%
L 5.4883% Y 1.0074%
C 4.5388% X 0.2802%
g 3.8308% z 0.2722%
D 3.3844% J 0.1985%
P 3.1871% G 0.1982%

PCT/US2015/058120
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Table 3: Rational Design of iKey64: Examples of iKey Permutations

Categury Codons Butions Pormuaialians
TEA T
TAG ROL TG
CTA ONiE
CRG 06 @ 23
1 Ame 8.2 x 10
AR
ere G
GCh
RCW LAY !
2 aea nos non 4.8 x 108
3 30 x10
iKey-64 Total Permutations with Chromatogram Patterning 8.1 x 1088
iKey-64 Total Permutations without Chromatogram Patterning 1.3 x 108

iKey-64 was tested for MuSE by writing the cipher ‘Massachusetts Institute Technology’
on two DNA strands, where “spacel” (AGT) was used in DNA-1 and “space2” (CTA) with
DNA-2 to demarcate individual words in the sequences (Figures 2B-2C). Co-sequencing both
DNA samples together would introduce troughs around words in the chromatogram. Individual
sequencing of DNA-1 and DNA-2 produced high quality reads, however in a DNA-14+2 mixture
forward sequencing with a common primer did not produce chromatogram patterning, but rather
camouflaged the cipher (Figure 2D). This was due to the variable DNA sequences placed
upstream of the ciphers, where stretches of C and A homopolymers at the 5° ends interfered with
base determination during Sanger sequencing causing intentional misalignment of the
recognized bases in the chromatogram (Figures 3A-3C). On the other hand, reverse sequencing
of DNA-1+2 with a common primer produced a distinct pattern on the chromatogram. Since

there were no interfering stretches of homopolymers in the variable DNA regions, there were no
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shifts in the base identities during sequencing leading to predictable chromatogram patterning
and a single-step extraction of information from the two strands (Figures 3B-3C).

MuSE can be tuned to embed data in chromatograms discreetly so that sequence
alignments derived from chromatograms cannot be used to identify embedded information.
Adjusting the ratio of DNA-1/DNA-2 allows the degree of contrast achieved in the
chromatogram patterns to be varied (Figure 2E). When DNA-1 or DNA-2 is present at 10-30%,
chromatogram patterning is still achieved upon close examination of individual peaks, but the
resulting sequence produced is only that of the more concentrated partner (Figures 4-5).
Therefore, an unauthorized user would be unable to see embedded messages directly in the

sequence output or in alignments.

Multiplexed Sequencing of Strand Combinations

For additional security, MuSE can be used to disseminate information across many DNA
strands, where multiplexed sequencing of different strand combinations will provide different
readouts (Figure 13). To demonstrate this, watermarks, a key, a cipher, and a decoy message
were encoded across six strands in a 525 bp region of DNA to recreate a World War II
communication made during the establishment of Bletchley Park (Figure 6A and Figure 14)"
The functions of the elements are: (i) watermarks — an identification tag for each strand, (ii) key
— a riddle whose solution would provide the correct strand combinations required for co-
sequencing to reveal the cipher in the secret-sharing system, (iii) cipher — the desired message to
be communicated, and (iv) decoy — a false message to be revealed if improper strand
combinations were used for co-sequencing.

To extract the information via co-sequencing, two different primers — Primerg., and
Primercipher — that are common to all six strands are required. As a demonstration for this
exercise a simple key was chosen, where co-sequencing of all of the strands with Primerg.y
revealed the message: Pascal’s triangle: d2r6-reverse (Figure 6A). This serves as a combination
key and means the cipher is revealed from pairs as ordered is Pascal’s triangle diagonal 2 down
until row 6 on the reverse strand. If strand pairs n1+2, n3+4, and n5+6 were to be co-sequenced
using Primercipper, then the embedded message ‘Bletchley Park: GC&CS Codebreakers” would
be revealed. However, if one were to for example misinterpret the key, then a decoy message
could be revealed. Here, one decoy message was embedded — ‘Captain Ridley’s Shooting Party’

— that would be revealed if one were to co-sequence pairs n2+3, n4+5, and n6+1, a circular
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permutation of the key. Of course, more than one decoy message could be embedded to further
introduce complexity in communications. Alternatively, an unauthorized user may use random
primers — Primergxiemarwry — instead of Primerg., and Primercipher to €xtract messages if they
were embedded in large DNA regions. To obfuscate this approach, the embedded information
was alternated between the forward and reverse strands to provide a camouflage effect (Figure
15. Since any secure communication would have a limited quantity of DNA (enough to extract
the desired message once), an unauthorized user would be unable to exhaustively explore primer
sequences to extract information without advanced scientific protocols.

As expected, co-sequencing with Primergxiemairwry did not produce chromatogram
patterning, whether cipher/decoy pairs or all six strands were co-sequenced (Figures 7-8).
However, co-sequencing of all six strands with Primerg., produced the readout ‘Pascal’s
triangle: d2r6-reverse’, while the cipher/decoy containing regions did not produce
chromatogram patterning. Similarly, chromatogram patterning was not observed in the
cipher/decoy containing regions when Primercipher Was used for co-sequencing all six strands.
On the other hand, sequencing of pairs with Primercipner as per the order in Pascal’s triangle —
nl+2, n3+4, and n5+6 — revealed the cipher via chromatogram patterning (Figures 9A-9G).
Similarly, co-sequencing of the incorrect pairs — n243, n4+5, and n6+1 — led to a decoy message
to be revealed. Expectedly, co-sequencing of other pair combinations did not lead to any
patterning (Figure 6B). This demonstrated that in addition to the security afforded by iKey-64
and MuSE, one must also decipher the key accurately to unlock embedded messages.

If unauthorized individuals were to gain access to a DNA communication, next-
generation sequencing (NGS) might also be attempted for extracting messages. To recreate such
a scenario, the difficulty associated with NGS analysis of unknown DNA samples was tested. A
purified mixture of DNA samples n1+n2+n3+n4+n5+n6 was prepared and submitted for NGS
analysis to an outside party under blind experimental conditions, with a request to provide the
assembled contents of the sample (Figure 16A-16B). While sequencing of the mixture produced
~2 million reads, the blind assembly of the reads to reconstruct the contents proved difficult and
inconclusive (Table 4). However, after the initial analysis the outside party was informed that
there were 6 plasmids in the sample, each containing 525 bp messages as inserts. The vector
sequence was then provided and the outside party asked for the exact sequences of the messages
in the sample. A second round of analysis identified 6 assembled sequences that represented our

messages (Table 5). Alignment of the 6 identified sequences with nl, n2, n3, n4, n5, and n6
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templates provided most of the information in the six messages, with nl1, n2, n3, and n5

providing almost perfect alignments (Figure 16C). This demonstrated the difficulty associated

with blind sequencing of a MuSE communication without any prior knowledge of DNA

contents. Even if the sequences of a DNA communication were identified after considerable

time and expense, the contents of a communication would still likely be protected by the iKey,

combination key, and decoy/non-coding sequences.

Table 4: Next-generation sequencing statistics of assembled reads under blind experimental

conditions.
nianZendtnd+ndeng

Sequence size 1 407,247
Numbear of scaffolds 2,851
% GC 51.1
Shortest cuntig size 300
Median sequence size 423
Maan sequence size 4938
Longest contig stze 4828
Number of subsystems 22
Number of coding sequances 284
Number of RNAs &

*NGS sequencing of a mixture of samples nl1+n2+n3+n4+n5+n6 (Fig S10) produced 1,997,179
reads at 300 bp with 47% GC content. Shown are the statistics of the assembled scaffolds by the
MIT BioMicro Center under blind experimental conditions. While the DNA samples produced
high quality reads, under blind experimental conditions assembly of the reads in to the original
constructs proved challenging and the results were inconclusive. nl = 2,346 bp/47.4% GC, n2 =
2,346 bp/47.3% GC, n3 =2,346 bp/47.5% GC, nd = 2,346 bp/47.6% GC, nS5 = 2,346 bp/47.4%
GC, n6 = 2,346 bp/47.3% GC.
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Table 5: Identified sequences from NGS analysis.

PCT/US2015/058120

Assembled

Sequence

Sequence

SEQ ID NO:

1

TAATACGACTCACTATAGGGACAGTCTAGTGCAGCAGTCAGTACGA
GTCTCATGAGTGTAGGATGCATGAGATCAACGCTAGCATCGCACTG
TCGTCATGCAGCTGACTCCGATCTGACTATCGTCTGAGATCAGAGC
GTAACGTAGTCAGTGCTAGCATGCGAACTCGATGATCGAGTCGTAT
CCACTGTTGCCATATATGCAGACGGCATAGTATGCGTGTATGCGTC
GAGAGATCATCCCTATCTTGACGTTAGTTACAAGATCCCACCAATA
CTGCCAATAGACGGTCCTCCTTTCCCGTTGCTGTAAAACAGTCATGA
TCGTCATCAGATCATGCCGGCGTGATCTAGATACACGGTGGATTCA
GCTACTAGTCGAATCATGACGTGAGAAGCATGAACGATATGAAGAA
GTTATGTGGATAGCTGTCGACGTGATCGTATCGATGCAGTCCTCAG
GTCATATTACTCGACAGTTGCTAAGTCAGTCATCGTCATACGATGCC
GCTGAGCAATAACTAGC

18

TAATACGACTCACTATAGGGACAGTCTAGTGCAGCAGTCAGTACGA
GTCTCATGAGTGTAGGATGCATGATCATGATTCTGATCTAGTCCAGC
AGTAGAGTCGTCTCGATCGATCTGTGCATCGTCAGCGATATTCGAC
GTAGTCGCTCGACCTGACTCGTGAGTGCAGCTACGTGTCAGTCATCC
ACTGTTGCCATATATGCAGACGGCATAGTATGCGTGTATGCGTCGA
GAGATCATCCAGTTCTTGACGTTAGTTACAAGATTGGCCACGATCC
ATGCTAACGTCTCTTCCACCTTTCCCAAAAAGTAACACACCATGACG
TATCGACTACGCACATACAGCATATGTGGATGATCACTGACTGACT
GAACTACGATCATGGTGTATGTGAGCGTGTATGTGCTCGTGACTGG
AGAAACGGCAACAGTGGATGATTGACGTACGACTGCTAGCTCAGGT
CATATTACTCGACAGTTGCTAAGTCAGTCATCGTCATACGATGCCGC
TGAGCAATAACTAGC

19

TAATACGACTCACTATAGGGACAGTCTAGTGCAGCAGTCAGTACGA
GTCTCATGAGTGTAGGATGCATGATCATGATTCTGATCTAGTCCAGC
AGTAGAGTCGTCTCGATCGATCTGTGCATCGTCAGCGATATTCGAC
GTAGTCGCTCGACCTGACTCGTGAGTGCAGCTACGTGTCAGTCATCC
ACTGTTGCCATATATGCAGACGGCATAGTATGCGTGTATGCGTCGA
GAGATCATCCAGTTCTTGACGTTAGTTACAAGATTGGCCACGATCC
ATGCTAACGTCTCTTCCACCTTTCCCAAAAAGTAACACCGACTGATC
GCGCATACGGCAACAGTGACTCTCGACTACCATAGTAGTGAGATGG
TGGATTACGATCGCGTGATCTGAGTATCATTGATCTATAGTGGATTG
ACTGATGATCGTACTGTCGTACTGACTCTGACGTCGATCTCAGGTCA
TATTACTCGACAGTTGCTAAGTCAGTCATCGTCATACGATGCCGCTG
AGCAATAACTAGC

20

TAATACGACTCACTATAGGGACAGTCTAGTGCAGCAGTCAGTACGA
GTCTCATGAGTGTAGGATGCATGATCATGATTCTGATCTAGTCCAGC
AGTAGAGTCGTCTCGATCGATCTGTGCATCGTCAGCGATATTCGAC
GTAGTCGCTCGACCTGACTCGTGAGTGCAGCTACGTGTCAGTCATCC
ACTGTTGCCATATATGCAGACGGCATAGTATGCGTGTATGCGTCGA
GAGATCATCCAGTTCTTGACGTTAGTTACAAGATTGGCCACGATCC
ATGCTAACGTCTCTTCCACCTTTCCCAAAAAGTAACACTGACTGCAT
TCGTGATCATCATGCCGGCGTGATCTAGATACACGGTGGATTCAGC
TACTAGTCGAATCATGACGTGAGAAGCATGAACGATATGAAGAAGT
TATGTGGATAGCTGTCGACGTGATCGTATCGATGCAGTCCTCAGGTC
ATATTACTCGACAGTTGCTAAGTCAGTCATCGTCATACGATGCCGCT
GAGCAATAACTAGC

21

TAATACGACTCACTATAGGGACAGTCTAGTGCAGCAGTCAGTACGA
GTCTCATGAGTGTAGGATGCATGAGATCAACGCTAGCATCGCACTG
TCGTCATGCAGCTGACTCCGATCTGACTATCGTCTGAGATCAGAGC

22
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GTAACGTAGTCAGTGCTAGCATGCGAACTCGATGATCGAGTCGTAT
CCACTGTTGCCATATATGCAGACGGCATAGTATGCGTGTATGCGTC
GAGAGATCATCCCTATCTTGACGTTAGTTACAAGATCCCACCAATA
CTGCCAATAGACGGTCCTCCTTTCCCGTTGCTGTAAAACATAGTCAT
GACATCGACTACGCACATACAGCATATGTGGATCTAGCTTGACTAG
TCAACGTCGATATCGCGTGATCTGAGTATCATTGATCTATAGTGGAT
TGACTGATGATCGTACTGTCGTACTGACTCTGACGTCGATCTCAGGT
CATATTACTCGACAGTTGCTAAGTCAGTCATCGTCATACGATGCCGC
TGAGCAATAACTAGC

6 TAATACGACTCACTATAGGGACAGTCTAGTGCAGCAGTCAGTACGA | 23
GTCTCATGAGTGTAGGATGCATGAGATCAACGCTAGCATCGCACTG
TCGTCATGCAGCTGACTCCGATCTGACTATCGTCTGAGATCAGAGC
GTAACGTAGTCAGTGCTAGCATGCGAACTCGATGATCGAGTCGTAT
CCACTGTTGCCATATATGCAGACGGCATAGTATGCGTGTATGCGTC
GAGAGATCATCCCTATCTTGACGTTAGTTACAAGATCCCACCAATA
CTGCCAATAGACGGTCCTCCTTTCCCGTTGCTGTAAAACATAGTCAT
GACATCGACTACGCACATACAGCATATGTGGATCTAGCTTGACTAG
TCAACGTCGATATCGCGTGATCTGAGTATCATTGATCTATAGTGGAT
CATGACGTGCATGCAAGCTTAGCTAGTCAGATCAGTAGCTCTCAGG
TCATATTACTCGACAGTTGCTAAGTCAGTCATCGTCATACGATGCCG
CTGAGCAATAACTAGC

*After blind analysis by the MIT BioMicro Center did not provide the contents of the unknown
sample submitted for analysis, further information about the plasmids and vector sequences was
provided. Shown here are the 6 assembled and identified sequences each 525 bp, representing

the messages encoded in nl, n2, n3, n4, n5, and n6 generated by the MIT BioMicro Center after

a second round of analysis. Alignments to nl, n2, n3, n4, n5, and n6 are in Figure 16C.

iKey-64 is designed to convert plaintext in to a DNA encodable language. If
chromatogram patterning is desired, the codons may potentially be shuffled to enable 9.1 x 10%
variants (Table 3). However, if chromatogram patterning is not desired then a maximum of 1.3
x 10" variants exist, significantly increasing the security of encoded information. As a
communication medium, knowledge of the appropriate primers, combination key, and
incorporation of decoy messages would also provide additional data security. Nevertheless, data
encoded using iKey-64 would still not be truly random due to the frequency of use for each
button, but additional measures may be implemented to increase security: (i) Cryptography —
plaintext information may first be subject to advanced cryptographic algorithms, (ii) Linguistics
— principles of linguistics may be applied to the layout of iKeys to modify alphabets for DNA
communication, introduce new grammar rules or create iKeys in different languages, and (iii)
Codons — increasing the number of nucleotides per codon can introduce redundancies in the

buttons to adjust for character usage frequency. To illustrate, four nucleotides codons can be
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used to create a 256 button keyboards such as iKey-256 (Figure 10). When the number of
buttons for each letter is adjusted to reflect its frequency in English text, then the probability of
using a button for E would equal Q. Similar redundancies may also be introduced for buttons
representing numerals, grammar, and other user-defined functions. For instance, the frequency
of numerals may be adjusted according to Benford’s Law™.

To further extend the iKey system, codons can be used to represent words or phrases in
addition to characters. It is estimated that the vocabulary of an educated native English speaking
adult consists of ~17,000 lemmas, while only 10 lemmas constitute 25% of the words used in
Englishﬂ’ 2, Using 8-nucleotide codons could generate iKeys with 65,536 buttons, sufficient to
include all of the commonly used words in English as well as accommodate individual letters,
numerals, grammatical characters, functional characters, and high frequency words.
Theoretically, the iKey platform may be designed to incorporate the entire English language.
The Oxford English Dictionary (OED), the most comprehensive record of the English language,
contains 291,500 entries and a total of 615,100 word forms®. To encode all of the entries of the
OED on an iKey would require 10-nucleotide codons to generate a 1,048,576 button keyboard.
Additionally, the dictionary is composed of 59 million words containing 350 million characters
resulting in 5.9 characters/word. This would require 18 nucleotides to encode with an iKey-64
but only 10 nucleotides for an iKey-1,048,576, representing a 44% reduction in DNA

requirements.
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CLAIMS

A method of secure communication of information contained on a single nucleic acid

molecule, the method comprising:

2.

(a) obtaining a nucleic acid molecule of known sequence;

(b) obtaining a modified keyboard comprising a personalized platform for translating
nucleic acid sequence into text; and,

(b) generating a quantum of information translated from the nucleic acid sequence using

the modified keyboard of (a).

A method of secure communication of information disseminated across at least one

nucleic acid molecule, the method comprising:

4.

(a) obtaining a modified keyboard comprising a personalized platform for translating
text into a nucleic acid sequence;

(b) translating a quantum of information into a nucleic acid message sequence using the
modified keyboard of (a); and,

(c) obtaining a at least one nucleic acid molecules, each molecule comprising (i) the
complete or a portion of the nucleic acid message sequence and (ii) at least one
contiguous stretch of randomized variable nucleic acid sequence flanking and/or inserted
into the message sequence, thereby producing a nucleic acid molecule or a set of nucleic

acid molecules containing the entire quantum of information.

The method of claim 1 or claim 2, wherein the modified keyboard comprises codons.

The method of claim 3, wherein the codons are designed to normalize frequency of

character usage.

5.

The method of any one of claims 1 to 4, further comprising sequencing the nucleic acid

molecule or set of nucleic acid molecules using one or more common primers.

The method of claim 5, wherein the sequencing produces a chromatogram.
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7. The method of claim 5, wherein the sequencing produces data that is analyzed by
sequence alignment or bioinformatics methods.
8. The method of claim 6, further comprising identifying nucleic acid sequence

corresponding to areas of high intensity peaks on the chromatogram.

9. The method of claim 6, further comprising identifying nucleic acid sequence

corresponding to areas of low intensity peaks on the chromatogram.

10. The method of any one of claims 6-9, further comprising extracting the quantum of
information contained within the set of nucleic acid molecules by using the modified keyboard

to translate the nucleic acid sequence identified in any one of claims 6-9.

11. The method of any one of claims 1-10, wherein the modified keyboard comprises

homopolymer codons located on functional keys.

12. The method of any one of claims 1-11, wherein the codons are greater than 3 nucleotides
in length.
13. The method of claim 12, wherein the codons are 4, or 5, or 6, or 7, or §, or 9, or 10, or

11,0r 12, or 13, or 14, or 15, or 16, or 17, or 18 nucleotide bases in length.

14. The method of any one of claims 1-13, wherein the codons are of mixed lengths.

15. The method of any one of claims 1-14, wherein the variable nucleic acid sequence

comprises contiguous homopolymer codons.

16. The method of any one of claims 6-15, wherein the sequencing is performed by Sanger

sequencing, bridge PCR, nanopore sequencing, or Next Generation Sequencing.

17. The method of any one of claims 1-16, wherein the at least one nucleic acid molecule is

sequenced with at least one common primer.
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18. The method of any one of claims 1-17, wherein the nucleic acid molecule(s) are in silico.
19. A method of producing an individualized keyboard for the conversion of plaintext into

nucleic acid encodable language, the method comprising:
(a) producing a library of codons;
(b) assigning each member of the library to a different symbol; and

(c) arranging the symbols into an array, thereby producing an individualized keyboard.

20. The method of claim 19, wherein the codons are greater than three nucleotide bases in
length.
21. The method of claim 19 or claim 20, wherein the codons are 4, or 5, or 6, or 7, or §, or 9,

or 10, or 11, or 12, or 13, or 14, or 15, or 16, or 17, or 18 nucleotide bases in length.

22. The method of any one of claims 19-21, wherein the codons are of mixed lengths.

23. The method of any one of claims 19-22, wherein the symbol is selected from the group

consisting of letter, number, word, punctuation mark, pictogram or logogram.

24. The method of any one of claims 2-18, wherein the variable sequence comprises at least

one contiguous stretch of homopolymer codons.

25. The method of any one of claims 19-23, wherein the individualized keyboard comprises

homopolymer codons associated only with functional keys.

26. The method of any one of claims 19-23, wherein the codons are designed to normalize

frequency of character usage.
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