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(57) Abstract: Described are embodiments of a system,
method, and computer program for providing network
services to a user site, utilizing a network system includ-
ing a computer, a processor, memory, and a plurality of
Layer 3 devices distributed at a plurality of nodes of the
network system along a Layer 2 backbone for connecting
the user site with a predetermined destination, the com-
puter comprising and at least one computer readable me-
dium storing thereon computer code which when ex-
ecuted by the at least one computer causes the at least one
computer to at least; measure performance of a plurality
of paths that connect the plurality of Layer 3 devices, to
the predetermined destination; and select a particular path
from the plurality of paths to perform packet transmission
based on the measured performance of the plurality of
paths based on one or more criteria.
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NETWORKSYSTEM AND METHOD FOR IMPROVING ROUTING CAPARILITY

CROSS REFERENCE TO RELATED APPLICATIONS

860y This application claims priority to U.S. Provisional Patent Application
Serial No. 61/717,413 filed on Getober 23, 2012 and U.S. Application Serial No 13/827,

940 filed on March 14, 2013, the entirety of which is incorporated by reference herein.

FIELD OF INVENTION

{0602] This disclosure relates to computer networking.

DESCRIPTION OF RELATED ART

16603} Computer networks communicate data usin g packets of data. Packets
used in computer network communications contain the originator's source address and
the recipient’s destination address. Packets are then directed through s variety of
devices that make up the network infrastructure. In network packet switching, routing
protocols determine the path to a destination via a number of pre-defined factors along
with the number of Autonomous Systems (AS) that must be travessed to reach the
destination.  As a result, routing decisions rely on the number of AS hops and not actual
performance variables with the assumption that the least number of AS hops indicate a
best path to a destination. This results in packets taking paths not based on fastest or

Iz

most reliable paths, resalting in a “Clond Peaalty.
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SUMMARY

{0004} Described are embodiments of 4 system, method, and computer program
for providing network services 1o a user site, utilizing a network system inclading a
computer, a processot, tmemoty, and a plurality of Layer 3 devices distributed at a
plarality of nodes of the network syster along a Layer 2 backbone for connecting the
user: site with a predetermined destination, the computer comprising and at least one
computer readable medium storing thereon computer code which when executed by the
at Jeast one computer causes at least one computer to at least: measure peeformance of a
plurality of paths that connect the plurality of Layer 3 devices, to the predetermined
destination; and select a pasticular path from the plueality of paths to perform packes
transmission based on the measured performance of the plurality of paths based on one
Ot More critetia.

{6005] As noted above, packets used in computer network communications
contain the originator's source address and the recipient’s destination address. Packets
are then directed through a variety of devices that make up the network infrastructore.
This applies to the Transpost Layer (Layer 2) and the Network Layer (Layer 3} through
the use of addresses such as MAC and TP addtesses or their equivalents. Network
infrastructuse devices haol these packets throughout the network utilizing various lists
to determine how o direct packets to these destinations. These lists can be defined
statically or learned from other network infrastructure devices through dynamic means

such as routing protocols, (for example, Border Gateway Protocol (BGP)), from other
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network infrastructure devices that share the devices’ known paths to various

destinations.

[8006] Disparate networks having a collection of prefixes are distinguished by
1 )

control domains or other methods and are assigned unique designations known as

Autonomous Systems (AS). Many Tnrernet Service Providers (ISP and multi-homed

Ak

Internet end-points use BGP to make routing decisions on the lnternet. BGP
maintains & table of IP aetworks ot 'prefixes’ which designate network reach-abil ity that
15 heavily dependent on the number of Autonomous Systems in the path. An

exemplary BGP table is shown in Figure 3. BGP makes routing decisions based on

path, network polcies and/or rule-sets.

[0007] As noted above, in the network packet switching as desceibed above,
routing protocols determine the path to a destination via a number of pre-defined
factors along with the number of Autonomous Systems (AS) dhat nust be traversed to
reach the destination. As a result, vouting decisions rely on the numbet of AS hops and
not actual performance variables with the assumption that the least number of AS hops

indicate a faster path to a destination, resulting in 2 “Cloud Penahy.” The syster as set
forth in the present disclosure leverages multiple disteibuted interconnected points of
ingress/egress, known as Points of Presence (POP), that are also connected to other
Autonomous Systems (AS). These POPs represent the interfaces berween the network
system of the present disclosure and other AS. The present systeqy messures and

analyzes the vatious paths to any destination from each POP of the present system.

Amnalysis includes creating multiple metrics evaluating the actual performance and
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reliability of 2 connection, which uses 2 plurality of factors rather than merely the
number of “AS hops”, to determine the “best path” to any destination. As understood
by those having ordinary skill in the art, an “AS hop” is an autonomous system that
need to be traversed to get to a destination. A “hop” or “Layer 3 hop” refers to a
routed hop. A “best path” can comprise a single selected path of a plorality of selected

Mepwork devices within a network utilizing the presert system as well as other

g
&

AS that leverage a Network utilizing the present system as transit are armed with one or
more recommended path options fncluding a “Best Path” option that represents the
fastest, most reliable path with all of these options considering the user’s geographic
proximity to each POP. Armed with multiple Gateway options, Network Devices can
communicate directly with the “Best Path” POP within only one Layer 3 hop within the
present systent. A network devics may lnclude a computer, a server, a laptop, a tablet, a

mobile phone, 2 mobile caleulating device, a personal digital assistant, or a router.

[0{08] According to an embodiment of the present disclosure, 2 vagiety of

measurements, incliding latency and reliability, are taken from each POP to various

destinations that may traverse multiple other AS.

{6009} According to another embodiment of the present disclosute, the
casurement datz s analyzed and data from each POP is con npared to develop multiple

geography specific path list
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[ 0016 According to another embodiment of the present disclosure, depending
on the network consumet’s geographic location, specific routing data is shared in order

to offer the fastest and most reliable path to the destination points.

{0011} According to another embodiment of the present disclosure, intelli igent
performance and reliability metrics are utilized to multiple prefix points to build

geography and proximity aware path Hsts.

{0012} According to another embodiment of the present disclosure, the present
system and method share intelligence with other devices of its own system and with

s of other AS based on their geography / proximity between the source and

L’.L

destination and vice versa, Latency and throughput between soutce and the POP,
reliability of communication between the source and the POP, latency and throughput
between each POP and the destination, and reliabifity of communication between each

FOP and the Destination,

{0013} According to another embodiment of the present disclosure, the present
system and method leverage a hybrid layer 2/3 (transport layer/internet layer) model to
deliver packets in 2 single hop to the POP with the fastest and most reliable path to the

destination from the source.

6014} According to another embodinent of the present disclosure, the present
system and method allow 2 user to customize a connection preference based on

reliability, latency, throughput or a corabination thereof, A wser of the present system 13
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also allowed to associate a connection preference with a destinaton of a connectios, an

origination of a connection, service type or application associated with the connection.
A user of the present system includes a network device, an autonomous System, 2 home

network, a corporate network, or an ISP,

{0615] According to another embodiment of the preseat disclosure, the system
and method assign users into various categories and uses the category information to

determine the route preferences for a user.

{6016} According to another embodiment of the present disclosure, the system
and method assign various types to data communications and use the type information

A

to determine the route preferences for the data communications,
BRIEF DESCRIPTION OF DRAWINGS

{0037} Prgore 1 illustrates a system that sends and receives packets using

multiple distrtbuted POPs according to an embodiment of the present disclosure.

{0018} Figure 2 tlustrates multiple POPs that caleulate “Best Path” according to

an embodiment of the present disclosure.

H01TH Figure 3 illustrates a BGP table according to an embodiment of the
§ <

present disclosure.

100201 Figure 4 ilustrates an exemplary structute of a server, system, o a

termunal according to an embodiment.
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DETAILED DESCRIPTION OF THE INVENTION

{0021} The system and method as set forth 10 the presenr disclosure use
industry standard round-teip measurements that utilize Transmission Control Protacol
(TCP) or User Diagram Protocol (UDP) or Interner Control Message Protocol JCMP)
packets to continuously measure the tme from when the packet is dispatched to when a
respornse i received, as shown in Table 1. Tt is noted that these measurements
represent the actual performance of connectdons between a source and a desdnation,
whick is different from the route availability and ot route fapping used by most current
tegacy IP netwotks. The traditional approach measures route availability, which only
takes the route advertisement iato consideration and not path selizbility which would
represeat packet loss. Current routers track reliability of roure advertisement via "flap
monitoring" which messures the starting and stopping of route advertisements. This

approach does not measure reliabili lity of the path, only reliability and or consistency of

the route advertisement.

{8022} Figure 1 fhustrates a network system accordin ¢ to an embodiment of the

resent disclosure. The system is configured to send and receive packets using mudtiple

vl

distribured POPs according to an embodiment of the present disclosure. The system

AS-T mcludes a phurality of distributed fayer 3 devices as POPs (Layer 3 Device 1, Ls ayer

3 Device 2, Layer 3 Device 3, and Layer 3 Device 3), which ace the ingtess and egress

points of the network aystern AS-1. These devices all share a common Fayer 2 nerwork.
‘The locations of these devices are carefully selected so that each device is responsible

ks

for a predetermined geographical area. The size and coverage of the specified area may
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vary and can be as small as a floor i a building o as large 2 country or even continent.
For example, Layer 3 Device 4 may be selected to be at the location of a major 18P,
ASP, or other software or virtual service provider, and may fucther be located at a
building or campus of that provider. In another example, Layer 3 Device 1 may be
located in Seattle, WA that provides connection service to all users g geographically
located close to Seattle and the northwest United States and Southwest Canada, whereas
Layer 3 Device 2 can be selected to be locared in Los Angles to serve the locations close
to Los Angeles, However, as will be ribed, geography is only one factor, and either
device (or anothes device) may provide the connection to any network destinations
based on the AS-1 measurements and other criteria. The four layer 3 devices are
connected through a Layer 2 network, forming the network system AS-1. The network
system AS-1 is also dicectly or nditectly connected to other network systems such as
AS-2, AS-3, AS-4, AS-5, AS-6, and AS-7. ltis noted that the netwaork syatem AS-1
according to the present disclosure has its own routing algerithm and nerwork policies

that improve connection services o users using the network systam AS-1

16023} Hach of the Layer 3 devices in the network system AS-1 measares the
actual connection pesformance to various destinations periodically or on demand and
shates the measurements among all the POPs in the network system AS-1. When 2 uses
in AS-7 uses the network systern AS-1 1o connect to Destination1{D1) or Destination 2
(D2}, the network system AS-1 has pre-determined the best path for the user based on
the actual measurements from each POP. Each POV then offers this performance and

3N

reliability enhanced routing information dertved from its measurements to the network
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Ll

device(s) in AS-7 which ate then able to select the best path. According to an
embodiment, the network systern AS-1 ensures that the user can teaverse, or reach any

destinanon within the network system AS-1 within only one hop,

06024} When a user that is connected to network system AS-1 needs to connect
to a destination that is reachable via the network system AS-1, the network devic e(s}
AS-7 are provided with the pecformance and reliability enhanced routing nformation
from one or mote network system AS- s POPs. The user system now knows the hest
path to various destinations. The user system 1s connected to network system AS-1
through a layer 2 netwotk connection and communicates dicectly with the selected best
path layer 3 device on network system AS-1, which allows the user communicarion to

hop out of the network system AS-1 within a single hop.

{6025} For example, if the user in the network AS-7 wants to connect to
Destipation 1{D1) 1n AS-5, the network system AS-1 determines that the best path is
f

-

through AS-2, AS-3, AS-4, and AS'S, the network system AS-1 connects the user with
Layer 3 Device 1 5o that the user system can hop out of AS-1 through only one
connection. It is noted that & traditional legacy network may choose AS-6 as the best
path metely based on number of AS hops. The present system first measures the actual
performance of all paths, thus making “real time” measurements of the network to
determine the best route.  However, the system can be configured not to select a route
that has high latency or low reliability as a best route. Comparing the le egacy network

3

and the network system AS-1, the systent AS-1 is consistend y faster and more reliable.
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Testing has shown that the performance of the netwotk system AS-1 could reach four

<

to ten times faster than legacy network systems.

{8026} In another example, if a user system wants 1o connect to Destination
2{D2) i AS-4, the Layer 3 device in AS-7 may determine that Layer 3 Device 4 is the

best path egress point. If so, The user system is subsequently connected to Layer 3

oy
[
=y

Device 4, via the conunon layer 2 network, ensuring cgress within a single Laver 3 hop.

{0027} Figure 2 illustrates exemplary geographical locations of the multple
POPs and factors used in calculating the “best path.” As shown ia Fi igare 2, che four
layer 3 devices may be distabuted along the east coast and the west coast of the United
States, providing sufficient coverage to the entre country. The present system m:

nclude four or mote layer 3 devices, each located in well connected facilities such as
along the east coast, the west coast, the Midwest, Central US or Alaska within the
United States as well as various well connected European, Asia Pacific, Central and
South America and African locatdon.  Furthermore, the system could facilitate poorly
connected regions via various witeless or Satellite platforms. Moteover, any number of
Layer 3 devices can be locared in a given region or location, which is determined by the
needs or preferences for Layer 3 measurement and connect ivity as described hetein,
According to an embodiment, the present system, by default, may use ounly reliability
and latency as two main factors to determine a “best path.” According to another
embodiment, the present system may use a plurality of critesia ro determine a “best
parh,” including reliability, latency, throughput, destination, origination, type of

commuaication, user, user category, level of service, and geographical location. Jtis

10
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noted that the present systemn also provides a plurality of options to nerworks tha
utdize the system as a transit, so that these networks have control of the path selection.
The phurality of options provided to the users are similar with those used by the system

to determine a path.

{0028} The present system also improves resilience comparing with the legacy
network systems. As shown in Figures 1 and 2, the present system includes a plurality

of POPs connected by a common layer 2 network. A ceording to an embodiment, each
POP normally provides network connectivity service to a specific geographical area in
order to distribute and manage the workioad of POPs, According to another
embodiment, when an outage occurs, each POP may also provide nerwork connecting
ervices to other geographical areas so that a user of the present nerwork can still have
network connections. An outage inchides a power outage, « hardware outage o
device, a funcdonal outage due to software, ot a shutdowsn of a device. According to
another embodiment, as long as one POP is properly functioning, 2 user of the present

network system AS-1 still has network connections,

{6029} The present system and method conduct actual performance
measurements of convections including using nerwork measurement techniques known
i the art. For example, the system and method measure the round-trip time for a

-
1

request and response to and from various destinations. The system and method also
take measurements to deternune if there are dropped (that is packets that do not return)

or out-oforder packets (packets received in different order than expected) to and from

11
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the destination, as shown in Table 1. The system utilizes one of more of | CMP, UDP,

ar TCP, depending on the most appropriate method to measuze round-teip tme.

Destination Method Intemet Protocol
(ree S Une / Pvd /PG
ICAMP)
xx7.7 [RIBIE iPvd
I # | %Loss (% Outof]  Curemt | Average  Best Worst |
Sent order

V4 or by# of | by#of | Millisecond | Miflisecond | Millisecond Millisecond
L vb Packets | Packets Latency Latency Latency Latency
xx i1 10 0% 0 .7 07 0.7 1.0
sx220 10 0% 0 38 10.1 3.1 121406
«x.330 10 0.2 % {3 3.6 6.0 3.2 {285
xx.44) 10 0.2 % 0 4.1 10.7 2.2 17F
xx551 107 03% 0 4.1 5.8 32 1270
xx6.6] 10 02% |0 4.3 43 33 349
x0T 10 0.2 % " 7.4 &.3 5.1 48.4

[6030]

Table §

According to an embodiment, the routine aloorithm of the present
;] 2

disclosure takes at three major factors into consideration:

12

1. Distance/Proximity/ Geography (measured in

communicating site to vasous Laver 3 POPs,

latency) from the
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2. The latency from each POP to the destination.

3. The reliability (measured in number of dropped or out-of-order packets)

to the destination.

{0031} The following example llustrates an application of the above-identified
routing algorithm. Tn this example, a systemn according to the present disclosure
mcludes stx POPs. When a user site is geographically located in New Yok, its access
time to the six POPs managed by the present system has been measured to be the

following:

Access to POPT is ims
Access to POPZ is 2ms
Access to POP2 is Sms
Arcess to POP4 is {Tms
Access to POPS is 20ms

Access to POP6 i3 50mis

16032} It s nioted that the six POPs (POPI, POP2, POPS, POP4, POPS, and
FOPG) may be located at straregically important peogtaphical centers such as New York
) Ty Slealy : grOg N
Boston, Chicago, Los Angeles, Atdanta, and Dallas). If the user system needs to make a
* é} 3 o) R 4 j

coanection to Wikipedia.com, the system alteady knows the actual connection time

between each POP and the destination based on DEEVIOUS measgrements.

13
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Access to Wikipedia.com from POPL is 40ms
Access to Wikipedia.com from POP2 is 45ms
Aceess to Wikipedia.com from POP3 is 45ms
Access to Wikipedia.com from POP4 is fms

Access to Wikipedia.com from POPS is Tms

Access to Wikipedia.com from POPE is 2ms
{0033} The present system already knows reliability of connections between

cach POP and the destination based on Previous measurements.

Y
Y

Relability to Wikipedia from Device / Site through POPT is 99
Reliability to Wikipedia from Device / Sire through POP2 is 9%
Reliability to Wikipedia from Device / Site through POP3 is 98%
Reliability to Wikipedia from Device / Sire through POP4 is 80%
Reliability to Wikipedia from Device / Site through POPS {s 99%
Reliability ro Wikipedia from Device / Bite through POPG is 99%

3

{0034} The present system combines the latency and reliability corresponding to

each routing optiow:

4.1 Device / &ite through POP1 to Wikipedia.com bas 41ms latency at 99%

reliability

4.2- Device / Site through POP2 to Wikipedia.com has 47ms latency at 99%
celiability

4.3~ Device / Site through POP3 o Wikipedia.com has 50ms Jatency at 98%
reliability

14
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4.4 Device / Site through POP4 to Wikipedia.com has 23ms latency at 8%

reltability

4.5- Device / Site through POPS to Wikipedia.com has 27ms fatency at 99%

reliability

4.6- Device / Site through POP6 to Wikipedia.com has 53ms latency at 99%

reliability

{6035} The system determines a routing option for the user based on oae or

mote predetermined criteria. For example, the system may define a low reliability
threshold at x (eg: 90%) and a high latency threshold at v {eg: 100ms). The system
calondates an end-to-end performance and an end-ro-end reliability. In one embodiment,
the system may select the fastest path 4.4 at23mas but it has a relability of only 80%,

The system may select a relatively fast but the mose reliable e path 4.5 at 27ms.

{0036] Other path selection critedia can be selected for the system or the user
may prefer speed, reliability, speed so long as reltability is above the reliability theeshold
lirair, reliability so long as speed is lower the latency threshold limit, or the fastest most
relable path. The system also provides downstream networks the option to choose
their preference |, for example, prefer speed at all costs, prefer reliability at all costs,
prefer speed so long as reliability is above a specified threshold, prefer ¢ rehability so long
as speed is faster than a specified threshold, take the fastest most reliable path. These

options can be defined for all destinations, specified destinations, specific Sources to

Destinations. The system may allow combinations of ane appreach for all and specific
for others by destination, one approach for all and specific for others by sousce, or one

approach for all and specific for others by soutrce / destination pairing.

15
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{6037} According to an embodiment, the present system MAY CALEGOIZEe 1SeLs
into different categories such as media provider, communication provider, storage
center, document shaving provider, and consamers. The present system may set a path
selection option based on the general preference of users in each care gory. Media
providers and comumunication providers may prefer speed. Storage center may prefer

N

relability. Consumers may prefer a compromise between speed and reliabilivy.

6038} According to an embodiment, the present system may provide a path
selection based ona type of communication. If the type of comnumication is 2 specific

protocal or application such as SIP for VOIP communications or 18CST used for
oﬁg{* the &a}stcm may 1LV(‘1’4L$3C nie- L}d&mw relial sﬂm or atﬁnfzv sett mg‘s that appi/* o

the specific protocols.

Ferst

{6039] It 1s noted that in this disclosure and particulatly in the claims and/or

T 52t

raragraphs, terms such as “comprises,” “comprised,” “comprising.” and the like can
35 3 3 £ b 3

22

have the meaning attdbuted to them in U8, patent law; that is, they can mean “includes,’

“included,” “including,” “including, but ot limited t0” aad the like, and allow for

clements not explicitly recited. Terms such as “consisting essentially of” and “consists
essentially of” have the meaning ascribed to them in U8, patent law; that is, they allow
for elemnents not explicitly recited, but exclnde elements that are found in the prior art
or that affect 2 basie or novel charactetistic of the tavention. These and other
embodiments are disclosed or are apparent from and encompassed by, the following

description. As used in this application, the rerms "componeat” and “system” are

intended to refer to a computer-related entity, either hardware, a combination of

16
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hardware and software, software, or software in execution. For example, a component
may be, but is not fimited to being, a process minning on a processot, a processar, an
object, an executable, a thread of execution, a program, and/or a computer. By way of
tHustration, bath an application running on a server and the server can be a componeant,
Ornie or mote com poneats may reside within a process and/or thread of execution and a
component may be localized on one computer and/or distributed between two or more

CGZ’HPU?{‘.K 3.

< 77 i< RN b4

{00461 The use of the tetms “a,” “an,” “at least one,” “one ot more,” and
siratar terms indicate one of a feature or element as well as more than one of a feature.

The use of the term “the” to refer to the feature does not imply only one of the featute

and element.

46411 When an otdunal number (such as “first,” “second,” “third > and so on’
2 2 2 .
1s used as an adjective before a teem, that ordinal sumber is used (unless expressly ot

cleatly specified otherwise) merely to indicate a particular feature, such 4s to distinguish

that particular feature from another feature that is describved by the same term or by a

stmdar term.

{6042} When a single device, article or other product is described herein, more
than one device/article (whether or not they cooperate) may altesn natively be used in
face of the single devicefarticle that is described. Accordingly, the functionality that is
psa 8 &Y, 3
described as being possessed by a device may alternatively be possessed by more than

one device/article {(whether or not they cooperate). Sumilarly, where more than one

17
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device, article or other product is described herein (whether of not they coc peate), 4
single device/article may alternatively be used in place of the mote than one device or
article that is descebed. Accordingly, the various functionality that is described as being
possessed by more than one device or article may alternatively be possessed by a single

device farticle.

{0043} The functionality and/or the features of a single device that is described
may be alternarively embodied by one or mote other devices which are described but
are not explicitly described as having such functionality/features. Thus, other
embodiments need notinclude the described device itself, but rather can include the
one or more other devices which would, in those other embodiments, have such

functiomality/ features.

[0644] Furthermore, the detailed description describes various embodimeats of
the preseat invention for Mustration purposes and embodiments of the present
invention include the methods described and may be implemented using one or more
apparatus, such as processing apparatus coupled to electronic media. Bmbodiments of
the present invention may be stored on an electronic media (electronic memory, RAM,
ROM, EEPROM) or programmed as computer code (e.g,, source code, object code or
any sutable programming language) to be executed by one ot mote processors

operating in conjunction with oae or mote electronic storage media.

1

3045 Embodiments of the present invention may be implemented usiag one
N i A ]

i
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modules, may be coupled such thar portions of the processing and/or data
manipulation may be performed at one or more processing devices and shared.
According to an embadiment, cach of the terminals, servers, and systems may be, for
example, a serves computer or a client computer operatively connected to network as
described herein, via bi-ditectional communication channel, or interconnector,
respectively, which may be for example a serial bus such as IEER 1394, or other wire or
wireless transmission medium. The terms “operatively connected” and “operatively
coupled”, as used herein, mean that the elements so connected or coupled are adapted
to transiut and/or receive data, or otherwise communicare. The transmission,
reception or commurnication is between the pasticular elements, and Ay OF My 1ot
include other intermediary elements. This connection /coupling may or may not involve
additional transmission media, or components, and may be withis 2 single module or

device or between the remote modules or devices

[0046] Although each of the above described terminal, seever, and systermn may
comprise a full-sized computer, the system and method may also be used in connection
with mobile devices capable of wirelessl exchanging data with a server over a network
such as the Interet. For example, a user system or device may be a wireless-enabled

PDA such as an iPhose, an Android enabled smart phone, a Blackberey phone, or

another Internet-capable cellular phone.

{00471 Figure 4 illustrates an exernplary structure of a server, systetn, of a

terminal according to an embodiment,
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{6048} The exemplary server, system, or tegminal 200 includes a CPU 202, 2
ROM 204, a RAM 206, a bus 208, an input/output interface 210, an input amit 212, an
output urut 214, a storage unit 216, a communication unit 218, and a deive 220, The
LPU 202, the ROM 204, and the RAM 206 are intsrconnected 1o one another via the
bus 208, and the input/output interface 210 is also connected to the bus 208, In
addition to the bus 208, the input unit 212, the output unit 214, the storage unit 216, the
cormmunication umit 218, and the drive 220 are connected to the input/output interface

210,

{6049} The CPU 202, such as an Intel Core™ or Keon™ series microprocessor
ot a Freescale™ PowerPC™ microprocessor, executes various kinds of processing in
accordance with a program stored tn the ROM 204 or in accordance with a program
loaded into the RAM 206 from the storage unit 216 via the input/output interface 210
and the bus 208. The ROM 204 has stored therein a program to be executed | by the
CPU 202, The RAM 286 stores 25 approptiate a program to be executed by the CPU

202, and data necessaey for the CPU 202 to execute various kinds of processing,

{3050} A program may include any set of instructions to be executed directly
{such as machine code) or indicectly (such as scripts) by the processor. In that regard,
the terms “mstructions,” “steps” and “programs” may be used wterchangeably hereln
The mstructions may be stored 1a object code format for direct processing by the
ptocessor, ot in any other computer language including scripts or collections of

mdependent source code modules that are in terpreted on demand or compiled in

advance.
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{8058} The wmpat unit 212 includes a keyboard, 2 mouse, a microphone, # touch
screen, and the like. When the input uait 212 is operated by the user, the input unic 212
supplies an input signal based on the operation to the CPU 202 via the faput/output
interface 210 and the bus 208, The output wait 214 includes a display, sach as an LCD,
ot a touch sceeen or a speaker, and the like. The storage unit 216 includes a hard disk, a
flash memory, and the like, and stores a progran exccuted by the CPU 202, data

teansmuitted to the terminal 200 via a network, and the like.

{66521 The communication wnit 218 includes a modem, a terminal adaptor, and
other communication interfaces, and performs a communication process via the
¥

nerworks of Figares 1 and 2.

{0053 A temovable mediom 222 formed of a magnetic disk, an optical disc, a

magneto-optical disc, flash or REPROM, SDSC (standard-capacity) card (SD card), or a
semiconductor muemory is loaded as appropriate into the drive 220, The deive 220 reads

&

tata fecorded on the removable medium 222 or records predetermined data on the

D
e
N

removabie medivm

{0054} One skiled 1o the art will recognize that, although the data storage unit
216, ROM 204, RAM 206 are depicted as different units, they can be parts of the same

unit or units, and that the functions of one can be shared in whole or in part by the

other, eg, as RAM disks, virtual mernory, e It will also be appreciated that any

articular compartet may-have mulitsle com ponents of a given type, e, CPU 202, Input
¥ - &L

unit 212, communications unit 218, e
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[6455] An operating system such as Microsoft Windows 7%, Windows XP® or
Vista™, Linux®, Mac OS%, or Unix® may be used by the terminal. Other programs may
be stored Lastead of or in additton to the operating systeo. It will be appreciated that a
computer system may also be implemented on platforms and operating systems other
than those mentioned. Any operating system or other prograrn, or any part of either,
may be written using one or mote programming languages such as, e.g, Java®, C, G+,

CH#, Visual Basic®, VBINETY, Perl, Ruby, Python, or other programunmyg languages
24 g RRguages,

possibly using object orented d and/ ot coding techniques.

{03561 Data may be retrseved, stored or modified 1o accordance with the
instructions. For instance, although the systema and method 3 not himited by any
particular data structure, the data may be stored i computer registers, in a relationa!
database as a table having a plurality of different fields and records, XML documents,
flat files, etc.. The data may also be formatted 1n any computer-readable format such as,
but not mited to, binary valoes, ASCH or Unicode. The textual data might also be
compressed, encrypted, or both. By further way of example only, image data may be
stored as bitmaps comprised of pixels that are stored in compressed or uncompressed,
or lossless or lossy formats (e.g, JPEG), vector-based formats {e.g., SV() or computer
nstractions for drawing graphics. Moreover, the data may comprise any information
sufficient to identify the relevant information, such as numbers, descriptive text,
proprietary codes, pointers, references to data stored in other memoties (including other
network locations) ot information that is used by a function to calculate the relevant

data.
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{8657} Ir will be understood by those of ordinary skill in the art that the
processor and memory may actually comprise multple processors and memories that
may or may 1ot be stored within the same physical housing. For example, some of the
instructions and data may be stored on removable memory such as 2 magneto-optical
cisis or SD card and others within a read-only computer chip. Some or all of the
instructions and data may be stored in a location physically remote from, vet still
ceessible by, the processor, Similary, the processor may actually comprise a collection
of processors which may or may not operate in parallel. As will be rec cognized by those
skilled in the relevant art, the terms “system,” “terminal,)” and “server” are used herein
to describe a computer’s function in a particudar context. A terminal may, for example,
be a computer that one ot more users work with direcdy, e.g., through a keyboard and

e

monitor directly coupled to the computer system. Terminals may also include 2 smart
phone device, a personal digital assistant (PIDA), thin client, or any electronic device that
is able to connect to the network and has some sofrware and computing capabilities
such that it can interact with the systemn. A computer systern or terminal that requests a
service through a network is often referred to as a client, and a computer system or
terminal that provides a service is often referred to as a server. A server may provide
contents, content sharing, social networking, storage, search, or data wining services to
another computer system of terminal. However, any particular computing device may
be indistinguishable in its hardware, configuration, operating system, and/or other

3 << 3

oftware from a client, server, or both.  The terms “client” and “server” may describe

f)‘:

programs and running processes mstead of or in addition to thelr application to

cotoputer systems described above. Generally, a (softwase) client may consume
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information and/or computational services provided by a (software) server ot

transmitted between a plurality of processing device

[6058]

While the invendon has been descrdbed and dlustrated with reference to

certam preferred embodiments heredn, other embodiments are possible. Additionally
such, the foregoing llustrative embodiments, examples, fearures, advantages, and attendant

advantages are not meant o be fimiting of the present invention, as the invention may be
practiced according to <

anous alternative embodiments, as well as without necessari] ¥
providing, tor example, one or more of the features, advantages, and attendant adv antage

that may be provided by the foreg going ilustrative embodiments.

10059

Systems and modules described hereln may comprise software, firmware,

nardware, ot any combination(s) of software, firmware, or hardware suitable for the
purposes described herein. Software and other modules may reside on servers

workstations, personal computers, computerized tablets, PIDAs, and other devices suita

¥
i
LA

&
for the purposes described herein. Software and other modules may be accessible via focal

memory, via a network, via a browser or other

nreans su

application in an ASP context, or via othe
suitable for the purpose

COmpS

described hereln. Diata structures described hersin mmiay

¢ computer files, vadables, programming arrays, programiming structuges, or any
electronic information storage schemes or methods, or any combinations thereof, suitabl

for the purposes described herein. User interface elerments deseribed herein may COIMPIS

T
o

lements from graphical vser interfaces, command line intesfaces, and other intesfaces

witable for the purposes described herein, Hx xcept to the extent necessary or inherent in the

processes themselves, no particular order to steps of stag

of methods or processes
described in this di

Ll

sciosure, ncluding the Figures, is implied. In many cases the order of
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ay be varied, and various illustrative steps may be combined, altered, or
omitted, without changing the purpose, effect or import of the methods described.,

{0068} Accordingly, while the invention has been described and ltustrated in
connection with preferred embodirnents, many variatons and modifications as will be
evident to those siilled in this art may be made without departing from the scope of the
mventdon, and the invention is thus not to be lroited to the predse details of methodology
or construction set fordh above, as such variations and modification are intended to he
mcluded within the scope of the jovention. Therefore, the scope of the appended claims
should not be limited to the deseription and ilustrations of the embadiments contained

o

herein.
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CLAIMS

1. A nerwork system, including a ¢ comprrter, a processor, and memory, for providing network

a plarality of Layer 3 dc‘v“ces distributed at a plurality of nodes of the network system
along a Layer 2 backbone for conunecting the user site with a predetermined destination,
wherein each of the plurality of Layer 3 devices is configured to measure performance of
a plurality of paths that connect the plurality of Layer 3 devices, to the predetermined
destmation;and
whereln the networlk system is configured to select a patticular path from the plarality of

paths to perform packet transmission based on the measured performance of the pharality of

paths based on one or more critesda.

2. The network system of claim 1,

wherein the one or mote criteria include 2 latency of each of the plurality of L ayer 3
fovices. the I cncy bet determined by combining o T £ h R wach of
devices, the latency being determuned by combining accessing time from the user site to each o

the plurality of Layer 3 devices and 2 connection time between each of the plurali y of Layer 3
P 3

devices and the predetermined destination.

3. The network system of claim 1,
whetein the one or more criterda include a reliability of cach of the plurality of Layer 3
devices, the reliability being determined by measuring packets dropped ot out-of order duning

>

the packet rransmission between each of the phurality of Laver 3 devices and the destination.
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4. The network system of claim 1
wherein the criterda further include 2 geographical location of origination, a geographical
Jocation of the destination of communication, a service type of communication, a level of

servic CE, and a uses category.

5. The netwotk system of claim 1,
wherein the system is configured o assign users into a plucality of user categories hased
on the user preferences, and set a path selection option based on at least one user preference of

the users in each of the plurality of uset categotics,

6. The network system of claim 1,
wherein the measuted performance of the plutality of paths is provided to the user site,
and at the user site a specific path is selected from one or more paths satisfying the one or more

criteria to perform the packet transmission based on at least one user preference.

7. The network system of claim 6,
wherein a predetermined threshold is set for each of a plurality of the ctiteria, and the
paths satistying the one or more criteria are determined } Dy comparing the measured

performance of the plurality of paths with the predetesmined threshold for each of the pharality

¥
&x

of the criteria.

8. The network system of claim 1,
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wherein the measured performance of the phurality of paths is shared amon g all of the

plarality of Layer 3 devices.

g, ‘The network system of claim 1,
wherem the user site is provided with 2 single hop out of the network systemn by being
directly connected to the node corresponding to the selected particular path through the Layer 2

backbone,

10 The network system of claim 1, further comprising:
utilizing performance and reliability mettics to multiple prefix points to build geography

and proximity awate path lists,

Yy

Py

A method for providing network services to a user site, utihizing a network system
inchuding a computer, 2 processor, memoty, and a phurality of Laver 3 devices distributed at 2
plaraiity of nodes of the network systen along a Layer 2 backhone for connecting the user site
with a prederermined destination, the computer comprising and at least one computer readable
medium storing thereon computer code which when executed by the at least one computer causes
the at least one computer to at least:

measure performance of a plurality of paths that connect the phurality of Layer 3 devices

to the predetermined destination; and

select 2 particular path from the phaeality of paths to perform packet transmission based

on the measured performance of the plueality of paths based on one or more critesia.
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2 A non-transitory computer-readable recording mediam for storing a computer program

that executed on a computer for providing network services to a user site, utilizing a network
system mchuding a computer, a processor, memoty, and a plarality of Layer 3 devices distributed
at 2 plurality of nodes of the network system along a Layer 2 backbosne for connecting the user
site with a predetermined destination, the program storing thereon computer code which when
executed by the at least one computer causes the at least one computer to at least:

measusre performance of a phurality of paths that connect the plarality of Layer 3 devices,
to the predetermined destination; and

select a particular path from the plurality of paths to perfosm packet transmission based

on the measured performance of the plurality of paths based on one of more criteria,
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