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ABSTRACT 
In one example , a method of protecting customer data in a 
networked system comprises collecting sensor data avail 
able at sensor nodes within a sensor network in communi 
cation with a service data platform over a network . The 
method includes encrypting the sensor data using a certified 
public key associated with a customer key - pair , the sensor 
data representing the customer data associated with sensitive 
identification information . The sensor data is cryptographi 
cally signed with a device private key . The method includes 
transporting the encrypted sensor data to the service data 
platform for storage , and decrypting at the service data 
platform , the encrypted sensor data using a private key 
sharing scheme that reconstructs the private key associated 
with the customer key - pair using a first share and a password 
encrypted second share , the first share assigned to the 
service data platform and the password encrypted second 
share assigned to a customer of the customer key - pair . 

18 Claims , 10 Drawing Sheets 
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SECURITY AND DATA PRIVACY FOR of instructions may be executed for causing the machine to 
LIGHTING SENSORY NETWORKS perform any one or more of the methodologies discussed 

herein , according to an example embodiment . 
RELATED APPLICATIONS The headings provided herein are merely for convenience 

5 and do not necessarily affect the scope or meaning of the 
This application is a Divisional of U . S . patent application terms used . 

Ser . No . 14 / 639 , 841 , filed Mar . 5 , 2015 , which application 
claims priority benefits of U . S . Provisional Application Ser . DETAILED DESCRIPTION 
No . 61 / 948 , 817 , filed Mar . 6 , 2014 , which is incorporated in 
its entirety by reference . This application is related to U . S . 10 to US 10 The description that follows includes systems , methods , 
Non - Provisional patent application Ser . No . 14 / 024 , 561 , techniques , instruction sequences , and computing machine 
entitled “ Networked Lighting Infrastructure for Sensing program products that embody illustrative embodiments of 
Applications , ” filed Sep . 11 , 2013 , and its related U . S . the present invention . In the following description , for 
Provisional Application No . 61 / 699 , 968 , of the same name , purposes of explanation , numerous specific details are set 
filed Sep . 12 , 2012 . 15 forth in order to provide an understanding of various 

embodiments of the inventive subject matter . As used herein , 
TECHNICAL FIELD the term “ or ” may be construed in either an inclusive or 

exclusive sense . It will be evident , however , to those skilled 
Embodiments of the present disclosure relate generally to in the art that embodiments of the inventive subject matter 

security and data privacy in a networked environment , and 20 may be practiced without these specific details . In general , 
more particularly , but not by way of limitation , to protecting well - known instruction instances , protocols , structures , and 
customer data collected by sensor networks . techniques have not been shown in detail . Example embodi 

ments described herein provide systems and methods for 
BACKGROUND security and data privacy for sensor networks in communi 

25 cation with a service data platform . 
Today , sensor networks are being used in a wide range of In various embodiments , public key cryptography imple 

application areas . For example , data collected by sensor mented with a private key sharing scheme , may also be used 
networks may be used for environmental monitoring , secu - to secure customer data from unauthorized access by third 
rity and surveillance , logistics and transportation , control parties . The customer data may represent sensor data col 
and automation , and traffic monitoring . Security and privacy 30 lected by sensor nodes within a sensor network . Examples of 
is one of the major concerns when the sensor networks sensor data include motion detection data , ambient light 
collect sensor data involving human participants . Adequate sensor data , audio data , image data , video data , and vibration 
security measures may be implemented in a system that data . The customer data may contain sensitive identification 
collects , stores and processes the sensor data to preserve the information that requires protection to maintain the privacy 
privacy of the human participants and to prevent unauthor - 35 of individuals represented by the customer data . The sensi 
ized access to the sensor data collected by the sensor tive identification information may include personally iden 
network . tifiable information and customer identifiable information . 

Systems having access to sensitive identification informa 
BRIEF DESCRIPTION OF THE DRAWINGS tion may be required to conform to various data privacy laws 

40 and regulations . A company or entity that owns or manages 
The various embodiments are illustrated by way of such a system may implement privacy guidelines to conform 

example , and not by way of limitation , in the figures of the to data privacy laws , regulations , and best practices . 
accompanying drawings in which : For example , a data privacy guideline may include the 

FIG . 1 is a diagram of a lighting sensor network suitable following provisions : data privacy is managed end - to - end ; 
for use in various embodiments . 45 data privacy is supported during data collection , storage , and 

FIG . 2 illustrates a block diagram of a lighting sensor display ; private data includes personally identifiable infor 
network in communication with a public key infrastructure mation and customer identifiable information ; audio related 
( PKI ) and a customer device according to example embodi sensing complies with federal wiretapping laws , all data 
ments . accessed is password protected ; data is only stored when 

FIG . 3A illustrates various examples of certificates and 50 required ; personally identifiable information and customer 
private keys used to implement security within a lighting identifiable information is transmitted when the relevant 
sensor network , according to example embodiments . privacy guidelines are met , transmitted personally identifi 

FIGS . 3B - 3D illustrate various block diagrams of a light able information and the customer identifiable information is 
ing sensor network having keys , certificates and shares encrypted ; and the light infrastructure owners are required to 
distributed among multiple devices within the lighting sen - 55 post appropriate signs and get explicit written consent when 
sor network or devices in communication with the lighting required from individuals and entities . In some embodi 
sensor network , according to example embodiments . ments , the privacy guidelines for ambient data are based on 

FIG . 4 is a diagram illustrating a method for a customer prevailing laws and regulations and are developed to benefit 
to create a certificate and key - pair , according to example end - users of the applications and services while protecting 
embodiments . 60 the privacy of individuals . Various guidelines may evolve 

FIG . 5 is a diagram illustrating a method for a customer based on the laws and user preferences as applications and 
to decrypt and access data stored at a service data platform , services are developed and deployed . 
according to example embodiments . In some embodiments , sensor nodes within lighting sen 

FIG . 6 is a diagram illustrating a method for a customer sor networks may be configured to obtain various sensor 
to recover a private key , according to example embodiments . 65 data , such as video and audio data . For example , video 

FIG . 7 illustrates a diagrammatic representation of a camera sensors coupled to or residing within sensor nodes 
machine in the form of a computer system within which a set within a parking garage or parking lot may capture video and 
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audio data of cars moving about . The obtained sensor data by sensor nodes . In various embodiments , three types of 
may often contain identifying data of persons ( also referred keys and associated certificates are used . The three types of 
to as sensitive identification information ) within the infra keys and associated certificates may be referred as device , 
structures , such as motorists driving their cars within park server and customer keys and certificates . The device keys 
ing decks that include sensor nodes . For example , video data 5 and device certificates are associated with the lighting nodes 
may include faces or likenesses of people , license plate and possibly other devices within the lighting network ) . 
numbers , or other distinguishing information about their The server keys and server certificates are associated with 
respective automobiles . The owners of lighting sensor net - the service data platform which represents a server system 
works who are collecting raw sensor data at the sensor nodes having multiple servers . The customer keys and customer 
may have legal obligations or other obligations to protect the 10 certificates are associated with customers . The customers 
privacy of persons whose identity may be potentially dis - may be customers of the service data platform or service 
covered by accessing the sensor data collected or recorded provider who may be the owners of the lighting network . 
by the sensor nodes within a lighting sensor network . Some The customers may also be customers of the owners of the 
examples of sensitive identification information that may lighting network . The lighting sensor network may rely on 
require additional privacy measures may include face iden - 15 these three types of keys and certificates . The number of 
tification , media access control ( MAC ) addresses on mobile each of the types of keys and certificates depends on the 
phones , and license plates of cars To protect the privacy of number of devices within the lighting sensor network that is 
such persons , whose identity may be discovered by access participating or implementing the public key cryptography 
ing the sensor data collected at the sensor nodes , public key scheme described in the various embodiments . The various 
cryptography may be used to protect customer data from 20 keys , certificates and shares , associated with the various 
unwanted sharing or access within a networked environ devices ( e . g . , devices ( i . e . , sensor nodes ) , servers ( i . e . , 
ment . The public key cryptography may be implemented service data platform ) , and customer devices ) will be dis 
using a public key infrastructure ( PKI ) to create digital cussed in more detail with FIGS . 3B - 3D . 
certificates which certifies public keys with digital signa - In some embodiments , the customer private key may be 
tures . 25 split into three shares : a customer share , a server share , and 

The networked environment may include a lighting sensor a third - party share e . g . , trusted agency , escrow company 
network that includes a sensor network in communication such that sensor data may only be decrypted using no less 
with a server system representing a sensor data storage and than two of the three shares . By using a private key sharing 
management platform ( also referred to as a service data scheme , outside parties hoping to gain access to encrypted 
platform ) via a network ( e . g . , a wide area network ( WAN ) ) . 30 data recorded by sensor nodes may not be able to decrypt the 
This framework for collecting and processing sensor data data and thus reveal sensitive identity information without 
supports end - to - end security and may be used to implement the permission or authorization of customers ( or owners of 
various privacy guidelines . The sensor network may be the lighting sensor network or sensor nodes ) and the desig 
coupled to a lighting infrastructure ( or other infrastructure ) nated number of shares from the private key . In various 
that is capable of providing the sensor nodes within the 35 embodiments , customers may choose to provide the service 
sensor network with mechanical support for mounting the data platform with an encrypted local share of their customer 
sensor nodes , and additional power and networking capa - share in order to facilitate access to the encrypted sensor data 
bilities to the sensor nodes . In example embodiments , some stored by the service data platform by the customer upon 
or all of the sensor nodes may be attached , directly or their request . The combination of the server share the 
indirectly , to lighting fixtures within the lighting infrastruc - 40 encrypted local share may be used to decrypt the encrypted 
ture . sensor data . The encrypted local share may be password 

Public key cryptography may be used to reduce or mini - protected . 
mize security problems and threats by sending encrypted In various embodiments , customers may be enabled to 
sensor data over the Internet or other networks and storing access the encrypted sensor data obtained by sensor nodes 
the sensor data in an encrypted form at the service data 45 via a web interface using the customer share ( or encrypted 
platform . Public key cryptography may also be used to allow local share of the customer share ) of the private key . 
or limit access to the sensor data ( which may contain The various embodiments provide methods , devices , sys 
sensitive identification information ) to only those parties tems , and non - transitory process - readable storage media for 
who are authorized to have access to such data . In various security and data privacy utilized within a lighting sensor 
embodiments , public key cryptography may be used by the 50 network . Such networks are described within U . S . Provi 
lighting sensor network to protect the customer data col - sional Application No . 61 / 948 , 817 , filed Mar . 6 , 2014 
lected at the sensor nodes . For example , the sensor data entitled “ Security and Data Privacy for Lighting Sensory 
collected at the sensor nodes may be encrypted , using a Network , ” the contents of which are incorporated by refer 
customer public key , at the sensor nodes . The encrypted ence herewith in its entirety , and U . S . Non - Provisional 
sensor data is transported to the service data platform and 55 patent application Ser . No . 14 / 024 , 561 , entitled “ Networked 
stored as encrypted sensor data until the customer decides to Lighting Infrastructure for Sensing Applications , ” filed Sep . 
access the sensor data . The sensor data is decrypted using a 11 , 2013 and its related U . S . Provisional Application No . 
customer private key sharing scheme in various embodi 61 / 699 , 968 , of the same title , filed Sep . 12 , 2012 . 
ments . The public key cryptography allows the customer to The NetSense lighting sensor network platform , devel 
manage and control the private key , and therefore limit 60 oped by Sensity Systems Inc . of Sunnyvale Calif . , provides 
access to its sensor data to only authorized parties . an example of a lighting sensor network that may be used to 

In example embodiments , to protect the privacy of such implement various embodiments described . The NetSense 
persons represented within the sensor data and recordings by framework enables deployment of a variety of sensors using 
sensor nodes of the lighting sensor network , computing a lighting infrastructure that allows applications to securely 
devices associated with the lighting sensor network may 65 access sensor data information , which may represent sensi 
generate data ( e . g . , certificates , shares , keys , etc . ) that only tive identification information . NetSense has been archi 
in combination may decrypt encrypted sensor data obtained tected to support the end - to - end data security and evolving 
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set of privacy guidelines . The key components of NetSense LAN , which is not shown ) . The sensor data collected at the 
includes end - point sensor data collection devices ( e . g . , sen - sensor nodes 100 in the sensor network 100 may be securely 
sor nodes ) , a server platform that processes and enables transported to a remote server system ( represented by the 
applications to securely access the sensor data ( e . g . , service service data platform 140 ) for storage and processing . This 
data platform ) and a user interface that displays the sensor 5 enables data to be stored and processed by devices with 
data . more resources , for example , in a remotely located server 

To ensure data security within the NetSense platform , data system residing in a cloud computing environment . 
may be encrypted for storage or before transmission . This In various embodiments , the service data platform 140 ensures that even if the access to data is compromised , may be owned and operated by an entity referred to as a encryption will make the data unusable . In various embodi - 10 service provider . The owner of the lighting infrastructure ments , device level data ( e . g . , data at the sensor nodes ) may may be referred to as a customer of the service provider . In be encrypted using public key cryptography . 

FIG . 1 illustrates an implementation of a lighting sensor some examples , the customer of the service provider may 
network 160 suitable for use in various embodiments . The allow third parties to access to the sensor data collected at 
lighting sensor network 160 enables deployment of a variety 15 the the sensor nodes 100 . As mentioned above , the sensor data 
of sensors 111 using a lighting infrastructure and allows the collected at the sensor nodes 100 may include sensitive 
sensor data to be securely transported to the service data identification information requiring appropriate security 
platform 140 for secure storage and processing at the request measures to be implemented by the lighting sensor network 
of customers . 160 to maintain the confidentiality and privacy of the sensor 

FIG . 1 shows the various components of the lighting 20 data , either raw sensor data , event sensor data , or processed 
sensor network 160 . The lighting sensor network 160 rep sensor data . 
resents a lighting infrastructure integrated with a sensor As described above , public - key cryptography using key 
network 100 that is networked with a service data platform pairs may be used by the lighting sensor network 160 to 
140 . The sensor nodes 100 include one or more sensors 111 . ensure there is no unauthorized access to the sensor data and 
The lighting infrastructure includes the sensor nodes 100 , 25 the data is securely transported . Sensor data collected by the 
attached directly or indirectly to lighting fixtures within the sensor nodes 100 may be encrypted by the sensor nodes 100 
lighting infrastructure . The sensor nodes 100 , alone or in and then securely transported over the WAN 130 to be stored 
combination with the lighting infrastructure , may form the by the service data platform 140 . Secure connections 
sensor network 100 . between the sensor nodes 100 and the service data platform The sensor network 100 includes multiple spatially dis - 301 140 may be established using the various digital certificates tributed sensor nodes 100 used to monitor physical and and private keys issued to the sensor nodes , the servers , and environmental conditions , such as temperature , sound , pres the customer devices . sure , light , traffic ( vehicles and people ) , and vibrations . The The sensor data stored by the service data platform 140 sensor nodes 100 may include several components , for example , multiple sensors , a radio transceiver with an inter - 35 may be stored as encrypted sensor data until an authorized 
nal antenna , a microcontroller , an electronic circuit for user requests access to the encrypted sensor data . Depending 
interfacing with sensors and a power supply . The sensor on the request from the authorized user to access the 
nodes 100 may include other networking interfaces . The encrypted sensor data , the encrypted sensor data may be 
controller includes memory for storing the various certifi - decrypted by the service data platform 140 in accordance 
cates , keys , and shares locally at the sensor nodes 100 . For 40 with a private key sharing scheme or transported from the 
example , the Customer Certificate 1100 , the Server Root service data platform 140 to be decrypted by another system 
Certificate 2000 , the Device Certificate 3100 , and the Device or offline from the service data platform 140 . The private key 
Private Key 3201 , may be stored locally at the sensor nodes sharing scheme used for decrypting the encrypted sensor 
100a in the example embodiment shown in FIG . 3B . data will be described in further detail below . 

The sensor network 100 usually monitors an area such as 45 The service data platform 140 also provides both pro 
a customer site . For example , the sensor nodes 100 may be grammatic access thru API servers and web access thru web 
attached to lighting fixtures 105 located at a customer site servers to data stored in the service data platform 140 . Data 
representing a lighting infrastructure . The lighting infra - may be stored in the service data platform 140 in one more 
structure ( or other types of infrastructures ) may be capable databases , accessed through a database server . For example , 
of providing power to the sensor nodes and mechanical or 50 the service data platform 140 may provide application 
physical support for the sensor nodes . The infrastructure programming interfaces ( APIs ) for third party applications 
may also provide additional networking communication to access sensor data stored in the service data platform 140 . 
interfaces for the sensor network 100 . The sensor nodes 100 In another example , the service data platform 140 may also 
are deployed within the site to monitor various conditions , provide access to the sensor data via web servers . 
events , or phenomenon that provides insights to users of the 55 The service data platform 140 may represent a platform 
lighting sensor network 160 . In alternative embodiments , for managing sensor data that includes database services for 
only some of the lighting fixtures 105 within a lighting customers . Developers of third party application 150 may 
infrastructure are attached , directly or indirectly , to sensor access the sensor data stored in the database and build their 
nodes 100 . own applications utilizing the sensor data . Other online data 

The sensor nodes 100 communicate over a network , such 60 services may also be provided by the service data platform 
as a wide area network ( WAN ) 130 with the service data 140 , for example , analyzing and processing the sensor data 
platform 140 , which may represent one or more application which are accessible to authorized users of the service data 
servers residing in a cloud computing environment . In many platform 140 . The service data platform 140 may include 
applications , the sensor network 100 communicates with a APIs and interfaces for third party application developers , a 
local area network ( LAN ) or wide area network ( WAN ) 65 middleware containing the business logic needed for man 
through a gateway . For example , the gateway acts as a aging and processing the sensor data , a storage model 
bridge between the WAN 130 and the other network ( e . g . , suitable for the efficient storage and retrieval of large vol 
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umes of the sensor data , and appropriate security measures a trusted party , also referred to as a certificate authority , 
that are available to customers for protecting unauthorized who acts as the root of trust and provides services that 
access to their sensor data . authenticate the identity of individuals , computers and 

FIG . 2 illustrates a block diagram of a lighting sensor other entities ; 
network 160 in communication with a public key infrastruc - 5 a registration authority , also referred to as a subordinate 
ture ( PKI ) 101 and a customer device 104 according to certificate authority , is certified by a root certificate 
example embodiments . The lighting sensor network 160 authority to issue digital certificates for specific uses 
includes a sensor network 100 and a service data platform permitted by the root ; 

a certificate database for storing certificate requests ; and 140 . The service data platform 140 includes a security 
system 144 that may be used in various embodiments to 10 a certificate store , which may reside on a local computer 

as a place to store issued certificates and private keys . implement the public key cryptography . The security system In some embodiments , the PKI 101 may be a private PKI 144 includes a key pair generating module 141 , a key owned and operated by the service data provider 140 . recovery module 142 , a key sharing module 143 , a key In alternative embodiments , the key - pair may be gener 
distribution module 145 , and a communications module 15 ated by a customer and who then obtains the certificates 
146 . from the PKI 101 before distributing the various digital 

The communications module 146 may be used by the certificates and keys to the various computing devices within 
service data platform 140 to communicate with the PKI 101 , a networked environment . 
the certificate authority 102 , the sensor network 100 ; the A root certificate may be the base to issue multiple 
customer device 104 , and the trusted third party device ( not 20 intermediate certificates . A root certificate is part of a PKI 
shown ) via the WAN 130 . scheme . The root certificate may be based on the ITU - T X . 

In example embodiments , the key distribution module 509 standard for public key infrastructure ( PKI ) and Privi 
145 , alone or in combination with the communication mod - lege Management Infrastructure ( PMI ) , which often 
ule 146 , may be used to distribute various keys , certificates , includes a digital signature from a certificate authority . The 
and shares to the various devices within the lighting sensor 25 digital certificates are verified using a chain of trust . The 
network 160 or devices in communication with the lighting trust anchor for the digital certificate is the root certificate 
sensor network 160 ( e . g . , the customer device 104 or the authority . 
trusted third party device ( not shown ) . FIG . 3A illustrates an example of a certificate 301 and a 

The key sharing module 143 is described below in con root certificate 302 . The information included within the 
junction with FIGS . 4 - 6 . In various embodiments , the key 30 v 30 certificates 301 and 302 include the public key information , 
sharing module 143 may be used to create the shares of the a cryptographic signature of the certificate authority 102 , 

identification information of the key - pair owner . The cer private key and also to reconstruct the private key using a tificate 301 includes information about the root certificate subset of the shares required to implement the private key 302 that was used to sign that particular certificate 302 , in sharing scheme . The key recovery module 143 is described 35 described 35 addition to the cryptographic signature of the root certificate below in conjunction with FIG . 6 . 302 . The certificate authority 102 issues a digital certificate The key - pair generating module 141 provides function to entities and individuals after verifying their identity . Also ality to generate a key - pair using various public key cryp shown in FIG . 3A is a private key 303 and a private key 304 
tography algorithms . The PKI 101 is used to create the that uses a private sharing scheme . The private key 304 is 
digital certificates in example embodiments . In some 40 divided into a first share 140a , a second share 104a , and a 
embodiments , after a key - pair is generated by the key - pair third share 103a . 
generating module 141 , the communications module 146 of FIG . 3B illustrates a high level block diagram of a lighting 
the service data platform 140 sends the public key portion of sensor network 160 implementing public - key cryptography 
a key - pair to the PKI 101 to be certified with the digital using a private key sharing scheme for customer key - pairs . 
signature of the PKI 101 . The service data platform 140 45 The lighting sensor network 160 includes the lighting net 
keeps the private keys ( used to decrypt data ) secret and does work 100 , the service data platform 140 in communications 
not send it to the PKI 101 . In various embodiments , the with a customer device 104 and a trusted third party device 
certificate authority 102 stores the root private keys for the 103 . The sensor nodes 100a may encrypt the sensor data 
devices , servers , and customers . The root private keys are available at the sensor nodes 100a and establish a secure 
difficult to revoke and they are kept very secure by the re hy the 50 connection with the service data platform 140 over the WAN 

130 . The customer device 104 may represent a client device service data platform 140 . 
The PKI 101 creates a root certificate and other associated used by the customer to log into the service data platform 

140 to request a new customer key - pair . The customer may certificates for the various computing devices within the request the customer key - pair while installing or updating networked environment . For the example , the PKI 101 may . 9 55 the lighting network 100 to ensure secure communications create a customer root certificate and one or more customer between the devices within the lighting sensor network 160 certificates associated with a customer key - pair ; a server and unauthorized access to its customer data . In various 
root certificate and one or more server certificates associated examples , the customer may represent the owner of a 
with a server key - pair ; and a device root certificate and one lighting infrastructure , owner of a sensor network 100 , 
or more device certificates associated with a device key - pair . 60 owner of sensor data or any else authorized to collect and 

Sensitive identification information ( e . g . , sensor data col - access sensor data from the sensor nodes 100 . The customer 
lected at the sensor nodes 100 ) may be exchanged over the may also represent the customer of the service data platform 
Internet by relying on the PKI 101 for security . The PKI 101 140 . 
may include hardware and software that may be used to As indicated above , the certificate authority 102 within 
implement policies and standards related to keys and digital 65 the PKI 101 ( shown in FIG . 2 ) issues the digital certificates 
certificates . The PKI 100 may include the following com - associated with key - pairs . The digital certificate contains the 
ponents : public key and the identity of the owner of the key - pair . For 
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example , the owner may be the customer for a customer scheme being used . None of the individual shares can 
key - pair . The digital certificate provides a confirmation of decrypt the encrypted data on its own . In various embodi 
validation by the certificate authority 102 that the customer ments , the customer private key is destroyed or disposed of 
public key contained in the digital certificate belongs to the once the shares are created from the private key . 
party ( e . g . , customer ) noted in the digital certificate . 5 In the example embodiment shown in FIG . 3B , the 

Once the PKI 101 creates the digital certificates , the PKI customer private key was split into three shares ( e . g . , the 
101 distributes the digital certificates to the service data first share 140a , the second share 104a and the third share 
platform 140 . In example embodiments , digital certificates 103 ) prior to being destroyed or otherwise disposed of . The 
associated with a customer key - pair , which contains the second share referred to as 104a represents customer share 
public key and identity of the owner , are distributed to the 10 stored by a server on the service data platform 140 and the 
sensor nodes 100 within the lighting network 100 . The second share referred to as 104b represents the customer 
Customer Certificates 1100 represent certified public keys share that is returned to the customer . Any combination of 
owned by the customer . Once the sensor nodes 100a have two of the three shares 140a , 104a ( or 104b ) , and 103a is 
access to the certified public key , the sensor nodes 100a may sufficient to decrypt the encrypted to sensor data stored in 
encrypt the sensor data collected at the sensor nodes 100 and 15 the service data platform 140 in accordance with the private 
other data available at the sensor nodes 100a . A secure key sharing scheme . When the key - pair generating module 
connection may be established between the sensor nodes 141 ( shown in FIG . 2 ) generates the three shares 140a , 104a , 
100a within the sensor network 100 and the service data and 103a of the customer private key , each of the three 
platform 140 to transport the encrypted sensor data . The shares contains at least two thirds of the customer private 
secure connection may be established by one or more 20 key so that a combination of two of the shares 140a , 104a , 
key - pairs associated with the sensor nodes 100 and the data and 103a may be used to reconstruct the customer private 
service platform 140 . key . In alternative embodiments , the private sharing scheme 

In various examples , the sensor nodes 100a may represent may use more than three shares with each share including at 
client devices that use the certificates to verify the signature least a portion of the customer private key necessary to 
on the certificates , as part of the verification before estab - 25 reconstruct the customer private key with the designated 
lishing a secure connection between the lighting network number of shares specified in the private key sharing 
100 and the service data platform 140 . A sensor node 100a scheme . 
may attempt to establish a connection with the service data In one example , the first share 140a and the second share 
platform 140 and the service data platform 140 and sensor 104a , which are both stored on the service data platform 
node 100a mutually authenticate each other . The service 30 140 , and may be used to decrypt the encrypted sensor data 
data platform 140 may present its Server Certificate 2100 to when the service data platform 140 receives a request from 
the sensor node 100a . The sensor node 100a , uses a Server an authorized user . The authorized user may log into the 
Root Certificate 2000 , stored locally at the sensor node service data platform 140 and provide the password or 
100a , to verify the signature on the Server Certificate 2100 passcode for the second share 104a , prior to generating a 
is traceable back to the Server Root Certificate 2000 and to 35 request to access the encrypted sensor data . For example , the 
authenticate the service data platform 140 . The sensor node authorized user may use the customer device 104 to log onto 
100a sends the Device Certificate 3100 to the service data the service data platform 140 . In alternative embodiments , a 
platform 140 . The service data platform 140 uses the Device combination of the second share 104a and the third share 
Root Certificate 3000 , stored locally at the service data 103a may be used to decrypt the encrypted sensor data . In 
platform 140 , to authenticate that the sensor node 100a . The 40 further embodiments , the first share 140a and the third share 
service data platform 140 is able to trace the Device Cer - 103a may be used to decrypt the encrypted sensor data . 
tificate 3100 back to the Root Device Certificate 3000 . The I n an example , the customer through the customer device 
digital certificates certify the ownership of a public key by 104 may request the encrypted sensor data be transmitted 
the named subject of the certificate . The digital certificate over the WAN 130 to the trusted third party device 103 or 
allows others to rely upon signatures or assertions made by 45 the customer device 104 . Once the encrypted sensor data is 
the private key that corresponds to the certified public key received by the trusted third party device 103 or the cus 

In example embodiments , the matching customer private tomer device 104 , the encrypted sensor data may be 
key , used for decrypting the encrypted sensor data , is not decrypted by the combination of the second share 104b and 
made available publicly , but is kept secret by the owner or the third share 103a . In certain situations where the sensor 
customer who generated the key - pair . In some embodiments , 50 data may contain sensitive identification information that the 
only participants in the private sharing scheme may have customer may not want to share with the service data 
access to a share of the customer private key . In example platform 140 owner or administrator , the customer may 
embodiments , the service data platform 140 manages the decide to transport the encrypted sensor data off the service 
customer private key for the customer by using a secret data platform 140 before decrypting the encrypted sensor 
sharing algorithm or scheme . In various embodiments , the 55 data . In other words , the sensor data is decrypted offline 
customer private key ( also referred to a " secret ” ) is distrib - from the service data platform 140 . 
uted among a group of participants , each of whom is In another example , the trusted third party device 103 may 
allocated a share of the secret . In some embodiments , the be an escrow company who holds the third share 103a in 
key distribution module 145 ( shown in FIG . 2 ) is responsible escrow . In the event that the second share 104a or 104b is 
for distributing the shares of the secret to various devices or 60 lost , damaged or otherwise inaccessible , the third share 103a 
participants in the secret sharing scheme . The secret or may be securely sent to the service data platform 140 and 
customer private key can be reconstructed when a sufficient used to decrypt the encrypted sensor data stored on the 
number of shares are combined together . The key sharing service data platform 140 . The third share 103 may also be 
module 143 ( shown in FIG . 2 ) may be used to create the password encrypted for additional security . 
shares by using the secret sharing algorithm and may also be 65 In other embodiments , the customer may decide to man 
used to reconstruct the private key by combining multiple age access to the private key itself such that the service data 
shares of the private key as specified by the secret sharing platform 140 may not decrypt any of the encrypted sensor 
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data collected and stored on the service data platform . ute the Customer Certificates 1000 . On the other hand , the 
Request for key - pairs and distribution of the key - pairs may customer private key is made available only to the partici 
be handled by the customer on a device separate from the pants of the private key sharing scheme . More specifically , 
service data platform 140 . Once the customer is issued the sensor nodes 100a may collect raw sensor data ( and 
key - pairs , the customer public keys may be provided to the 5 other data available at the sensor nodes 100a ) which is 
service data platform 140 for distribution by the service data encrypted before being transported over a network ( e . g . , 
platform 140 to the sensor nodes 100 . However , the cus WAN 130 ) to the service data platform 140 for storage , and tomer private key may not be provided to the service data in some cases , for further processing . platform 140 and the private key sharing scheme may be The service data platform 140 may represent remote managed by the customer or another party selected by the 10 servers located in a cloud computing environment . The customer . In this scenario , the service data platform 140 
primarily provides database services to store the encrypted encrypted sensor data may be stored in its encrypted form 

until a request to access the encrypted sensor data is received sensor data . 
In the example embodiment shown in FIG . 3B , the by the service data platform 140 from an authorized user . 

customer private key is split or divided into three shares . The 15 The encrypted data may be decrypted using two of the three 
first share 140a may be referred to as the server share , the shares shown in FIG . 3B in example embodiments . In 
second share 104a ( and 1046 ) may be referred to as the various embodiments , one or more of the shares of the 
customer share , and the third share 103a may be referred to customer private key may request a passphrase ( or passcode ) 
as the trusted third party share . Once the three shares are before decrypting . In some embodiments , a passphrase may 
created , the customer private key may be destroyed or 20 be supplied manually . In other embodiments , a user may be 
otherwise disposed of . In example embodiments , the service allowed to store the passphrase locally so that messages can 
data platform 140 provides security functionality to split the be decrypted automatically . As described above , the second 
private key into three shares and then dispose of the cus - share 104a may require a passphrase , either manual or 
tomer private key once the three shares are created . In some automatically . 
embodiments , the key pair generating module 140 ( shown in 25 In various embodiments , responsibility for the customer 
FIG . 2 ) may be used to split the private key into multiple private key is shared between multiple parties , such as the 
shares . In this example , any two of the three shares com - administrator or owner of the service data platform 140 , the 
bined together is sufficient to decrypt the encrypted sensor customer , and a trusted third - party . A sharing technique may 
data . In various alternative embodiments , the private key be implemented using cryptographic key - sharing to split the 
sharing scheme may split the private keys into any number 30 key into multiple parts , some of which can be used together 
of shares ( e . g . , four shares , five shares , etc ) , where a subset to recover , reconstruct , or replace the entire customer private 
of the number of shares is required to be combined to key . The service data platform 140 provides a server to hold 
decrypt the encrypted sensor data . on to the password encrypted local customer share . In some 

At operation 606 the service data platform 140 encrypts examples , the service data platform 140 is not able to 
the recovered customer private key associated with the first 35 decrypt the local share unless the customer provides the 
customer key - pair with the new Customer Certificate 1100 password , which may need to be provided at least for each 
and signs it with the Server Private Key 2200 The encrypted login session to the server . 
recovered private key associated with first customer key - pair FIG . 3B illustrates the various keys and digital certificates 
is stored in the database 291 . In example embodiments , that may be used to implement public key cryptography for 
when the old customer private key is needed , the new 40 data security of the lighting sensor network 160 , according 
customer private key is needed to decrypt it . The new to example embodiments . The computing devices in the 
customer private key is reconstructed using the private lighting sensor network 160 and users of the lighting sensor 
sharing described above . network 160 are assigned signed key - pairs for secure com 

A trusted third party may represent any entity selected by munication . The keys and certificates in use are described 
the customer who represents a trusted party . For example , 45 below . 
the trusted third party may be an escrow company . The The Server Root Certificate 2000 and Server Root Private 
trusted third party share , referred to as the third share 103a , Key 2200 represent the certificate and key - pair that is used 
may be securely transferred to the trusted third party for safe to sign all Server Certificates 2100 . The Server Root Cer 
keeping in the event the second shares 104a and 104b are tificate 2000 is distributed to all devices ( e . g . , sensor nodes 
lost , or for use in offline decrypting in combination with the 50 100a ) that connect to a server in the service data platform 
second share 104b . 140 . FIG . 3B illustrates the Server Root Certificate 2000 
By using the PKI 101 , users accessing the lighting sensor stored locally at the sensor nodes 100a . The Server Root 

network 160 and computers ( or computing devices ) within Private Key 2200 must be kept very secure , as it is difficult 
the lighting sensor network 160 may both securely exchange to revoke . In some embodiments , the Server Root Private 
data over networks such as the Internet and verify the 55 Key 2200 is kept in a secure location that is only known to 
identity of the other party . For example , sensor data gener - the certificate authority 102 . The Server Root Private Key 
ated at the sensor nodes 100 may be encrypted and securely 2200 is only used for signing the Server Certificates 2100 . 
transported over a network to the service data platform 140 . The Server Private Key 2201 corresponds to a Server 
The encrypted sensor data may be stored at the service data Certificate 2100 and is different from the Server Root Private 
platform 140 and decrypted by using a private key sharing 60 Key 2200 . 
scheme . The service data platform 140 may verify that that The Server Certificate 2100 and Server Private Key 2200 
the encrypted sensor data was provided by customer devices represent the certificate and key - pair used by the server in 
( e . g . , sensor nodes 100 owned by the customer ) . the service data platform 140 for all device connections to 
As described above , the customer certified public key that server . The Server Certificates 2100 are signed by the 

( represented by the Customer Certificate 1100 ) may be 65 Server Root Private Key 2300 . FIG . 3B illustrates the Server 
widely distributed to the various sensor nodes 100a . In some Certificate 2100 and the Server Private Key 2200 stored 
embodiments , the key distribution module 145 may distrib - locally at the service data platform 140 . 
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The Device Root Certificate 3000 and Device Root Pri In further embodiments , the certificate authority 102 
vate Key 3200 represent the certificate and key - pair used to stores locally the root private keys for the devices , servers 
sign all Device Certificates 3100 . The Device Root Certifi - and customers represented by the Device Root Private Key 
cate 3000 is distributed to all servers within the service data 3300 , the Server Root Private Key 2300 , and the Customer 
platform 140 to validate the identity of devices ( e . g . , sensor 5 Root Private Key 1300 , respectively . 
nodes 100a ) . The Device Root Private Key 3200 must be FIG . 3C illustrates a block diagram of the lighting sensor 
kept very secure , as it is difficult to revoke . In some network 160 with a customer device 104 requesting access 
embodiments , the Device Root Private Key 3200 is kept in ( over paths 1040 and 1041 ) to sensor data stored in the 
a secure location that is only known to the certificate service data platform 140 that was encrypted by a Customer 
authority 102 . The Device Root Private Key 3200 is only 1 Certificate 1100 from first customer key - pair , according to 
used for signing the Device Certificates 3100 . The Device an example embodiment . In other words , the same customer 
Private Key 3201 corresponds to a Device Certificate 3100 key - pair that is used to encrypt the sensor data at the sensor 
and is different from the Device Root Private Key 3200 . nodes 100 is being used by the service data platform 140 to 

The Device Certificate 3100 and Device Private Key 3201 15 decrypt the encrypted sensor data for new sensor data 
represent the certificate and key - pair that gets assigned to collected by the sensor nodes 100a . 
any node , service bridge and any other wireless station or On the other hand . FIG . 3D illustrates a block diagram of 
client of a server in the service data platform 140 . The the lighting sensor network 160 with a customer device 104 
Device Certificates 3100 are signed by the Device Root requesting access over paths 1040 and 1041 ) to sensor data 
Private Key 3200 . 20 stored in the service data platform 140 ( as old sensor data ) 

The Customer Root Certificate 1000 and Customer Root that was encrypted by a Customer Certificate 1100 from first 
Private Key 1200 represent the certificate and key - pair used customer key - pair that is associated with a recovered cus 
to sign all Customer Root Certificates 1100 . The Customer tomer private key from the first customer key - pair . The 
Root Certificate 1100 is distributed to servers within the recovered customer private key from the first customer 
service data platform 140 and may be used to validate the 25 key - pair has been encrypted by the service data platform 140 
identity of customers when they log in . The Customer Root and then stored on the service data platform 140 such that 
Private Key 1200 must be kept very secure , as it is difficult the customer 104 may still access sensor data encrypted 
to revoke . In some embodiments , the Customer Root Private using the customer certificate associated with the first cus 
Key 1200 is kept in a secure location that is only known to tomer key - pair . In example embodiments , one or more 
the certificate authority 102 . The Customer Root Private Key 30 databases 291 stores the encrypted data with the Customer 
1200 is only used for signing the Customer Certificates Certificate 1100 from the first customer key - pair 292 ; 
1100 . The customer private key corresponds to a Customer encrypted data with the Customer Certificate 1100 from the 
Certificate 1100 and is different from the Customer Root second customer key - pair 293 ; and encrypted first customer 
Private Key 1200 . The customer private key is reconstructed private key 294 . 
using a private key sharing algorithm . 35 The process for recovering a customer private key from 

The Customer Certificate 1100 and customer private key the first customer key - pair and then encrypting the recovered 
represent the key - pair that is used for encrypting all cus - customer private key from the first customer key - pair is 
tomer identifiable information and the person identifiable described in further detail below in conjunction with FIG . 6 . 
information at the sensor node 100a . The customer private In example embodiments , the key recovery module 142 
key is under the control of the customer and is signed by the 40 provides functionality to recover private keys in accordance 
server . The Customer Certificate 1100 is distributed to the with the method shown in FIG . 6 . In this scenario , when the 
devices owned by the customer ( e . g . , the sensor nodes 100a ) private key for the first customer key - pair represents a 
for encryption of data . Once the data is encrypted by those recovered private key , a new private key associated with a 
devices it cannot be decrypted because those devices never second customer key - pair is generated . In various embodi 
possess the corresponding customer private key . 45 ments , new data collected by the sensor nodes 100a are then 
As shown in FIG . 3B , the various entities in the lighting encrypted using the Customer Certificate 1100 associated 

sensor network 160 and in communication with the lighting with the second customer key - pair and then decrypted using 
sensor network each hold a subset of the keys and secrets . the private key sharing scheme associated with the second 
The key distribution module 145 is responsible for distrib - customer key - pair . The recovered private key from the first 
uting the various keys , certificates , and shares to the various 50 customer key - pair is encrypted by the service data platform 
devices shown in FIG . 3B in example embodiments . 140 . The recovered private key from the first customer 

In example embodiments , the sensor nodes 100a ( or key - pair is decrypted by the service data platform 140 before 
devices ) store the following certificates and keys locally : the it can be used to decrypt the encrypted old sensor data . In 
Device Certificate 3100 and the Device Private Key 3201 ; example embodiments , the private key sharing ( e . g . , shares 
the Server Root Certificate 2000 ; and the Customer Certifi - 55 140a , 104a , 104b , and 103a ) associated with the second 
cate 1100 . customer key - pair may be used to decrypt the recovered 

In example embodiments , the service data platform 140 private key from the first customer key - pair , which was 
( or server ) stores the following certificates and keys locally : encrypted by the Customer Root Certificate 1000 associated 
the Server Certificate 2100 and the Server Private Key 2201 ; with the second customer key - pair . Once the old sensor data 
the Customer Root Certificate 1000 ; the Device Root Cer - 60 has been decrypted , it may be accessed by the customer 
tificate 3000 ; the server customer key share ( e . g . , the first device 104 using a second customer key - pair , according to 
share 140a ) ; and the encrypted local customer key share an example embodiment . In other words , the customer 
( e . g . , the second share 104a ) . device 104 requests access to sensor data that was encrypted 

In example embodiments , the customer device 104 stores with an old customer key - pair ( e . g . , the first customer 
the following certificates and keys locally : the Device Root 65 key - pair ) , and a new customer key - pair e . g . , the second 
Certificate 3000 ; the customer private key or at least the customer key - pair ) is currently being used by the lighting 
customer key share represented by the second share 104h . sensor network 160 . 
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In example embodiments , the methods shown in FIGS . embodiments , the signed Customer Certificate 1100 is then 

4 - 6 and the operations described in the methods , may be returned to the customer who then distributes it to the 
implemented using one or more of the modules 141 , 142 , devices that the customer owns . In some embodiments , if the 
143 , 145 , and 146 , alone or in combination with other customer has chosen to withhold the private key , no further 
modules , included in the security system 144 ( shown in FIG . 5 action is taken . 
2 ) . Additional modules which are not shown in FIG . 2 may The reference numerals 405 and 406 represent operations 
also be used . For example , an encryption module is not performed by the service data platform 140 . For embodi 
shown and a decryption module is not shown , but are ments where the service data platform 140 is managing the 
included within the security system 144 . private key for the customer 430 , the private key is split into 

FIG . 4 illustrates an example of a diagram for a method 10 multiple shares ( e . g . , three shares ) by the service data 
to encrypt sensor data according to various embodiments . platform 140 . 
The diagram shown in FIG . 4 may be referred to as the At operation 405 , the service data platform 140 splits the 
customer initiation procedure . The method shown in FIG . 4 private key into multiple shares using a private ( or secret ) 
includes operations 401 - 410 in example embodiments . At sharing algorithm . At operation 406 , the service data plat 
operation 401 , a customer 430 makes a request to create a 15 form 140 stores the server share on the service data platform 
new customer key - pair . The new customer key - pair may 140 . In example embodiments , the server share is stored in 
include a certified public key represented by the Customer plain text in a database in the service data platform 140 . 
Certificate 1100 . The customer 430 may wish to create a new At operation 407 , the service data platform 140 then 
digital certificate and private key that implements a private transfers the third party share to the trusted third party 1031 . 
key sharing scheme for data encryption . The request is sent 20 For example , the third - party share is securely transferred to 
to the service data platform 140 . the trusted third party device 103 for safe keeping or for use 

In one embodiment , the service data platform 140 gen - in offline decryption by the customer 430 . 
erates the customer key - pair as shown by operation 402 . In At operation 408a , the service data platform 140 sends a 
some embodiments , the service data platform 140 synthe - request for a password or passcode to the customer 430 that 
sizes a new key - pair , and in other embodiments , the cus - 25 can be used to encrypt the customer share . The passcode 
tomer 430 generates the customer key - pair and provides the may be received from the customer 430 at operation 408b . 
customer public key and possibly the customer private share For example , the customer is prompted for a password to 
( e . g . , first share 140a ) to the service data platform 140 . In encrypt the customer share . 
further embodiments , the customer private key may be At operation 409 , the service data platform 140 encrypts 
withheld by the customer 430 in which case the service data 30 the customer share of the private key and stores the pass 
platform 140 may not be able to directly decrypt the cus - word encrypted customer share of the private key in one of 
tomer ' s data . the database ( s ) 291 in the service data platform 140 . 

According to some embodiments , once the key - pair is The service data platform 140 may then return the cus 
generated by the service data platform 140 , the service data tomer share at operation 410 to the customer . The customer 
platform 140 sends a request 403a to the certificate authority 35 share may be encrypted or not encrypted . The customer may 
102 as shown by operation 403a . In various embodiments , use the customer share received if the password encrypted 
the certificate authority 102 is part of the PKI 101 . The customer share is lost , or may be used for encryption of the 
request at operation 403a may be to request the certificate decrypted sensor data accessed from the service data plat 
authority 102 to sign the customer pubic key . At operation form 140 in combination with the trusted third party share , 
403 , the certificate authorize 102 returns the signature of the 40 for example . 
certificate authority 102 as part of digital certificate to the In example embodiments , the operation 401 , 403a , 403b , 
service data platform 140 . 408a , 408b , and 410 may be performed by the communi 

The signed digital certificate represents a certified cus - cations module 146 . In other embodiments , operations 404 
tomer public key . The certificate authority 102 may provide and 407 may be performed by the key distribution module 
Customer Certificates 1100 which are stored locally at the 45 145 . In further embodiments , the operation 402 may be 
sensor nodes 100a and a Customer Root Certificate 1000 , performed by the key - pair generation module 141 . In some 
which is stored at the service data platform . The Customer embodiments , the operations 405 and 406 may be performed 
Certificates 1100 may be assigned to or distributed to the by the key sharing module 143 . The modules 146 , 145 , 141 , 
various sensor nodes 100a or other devices within the sensor and 143 are shown in FIG . 2 as part of the security system 
network 100 . The Customer Certificate 1100 is used by the 50 144 . 
sensor nodes 100a to encrypt sensor data or other data In an example embodiment , a method is described for 
available to the sensor nodes 100a . protecting data available to sensor nodes 110 within a sensor 

In other embodiments , the service data platform 140 may network 100 . The method includes : generating a key - pair 
send a request ( on behalf of the customer ) to the certificate associated with a customer including a public encryption 
authority 102 to issue a key - pair and associated digital 55 key and a private decryption key ; requesting certification of 
certificates , such as the Customer Certificate 1100 . The the public encryption key ; receiving a certificate represent 
certificate authority 102 then creates the key - pair and asso ing a certified public encryption key ; distributing the cer 
ciated digital certificates and sends them back to the service tificate to the sensor nodes within the sensor network 100 
data platform 140 . associated with the customer to enable the sensor nodes to 
Once the service data platform 140 receives signed Cus - 60 encrypt sensor data available at the sensor nodes 110 with 

tomer Certificates 1100 , the service data platform 140 dis - the certificate ; splitting the private decryption key into 
tributes the Customer Certificates 110 representing the cer - multiple shares such that a designated subset of the multiple 
tified public keys from the customer key - pairs , to the shares may be used in combination to enable a service data 
customer devices ( e . g . , the sensor nodes 100 ) at operation platform 140 to decrypt the encrypted sensor data ; storing a 
404 . The sensor nodes 100 may represent the devices owned 65 first share 140a of the multiple shares at the service data 
by the customer 430 . The public key is included within the platform 140 ; storing a password encrypted local share of a 
Customer Certificate 1100 in some embodiments . In some second share 104a of the multiple shares at the service data 
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platform 140 ; and transmitting a third share 103a of the platform 140 . In various embodiments , the customer 430 
multiple shares to a third - party device ( e . g . , the trusted third logs into the service data platform 140 using its credentials 
party device 103 ) for storage . In some embodiments , ( e . g . , username and password ) . The customer 430 may also 
requesting certification of the public encryption key includes request to view the sensor data that is encrypted using the 
requesting a certificate authority 102 to generate Customer 5 customer certificate . 
Certificates 1100 associated with the key - pair . At operation 502 , the service data platform 140 fetches 

In further embodiments , the method for protecting data the password protected encrypted local customer share and 
available to sensor nodes 110 within a sensor network 100 the server share . In some embodiments , the service data 
includes receiving a request associated with the customer to platform 140 obtains the encryption information from its 
generate the key - pair . The key - pair represents a customer 10 database ( e . g . , database 291 ) , including information on what 
key - pair . In further embodiments , the method for protecting Customer Certificate 1100 was used to encrypt the sensor 
data available to sensor nodes 110 within a sensor network data , the server share and the encrypted local share of the 
100 includes transmitting the second share 104b of the customer share . 
multiple shares to a customer device 104 . In another At operation 503a , the service data platform 140 sends a 
embodiment , the method for protecting data available to 15 request for the encrypted local customer share password to 
sensor nodes 110 within a sensor network 100 includes the customer 430 . At operation 503b , the service data 
destroying the private decryption key after splitting the platform 140 receives the password from the customer 430 . 
private decryption key into multiple shares . The service data platform 140 obtains the password for 

Various other security algorithms or schemes may be the encrypted local share from the customer 430 and 
implemented by the service data platform 140 to provide 20 decrypts the encrypted local customer share if the correct 
added security to the sensor data collected at the sensor password is provided . 
nodes 100 . As indicated above , the sensitive identification At operation 504 , the service data platform 140 recon 
data may be collected by at the sensor nodes 100 , which may structs the customer private key once the password is 
include personally identifiable information and customer received . For example , where the private key sharing 
identifiable information . For example , camera , microphone 25 scheme uses three shares , each share includes at least 
or other data may be collected at the sensor nodes 100 . two - thirds of the private key so the private key can be 

For some embodiments , the sensor nodes 100 may be reconstructed with only two shares . Together , the decrypted 
bucket or group the sensor data into hourly or daily digests local customer share and the server share are used to decrypt 
to remove time sensitivity . This protects against inferring the encrypted sensor data stored at the service data platform 
content of the sensor data by monitoring the frequency of 30 140 . The service data platform 140 retrieves the encrypted 
communications between the sensor nodes 100 and the sensor data and then decrypts it at operation 505 . 
service data platform 140 . At operation 506 , the service data platform 140 provides 

In other embodiments , the sensor nodes 100 may pad ( or a response that returns the decrypted sensor data to the 
adjust the size ) of the sensor data to a fixed size to remove customer 430 . In some embodiments , the decrypted sensor 
size sensitivity . This protects against inferring content of the 35 data is transmitted to the customer ' s browser over a secure 
data by monitoring the quantity of data sent to the server . connection and rendered to the screen by the browser . 
The security algorithms or schemes may be used alone or In example embodiments , operations 501 , 503a , 5036 , 
together with various embodiments of the public key cryp - and 506 are performed by the communication module 146 . 
tography described in this specification . The sensor data in various embodiments , operations 502 and 504 are per 
collected at the sensor nodes 100 may be sent to the service 40 formed by the key sharing module 143 . In another embodi 
data platform 140 over a secure connection . The service data ment , the operation 505 may be performed by the security 
platform 140 stores the sensor data where it can be accessed system 144 . In some embodiments , the operation 505 may 
by the customer in the future . be performed by a decryption module ( not shown ) . The 

In further embodiments , a data package is encrypted using modules 146 , 143 , 144 are shown in FIG . 2 . 
the Customer Certificate 1100 . The data package may rep - 45 In an example embodiment , a method of protecting cus 
resent sensor data collected at the sensor nodes 100 that is tomer data in a networked system ( e . g . , the lighting sensor 
to be transmitted to the service data platform 140 over a network 160 ) includes : collecting sensor data available at 
network ( e . g . , WAN 130 ) . In some embodiments , the sensor nodes 110 within a sensor network 100 in commu 
encrypted data packet is combined with unencrypted meta - nication with a service data platform 140 over a network 
data in a multipart payload , which is then signed using the 50 ( e . g . , WAN 130 ) ; encrypting the sensor data using a certified 
Device Private Key 3201 . The signed multipart payload may public key associated with a customer key - pair , the sensor 
be sent to the service data platform 140 over a secure data representing the customer data associated with sensitive 
connection . In further embodiments , the service data plat - identification information ; cryptographically signing the 
form 140 sores the encrypted data package in one or more sensor data with a device private key ; transporting the 
of database ( s ) 291 indexed by the unencrypted metadata 55 encrypted sensor data to the service data platform 140 for 
keys so that the encrypted data package can be retrieved by storage ; and decrypting , at the service data platform 140 , the 
the customer in the future . The service data platform 140 encrypted sensor data using a private key sharing scheme 
may use a cryptographic hash of the signed payload as a that reconstructs the private key associated with the cus 
content addressable file key . tomer key - pair using a first share 140a and a password 

FIG . 5 illustrates a diagram of a method for decrypting 60 encrypted second share 104a , the first share 140a assigned 
sensor data according to example embodiments . The service to the service data platform 140 and the password encrypted 
data platform 140 is storing encrypted sensor data received second share 104a assigned to a customer of the customer 
from the sensor nodes 100 . The sensor data was encrypted key - pair . 
by the sensor nodes 100 and then transported to the service In further embodiments , the method of protecting cus 
data platform 140 for storage . 65 tomer data in a networked system ( e . g . , the lighting sensor 

At operation 501 , the customer 430 sends a request to network 160 ) includes : receiving a request associated with 
access the encrypted sensor data stored at the service data an authorized user of the customer of the service data 
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platform 140 to access the encrypted sensor data stored by implemented . The key - pair generating module 141 , the key 
the service data platform 140 ; receiving a password associ recovery module 142 , and the key sharing module 143 are 
ated with password encrypted second share 104a ; and shown in FIG . 2 . 
decrypting the password encrypted second share 104a . According to FIG . 6 , the customer 430 has used key 

In other example embodiments , the method of protecting 5 sharing to protect itself against loss of the customer ' s share , 
customer data in a networked system ( e . g . , the lighting or some other share of the private key issued to the customer 
sensor network 160 ) includes combining the first share 140a ( e . g . , the second shares 104a and 104b . For example , the 
and the decrypted password encrypted second share 104a to customer share 104b and the password for the encrypted 

local share of the customer ' s share 104a have been lost by reconstruct the private key associated with the customer 10 the customer 430 . The service data platform 140 may be key - pair . 
In various embodiments , the sensitive identification infor requested to recover the lost data ( associated with the 

customer ' s share of the private key associated with the first mation represents at one of customer identification informa customer key - pair ) with the help of the trusted third - party . tion and personally identification information . In other At operation 601a , the customer 430 authorizes the embodiments , the private key sharing scheme includes at 15 trusted third - party device 103 to release the third party share least three shares of the private key where at least two of the 103a to the service data platform 140 . A response may be 
at least three shares may be used to reconstruct the private provided by the trusted third party device 103 at operation 

vith the customer key - pair for decrypting the 601b that acknowledges this request . 
encrypted sensor data . At operation 602a , the customer 430 requests that the 

In some embodiments , the customer 430 chooses not to 20 service data platform 140 recover the lost key or key share 
share their private key with the service data platform 140 to ( e . g . , shares 104a or 104b ) . At operation 603a , the service 
prevent the service data platform 140 from decrypting the data platform 140 requests the third party share referred to 
encrypted sensor data stored at the service data platform as the third share 103a from the trusted third party 1031 . At 
140 . However , the service data platform 140 may be able to operation 603b , third share 103a is provided to the service 
deliver the encrypted sensor data to the customer who can 25 data platform 140 by the trusted third party 1031 . At 
then decrypt the data offline . A method for decrypting sensor operation 604 , the service data platform 140 recovers the 
data offline from the service data platform 140 is described customer private key ( associated with a first customer key 
below . pair ) by combining the third share 103a and the server share 

The method for decrypting sensor data offline from the represented by the first share 140a . 
service data platform 140 may start with the customer 430 30 in various embodiments , the private key associated with 
who logs into the service data platform 140 using its log in the first customer key - pair is reconstructed using two of the 

three shares from the private key sharing scheme . Each of credentials such as user name and password . The customer the shares includes at least two - thirds of the customer 430 then send a request to the service data platform 140 to private key from the first customer key - pair . access or retrieve the encrypted sensor data stored at the alle 35 At operation 605a , the customer creates a new customer service data platform 140 . The encrypted sensor data may be certificate and customer private key following the procedure transported as a data package . The encrypted sensor data 140 or method outlined in FIG . 4 for generating a new key - pair . 
may be downloaded from the service data platform 140 by This procedure shown in FIG . 4 may be referred to as the 
the customer 430 . The customer 430 may then obtain the customer initiation procedure . In example embodiments , the 
Device Root Certificate 3000 from the service data platform 40 Customer Certificate 1100 and the customer private key are 
140 . With the Device Root Certificate 3000 provided by the associated with a second customer key - pair , referred to as 
service data platform 140 , the customer 430 is able to verify the new key - pair . The private key sharing scheme , for 
the signatures on the on the data package to ensure that the example as described in FIG . 5 , is used to split the customer 
encrypted sensor data included in the data package is from private key associated with the second customer key - pair 
the one or more of the customer ' s devices ( e . g . , sensor nodes 45 into multiple shares . In some embodiments , an operation 
100 ) . The customer 430 then decrypts sensor data using the 605b may be used to provide the new private key associated 
customer ' s private key . If a private or secret sharing scheme with the second customer key - pair to the customer 430 . The 
is used , then the data package may be decrypted by a shares of the new customer private key may be distributed 
designated number of shares specified by the secret sharing to the service data platform 140 , the sensor nodes 100 and 
scheme . The customer 430 may then view the decrypted 50 the customer device 104 , as shown in FIG . 5 or FIGS . 
sensor data using the customer ' s own tools and software 3B - 3D . 
applications . At operation 606 the service data platform 140 encrypts 

FIG . 6 illustrates a diagram of a method for recovering a the recovered customer private key associated with the 
customer private key , according to various embodiments . In second customer key - pair with the new Customer Certificate 
an example , embodiment the recovered customer private 55 1100 and signs it with the Server Private Key 2200 The 
key is associated with a first customer key - pair . A new encrypted recovered private key associated with first cus 
customer private key is created for a second customer tomer key - pair is stored in the database 291 . In example 
key - pair . embodiments , when the old customer private key is needed , 

In various embodiments , the key - pair generating module the new customer private key is needed to decrypt it . The 
141 is used to generate the second customer key - pair , and 60 new customer private key is reconstructed using the private 
the key recover module 142 is used to recover the private sharing described above . 
key associated with the first customer key - pair when the Once the second customer key - pair is generated , the 
customer ' s share is lost or no longer available to reconstruct sensor nodes 100 may encrypt sensor data using the Cus 
the customer private key associated with the first customer tomer Certificate 1100 associated with the second customer 
key share . In further embodiments , the key sharing module 65 key - pair . Such data can then be decrypted using the private 
143 splits a customer private - key into multiple shares as key sharing scheme associated with the second customer 
required by the particular private key sharing scheme being key - pair . The sensor nodes 100 may also continue to encrypt 
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sensor data using the Customer Certificate 1100 associated associated with the second customer key - pair ; and decrypt 
with the first customer key - pair . The recovered private key ing the encrypted sensor data in the request using the 
associated with the first customer key - pair is encrypted by decrypted private key associated with the first customer 
the service data platform 140 and stored in one of its key - pair . In some embodiments , the networked system 
databases 291 to enable the customer 430 to decrypt data 5 includes a sensor network 100 . The sensor network 100 
encrypted with the Customer Certificate 1100 associated represents at least one of a Wi - Fi wireless network or an ad 
with the first customer key - pair . hoc wireless network . 

The sensor nodes 110 can continue to encrypt sensor data In other embodiments , the method of protecting customer 
using the Customer Certificate 1100 from the first customer data in a networked system includes : collecting sensor data 
key - pair until the service data platform 140 distributes the 10 available at sensor nodes 110 within a sensor network 100 in 
Customer Certificate 1100 from the second customer key communication with the service data platform 140 over a 
pair to the sensor nodes 110 . network ( e . g . , WAN 130 ) ; encrypting the sensor data using 

At operation 607 , the customer 430 requests encrypted the certified public key associated with the first customer 
data stored on the service data platform 140 . As shown in key - pair , the sensor data representing the customer data 
FIG . 3D , the service data platform 140 may stores both data 15 associated with sensitive identification information ; crypto 
encrypted with the Customer Certificate 1100 from the first graphically signing the sensor data using a device private 
customer key - pair 292 and data encrypted with the Cus - key associated with the first customer key - pair ; and trans 
tomer Certificate 1100 from the second customer key - pair p orting the encrypted sensor data to the service data plat 
293 . The data encrypted with the Customer Certificate 1100 form 140 for storage . 
from the first customer key - pair uses to the old ( or recov - 20 In further embodiments , the method of protecting cus 
ered ) key . The old ( or recovered key ) is used to decrypt the tomer data in a networked system includes : retrieving a third 
old data encrypted with the Customer Certificate 1100 party share 103m associated with the first customer key - pair 
associated with the first customer key - pair authorized by the customer to provide to the service data 

At operation 608a , the service data platform 140 checks platform 140 ; combining the third party share ( e . g . , third 
to see if the sensor data was encrypted with a previously 25 share 103a ) associated with the first customer key - pair with 
recovered key . If so , the service data platform 140 , prompts a server share ( e . g . , first share 140a ) assigned to the service 
for the password of the new password encrypted local share data platform ; and recovering the private key associated 
of the customer share . Once the password for the second with the first customer key - pair using the server share ( e . g . , 
share 104a is received , the service data platform 140 may first share 140a ) and the trusted third party share ( e . g . , third 
decrypt the old private key . 30 share 103a ) . 

At operation 609 , the service data platform 140 decrypts In another embodiment , the method of protecting cus 
the old private key which may be accessed from a database tomer data in a networked system includes : encrypting the 
292 . The recovered private key associated with the first recovered private key associated with the first customer 
customer key - pair may be decrypted using the private key key - pair ; and storing the encrypted private key associated 
associated with the second customer key - pair . For example , 35 with the first customer key - pair at the service data platform 
the private key associated with the second customer key - pair 140 . 
may be reconstructed using the first share 140a and the In another example embodiment , the method of protecting 
second share 104a or 104b associated with the second customer data in a networked system includes : requesting a 
private key - pair . password for a password decrypted customer share ( e . g . , the 

In various embodiments , there may be multiple key 40 second share 104a ) of the private key associated with the 
recoveries . When this occurs the service data platform 140 second customer key - pair to reconstruct the private key 
follows the chain of the older recoveries until a live key is associated with the second customer key - pair ; receiving the 
found . password and decrypting the password decrypted customer 
At operation 610 , the decrypted sensor data may be share ( e . g . , the second share 104a ) associated with the 

displayed to a customer or other authorized user of the 45 second customer key - pair ; combining a server share ( e . g . , 
customer . the first share 140a ) and the decrypting password encrypted 

In example embodiments , the operations 602a , 6026 , 607 , customer share ( e . g . , the second share 104a ) associated with 
608a , 608b and 610 may be performed by the communica - the second customer key - pair ; and reconstructing the private 
tions module 146 . In other embodiments , the operations key associated with the second customer key - pair . 
603a and 603b , and 604 may be performed by the key 50 In a further embodiment , the method of protecting cus 
recovery module 142 . In some embodiments , the operation tomer data in a networked system includes : encrypting the 
605 may be performed by the key - pair generation module private key associated with the first customer key - pair by 
141 . The operation 606 may be performed by the encryption using a certified public key associated with the second 
module ( not shown ) . The operation 609 may be performed customer key - pair ; and storing the encrypted private key 
by the decryption module ( not shown ) . The modules 146 , 55 associated with the first customer key - pair . 
142 , and 141 are shown in FIG . 2 . Other examples of sensors 111 that may be used in various 

In example embodiment , method of protecting customer embodiments in sensor nodes 100 include biometric sensors , 
data in a networked system includes : receiving a request to motion sensors , environmental sensors and position sensors . 
access encrypted sensor data stored at a service data plat - For example , the biometric sensors may include components 
form 140 ; determining the encrypted sensor data in the 60 to detect expressions ( e . g . , hand expressions , facial expres 
request was encrypted with a certified public key associated sions , vocal expressions , body gestures , or eye tracking ) , 
with a first customer key - pair , the first customer key - pair measure biosignals ( e . g . , blood pressure , heart rate , body 
representing a recovered private key ; determining the pri temperature , perspiration , or brain waves ) , identify a person 
vate key associated with the first customer key - pair is ( e . g . , voice identification , retinal identification , facial iden 
encrypted with the private key associated with a second 65 tification , fingerprint identification , or electroencephalo 
customer key - pair ; decrypting the private key associated gram based identification ) , and the like . Examples of 
with the first customer key - pair by using the private key motions sensors may include motion components such as 
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acceleration sensor components ( e . g . , accelerometer ) , gravi figure the processor to constitute a particular module at one 
tation sensor components , rotation sensor components gyro - instance of time and to constitute a different module at a 
scope ) , and so forth . Various environmental sensors may be different instance of time . 
used which include environmental components such as Modules can provide information to , and receive infor 
illumination sensor components ( e . g . , photometer ) , tempera - 5 mation from , other modules . Accordingly , the described 
ture sensor components ( e . g . , one or more thermometer that modules may be regarded as being communicatively 
detect ambient temperature ) , humidity sensor components , coupled . Where multiples of such modules exist contempo 
pressure sensor components ( e . g . , barometer ) , acoustic sen raneously , communications may be achieved through signal 
sor components ( e . g . , one or more microphones that detect transmission ( e . g . , over appropriate circuits and buses ) that 
background noise ) , proximity sensor components ( e . g . , connect the modules . In embodiments in which multiple 
infrared sensors that detect nearby objects ) , gas sensors modules are configured or instantiated at different times , 
( e . g . , gas detection sensors to detection concentrations of communications between such modules may be achieved , 
hazardous gases for safety or to measure pollutants in the for example , through the storage and retrieval of information 
atmosphere ) , or other components that may provide indica - 16 in memory structures to which the multiple modules have 
tions , measurements , or signals corresponding to a surround access . For example , one module may perform an operation 
ing physical environment . Various positions sensors may and store the output of that operation in a memory device to 
include position components such as location sensor com which it is communicatively coupled . A further module may 
ponents ( e . g . , a Global Position System ( GPS ) receiver then , at a later time , access the memory device to retrieve 
component ) , altitude sensor components ( e . g . , altimeters or 20 and process the stored output . Modules may also initiate 
barometers that detect air pressure from which altitude may communications with input or output devices and can oper 
be derived ) , orientation sensor components ( e . g . , magne ate on a resource e . g . , a collection of information ) . 
tometers ) , and the like . With reference to FIG . 7 , an example embodiment 

Additionally , certain embodiments described herein may extends to a machine in the example form of a computer 
be implemented as logic or a number of modules , engines , 25 system 700 within which instructions for causing the 
components , or mechanisms . A module , engine , logic , com - machine to perform any one or more of the methodologies 
ponent , or mechanism ( collectively referred to as a “ mod discussed herein may be executed . In alternative example 
ule ” ) may be a tangible unit capable of performing certain embodiments , the machine operates as a standalone device 
operations and configured or arranged in a certain manner . or may be connected ( e . g . , networked ) to other machines . In 
In certain example embodiments , one or more computer 30 a networked deployment , the machine may operate in the 

capacity of a server or a client machine in server - client systems ( e . g . , a standalone , client , or server computer sys 
network environment or n - tier network , as a peer machine in tem or one or more components of a computer system e . g . , 
a peer - to - peer ( or distributed ) network environment or in a a processor or a group of processors ) may be configured by virtualized cloud computing environment . The machine may software ( e . g . , an application or application portion ) or 35 be . 35 be a personal computer ( PC ) , wearable computing device , a 

firmware ( note that software and firmware can generally be tablet PC , a set - top box ( STB ) , a Personal Digital Assistant used interchangeably herein as is known by a skilled artisan ) ( PDA ) , a cellular telephone , a web appliance , a network 
as a module that operates to perform certain operations router , a switch or bridge , sensor node , or any machine 
described herein . capable of executing instructions ( sequential or otherwise ) 

In various embodiments , a module may be implemented 40 that specify actions to be taken by that machine . Further , 
mechanically or electronically . For example , a module may while only a single machine is illustrated , the term 
comprise dedicated circuitry or logic that is permanently “ machine ” shall also be taken to include any collection of 
configured ( e . g . , within a special - purpose processor , appli - machines that individually or jointly execute a set ( or 
cation specific integrated circuit ( ASIC ) , or array ) to per - multiple sets ) of instructions to perform any one or more of 
form certain operations . A module may also comprise pro - 45 the methodologies discussed herein . 
grammable logic or circuitry ( e . g . , as encompassed within a The example computer system 700 may include a pro 
general - purpose processor or other programmable proces - cessor 702 ( e . g . , a central processing unit ( CPU ) , a graphics 
sor ) that is temporarily configured by software or firmware processing unit ( GPU ) or both ) , a main memory 704 and a 
to perform certain operations . It will be appreciated that a static memory 706 , which communicate with each other via 
decision to implement a module mechanically , in dedicated 50 a bus 708 . The computer system 700 may further include a 
and permanently configured circuitry , or in temporarily video display unit 710 ( e . g . , a liquid crystal display ( LCD ) 
configured circuitry ( e . g . , configured by software ) may be or a cathode ray tube ( CRT ) ) . In example embodiments , the 
driven by , for example , cost , time , energy - usage , and pack computer system 700 also includes one or more of an 
age size considerations . alpha - numeric input device 712 ( e . g . , a keyboard ) , a user 

Accordingly , the term " module ” should be understood to 55 interface ( UI ) navigation device or cursor control device 714 
encompass a tangible entity , be that an entity that is physi - ( e . g . , a mouse ) , a storage unit 716 , a signal generation device 
cally constructed , permanently configured ( e . g . , hardwired ) , 718 ( e . g . , a speaker ) , and a network interface device 720 . 
or temporarily configured ( e . g . , programmed ) to operate in The storage unit 716 includes a machine - readable storage 
a certain manner or to perform certain operations described medium 722 on which is stored one or more sets of instruc 
herein . Considering embodiments in which modules or 60 tions 724 and data structures e . g . , software instructions ) 
components are temporarily configured ( e . g . , programmed ) , embodying or used by any one or more of the methodologies 
each of the modules or components need not be configured or functions described herein . The instructions 724 may also 
or instantiated at any one instance in time . For example , reside , completely or at least partially , within the main 
where the modules or components comprise a general memory 704 or within the processor 702 during execution 
purpose processor configured using software , the general - 65 thereof by the computer system 700 , with the main memory 
purpose processor may be configured as respective different 704 and the processor 702 also constituting machine - read 
modules at different times . Software may accordingly con able media . 
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While the machine - readable storage medium 722 is as separate resources in the example configurations may be 

shown in an example embodiment to be a single medium , implemented as a combined structure or resource . Similarly , 
the term “ machine - readable storage medium ” may include a structures and functionality presented as a single resource 
single medium or multiple media ( e . g . , a centralized or may be implemented as separate resources . These and other 
distributed database , or associated caches and servers ) that 5 variations , modifications , additions , and improvements fall 
store the one or more instructions . The term “ machine - within a scope of embodiments of the present invention as 
readable medium ” shall also be taken to include any tangible represented by the appended claims . The specification and 
medium that is capable of storing , encoding , or carrying drawings are , accordingly , to be regarded in an illustrative 
instructions for execution by the machine and that cause the rather than a restrictive sense . 
machine to perform any one or more of the methodologies 10 
of embodiments of the present invention , or that is capable What is claimed is : 
of storing , encoding , or carrying data structures used by or 1 . A method of cryptographically protecting unauthorized 
associated with such instructions . The term “ machine - read - access to customer data , the method comprising : 
able storage medium ” shall accordingly taken to include , but collecting sensor data by sensor nodes of a sensor net 
not be limited to , solid - state memories and optical and 15 work , the sensor network in communication with a 
magnetic media . Specific examples of machine - readable service data platform ; 
storage media include non - volatile memory , including by encrypting the sensor data , at the sensor nodes prior to 
way of example semiconductor memory devices ( e . g . , Eras being transmitted to the service data platform , using a 
able Programmable Read - Only Memory ( EPROM ) . Electri certified public key associated with a customer key 
cally Erasable Programmable Read - Only Memory ( EE - 20 pair , wherein : 
PROM ) , and flash memory devices ) ; magnetic disks such as the sensor data representing the customer data associ 
internal hard disks and removable disks ; magneto - optical ated with sensitive identification information , and 
disks ; and CD - ROM and DVD - ROM disks . the certified public key is stored at the server nodes to 

The instructions 724 may further be transmitted or enable the sensor nodes to encrypt the sensor data ; 
received over a communications network 726 using a trans - 25 cryptographically signing the sensor data with a device 
mission medium via the network interface device 720 and private key associated with the sensor nodes ; 
utilizing any one of a number of well - known transfer transporting the encrypted sensor data to the service data 
protocols ( e . g . , HTTP ) . Examples of communication net platform for storage ; and 
works include a local area network ( LAN ) , a wide area decrypting at the service data platform , using at least one 
network ( WAN ) , the Internet , mobile telephone networks , 30 processor of a machine , the encrypted sensor data using 
POTS networks , and wireless data networks ( e . g . , Wi - Fi and at least a private key sharing scheme that reconstructs 
WiMAX networks ) . The term “ transmission medium ” shall a private key associated with the customer key - pair 
be taken to include any intangible medium that is capable of using a first share , a password encrypted second share , 
storing , encoding , or carrying instructions for execution by and a third share , the first share assigned to the service 
the machine , and includes digital or analog communications 35 data platform , the password encrypted second share 
signals or other intangible medium to facilitate communi assigned to a customer of the customer key - pair , and 
cation of such software . the third share is assigned to a trusted third party 

Although an overview of the inventive subject matter has device , and wherein at least two of the first , second , and 
been described with reference to specific example embodi third share are sufficient to reconstruct the private key 
ments , various modifications and changes may be made to 40 associated with the customer key - par ; 
these embodiments without departing from the broader spirit receiving , at the trusted third party device , an authoriza 
and scope of embodiments of the present invention . Such tion for release of the third party share ; and 
embodiments of the inventive subject matter may be referred recovering the private key associated with the customer 
to herein , individually or collectively , by the term “ inven key - pair by reconstructing , at the service data platform , 
tion " merely for convenience and without intending to 45 the private key associated with the customer key - pair 
voluntarily limit the scope of this application to any single based on the first share and the received third party 
invention or inventive concept if more than one is , in fact , share . 
disclosed . 2 . The method of claim 1 , wherein the sensitive identifi 

The embodiments illustrated herein are described in suf - cation information represents at least one of customer iden 
ficient detail to enable those skilled in the art to practice the 50 tification information and personally identification informa 
teachings disclosed . Other embodiments may be used and tion . 
derived therefrom , such that structural and logical substitu 3 . The method of claim 1 , further comprising : 
tions and changes may be made without departing from the receiving a request associated with an authorized user of 
scope of this disclosure . The Detailed Description , therefore , the customer of the service data platform to access the 
is not to be taken in a limiting sense , and the scope of various 55 encrypted sensor data stored by the service data plat 
embodiments is defined only by the appended claims , along form ; 
with the full range of equivalents to which such claims are receiving a password associated with the password 
entitled . encrypted second share ; and 
Moreover , plural instances may be provided for resources , decrypting the password encrypted second share . 

operations , or structures described herein as a single 60 4 . The method of claim 3 , further comprising : 
instance . Additionally , boundaries between various combining the first share and the decrypted password 
resources , operations , modules , engines , and data stores are encrypted second share to reconstruct the private key 
somewhat arbitrary , and particular operations are illustrated associated with the customer key - pair . 
in a context of specific illustrative configurations . Other 5 . The method of claim 1 , wherein the private key sharing 
allocations of functionality are envisioned and may fall 65 scheme further includes : 
within a scope of various embodiments of the present splitting the private key associated with the customer 
invention . In general , structures and functionality presented key - pair at least into the first and second share . 
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6 . The method of claim 5 , wherein the private key sharing third share are sufficient to reconstruct the private key 

scheme further includes : associated with the customer key - par ; 
destroying the private key associated with the customer receiving , at the trusted third party device , an authoriza 

key - pair after splitting the private key . tion for release of the third party share ; and 
7 . The method of claim 1 further comprising : 5 recovering the private key associated with the customer 
receiving , at the service data platform , a request to key - pair by reconstructing , at the service data platform , 

recover the password encrypted second share ; and the private key associated with the customer key - pair 
receiving , at the trusted third party device , a request to based on the first share and the received third party 

share . release the third party share , wherein the third party > 10 11 . The system of claim 10 , wherein the at least one share stored at the trusted third party device . 
8 . The method of claim 7 further comprising : process of the machine , which when executing the instruc 

tions , further causes the system to perform operations com creating a new customer key - pair including a new cus prising : 
tomer certificate and a new private key ; the sensitive identification information represents at least 

encrypting the recovered private key with the new private 15 one of customer identification information and person 
key of the new customer key - pair ; and ally identification information . 

encrypting new sensor data with the certified public key 12 . The system of claim 10 , wherein the at least one 
associated with the customer key - pair including the process of the machine , which when executing the instruc 
recovered private key . tions , further causes the system to perform operations com 

9 . The method of claim 8 further comprising : 20 prising : 
receiving , at the service data platform , a request to access receiving a request associated with an authorized user of 

the encrypted new sensor data stored ; the customer of the service data platform to access the 
determining that the encrypted new sensor data in the encrypted sensor data stored by the service data plat 

request is encrypted with the certified public key asso form ; 
ciated with the customer key - pair including the recov - 25 receiving a password associated with the password 
ered private key ; encrypted second share ; and 

determining that the private key associated with the first decrypting the password encrypted second share . 
customer key - pair is encrypted with the new private 13 . The system of claim 12 , wherein the at least one 
key of the new customer key - pair ; process of the machine , which when executing the instruc 

decrypting the private key associated with the customer 30 tions , further causes the system to perform operations com 
key - pair including the recovered private key by using prising : 
the new private key associated with the new customer combining the first share and the decrypted password 
key - pair ; and encrypted second share to reconstruct the private key 

decrypting the encrypted new sensor data in the request associated with the customer key - pair . 
using the decrypted private key associated with the 35 14 . The system of claim 12 , wherein the at least one 
customer key - pair . process of the machine , which when executing the instruc 

10 . A system to cryptographically protect customer data , tions , further causes the system to perform operations com 
the system comprising : prising : 

a memory device for storing instructions ; and receiving , at the service data platform , a request to 
at least one processor of a machine , which , when execut - 40 execut - 40 recover the password encrypted second share ; 

ing the instructions , causes the receiving , at the trusted third party device , a request to 
system to perform operations comprising : release the third party share , wherein the third party 

collecting sensor data by sensor nodes of a sensor net share stored at the trusted third party device ; 
work , the sensor network in communication with a receiving , at the trusted third party device , an authoriza 
service data platform ; 45 tion for release of the third party share ; and 

encrypting the sensor data , at the sensor nodes prior to recovering the private key associated with the customer 
being transmitted to the service data platform , the key - pair by reconstructing , at the service data platform , 
sensor data is encrypted using a certified public key the private key associated with the customer key - pair 
associated with a customer key - pair , wherein the sensor based on the first share and the received third party 
data representing the customer data associated with 50 share . share . 
sensitive identification information and the certified 15 . The system of claim 14 , wherein the at least one 
public key is stored at the server nodes to enable the process of the machine , which when executing the instruc 
sensor nodes to encrypt the sensor data ; tions , further causes the system to perform operations com 

cryptographically signing the sensor data with a device prising : 
private key associated with the sensor nodes ; creating a new customer key - pair including a new cus 

transporting the encrypted sensor data to the service data tomer certificate and a new private key ; 
platform for storage ; and encrypting the recovered private key with the new private 

decrypting at the service data platform , using at least one key of the new customer key - pair ; and 
processor of a machine , the encrypted sensor data using encrypting new sensor data with the certified public key 
at least a private key sharing scheme that reconstructs 60 associated with the customer key - pair including the 
a private key associated with the customer key - pair recovered private key . 
using a first share , a password encrypted second share , 16 . The system of claim 15 , wherein the at least one 
and a third share , the first share assigned to the service process of the machine , which when executing the instruc 
data platform , the password encrypted second share tions , further causes the system to perform operations com 
assigned to a customer of the customer key - pair , and 65 prising : 
the third share is assigned to a trusted third party receiving , at the service data platform , a request to access 
device , and wherein at least two of the first , second , and the encrypted new sensor data stored ; 

receiving 
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determining that the encrypted new sensor data in the the sensor data representing the customer data associ 
request is encrypted with the certified public key asso ated with sensitive identification information , and 
ciated with the customer key - pair including the recov the certified public key is stored at the server nodes to ered private key ; enable the sensor nodes to encrypt the sensor data ; determining that the private key associated with the first 5 
customer key - pair is encrypted with the new private cryptographically signing the sensor data with a device 
key of the new customer key - pair ; private key associated with the sensor nodes ; 

decrypting the private key associated with the customer transporting the encrypted sensor data to the service data 
key - pair including the recovered private key by using platform for storage ; and 
the new private key associated with the new customer me 10 decrypting at the service data platform , using at least one key - pair ; and processor of a machine , the encrypted sensor data using decrypting the encrypted new sensor data in the request at least a private key sharing scheme that reconstructs using the decrypted private key associated with the 
customer key - pair . a private key associated with the customer key - pair 

17 . The system of claim 10 , wherein the at least one using a first share , a password encrypted second share , 
process of the machine , which when executing the instruc - 15 and a third share , the first share assigned to the service 
tions , further causes the system to perform operations com data platform , the password encrypted second share 
prising : assigned to a customer of the customer key - pair , and 

splitting the private key associated with the customer the third share is assigned to a trusted third party 
key - pair at least into the first and second share . device , and wherein at least two of the first , second , and 

18 . A non - transitory machine - readable medium storing 20 third share are sufficient to reconstruct the private key 
instructions that , when executed by at least one processor of associated with the customer key - par ; 
a machine , cause the machine to perform operations com receiving , at the trusted third party device , an authoriza prising , at least : tion for release of the third party share ; and collecting sensor data by sensor nodes of a sensor net 

work , the sensor network in communication with a 25 recovering the private key associated with the customer 
service data platform ; key - pair by reconstructing , at the service data platform , 

the private key associated with the customer key - pair encrypting the sensor data , at the sensor nodes prior to 
being transmitted to the service data platform , using a based on the first share and the received third party 
certified public key associated with a customer key share . 

pair , wherein : * * * * * 


