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METHOD AND APPARATUS FOR MAKING
AND DETECTING A DOCUMENT
VERIFICATION INDICATOR USING
OPTICAL PATTERN ENCRYPTION

CROSS-REFERENCE TO RELATED
APPLICATIONS

[0001] This application claims the benefit of U.S. provi-
sional application Ser. No. 60/565,818, entitled Advanced
Watermarking Using Optical Pattern Encryption, filed Apr.
28, 2004 and is related to co-pending, commonly assigned
U.S. patent application Ser. No. 09/992,486, entitled “Appa-
ratus and Method for Measuring Spatially Varying Bi-Direc-
tional Reflectance Distribution Function,” filed Nov. 14,
2001, the entire contents of which are incorporated herein by
reference.

BACKGROUND OF THE INVENTION

[0002] 1. Field of the Invention

[0003] Embodiments of the present invention generally
relate to making and detecting document verification indica-
tors and, in particular, to optically encoding documents with
spatially varying refractive index patterned indicators and
detecting the patterned indicators using a bi-directional
image capturing system.

[0004] 2. Description of the Related Art

[0005] Physical watermarks or watermarking in the form of
watermark labels and raised seals have long been used as a
means to identity and authenticate documents. These identi-
fying marks can be easily reproduced, however, so they offer
little protection against most attempts at producing a fraudu-
lent document. Making physical document verification robust
and reliable is of great importance these days, especially in
view of our nation’s heightened security needs and the
increased requirement for accurate identification.

[0006] Known systems have attempted to overcome the
inherent issues with the aforementioned physical watermark-
ing techniques. For example, known methods use markings
outside the visible spectrum. In one example, there is a
method of applying a watermark visible only with an infrared
detector. In another example, there includes invisible ink
applied to a document where the invisible ink is only detect-
able using an invisible ink detection system. However, these
methods are only a small advancement over visible water-
marks and minimal sophistication is needed to compromise
the integrity of these “invisible” watermarks through the use
of'inexpensive and readily available infrared cameras, and the
like.

[0007] In other known watermarking methods, holograms,
intaglio printing, and zero-order micro-gratings have been
used for document security. These techniques may be more
difficult to copy than simple scanning but the patterns are
visible by the unaided eye and can be duplicated with known
image capturing systems and techniques.

[0008] Thus, there is a need for the ability to produce a
secure, identifiable document verification indicator, such as a
watermark, undetectable by the unaided eye, conventional
detection systems such as infrared detection systems, and the
like. There is also a need for a document verification indicator
system that can include unique information in the patterned

Oct. 21, 2010

indicator to further verify, through the use of a detection
system, that the document is authentic.

SUMMARY OF THE INVENTION

[0009] Embodiments of the present invention generally
relate to a method and apparatus for making and detecting a
document verification indicator. In one embodiment, a spa-
tially varying, multi-angle pattern is applied to a document
and is detectable under a combination of multiple viewing/
illumination directions. In another embodiment, the pattern is
transparent and not detectable by an infrared detection system
but rather a novel bidirectional detection system.

[0010] In accordance with an embodiment, there is pro-
vided a document verification indicator comprising an optical
pattern of spatially varying refractive index value pixels.

[0011] In accordance with another embodiment, there is
provided a bi-directional image capturing system for detect-
ing a spatially varying refractive index pattern of pixels
applied to a substrate, comprising a light source directed
along an optical path for illuminating the pattern being
imaged and detected; a slit aperture, positioned to receive
light from the light source and to illuminate a set of angles one
azimuth at a time In a range of angles to ensure one illumi-
nation direction is measured for each position; a polarizer,
positioned to receive filtered light from the slit aperture and to
polarize the received light; a first concave parabolic mirror
having an optical axis disposed parallel to the optical path,
positioned to intercept the polarized light from the polarizer
and to focus the intercepted polarized light to form an incident
ray that strikes the pattern at a selected angle of incidence; a
second concave parabolic mirror for intercepting the light that
reflects from the pattern at any angle 0 and directing it into a
second optical path; and an image capturing device for receiv-
ing the light from the second optical path.

[0012] In accordance with another embodiment, there is
provided a method of detecting a document verification indi-
cator, comprising providing a document with a detectable
spatially varying Brewster angle pattern applied thereon;
directing a beam of substantially collimated light along an
optical path to a first concave parabolic mirror; receiving the
beam of light by the first concave parabolic mirror; focusing
the intercepted polarized light by the first concave parabolic
mirror to form an incident ray that strikes the pattern at a
selected angle of incidence; intercepting the light that reflects
from the pattern at any angle 6 by a second parabolic mirror;
directing the intercepted reflected light into a second optical
path; and capturing the reflected light of the second optical
path on an image capturing device for detecting the spatially
varying Brewster angle pattern.

BRIEF DESCRIPTION OF THE DRAWINGS

[0013] So the manner in which the above recited features of
the present invention can be understood in detail, a more
particular description of the present invention, briefly sum-
marized above, may be had by reference to embodiments,
some of which are illustrated in the appended drawings. It is
to be noted; however, the appended drawings illustrate only
typical embodiments of the present Invention and are there-
fore not to be considered limiting of'its scope, for the present
invention may admit to other equally effective embodiments.
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[0014] FIG.1is a functional block diagram of a system for
providing a document verification indicator and detecting
that indicator in accordance with an embodiment of the
present invention.

[0015] FIG. 2A is a cross sectional schematic view illus-
trating a portion of an optical pattern in accordance with an
embodiment of the present invention.

[0016] FIG. 2B is a cross sectional schematic view illus-
trating a portion of another optical pattern in accordance with
an embodiment of the present invention.

[0017] FIG. 3A is a graph depicting the ratio between
reflectivity and incident angle (in degrees) for two types of
polarizations.

[0018] FIG.3Bisa graph depicting the angular dependence
of reflectivity and the value of the Brewster angle determined
by the refractive index.

[0019] FIG. 4A depicts a document verification indicator
made in accordance with an embodiment of the present inven-
tion, where such indicator is viewed with an unaided eye (or
an infrared detector) at an angle 6.

[0020] FIG. 4B is the same indicator of FIG. 4A, viewed
with polarized light at an angle 66.

[0021] FIG. 4C is the same indicator of FIG. 4A, viewed
with a novel bi-directional imaging system in accordance
with an embodiment of present invention.

[0022] FIG. 5is a schematic view of a system for detecting
a spatially varying Brewster angle pattern in accordance with
an embodiment of the present invention.

[0023] FIG. 6 illustrates a cross section of the two parabolic
mirror configurations from the system of FIG. 5 in accor-
dance with an embodiment of the present invention.

[0024] FIGS. 7A-7C illustrate the measuring of incident
illumination rays of different illumination angles to deter-
mine the Brewster angle for each ray and corresponding pixel
in accordance with an embodiment of the present invention.
[0025] While embodiments of the present invention are
described herein by way of example using several illustrative
drawings, those skilled in the art will recognize the present
invention is not limited to the embodiments or drawings
described. It should be understood the drawings and the
detailed description thereto are not intended to limit the
present invention to the particular form disclosed, but to the
contrary, the present invention is to cover all modifications,
equivalents and alternatives falling within the spirit and scope
of embodiments of the present invention as defined by the
appended claims.

[0026] Theheadings used herein are for organizational pur-
poses only and are not meant to be used to limit the scope of
the description or the claims. As used throughout this appli-
cation, the word “can” is used in a permissive sense (i.e.,
meaning having the potential to), rather than the mandatory
sense (i.e., meaning must). Similarly, the woods “include,”
“including,” and “includes” mean including, but not limited
to. To facilitate understanding, like reference numerals have
been used, where possible, to designate like elements com-
mon to the figures.

DETAILED DESCRIPTION

[0027] Embodiments of the present invention comprise
optically encoded patterns with uniquely designed document
verification indicators to be applied to documents and a novel
bidirectional detection system for detecting same. Whereas
certain known document verification indicators may be vis-
ible under one viewing direction or angle, for example, when
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a document is tilted with respect to the observer, in one
embodiment of the present invention, each pixel on a docu-
ment verification indicator is visible under a different viewing
direction or angle, making the optically encoded pattern inca-
pable of being viewed simultaneously by anunaided eye or by
any known image capturing device or detector. Thus, the
document verification indicator produced in accordance with
an embodiment of the present invention is substantially dif-
ficult to duplicate and the detection process is not easily
inferred. Therefore, fraudulent or unauthorized duplication of
documents are readily identifiable.

[0028] FIG. 1 illustrates generally a system 100 in accor-
dance with an embodiment of the present invention compris-
ing the making and detection of spatially varying optically
encoded patterns as document verification indicators using a
bi-directional image capturing detector. As a first stage in the
system 100, a document is optically encrypted with an opti-
cally encoded pattern 102. The pattern 102 is concealed from
a person viewing the document with an unaided eye.

[0029] Specifically, in one embodiment, the pattern con-
sists of a spatially varying application of thin film optical
material, each portion of which differs by a change in its
refractive index. The pattern may be made by applying layers
of different refractive indexes onto a document. The pattern
may also be made using templates or stencils. The applying
step may be through chemical vapor deposition, ink jet print-
ing, and the like. Alternatively, micro-mirrors may be applied
to a document. In this embodiment, micro-mirrors exhibiting
varying angles of reflection would be applied to a document
to achieve a similar result as the thin film embodiment. In this
embodiment, instead of detecting the Brewster angle, an
image capturing device would process the specular reflec-
tions.

[0030] At stage 104, a bi-directional optical device in
accordance with an embodiment of the present invention
performs bi-directional image capturing of the document to
obtain an image of the optically encoded pattern on the docu-
ment 102. The imager substantially simultaneously scans the
encoded pattern with multiple illumination directions. That
is, the detection system illuminates the pattern 102 on the
document at a set of angles. The illumination is performed
with polarized light. Additional features of this process are
discussed herein.

[0031] The reflected intensities (as a function of incident
angle) are analyzed at stage 106 in order to detect Brewster
angles of the thin transparent film or layer having an optically
encoded pattern thereon. That is, the pattern on the document
102 is detected at a set of angles. The Brewster angles depend
on the refractive index of each pixel of the pattern on the
document. Then, at 108, parabolic mirrors of the detector
system are translated to a neighboring surface point. This
process is repeated a sufficient number of times to create a 2D
grid or planar region through a an iterative path 110 for image
capturing by an image capturing device (discussed herein). In
an alternative embodiment, a single parabolic mirror of suf-
ficient size to accommodate the angle of incidence by about
50 to 60 degrees may be used instead of the two parabolic
mirrors.

[0032] The resulting captured image 112 is a 2D image of a
Brewster angle pattern of pixels that may comprise a code
used for authentication of the document under examination.
Specifically, as the refractive index changes across the
scanned document, the Brewster angle, which can be detected
because it is the darkest point (i.e., minimum reflection of



US 2010/0266164 Al

light), changes with the changing refractive index values.
Alternatively, the mere existence of a spatially varying pat-
tern as described herein that is detectable will serve as an
authentication means. A more detailed discussion of each of
these stages is discussed in connection with the remaining
figures herein below.

[0033] As discussed above, embodiments of the present
invention utilize optical reflection and transmission proper-
ties near the Brewster angle to create and detect a unique
pattern. That is, the Brewster angle is used for characterizing
the optical pattern appearance. Similar to Brewster Angle
Microscopy (BAM), this technique allows the direct obser-
vation of ultra thin organic films on transparent dielectric
substrates. It is based on the effect that no reflection occurs
from a flat interface when the incident light is polarized
parallel to the plane of incidence and the angle of incidence
equals the Brewster angle. The transparent substrate, illumi-
nated under the substrate’s Brewster angle, appears as a black
background. In the area where the thin film (of different
refractive index) covers the substrate, reflected light will be
present, which allows detection 106 of the thin film. Layers as
thin as about 2 nm are sufficient to cause a reflection.

[0034] In BAM, the Brewster angle of the substrate is
known and the illumination angle is fixed to this known
Brewster angle. The thin film is visible because its Brewster
angle differs from that of the substrate and therefore it reflects
light to a sensor. In embodiments of the present invention,
however, the actual Brewster angle of the thin film pattern is
not known and must be detected. This detection 106 is pos-
sible because the novel bi-directional image capturing device
illuminates and views a large range of angles substantially
simultaneously.

[0035] Because, in accordance with embodiments of the
present invention, the Brewster angle is not fixed, the Brew-
ster angle spatial variation pattern 102 can be made unique to
a pattern so that information can be communicated and
changed at will during the pattern application process. For
document verification purposes, for example, the end-user
could verify documents are authentic by reading and verify-
ing a code that is unique to that individual. Details of this
coding process are discussed with respect to FIGS. 4A, B and
C.

[0036] An advantage to using bi-directional imaging 104,
in accordance with an embodiment of the present invention, is
the surface normal of the document need not be known pre-
cisely. A large range of viewing angles are measured so it is
notnecessary to know the surface normal a priori. Instead, the
resulting 2D reflection pattern 112 reveals the global surface
normal. This technique provides for document verification
indicators being detectable in real-world, non-lab conditions.
[0037] FIGS. 2A and 2B illustrate substrates produced
from Brewster angle-based optical methods of making an
optical encryption or spatially varying Brewster angle pattern
on a document in accordance with embodiments of the
present invention. As shown in FIG. 2A, in accordance with
one embodiment, the pattern consists of a planar grid 200 of
reflecting pattern elements (i.e., pixels) made of thin layers of
transparent optical materials with different indices of refrac-
tion (n). Throughout this specification, the term “pattern pix-
els” or simply “pixels” is used when referring to these pattern
elements as an analogy to discrete picture elements in image
processing. When light is incident at angle 6 (208) on the flat
surface of the pixels (FIG. 2A), it is reflected at the same angle
by all the pattern pixels. The amount of light reflected by each
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element, however, depends on the polarization of the incident
light and the refractive index of the material from which each
element is made.

[0038] By appropriately choosing the pixel materials and
the polarization of the incident light, the amount of light
reflected by certain pixels can be made zero when viewed
under certain angles. In this way, a pattern of light and dark
pixels are created, visible only in polarized light under a
particular combination of angles. Thus, the pattern is detect-
able only with the use of the bi-directional image device
described herein in one embodiment of the present invention.

[0039] Furthermore, FIG. 2A illustrates a simple pattern of
the above described Brewster angle-based optical method.
When polarized light 204 is incident at the Brewster angle 0
(208) corresponding to the substrate of the refractive index n;
(202), the reflection illumination is substantially equal to
zero, resulting in a substantially black background being
received by the image capturing detector. The sample film
having a refractive index n, (210) has a corresponding differ-
ent Brewster angle, so its reflection at an angle 6 (208) is a
value other than zero, producing an illuminated ray of light
214, which is receivable by the image capturing detector. In
this way, thin transparent films can be made visible and
detectable on such substrates.

[0040] FIG. 2B depicts a cross sectional view of a Brewster
angle encoded pattern in connection with a plurality of pixels
having varying indices of refraction. The pattern 250 is made
of pixels (e.g., squares, rectangles or any other shape capable
of making an overall detectable pattern) of thin films with
different refractive indices. These thin films are applied to the
top of the substrate 252 having an index of refraction similar
to the substrate in FIG. 2A. A plane wave 261 incident at an
angle at the interface between air (n,=1) and the pattern of
thin film (n,=n, n', n") (262, 260 and 264) includes a trans-
verse electric (TE) polarization 270 (perpendicular to the
plane of incidence) or transverse magnetic (TM) polarization
272 (parallel to the plane of incidence).

[0041] Inan embodiment of the present invention, the TM
polarization 272 is used, whose reflection approaches zero at
the Brewster angle. Pixels in the pattern will appear dark (zero
reflection) at the Brewster angles corresponding to their
respective indices of refraction. The spatially varying pattern
can be encoded by choosing a certain spatial distribution of
the indices of refraction and therefore a spatial distribution of
Brewster angles. By viewing several angles at the same time,
several squares (or rectangles or other shape) will appear dark
at the same time, allowing the coding and decoding of a
unique, predetermined pattern. Encoding the pattern pixels
incorporates the Brewster angle reflection.

[0042] The thin layers of spatially varying Brewster angle
patterns may be applied or deposited, printed, layered,
painted or otherwise applied to the substrate 252 in any
known manner, such known methods being contemplated by
embodiments of the present invention. For example, the pat-
tern may be applied using known ink jet printing techniques.
[0043] FIG. 3A illustrates the ratio between reflected and
incident optical powers (reflectivity) for the two types of
polarization: TE (370) and TM (372). Here, under TE polar-
ization 270, the electric field is perpendicular to the plane of
incidence, and under TM polarization 272, the magnetic field
is perpendicular to the plane of incidence. Thus, when using
TM polarization, the electric field is parallel to the plane of
incidence.
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[0044] IfR (0) denotes the reflectivity in the direction of -0
as a function of incidence angle 6, for both polarizations, the
reflectivity R increases from its normal incident value

RO=[(r=1)/ e+ 1) M

R(/2)=1 @

at grazing incidence. For the TM polarization, however, the
reflectivity becomes zero at the Brewster angle 6 which is
given by:

6~tan™! () 3

Thus, when TM (or “parallel”) polarized light is used, a
pattern pixel illuminated under the Brewster angle appears
dark. The Brewster angle and the angular dependence of the
reflectivity are determined by the index of refraction, which is
characteristic of the optical material of which the pixel is
made.

[0045] FIG. 3B illustrates the angular dependence of the
TM reflectivity for values of the refractive index typical of
optically transparent materials. As shown, the Brewster angle
increases for increasing refractive index. The shape of the
reflectivity curve in the vicinity of the reflectivity minimum is
also strongly dependent upon the value of the refractive
index. For a given angle of incidence, for example 10°, the
reflectivity can increase by a factor of four when the refractive
index changes between 1.25 and 1.55.

[0046] Embodiments of the present invention utilize these
properties of the Brewster angle to create a pattern of spatially
dependant reflectivity, which can be detected by the embodi-
ment of the bi-directional imager discussed herein. In one
embodiment, the pattern consists of a plane or grid of reflect-
ing pattern elements, made of thin layers of optical materials
with different indices of refraction. Alternatively, when TM
polarized light is used, pattern pixels illuminated at the Brew-
ster angle will appear dark. Because different pixels have
different indices of refraction, they have different Brewster
angles and appear “dark™ at different illumination angles as
detailed in FIGS. 4A-4C.

[0047] FIGS. 4A, B and C comprise pixels made of four
different materials having different indices of refraction. FIG.
4A depicts an image when viewed by an unaided eye in
unpolarized light. In this arrangement, the pixels 400 will
appear substantially identical, completely hiding the encoded
pattern. FIG. 4B depicts the pattern in a correctly polarized
manner. In this arrangement, only a subset 404 of the pattern
pixels may appear dark at any particular viewing angle. This
also does not expose the correct encoding pattern.

[0048] FIG. 4C, onthe other hand, depicts a pattern viewed
with a bi-directional image capturing device in accordance
with an embodiment of the present invention. With this view,
the pattern from multiple angles is detectable and the correct
and complete pattern is decoded. That is, the way the com-
plete and correct pattern can be decoded is by substantially
simultaneously viewing multiple angles with the bi-direc-
tional image capturing detector discussed herein. The pattern
is a combination among the Brewster angles for three of the
four refractive indices n,, n,, n;. In this embodiment, as
merely one example, the pattern is decoded to reveal the word
“CODE”. Therefore, not only is the pattern used as an indi-
cator, e.g., a watermark, but it may include an embedded code
word, access code, trademark or other symbol to further
verify authenticity.

[0049] To make the spatially varying Brewster angle pat-
tern, it is desirable to use a number of different optical mate-
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rials for the different pixels, to achieve different Brewster
angles. The material used to make a pattern is deposited on a
document in a reliable and inexpensive manner. One embodi-
ment includes deposition based on versatile ink-jet technol-
ogy, whose most recent applications include “writing” of
refractive micro-lenses and optical wave guides. In addition
to optical polymers, materials dispensed with this technology
include solders, thermo space plastics, light emitting poly-
mers, biologically active fluids (such as DNA and proteins),
and precursors for chemical synthesis. One source of printing
the patterns using ink jet processes is available from MICRO-
FAB Technologies, a company specializing in ink-jet printing
and in manufacturing ink-jet printers customized to various
applications.

[0050] The pattern illustrated in FIG. 4C is merely one
embodiment of the present invention. It is based on Brewster
angles and coding. However, alternatively simpler and more
complicated patterns are contemplated by the present inven-
tion. For example, levels of gray can be detected by the
bi-directional image capturing device and used in encoding.
The reflectivity near the Brewster angle is very low, on the
order of a few percent. Therefore, a relatively sensitive detec-
tor system is employed in the bi-directional image capturing
device to detect the dark and gray pixels. Conversely, the low
reflectivity insures that accidental detection of the encoded
pattern by the unaided eye or regular detectors is very difficult
and nearly impossible.

[0051] FIG. 5 depicts a bi-directional image capturing
detection system 500 in accordance with an embodiment of
the present invention. The detection or measurement system
500 comprises a light source 502, a slit aperture 504, a polar-
izer 506, a first parabolic mirror 508, a second parabolic
mirror 510, an image capturing device 512, and a surface
point 514 for receiving a document having a detectable veri-
fication indicator in accordance with an embodiment of the
present invention.

[0052] The light source 502 or illumination source is a
collimated beam of light parallel to the global plane of the
surface and passing through the movable slit aperture 504.
The light source may alternatively be a laser beam. The slit
aperture 504 illuminates a set of angles one azimuth at a time
in a range of angles to ensure only a spot of the first concave
parabolic mirror 508 is illuminated and therefore one illumi-
nation direction is measured for each position.

[0053] The first mirror 508 is illuminated with polarized
light from the slit aperture 504. Then, the illuminating light
will be reflected at the same angle onto the second mirror 510.
Thus, for every incidence angle, there is a corresponding
angle of reflectance received by the second mirror 510. That
reflectance is received by the image capturing device 512. In
this approach, changing the illumination direction over a
hemisphere is transformed to an easier problem of translating
in a plane. An alternative to using a slit aperture 504 is to have
a movable light source. In this embodiment, the light source
would be moved in a vertical path ever so slightly so as to
capture the various indices of refraction from the substrate.
[0054] The light reflected at each angle is reflected from the
first mirror 508 to a parallel direction and diverted by the
second parabolic mirror 510 to the image capturing device
512. Other geometrically shaped reflectors (e.g., mirrors) are
contemplated by embodiments of the present invention. How-
ever, parabolic mirrors are advantageous in this embodiment
as their position can be changed during an imaging session.
This is so because parabolic mirrors depend upon parallel
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light rather than light that is focused on a particular point as
would be the case with an elliptical mirror. Therefore, it is not
critical where the parabolic mirror is positioned or adjusted as
long as it stays within the field of parallel light incident on the
surface point 514. Furthermore, it is contemplated by the
present invention to have an embodiment of the system 500
where only one parabolic mirror is employed. This mirror
would in one embodiment be in a position to receive the
polarized light from the slit aperture 504 and be capable of
reflecting it into the image capturing device 512, discussed
below. The one parabolic mirror would need to be long
enough to have an angle of incidence by about 50 to 60
degrees.

[0055] The image capturing device 512, which may com-
prise a CCD camera, may be equipped with an orthographic
or telecentric lens that images the light parallel to the optical
axis. The image from the second concave parabolic mirror
510 is viewed by the image capturing device 512, which is
positioned so its optical axis lies along the y-axis such that a
single image corresponds to reflect its measurements at all
angles in a partial hemisphere from a single surface point 514.
To obtain a measurement of a surface patch for spatially
varying reflectance, the second concave parabolic mirror 510
may be translated along the X-Y plane. By choosing a par-
ticular viewing direction, 0., ¢, (Which corresponds to choos-
ing a particular pixel from the camera image), the measured
intensities can be re-assembled into an image of the surface
from that chosen viewing direction. Concave mirror 508 is
positioned so its focus is coincident with the surface point 514
to be measured.

[0056] The system 500 is adapted for reading optically
encoded patterns, where the optical code is a spatially varying
Brewster angle pattern in accordance with an embodiment of
the present invention. As previously discussed, the system
500 is based on bi-directional imaging. Specifically, at least
one curved mirror is employed to obtain multiple views of a
single image point. The optical system is arranged so each
point on the mirror can be considered a detector sensing light
from the same surface point, not from an angle that depends
on the mirror position.

[0057] As mentioned above, there is a corresponding angle
of reflectance received by the second mirror 510. The light
from each angle of reflectance is received by the image cap-
turing device 512. Because of the dependence of intensity
with incidence angle, along the bright line generated from the
slit aperture 504, the intensity varies. Every pixel in the image
corresponds to one angle of excidence. Every angle of exci-
dence is illuminated by a corresponding angle of incidence.
[0058] Each point on the mirror senses a different reflection
angle. By imaging the entire mirror, a large range of reflec-
tance angles are viewed substantially simultaneously. The
same mirror can be used to illuminate the surface point at a
chosen angle by using the slit aperture 504. Thus, because
both the angle of incidence and the viewing angle are con-
trollable, the optical detector is called a bi-directional imager.
[0059] FIG. 6 depicts the two-mirror configuration 508 and
510 from the system 500 described in FIG. 5. The two-mirror
configuration 600 comprises a first concave parabolic mirror
608 and second concave parabolic mirror 610, which extend
the range of illumination and detection angles. The focus of
the first mirror 608 is coincident with the second 610 so range
of angles for the incident and reflected light is increased.
[0060] In operation, in accordance with an embodiment, a
spatially varying Brewster angle pattern is disposed on a

Oct. 21, 2010

substrate using, for example, the aforementioned method.
The Brewster angle is not known during the image capturing
process. Therefore, all combinations of illumination and
detection need to be tested. This process is performed, in an
embodiment, automatically with the bi-directional image
capturing system 500. The bi-directional system 500 will
detect reflection even when there are deviations from the ideal
plane of incidence, ensuring detection of the pattern even
when deviations from planarity are significant. Once the
Brewster angle variations of the patterns are verified, these
are used as starting points for the bi-directional image cap-
turing system 500.

[0061] To substantially simultaneously view the specular
reflection from multiple excitant angles, the surface point 514
is illuminated with multiple angles. This can be accomplished
by moving the slit aperture 504 to change the vertical position
of incident light ray as further described in FIGS. 7A and B.
However, the majority of the measured reflective light is
expected at the specular direction (-6 for an incident angle
equal to 6 0), as discussed more fully below. Therefore, mul-
tiple rays can be used instead of a single ray, and accordingly,
the slit aperture 504 (for an extended source) or a linear array
(for a light source).

[0062] Because the pattern is deposited directly on a sub-
strate in this embodiment, the reflection from the substrate is
important in interpreting the sensor images. The fundamental
idea in many reflectance models in vision and graphics is
decomposing reflectance into body reflectance and surface
reflectance, so that image intensity I can be written

1=l gt face 4)

Body reflectance is an encompassing term that covers any
light that penetrates the surface, scatters and reflects back to
the sensor. Surface reflectance specifically covers the reflec-
tance at the top most interface that does not penetrate into the
body of the material. Because body reflectance is typically
depolarized, while surface reflectance has the polarization
properties of the source, polarizer 506 at the source and the
detector 512 can be used to separate these two terms. These
principles are deployed and employed to measure the surface
reflectance and remove the body reflectance.

[0063] Turning now to FIGS. 7A and B, the focusing prop-
erty of a concave parabolic mirror is exploited to simulta-
neously measure reflected rays. With respect to FIG. 7A, the
parabolic mirror 508 is used to direct the incident illumina-
tion ray to the sample at any desired angle 6 and the reflected
ray at angle —0. This is sensed by the image capturing device
512, in this particular case a CCD camera. Other image cap-
turing devices are contemplated by this invention.

[0064] FIG. 7B depicts the parabolic mirror where the inci-
dent ray is translated and consequently the angle 0 is varied
over the range of interest. As shown in FIG. 7C, the Brewster
angle is estimated by finding the minimum reflected light as a
function of 6 0.

[0065] While the foregoing is directed to embodiments of
the present invention, other and further embodiments of the
present invention may be devised without departing from the
basic scope thereof, and the scope thereof is determined by
the claims that follow.
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What is claimed is:

1. A document verification indicator comprising an optical
pattern of spatially varying refractive index values.

2. The document verification indicator of claim 1, wherein
the pattern comprises a spatially varying Brewster angle pat-
tern.

3. The document verification indicator of claim 1, wherein
the pattern comprises an optically encoded user recognizable
authentication code.

Oct. 21, 2010

4. The document verification indicator of claim 1, wherein
the pattern is transparent.

5. The document verification indicator of claim 1, wherein
the pattern is detectable using a bi-directional image captur-
ing system.

6. The document verification indicator of claim 1, wherein
the pattern is applied to a substrate using ink jet printing.
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