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SYSTEMAND METHOD FOR OBTAINING 
KEYS TO ACCESS PROTECTED 

INFORMATION 

PRIORAPPLICATIONS 

0001. This application is a continuation of and claims 
priority to U.S. patent application Ser. No. 14/027.425, filed 
Sep. 16, 2013, which claims the benefit of priority to U.S. 
Provisional Application No. 61/701,714, filed on Sep. 16, 
2012, entitled “System and Method for Obtaining Keys to 
Access Protected Information,” the entire contents of which 
are incorporated herein by reference in their entirety. 

RELATED APPLICATIONS 

0002. The present disclosure is related to U.S. Provi 
sional Patent Application No. 61/671,673, entitled “Secure 
Control Logic for Computing Environments.” filed Jul. 13, 
2012 (hereinafter Reference A), and U.S. Provisional Patent 
Application No. 61/671,676, entitled “Audit of Remote 
Computing Environments, filed Jul. 13, 2012 (hereinafter 
Reference B). All sections of each of the aforementioned 
applications are incorporated herein by reference in its 
entirety. 

FIELD OF THE DISCLOSURE 

0003. The subject disclosure relates to obtaining keys to 
access protected information. 

BACKGROUND 

0004. Access to restricted information can be controlled 
Such that unauthorized entities are unable to access or 
otherwise interpret the restricted information. In some 
instances, one or more of the underlying information and/or 
communications for accessing such information can be 
protected through the use of other means, referred to gen 
erally as keys. Through applicant of Such techniques, an 
unauthorized entity having access to protected information 
without also having the proper key finds the protected 
information to be unintelligible. An entity, however, such as 
a person or process, having a proper key can apply the key 
to obtain or otherwise interpret the protected information. 
0005. At least one technique for protecting information is 
to apply a cipher operation to the information resulting in an 
unintelligible cipher text version of the underlying informa 
tion. A cryptographic key, however, can be applied algorith 
mically to the cipher text version to retrieve an intelligible 
version of the information. It is evident that control of access 
to Such a key is critical for preventing access by an unau 
thorized entity to the information. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0006 Reference will now be made to the accompanying 
drawings, which are not necessarily drawn to Scale. 
0007 FIG. 1 depicts a block diagram of the invention, 
showing a server which accesses a virtual file system. 
0008 FIG. 2 depicts further details of the ANGEL mod 
ule, showing various agents executing on different machines 
and chain of agents that produce a key. 
0009 FIG. 3 depicts a more detailed embodiment of the 
system shown in FIG. 1. 
0010 FIG. 4 depicts an example of a process for access 
ing content on a file system. 
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0011 FIG. 5 is a diagrammatic representation of a 
machine in the form of a computer system within which a set 
of instructions, when executed, may cause the machine to 
perform any one or more of the processes described herein. 

DETAILED DESCRIPTION 

0012. A server can use an encryption key to decrypt 
authentication information thereby facilitating communica 
tion with network-accessible applications that may be 
remotely located from the server. Servers can also use 
encryption keys to decrypt files containing sensitive data. 
0013 Encryption keys required by the server to obtain 
Such authentication information and/or to access such files 
containing sensitive data can be stored in files on an 
encrypted file system. A chain of Software agents, e.g., a 
chain software agent network, includes several software 
agents collaborating to conduct a common function. For 
example, a chain of Software agents, such as the software 
agents (ANGELs) described in the references below, can 
provide an encryption key to decrypt an encrypted file 
system. 
0014 For example, when the server requires access to a 
particular encrypted file system, a chain of Software agents 
is invoked to collectively provide the key allowing decryp 
tion of the file system so that the file system can be accessed. 
When the file system is no longer needed, the key generated 
by the Software agent chain can be destroyed preventing 
access to the file systems unencrypted data. 
(0015. In accordance with previously described capabili 
ties of a chain of software agents, the agents can conduct 
covert examinations of a requesting system to determine if 
the request is actually from the server and whether the 
system is in a “safe state.” If the request is fraudulent, or if 
the system is not in a safe state, the request to decrypt the file 
system does not produce a proper key, and the file system 
remains encrypted. 
0016 One embodiment of the subject disclosure includes 
a system having a memory to store computer instructions 
and a processor in communication with the memory. The 
processor, responsive to executing the computer instruc 
tions, performs operations including receiving a request to 
access information content from a file system and identify 
ing a network of Software agents. Each software agent is 
configured to conduct a respective evaluation and return a 
respective portion of information. The processor further 
performs operations including requesting that each software 
agent in the network of Software agents conduct its respec 
tive evaluation, generating a key from the respective por 
tions of information, and accessing by the key, the informa 
tion content from the file system. 
0017. Another embodiment of the subject disclosure 
includes a process including receiving, by a system com 
prising a processor, a request to access information content 
from a file system. A number of Software agents are iden 
tified by the system. Each software agent is configured to 
conduct a respective evaluation and return a respective 
portion of information. The process includes requesting, by 
the system, that each Software agent in the number of 
Software agents conduct its respective evaluation. A key is 
generated by the system from the respective portions of 
information and the information content from the file system 
is accessed by the key. 
0018 Yet another embodiment of the subject disclosure 
includes a computer-readable storage medium that includes 
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computer instructions. The computer instructions, respon 
sive to being executed by at least one processor, cause the at 
least one processor to perform operations including receiv 
ing a request to access information content from a file 
system and identifying a chain of software agents. Each 
Software agent is configured to conduct a respective evalu 
ation returning a respective portion of information. The 
computer instructions cause the at least one processor to 
further perform operations including requesting that each 
Software agent in the chain of Software agents conduct its 
respective evaluation, generating a key from the respective 
portions of information, and accessing the information con 
tent from the file system. 
0019. As described in more detail in this application, this 
disclosure describes a combination of the agent technology 
described in U.S. application Ser. No. 13/942,319 “SYS 
TEMAND METHOD FOR POLICY DRIVEN PROTEC 
TION OF REMOTE COMPUTING ENVIRONMENTS 
and a user created file system such as FUSE to provide keys 
to a server where the keys are not stored on the system where 
the server is running. From the server's perspective, the 
FUSE file system is like any other file system. In accordance 
with the present disclose, the FUSE file system is actually 
protected with keys that are develop by the agent technology 
described above. When the “open command is invoked by 
the server against the FUSE file system, the FUSE system 
invokes the agent technology and decrypts the file system. 
The FUSE file system contains keys that are required by the 
SeVe. 

0020. The illustrative examples disclosed herein relate to 
the use of agent technology to provide keys for servers, 
where the keys are not stored in the clear on the machine on 
which the server is located. 
0021 Software services, e.g., “servers' may require 
access to encryption keys, for example, one or more private 
keys to authenticate themselves to other applications, e.g., 
clients, and other servers. Alternatively or in addition, Such 
Software services require access to encryption keys to Sup 
port encrypted communications with Such clients and other 
servers. For example, a server requires access to its private 
key in order to establish a Secure Socket Layer (SSL) 
session with a new client. A mail server or web server may 
each use a private key to initiate secure communication with 
remote parties, for example, through a client-server archi 
tecture. Alternatively or in addition, a private key can be 
used to decrypt records stored in a database. Such keys 
typically are hidden on the host machine but are not stored 
encrypted, that is the keys are stored in the clear on a 
non-volatile storage medium. In other cases, the keys are 
encrypted, but the key to decrypt them is hidden somewhere 
else on a non-volatile storage medium in the clear. In at least 
Some applications, such software services can be unat 
tended, for example, operating in an autonomous fashion. 
0022 References to “server” in this disclosure include 
any software process that requires access to keys and/or 
other data. 

0023 References to “key” in this disclosure include 
restricted-access information necessary for accessing or 
otherwise interpreting a protected object. A key generally 
refers to a portion, or piece, of information (a parameter) that 
can be used to determine a functional output of an algorithm, 
Such as a cryptographic algorithm or cipher. Without a key, 
the algorithm would produce no useful result. In an encryp 
tion context, a key can specify a particular transformation of 
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unencrypted information, or “plaintext into encrypted 
information, or "cipher text,” or vice versa during a decryp 
tion process. Keys can also be used in other algorithms, e.g., 
cryptographic algorithms, such as digital signature tech 
niques and message authentication codes. Protected objects 
can include other processes (e.g., other Software applica 
tions), processors (e.g., CPUs, servers), or data (e.g., files, 
file systems, and databases). 
0024. Keys used by servers can be stored in a virtual file 
system. In at least some instances, such virtual file systems 
can be created by a non-privileged user using any Suitable 
technology, such as FUSE (File system in User Space). 
FUSE is freely available software, allowing non-privileged 
users that might otherwise not have access to kernel level 
processes, to create their own file system, e.g., in a Unix-like 
computer operating system, without having to edit kernel 
code. Any file system, e.g., a FUSE file system, can be 
configured to automatically encrypt and decrypt data as it is 
read and written to the underlying file system. 
0025 References to software agents, or agents, refers 
generally to a computer program or similar executable 
construct that acts for a user or other program, e.g., in a 
relationship of agency. In some embodiments, the agent 
communicates with a remote sever using encrypted pack 
ages for which encryption keys are periodically strobed. At 
least one such class of Software agents is referred to as 
Anonymous Networked Global Electronic Link (ANGEL) 
agents. Anonymity can include situations in which a location 
of the server is generally known only to the ANGEL agent, 
or a collection of Such agents. In general, Software agents, 
such as ANGEL agents include restrictions. For example, the 
software (ANGEL) agent can be installed only once in a 
predefined location and can be run only once from a pre 
defined target. Other agents, including other ANGEL agents 
can be located in a share directory, e.g., on a cluster of nodes, 
being executed from the share directory by one or more 
nodes in the cluster. 

0026. Technology has been developed, such as the tech 
nology described in Reference A and Reference B, and 
references cited therein, whereby a key can be produced on 
demand from one or more Software agents, whereby no key 
is stored in the clear or encrypted with a key that is in the 
clear. 

0027. As described in these references, software agents, 
Sometimes referred to as ANGEL agents, examine a scenario 
and from the examinations produce values that contribute to 
a key. The examinations are configurable by the system 
designer. The key will only decrypt its target object if the 
examinations produce values that are within predefined 
ranges. 

0028. The present application discloses a system and 
method whereby software agents, such as the ANGEL 
agents disclosed in the cited references A and B, can be 
utilized to produce a key that will decrypt data in a file 
system if, and only if, (i) the request for use of the file system 
has been generated by an authorized server and (ii) the 
system itself is in a safe state, where the criteria for safe can 
be specified by System designers. 
0029. The private key or other keys required by the server 
is stored in a virtual file system, in which file data is stored 
encrypted on a medium Such as a hard disk. The data is 
decrypted into volatile memory when the server requires 
access to it, otherwise remaining in an encrypted State. 
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0030. Such an approach eliminates security danger asso 
ciated with a server utilizing keys that are otherwise stored 
in the clear. 

0031 FIG. 1 provides a block diagram of a server 102 
configured to accesses a file system, e.g., a virtual file system 
104, using a software agent module 106. The software agent 
module contains various Software agents to provide keys to 
decrypt and encrypt the file system 104. The software agent 
module 106 is configured to provide at least a portion of a 
key suitable to decrypt data stored by or otherwise acces 
sible by way of the file system 104. In particular the software 
agent module 106 is configured to decrypt Such data when 
required by the server 102 and to destroy, or otherwise 
render inoperable, the key when the file system 104 is no 
longer required by the server. 
0032 FIG. 2 provides further details of an example 
embodiment of a software agent module 200, such as the 
software agent module 106 (FIG. 1). FIG. 2, by way of 
illustrative example, shows software agents (depicted with 
an angel icons) executing on two distinguishable devices, 
e.g., a first machine 202 and a second machine 212 that are 
separate machines, and connected, e.g., through a network, 
Such as private network 220. Information exchanged on this 
network, e.g., packets of data, can be encrypted with one or 
more keys, for example, that have been established in 
accordance with Reference A. The first machine 202 
includes a first group of software agents 204a, 204b. 204c. 
204d. 204e. 204f (generally 204). An example of a mesh 
connection between the first group of software agents 204 is 
illustrated by the solid lines drawn between the software 
agents 204. Likewise, the second machine 212 includes a 
second group of Software agents 214a, 214b, 214c., 214d. 
214e, 214f (generally 214). Example mesh networks or 
connections are illustrated by the solid lines drawn between 
each of the first group of software agents 204 and between 
each of the second group of Software agents 214. It is 
understood that different mesh connections are possible. It is 
also understood that the mesh connections can be pre 
configured, e.g., before runtime, and/or established or recon 
figured at any time. In some embodiments, the software 
agents 204 can be re-configured according to a type of test 
performed. 
0033 FIG. 2 also depicts an example of a software agent 
chain, referred to herein as “chain A,” in which several 
agents conduct respective examinations, each providing 
respective material. Such as cryptographic material, that 
collectively produces a key. Chain A in FIG. 2 consists of 
four Such software agents, e.g., Software agents 204b. 204f 
and software agents 214c, and 214d, by way of the private 
network 220. Each Software agent of the chain, e.g., Chain 
A, conducts a respective examination, e.g., of an external 
feature. Each software agent of Chain A generates a respec 
tive portion of cryptographic material. For example, the first 
software gent 204b of Chain A generates a first portion of 
cryptographic material 222a and passes the first portion of 
generated cryptographic 222a material to the next, e.g., the 
second, software agent 204f in the chain of Software agents. 
The first and second portions of cryptographic material 
222a, 222b are passed to the next, e.g., the third, Software 
agent 214c by way of the private network 220. The third 
Software agent 214c generates a third respective portion of 
cryptographic material 222c. The process continues along 
the chain, e.g., Chain A, until a final key can be generated 
at agent 222d, the final agent in the example chain of 
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Software agents, having the benefit of each portion of 
cryptographic material generated by each of the software 
agents in the chain. 
0034. In at least Some instances, the cryptographic mate 
rial includes data, e.g., symbols, such as 1s and 0's, or other 
characters. In some embodiments, each portion of crypto 
graphic material generated by a respective Software agent 
can be added to or otherwise concatenated with crypto 
graphic material generated from one or more preceding 
Software agents in the chan. Consider the first Software agent 
204b in the example chain, labeled Chain A, producing a 
first portion of cryptographic material 222a (e.g., including 
a sequence of 1s and 0's, or other symbols or characters). 
The first portion of cryptographic material 222a is passed to 
the next software agent 204f in the chain, which produces a 
second portion of cryptographic material 222b (e.g., another 
sequence of 1s and 0's, or other symbols or characters). 
Software agent 204f can combine its own generated cryp 
tographic material, F, with the cryptographic material, A. 
produced by preceding Software agent 204b, resulting in 
combined cryptographic material “AF. Alternatively or in 
addition, the Software agent 204f can pass along its own 
generated cryptographic material, F, with the cryptographic 
material, A, received from the preceding Software agent, 
resulting in a collection of cryptographic material, A and F. 
The process can be repeated along Such a software agent 
chain, until at a final Software agent in the chain, 214d. 
Sufficient cryptographic material is available (e.g., AFCD or 
A, F, C and D), resulting in a key that can be used to provide 
access to the protected object. 
0035. The file system can communicate with some agent, 
for example agent 204b. Agent 204b will then start the chain 
by communicating with agent 204f to start the chain. Agent 
204fwill communicate with the last agent in the chain, e.g., 
agent 214d, to retrieve the key (e.g., AFCD). 
0036. The software agents can run on any arbitrary 
number of modules that may include software, firmware, 
hardware boards and combinations thereof. An arbitrary 
number of agents can be utilized. In some embodiments, one 
or more of the number and identity of agents can be varied 
during Successive requests to access the same protected 
object. For example, a particular number and or identity of 
agents required for a particular access can itself be con 
trolled by an algorithm. 
0037. In some embodiments, implementation of such 
Software agent chains to collectively produce a key can be 
implemented without a need for changes to the server, e.g., 
server code, although in some cases users may choose to 
make minor modifications for any of various reasons, 
including efficiency, level of security, user interface, and the 
like. The server can be configured to obtain one or more keys 
from a particular location in a file system in accordance with 
software used by the server. When the server invokes 
standard commands, such as “file open' or “file close, the 
file system can be configured to communicate with a par 
ticular software agent. 
0038. When a file open command is received by the 
Software agent, agent 204a in FIG. 2, the agent initiates or 
otherwise identifies an appropriate chain of Software agents 
required to produce a key. The Software agent then uses the 
key produced by the chain of software agents to decrypt 
target content of the file system into an appropriate buffer. If 
the key produced does not decrypt target content of the file 
system, the server will not be able to use the target content 



US 2017/00993 15 A1 

of the file system and will not be able find or otherwise 
obtain the key it requires. This is an indication that some 
thing is wrong. If, however, the key produced does decrypt 
the file system, the server can use the key to obtain the target 
content of the file system. When the server issues a file close 
command, any key generated by the Software agent chain 
and decrypted data is destroyed or otherwise rendered 
inaccessible. The details of how the file system is decrypted 
and made available to the server will vary depending on the 
application. In some embodiments, a file-open command of 
an unencrypted file system initiates a procedure whereby a 
plurality of software agents of the network of software 
agents are called, the plurality of Software agents providing 
respective portions of information. 
0039 FIG. 3 illustrates an example configuration of a 
system 300, in which a file system 302 includes a control 
module 304 receiving request from a server 306 to access 
target content 308 of the file system 302. The target content 
308 is protected or otherwise rendered inaccessible without 
a suitable key. The control module 304 is configured, for 
example, by a Software code or Script, to obtain a key from 
a chain 312 of software agents 310a, 310b. 310c (generally 
310). For example, the control module requests a key from 
the software agent 310a. One or more of the control module 
304 and the first software agent 310a is configured with a list 
or other suitable identifiers of the software agents 310 in the 
chain of software agents 312 (e.g., the second Software agent 
310b and the third software agent 310c). Each of the 
software agents 310 in the chain 312 produces its respective 
portion of cryptographic information (a, b, c), which is 
combined or otherwise provided to the control module for 
combination to produce the key. In the illustrative example, 
a combination of contributing cryptographic material a, b, 
and c, which together, can be arranged to produces the 
Suitable key, e.g., a cryptographic key, e.g., as a combination 
of the respective portions a+b+c. A decrypting module 314 
is provided in the illustrative example. The decrypting 
module 314 receives or otherwise produces the key 316 
from received portions of the key (a, b, c), accesses 
encrypted target information and decrypts the encrypted 
target content 308 using the key 316. In the illustrative 
embodiment, the decrypted target content 318 can be stored, 
at least temporarily, on the file system 302. A buffer 320 is 
provided to store the decrypted target content 318. The 
requesting server 306 can obtain the decrypted target content 
318, e.g., from the buffer 320. In at least some embodiments, 
the controller 304 subsequently deletes or otherwise renders 
the decrypted target content 318 inaccessible after having 
provided the information 318 to the server 306. To the extent 
that any portion of the cryptographic material is inconsistent 
with the suitable key, the key produced or otherwise 
received by the control module will be unsuitable, e.g., not 
capable of decrypting the encrypted target content 308. 
0040. Through the process of conducting examinations 

utilizing a Software agent in the chain, the agent chain will 
be able to authenticate that the server code and configuration 
is genuine, verifying that unauthorized changes to the server 
itself have not taken place. Examinations can include, with 
out limitation, examination of details related to the request 
ing server. For example, an examination can determine 
whether the requesting server is valid or otherwise pre 
authorized for accessing protected content. Additional 
examinations include one or more of determining whether 
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the request actually came from a requesting server, whether 
the server has or has not changed one or more features of its 
configuration. 
0041. The software agent modules can be provided by 
one or more systems. Such systems can be local, remote, or 
combinations of local and remote systems. In at least some 
embodiments. Such systems are network-accessible, for 
example, having respective addresses on one or more net 
works, such as the Internet. 
0042. In accordance with Reference A, the authentication 
functions can be encrypted and decrypted just in time for an 
examination. 

0043. In accordance with Reference B, the authentication 
function may utilize code Snippets which are prepared on 
one machine and sent over a communication channel and 
execute on another machine. 
0044 Code segments, e.g., "snippets' can be utilized to 
examine server code to assure that the server code has not 
been altered. 
0045 Code snippets can be utilized to assure that only 
authorized software is running in the server environment. 
0046 Illustrated in FIG. 4 is an example of a process 400 
for accessing protected content. In operation, a request for 
access is received at 405. For example, a control module of 
FIG.3 receives such a request from the server. A chain of 
more than one Software agents is identified, for example, by 
the controller and/or at least one software agent at 410. A 
first agent of the identified chain of agents performs an 
evaluation, such as those described herein, at 415. A deter 
mination is made at 420 as to whether an evaluation has been 
performed for the last software agent in the identified chain 
of software agents. To the extent that an evaluation by the 
last Software agent has not occurred, an evaluation is per 
formed by the next software agent in the identified chain of 
Software agents at 425. Once again, a determination is made 
at 420 as to whether an evaluation has been performed for 
the last software agent. To the extent the evaluation was not 
for the last Software agent, evaluations for Subsequent soft 
ware agents in the identified chain of Software agents are 
repeated until an evaluation for the last Software agent in the 
chain has occurred. After having completed evaluations for 
all of the software agents, a complete key is returned at 430. 
The key can be used to decrypt or otherwise make available 
the requested content. To the extent, however, that any of the 
evaluations returned a result that was not equivalent to a 
predetermined value, or within a predetermined range, the 
completed key will not decrypt or otherwise make available 
the requested content. 
0047. In some embodiments, a system for managing a file 
system includes accessing data stored in the file system, 
whereby the stored data has been encrypted by a crypto 
graphic key. A decryption key suitable for decrypting Such 
information can be generated by a network of software 
agents. When the file system is accessed, a request is made 
to the network of agents to generate the key. The network of 
Software agents runs a chain of Such agents so that each 
Software agent in the chain produces a respective portion of 
cryptographic material, which is passed to the next agent. 
The agents in the chain are configured to conduct respective 
examinations of an environment, Such as an environment of 
the requesting server. The Software agents produce crypto 
graphic material, which depends on results obtained from 
the examination. A last Software agent in the chain of 
Software agents produces a key, which is a combination of 
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the material added by preceding agents in the chain. The key, 
when generated correctly, allows access to the encrypted 
data stored in the file system. Whether the correct key is 
generated depends upon each of the examinations returning 
a result that is equivalent to an expected result, or within a 
range of Such expected results. To the extent any of the 
examinations return a result that is not equivalent to or 
within Such a range, the key will not be operative to decrypt 
the encrypted Stored information. 
0048. At least some of the techniques disclosed herein 
include the use of agent technology. Such agent technology 
can be used, e.g., to examine a controllable platform or 
process and a remote controller before installation of pro 
tection Software and application Software. In at least some 
embodiments, such agent technology can be used to provide 
continued examination of one or more of the machines 202, 
212(FIG. 2), while one or more applications on one or more 
other machines, e.g., one or more of the machines 202, 212, 
are executing. 
0049. In some embodiments, the software agents operate 
entirely at the software level. In other cases, the software 
agents interact with hardware, such as physical sensors. 
Examples of sensors include, without limitation, one or 
more of environmental sensors, biological sensors, and more 
generally physical sensors and/or software sensors or moni 
tors used to monitor application. The Software or sensors 
that can detection values from the mission scenario, Soft 
ware and sensors that can detect unique characteristics of the 
hardware environment to prevent software from being 
executed in a falsified virtual environment, Environmental 
sensors include, without limitation, temperature sensors, 
humidity sensors, light sensors, position sensors, orientation 
sensors, altitude sensors, and motion sensors including one 
or more of speed or acceleration. Biological sensors include, 
without limitation, blood pressure sensors, blood oximeter 
sensors, electrical conductivity sensors, pulse rate sensors, 
image sensors, retinal scan sensors, finger print sensors, and 
the like. The system of installed software agents also is able 
to detect attacks and unauthorized activity. The software 
agents can be configured to check on one another. For 
example, one agent can determine if another agent is slow in 
responding or otherwise not available. Such indications 
might indicate unauthorized activity Such as the presence of 
a debugger or an attempt to execute the Software in an 
unauthorized environment or an attempt to execute indi 
vidual software agents when the entire network of software 
agents is not running. 
0050. In at least some embodiments, intelligent software 
agents can be configured to perform collaborative tasks, e.g., 
by functioning in, so-called, “chains.” In a chain, multiple 
intelligent software agents work together to perform a 
specific task. Examples of Such chains are disclosed, e.g., in 
commonly owned U.S. Pat. No. 7,841,009, entitled “System 
and Method for Defending Against Reverse Engineering of 
Software, Firmware and Hardware, the entire contents of 
which are incorporated herein by reference in its entirety. In 
the present disclosure, the chains of intelligent Software 
agents can be configured to include one or more functions. 
The functions can be prepared by a system design team and 
imposed or otherwise implemented, e.g., according to a 
predefined policy. For example, one or more of the functions 
can be configured to expect one or more values. Such values 
can be expressed as a particular value, e.g., a number, or as 
a range of values. In operation, if a function returns a value 
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that is out of range, the chain can continue to execute 
without indicating to an observer that Such an out of range 
result was obtained. In one embodiment, a function testing 
for a scenario, environmental or system value that falls 
within a range, produces cryptographic values with high 
entropy using a hash or other Such technology. For example, 
a chain configured to produce cryptographic material. Such 
as an encryption and/or decryption key, still produces a key, 
although the key will not decrypt its target object. Such an 
approach complicates attempts at reverse engineering and/or 
unauthorized attempts to access features of the system, Such 
as sensitive information. 

0051. Sensitive technologies, sometimes referred to as 
sensitive or critical technologies, e.g., depending upon a 
particular mission or application, can be made very difficult 
to obtain by encryption with appropriate algorithms and 
keys. Policy can be embedded in one or more elements of the 
control system to examine one or more of the mission 
application and local environments, while the applications 
executes. A so-called “safe' environment can be identified 
by policy, such that sensitive information related to a mis 
sion or application can be conditioned upon a belief or 
conclusion of the environment is safe. Thus, if the exami 
nation reveals that the application is operating in a safe 
environment, the sensitive technology can be decrypted and 
executed; otherwise, the critical technology is not decrypted. 
If a system safety state changes from safe to unsafe as 
defined by the embedded policy, any unencrypted, e.g., 
"clear text” instances of the sensitive technology are deleted 
and/or otherwise destroyed. In at least some embodiments, 
a penalty can be imposed, e.g., in response to a determina 
tion that the system state is unsafe, so that the sensitive 
technology can never be decrypted. In some embodiments, 
this penalty can be covertly imposed, so that an adversary 
attempting to reverse engineer the system does not imme 
diately realize that the task of obtaining a correct key has 
been rendered impossible. 
0.052 While information is traversing the software agents 
of a chain, the software agents in the chain can be configured 
to run various functions to examine the system. Examination 
of the system can include examination of sensory input, 
process status, and status of one or more of the software 
agents themselves. In at least some embodiments, chains of 
Software agents are used to generate encryption and/or 
decryption key material, e.g., resulting from examinations 
conducted by Software agents of the chain. For example, 
respective fragments of key material determined by each 
Software agent of the chain can be combined to produce a 
key. If the examinations performed by the Software agents 
fall within a predetermined or otherwise established range, 
the resulting key can be used decrypt its target object; 
otherwise, despite the key being generated, the resulting key 
will not decrypt the target object. The target object can be 
sensitive technology embedded within an installed artifactor 
it can be a target object designed to test whether the system 
is in certain state. 

0053. It is understood that multiple chains can be created 
to perform different cryptographic or examination functions 
in a cooperative manner in order to obtain a key. Such 
cooperative approaches can include logical combinations of 
one or more individual chains, such that a desired result, 
e.g., generation of a successful key, is obtained only when 
each of the chains produces a respective result that when 
combined according to the logic results in the desired result. 
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0054 Thus, functions can be written by system designer 
following appropriate format rules or written by program 
mers to achieve certain objectives. The ranges of Successful 
performance of the functions are specified by the system 
designers. The functions, the chains, the Software agents 
which composed the chains, and the functions a specific 
agent executes within a specific chain can all defined or 
identified, e.g., by a network definition file. 
0055. The design of a software agent network can be 
different for each system and can also depend on one or 
more of the functionality of the target system or the deci 
sions of the system designer with respect to sensitive tech 
nology protection and the functions that the network of 
Software agents is to perform. Using the techniques dis 
closed herein, it is possible to design a network of Software 
agents that will make the sensitive technology available in 
an unencrypted fashion only if the system is in a predefined 
state as pre-chosen by the system designer during a design 
phase, e.g., generally conducted in a secure environment. 
0056. A procedure for installation of an angel network 
can be divided into several phases. In the first phase, the 
network of software agents can be used to gather informa 
tion about a target system, e.g., the file system 104 (FIG. 1), 
the server 102 and/or the software agent module 106. In a 
second phase, a version of the network of software agents is 
run on the target hardware, e.g., the Software agent module 
106, to produce key material assuming the system is running 
in a safe state. The key thus produced is used to encrypt 
and/or decrypt the sensitive technology, such as the file 
system 104. In a third phase, the encrypted sensitive tech 
nology is embedded in a third version of the network of 
software agents. The third version of the network of soft 
ware agents is used to protect the controlled process and the 
controller when they execute the application on the con 
trolled process. Other versions of the network of software 
agents are destroyed. 
0057 Multiple instances of sensitive technology can be 
protected in this fashion using multiple chains which will 
produce different keys for each instance. It is also possible 
to produce functions or code fragments which can be passed 
from agent to agent so that the function or fragment is sent 
from one agent and executes on another agent. This tech 
nique can be used to examine a target execution environment 
by running software on the target that has never before 
appeared on the target. 
0058. A network of software agents can conduct exami 
nations of a system state and optionally, at the request of the 
system designer, can impose a penalty so that the critical 
technology can never be decrypted. If the change in system 
state is discovered before an adversary has been able to copy 
the entire system to a virtualized environment, the penalty 
can be imposed on cryptographic material that is stored in a 
non-volatile medium on the system hardware. If the adver 
sary has successfully copied the system to another medium, 
the penalty can be imposed within the copied artifacts. The 
penalty should be imposed covertly so that the adversary 
will not realize that the penalty has been imposed and will 
continue to experiment with the abstracted system rather 
than refreshing it. The strategy of always producing a key, 
even if the key does not correctly decrypt, hides from the 
adversary whether a penalty has already been imposed and 
hopefully will require the adversary to engage in months or 
years of fruitless reverse engineering effort. 
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0059. The network definition file can be utilized to define 
blocks of data, Such as randomly generated data that are 
installed into artifacts that make up the network of angels 
that will run on the target system. These blocks of data can 
be used to provide session keys that are used for initial 
communications among the angels and also to produce 
longer keys that can be used to encrypt communications 
among the angels. Any of the keys produced according to the 
techniques disclosed herein could be used to perturb blocks 
of installed random data so as to produce longer keys to 
encrypt and decrypt the critical technology. 
0060 FIG. 5 depicts an exemplary diagrammatic repre 
sentation of a machine in the form of a computer system 500 
within which a set of instructions, when executed, may 
cause the machine to perform any one or more of the 
processes and techniques describe above. One or more 
instances of the machine can operate, for example, as the 
server 102, the file system 104, the software agent module 
106 (FIG. 1), the first machine 202 or the second machine 
212 (FIG. 2). In some embodiments, the machine 500 can be 
connected (e.g., using a communication mode, Such as a 
public or private network 220, e.g., network to other 
machines. In a networked deployment, the machine may 
operate in the capacity of a server or a client user machine 
in server-client user network environment, or as a peer 
machine in a peer-to-peer (or distributed) network environ 
ment. 

0061 The machine may comprise a server computer, a 
client user computer, a personal computer (PC), a tablet PC, 
a Smart phone, a laptop computer, a desktop computer, a 
control system, a network router, Switch or bridge, or any 
machine capable of executing a set of instructions (sequen 
tial or otherwise) that specify actions to be taken by that 
machine. It will be understood that a communication device 
of the subject disclosure includes broadly any electronic 
device that provides voice, video or data communication. 
Further, while a single machine is illustrated, the term 
“machine' shall also be taken to include any collection of 
machines that individually or jointly execute a set (or 
multiple sets) of instructions to perform any one or more of 
the methods discussed herein. 
0062. The computer system 500 may include a processor 
(or controller) 502 (e.g., a central processing unit (CPU), a 
graphics processing unit (GPU, or both), a main memory 
504 and a static memory 506, which communicate with each 
other via a bus 508. The computer system 500 may further 
include a display unit 510 (e.g., a liquid crystal display 
(LCD), a flat panel, or a solid state display. The computer 
system 500 may include an input device 512 (e.g., a key 
board), a cursor control device 514 (e.g., a mouse), a disk 
drive unit 516, a signal generation device 518 (e.g., a 
speaker or remote control) and a network interface device 
520. In distributed environments, the embodiments 
described in the subject disclosure can be adapted to utilize 
multiple display units 510 controlled by two or more com 
puter systems 500. In this configuration, presentations 
described by the subject disclosure may in part be shown in 
a first of the display units 510, while the remaining portion 
is presented in a second of the display units 510. 
0063. The disk drive unit 516 may include a tangible 
computer-readable storage medium 522 on which is stored 
one or more sets of instructions (e.g., Software 524) embody 
ing any one or more of the methods or functions described 
herein, including those methods illustrated above. The 
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instructions 524 may also reside, completely or at least 
partially, within the main memory 504, the static memory 
506, and/or within the processor 502 during execution 
thereof by the computer system 500. The main memory 504 
and the processor 502 also may constitute tangible com 
puter-readable storage media. 
0064 Dedicated hardware implementations including, 
but not limited to, application specific integrated circuits, 
programmable logic arrays and other hardware devices that 
can likewise be constructed to implement the methods 
described herein. Application specific integrated circuits and 
programmable logic array can use downloadable instruc 
tions for executing state machines and/or circuit configura 
tions to implement embodiments of the Subject disclosure. 
Applications that may include the apparatus and systems of 
various embodiments broadly include a variety of electronic 
and computer systems. Some embodiments implement func 
tions in two or more specific interconnected hardware mod 
ules or devices with related control and data signals com 
municated between and through the modules, or as portions 
of an application-specific integrated circuit. Thus, the 
example system is applicable to Software, firmware, and 
hardware implementations. 
0065. In accordance with various embodiments of the 
subject disclosure, the methods described herein are 
intended for operation as Software programs running on a 
computer processor or other forms of instructions mani 
fested as a state machine implemented with logic compo 
nents in an application specific integrated circuit or field 
programmable array. Furthermore, Software implementa 
tions can include, but not limited to, distributed processing 
or component/object distributed processing, parallel pro 
cessing, or virtual machine processing can also be con 
structed to implement the methods described herein. It is 
further noted that a computing device Such as a processor, a 
controller, a state machine or other suitable device for 
executing instructions to perform operations on a control 
lable device may perform Such operations on the control 
lable device directly or indirectly by way of an intermediate 
device directed by the computing device. 
0066 While the tangible computer-readable storage 
medium 522 is shown in an example embodiment to be a 
single medium, the term "tangible computer-readable stor 
age medium’ should be taken to include a single medium, or 
multiple media (e.g., a centralized or distributed database, 
and/or associated caches and servers) that store the one or 
more sets of instructions. The term "tangible computer 
readable storage medium’ shall also be taken to include any 
non-transitory medium including a device that is capable of 
storing or encoding a set of instructions for execution by the 
machine and that cause the machine to perform any one or 
more of the methods of the subject disclosure. 
0067. The term “tangible computer-readable storage 
medium’ shall accordingly be taken to include, but not be 
limited to devices. Such as: Solid-state memories such as a 
memory card or other package that houses one or more 
read-only (non-volatile) memories, random access memo 
ries, or other re-writable (volatile) memories, a magneto 
optical or optical medium Such as a disk or tape, or other 
tangible media which can be used to store information. 
Accordingly, the disclosure is considered to include any one 
or more of a tangible computer-readable storage medium, as 
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listed herein and including art-recognized equivalents and 
Successor media, in which the Software implementations 
herein are stored. 
0068 Although the present specification describes com 
ponents and functions implemented in the embodiments 
with reference to particular standards and protocols, the 
disclosure is not limited to Such standards and protocols. 
Each of the standards for Internet and other packet switched 
network transmission (e.g., TCP/IP, UDP/IP, HTML, HTTP) 
represent examples of the state of the art. Such standards are 
from time-to-time superseded by faster or more efficient 
equivalents having essentially the same functions. Wireless 
standards for device detection (e.g., RFID), short-range 
communications (e.g., Bluetooth, WiFi, Zigbee), and long 
range communications (e.g., WiMAX, GSM, CDMA, LTE) 
can be used by computer system 500. 
0069. The illustrations of embodiments described herein 
are intended to provide a general understanding of the 
structure of various embodiments, and they are not intended 
to serve as a complete description of all the elements and 
features of apparatus and systems that might make use of the 
structures described herein. Many other embodiments will 
be apparent to those of skill in the art upon reviewing the 
above description. Other embodiments may be utilized and 
derived therefrom, such that structural and logical substitu 
tions and changes may be made without departing from the 
Scope of this disclosure. Figures are also merely represen 
tational and may not be drawn to scale. Certain proportions 
thereof may be exaggerated, while others may be mini 
mized. Accordingly, the specification and drawings are to be 
regarded in an illustrative rather than a restrictive sense. 
0070 Although specific embodiments have been illus 
trated and described herein, it should be appreciated that any 
arrangement calculated to achieve the same purpose may be 
substituted for the specific embodiments shown. This dis 
closure is intended to cover any and all adaptations or 
variations of various embodiments. Combinations of the 
above embodiments, and other embodiments not specifically 
described herein, can be used in the subject disclosure. 
(0071. The Abstract of the Disclosure is provided with the 
understanding that it will not be used to interpret or limit the 
Scope or meaning of the claims. In addition, in the foregoing 
Detailed Description, it can be seen that various features are 
grouped together in a single embodiment for the purpose of 
streamlining the disclosure. This method of disclosure is not 
to be interpreted as reflecting an intention that the claimed 
embodiments require more features than are expressly 
recited in each claim. Rather, as the following claims reflect, 
inventive subject matter lies in less than all features of a 
single disclosed embodiment. Thus the following claims are 
hereby incorporated into the Detailed Description, with each 
claim standing on its own as a separately claimed subject 
matter. 

1. A system comprising: 
a memory to store computer instructions; and 
a processor in communication with the memory, wherein 

the processor, responsive to executing the computer 
instructions, performs operations comprising: 
receiving a request to access information content from 

a file system; 
identifying a network of software agents, each software 

agent configured to conduct a respective evaluation 
returning a respective portion of information; 
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requesting that each Software agent in the network of 
Software agents conducts its respective evaluation; 

generating a key from the respective portions of infor 
mation; and 

accessing by the key, the information content from the 
file system. 

2. The system of claim 1, wherein the network of agents 
are configured to perform tests on the system to determine 
whether the system is in a safe state. 

3. The system of claim 1, wherein the network of software 
agents makes the key from values returned as a result 
obtained by performance of a test. 

4. The system of claim 1, wherein the network of software 
agents is re-configurable according to a type of test per 
formed. 

5. The system of claim 1, wherein the file system is 
encrypted, and a file-open command of an unencrypted file 
system initiates a procedure whereby a plurality of software 
agents of the network of Software agents are called, the 
plurality of Software agents providing respective portions of 
information. 

6. The system of claim 1, wherein requesting that each 
Software agent conduct its respective evaluation occurs 
sequentially according to a predetermined chain of software 
agents of the network of Software agents, each software 
agent of the chain of software agents passing its respective 
portion of information to a Subsequent Software agent of the 
chain of Software agents. 

7. The system of claim 6, wherein a final software agent 
in the predetermined chain of Software agents produces a 
key, which is a combination of the respective portions of 
information of preceding software agents of the predeter 
mined chain of software agents. 

8. The system of claim 1, where each software agent of the 
network of Software agents conducts a respective examina 
tion by using an authentication function comprising initially 
encrypted authentication functions that are decrypted just 
prior to being run. 

9. The system of claim 8, where the authentication func 
tion uses other software agents on other processors to 
conduct their examination. 

10. The system of claim 9, further comprising communi 
cation of code Snippets from a calling software agent of the 
network of Software agents to another software agent on 
other processors, wherein the other Software agent receiving 
the code Snippet executes the code Snippet in memory 
immediately after receipt and returns a result to the calling 
Software agent. 

11. A method comprising: 
receiving, by a system comprising a processor, a request 

to access information content from a file system; 
identifying, by the system, a plurality of Software agents, 

each Software agent configured to conduct a respective 
evaluation returning a respective portion of informa 
tion; 

requesting, by the system, that each Software agent in the 
plurality of Software agents conducts its respective 
evaluation; 

generating, by the system, a key from the respective 
portions of information; and 

accessing by the key, the information content from the file 
system. 
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12. The method of claim 11, wherein requesting that each 
Software agent conduct its respective evaluation occurs 
sequentially according to a chain of Software agents of the 
plurality of software agents, each software agent of the chain 
of the plurality of Software agents passing its respective 
portion of information to a Subsequent Software agent of the 
chain of the plurality of software agents. 

13. The method of claim 12, wherein a final software 
agent in the chain of the plurality of Software agents pro 
duces a key, which is a combination of the respective 
portions of information of the preceding Software agents of 
the chain of the plurality of software agents. 

14. The method of claim 11, wherein each software agent 
of the plurality of Software agents conducts a respective 
examination according to one or more authentication func 
tions, wherein the one or more authentication functions are 
initially encrypted, the one or more authentication functions 
being decrypted at run time. 

15. The method of claim 14, wherein at least some of the 
one or more authentication functions conducts the respective 
examination using one or more other Software agents on one 
or more other processors. 

16. The method of claim 15, further comprising commu 
nication of a code segment from a calling Software agent of 
the plurality of Software agents to another Software agent on 
other processors, wherein the other software agent receiving 
the code segment executes the code segment in memory to 
produce a result and returns the result to the calling software 
agent. 

17. A machine-readable storage device, comprising 
executable instructions which, responsive to being executed 
by at least one processor, cause the at least one processor to 
perform operations comprising: 

receiving a request to access information content from a 
file system; 

identifying a chain of software agents, each Software 
agent configured to conduct a respective evaluation 
returning a respective portion of information; 

requesting that each Software agent in the chain of Soft 
ware agents conduct its respective evaluation; 

generating a key from the respective portions of informa 
tion; and 

accessing the information content from the file system. 
18. The machine-readable storage device of claim 17, 

where each Software agent of the chain of software agents 
conducts a respective examination by using initially 
encrypted authentication functions that are decrypted just 
in-time when they are run. 

19. The machine-readable storage device of claim 18, 
where the initially encrypted authentication functions use 
other software agents on other processors to conduct their 
examination. 

20. The machine-readable storage device of claim 19, 
further comprising communicating a code segment from a 
calling Software agent of the chain of Software agents to 
another Software agent on another processor, wherein the 
other software agent receiving the code segment executes 
the code segment to produce a result and returns the result 
to the calling software agent. 
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