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G7) WE: —Fh 2 20E RS, FIAMNAGESE. MNEREmEE, 2B AFMEN RIS RS %, g
WBEAR R e B, B RIS, SO, SRR INBAE SR GEAEER A B A IB LT, 0
E e ov ok A M DL R R OV DT =il T W el ol 7 e A M R PG e R R S DT L8 6 =i
AR 2% et



WO 2016/107321 A1 WK 00N 0 R

84)

LY, MA, MD, ME, MG, MK, MN, MW, MX, MY, MZ,
NA, NG, NI, NO, NZ, OM, PA, PE, PG, PH, PL, PT,
QA, RO, RS, RU, RW, SA, SC, SD, SE, SG, SK, SL,
SM, ST, SV, SY, TH, TJ, TM, TN, TR, TT, TZ, UA, UG,
US, UZ, VC, VN, ZA, ZM, ZW .

mEE R ARY, ERE AR X
fR£47): ARIPO (BW, GH, GM, KE, LR, LS, MW, MZ,
NA, RW, SD, SL, ST, SZ, TZ, UG, ZM, ZW), KK V.

(AM, AZ, BY, KG, KZ, RU, TJ, TM), BK#il (AL, AT,

BE, BG, CH, CY, CZ, DE, DK, FF, ES, FI, FR, GB, GR,
HR, HU, IE, IS, IT, LT, LU, LV, MC, MK, MT, NL, NO,
PL, PT, RO, RS, SE, SL, SK, SM, TR), OAPI (BF, BJ,
CF, CG, CI, CM, GA, GN, GQ, GW, KM, ML, MR, NE,
SN, TD, TG).

EEBRAT:

F475 [ Bk R R T (R 258 21 25(3))-



10

15

20

25

30

WO 2016/107321 PCT/CN2015/094850

FAATH
AL BABAZTHAANR, AR R —Ar & 21847 R 4%

FEELR

LA P43 R 69 R & R, ACRAL S 69 ) Pl i3 W B35 M R TR IRIE &, JFit
ATEATRME, HP, REBRAETUAR TN TIRS B XA LM £ 449 HTML (HyperText
Mark-up Language, #7/i8 HARiTiE 3 ) XM A%, ik P HiX 8 U L 269 —F7 4k
4.

Yo B W SR WAy, EAUIT N SE P AN, ERATMEF HATERLS, £
R W sE AR AT RR M sEe) W R R, R BAPATRE 695 EHRE, Am
FEER R, £ —% W3k, wRATWE. IATERSESF A AR S0 W aket, F
R YL RS iR S W 7S A S\ L W AL T2 o e s ol o R W s e e
W12 B E. Rk RiEmE o B FMRAF G o A, LR T AL
449 P 5ha% R LA,

EHAE
KT ERFA, R T AL A ERE—F IR LR RS H 2 Vo Hg ik i

%) B8 44 Ao g i85 B 4

RI/ERLA G —ANF @, BET el fF4A%, O NEBREFPBER. %
& B AR i R F W 24 %w»%kn&ﬁﬁw»mfkkﬁ%ki5% LR R
I R B AT % AN, ﬁﬁ%é%ﬁkkf%#%i , AEPT IR 2438 18 ALy e 5
e, PTRR W BB F 5% %<%i l.ﬁiﬁll.%zlﬁﬁﬁl.rl 4R G2 AT A INIE, FF
EZ NIRRT G R 3 i /Eﬁﬁkﬁtik AR e B SN, ARG PTE eR

%@%&ﬁﬁ%,ﬁﬁﬂ%immgﬁ¢%%%mfﬁ%;%u%i&%@%&ﬁ,m
Tl T AR a3 T R ATIR R TS, Ritxs mmiﬁ#%%%mﬁﬁ%-%imﬁé
BPHEE, O B84, AT AR AFEE AR BE P KB T ELS
%U%A%%é%%ﬁ%&ﬁ;&ﬁﬁ%,mf&ﬁﬁmm%u%é%%@%@ﬁ¢ﬁ
fh 9 B P AE AR P 3 ATIR S, S BiEaitk, BT MR R P AT ATIE A PR A
WHEAZ &0, AP RAT SRR, BN, B TR S REEdE, mEATRL
BAZ & A9 A PR A .

ARAE AR 69 % 238 4E R R TT A BB D F A AR A0y A PE R, &
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TR P HATT i, AR HRiE@, RBAINRN P FBEERLT, mERLeER
AR ARG R PR A, iR T AR Z & B A GRS T A ENE
GHE . AL BRI AEELEREFPVE, BIFT b2 B9 AR+
Bty B PR R AOE R, AR S g e B A AR ) 2 et e BAOR.

LRGP AAR AR T RWE, AT RSB LFRETRARLPAHEARATE, @
TRBHIAF AN ETAER, FFEAHTERLA Liffdl €8 69, HEFR568%
FRR T, A TRHERLAGLIRE®RT X,

W B E9A
il A D kT AR F A A A AhiE, BAT Ak A9 B e B A AT T AR AR R A

BAARKEHFFREAT . WEA T RBHREERS X688, fiFRIAH R KL
BRAgTRE. W EAEEAWE Y, AARGAEF TR TR GRE. EWE P

B 1l T ARSE R — A F e H) 6 —AF A B AR A AR A 6 7 ik e AR B

B 2 7l T ARSE R — A F e H) 6 —AF A B2 AR A AR A 6 7 ik e AR B

B 3 7 TARIE AL B — A 5645 64 n 8 F A2 04 — AP RIZHLE = F 1B

B 4 7B T ARSE R K —A L6069 35 T HARF ARG R 09 F TR FEH;

B 57 TARAE AR P — AN L5600 69 £ 3] BB P 3% 37 A P 2 USBKey #9 &
A

B 6 =il TARIE AL A — A EB 69 2R W B R 6 T B EEN T E

i

Al
B/ 7 7 TARIE AR K B — A0 6 R B R P su P RTH P EASRI 2 46T
=H;

B 8A =i TARIE R A —A LA 69 £ RV BB P 55T A P AR F FAZ &
ORI

B 8B = iE T ARIE AL —A KA 69 £ RV BB P 55T A P AES FF w13 &
T EH;

B 9 Tl TARIE AL B — A E 36669 —FP 53812 RS MAER;

B 10 =B TARE RE I —A L3069 —F 3] R E P sk KB QL MIER;

Bl 11 7 T ARAE AL B — A~ 23640 — AP R S R P o B 69 7T it s AR ;

B 12A 78 TARIE AL A — AN 55640 693k BRAE S 69 5 —FP S AR ;

B 12B = ih TARIE A K B —A o601 69 32 BRAE S 64 5 — AP 45 AE IR

B 13 7 TARIE KL — A 52566 69 m % T A2 69 L AR ;

B 14 7 B T ARSE AL B — AN 525640 69 ok 542 4G S A AE T ;

2
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B 15 & TR FHATAAE KL 6 o e o B4 A AR o9 5 ik 0 3 Sk 00 4R
A

B 16 78 T A TRIFRA T EIARE AL 69 iR 402 B4 F R 69 7 % 69
A2 5 XA 6 Al S 7L

AR KT X

T @ AR B B ma iR AT A S, RAME T RFT AN
T EFEG), R B, T AAEFT X E AT do R AKX E iR 6% 52 5619
PRIl AR, R EZEF ZA T 4895 LEMEMANT, FFHEBSHE AN Y
SO A A RATIR A AT

% 545 —

ARE 1, TH TRBARLY —A L) 69— X 202 B FHE AT 69 7 ik 56
Bl FRAARR, BARTUA LS T FR:

I 102, 8O FHRA T EBER L RE P 38 T ELR D BN 2B GE
.

)P AL R BB 3R W EARATR IAT R W LI AT S0, AT RIEIESE
Wregsett, FERA BN BAAMRMS. AP AR LERF HRIAZ PN
L W sE e Ak AR Rt W sEd kAT W R EATIF E A, RIEBE P meRT AP AE
NG4S FARGARRRAE . R LR E P o6 M A2 AT R SE AT AL R R P A S
8, WITVAR R PRtk B E M AL REHMAG, KRIEEPIAT I REIRE,

A B GRRAE, BP USBKey, %4 B4 G 484 B FiEd, B P T ek
HEFERR FES., FE2HRANE, — N2 FAEMR PR F EMH —A A Pk
¥, BKABATH A A2 BRGFMEM. Hlde, LTRTHN LEATH 22 FH
BB T AR AL TARAT T RN P RS, JZIARAT 09 P LARAT 69 & B4 B AL 1F o
Bk BIAAT T L6 A P,

FEZHIPN A, AT GMEFETIKEAHS USB (Universal Serial Bus, i#
BATERR ) T RRAH X, ToAiBiE USB H AR Wi S4n k. 4Tk 20 %4
A A il i USB R EALSR G, REHG) PR BZF 5Tl § iR 3 KB L P

5% P 4458 00 4 1 N 09 S A B AR AR AE, ST AN TR S & B4R AR 4 5 H 4 USB
HFER R R, ﬁ%%&ﬁﬁ%é%%@%&ﬁ% G, A5 PTG H 4
AR i, i E%k%»%&»KT%%%%%&%%*%@%@#%A@%
B, TOARBRTE R E RSB P AR PR, @ ORIR T R e,

I 104, R B E P 6RO R 5 AT IR 5o B AR b A6 ) PR A

3
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APt AT R,

REBEP mE R B A GMAEN R LB ERIE, TR 22 %
AR P B R P AES, FRRATEA PR B RN Pt ATiR . BRI
B, RPBEFPHTABERTOH AR TAER FIES, LT A8 b5 AR FAT
WA PFAER, KL EIRG R ~F X ARMIRE, %58 FiEB R T4k, LA F
HANEEN R PAER A G AR PR iFATE R PR BP T,

B 106, HR\EBE P mBE A P ATPTAR PR B e kEE S, TR P AT
G i,

H W BE P SHZITAEZ it o BAGMEN, B A5 R W ELLT5 244
PGB, FRRATELWIE. REHA T EIRE BT PGS AT R, AR PR
AFERZE, SHPF AL NEIE. TEHANNA, IR IERREXNEREF #it
A7, L ERBATOPRLIRS BZ R P BATH WEE, AHIAA P A H

FEZHP R, RERG P AP T EHEIETARRS A7 XNREI. T8
W EARATE R, STRARA AL P ANRAT T B, W _EARATO AR AL 6 7
Ko, 3R P HTE WA, B ARATE MEIRS B P G A PR E 48T B ARA
W _E4RATE) AR B, R W EZF 3T AR P AT A 013 & KA 5 W
BIREB, HEMAREB T HMGA P GH0E AT, wRE%RpTE, AP
B FsiEidit; e RERART, WEMERERK. §FE23LAGL, AP T E
¥riEnt, B PN T IE & T AR LIRRATF R, LT UARMR 24, LT AR
P H e F s RA P F 0 e91E &, RERGITH 013 &6 BAR A R RIR A,
ﬁﬁﬁ%w%m%ﬂ%gﬁ&xﬁﬁﬂ,A%“%%mmf%ﬁWWo

FIR 108, Pk FmiiEidit G, B ATRRBE Gt A M FiEd AR,

EHiiEdd s, MNEBEFHTUAINERF 2200, FTEZEFLEER
FEGR P, I B PR RE St e A PR R e BRI . FIR 104 F 2Rl ke
mfm%ﬁﬁ%T%meﬁﬁﬁ,H%ﬁ%um#ﬁ%&%%@uximﬁm#%ﬂ
R Z, TTUARRPERG LR, EYWEiEdids, RERE P EHIAR P 240E
PUF, AR PTR AT AT 69 R P AR 69 R A AL

22 EPTR, KREHRP)R G BEF %A mB L EAGMBEENR, 4% 8301575
HPER W REP 9w T ELRNHE DN Z BB, RER W EBEF #mit Bt
R TATIR R FARA A E R PR AR P OATIA S, A AR N EBEF
AR R P AT ATIA A PR 69T &0, AR P AT IRIE; KRB ATIE IR
BB, WmBARAFREEAT LG PIER AR, KRERGEMBELEFRAFHEM T H
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e R PAEB ST, xR P HATT e, A miiEidid, % AR P S metE
ST, MBS BB P AR PAER NE, T A bk B GARER A &
Bty B PER MO E, REmEK Lo B GAREM0 2oK

F ) =

Je L3R a0 Hak b, R T4 4k 4 he K s o B AR AR AR AR 64 7 ik

ARE 2, TH T AREARL I —A FEAH) 6 —F hn iR o A AR RRAT 69 7 ik R e
Bleg BORAEE ,, BARTT VA @45 T 3R

T 202, ERNEREF BT RHE LV SFHLBITE B TIE, LP, BT
A AnE T RAER FHAHEBEREEZINE — o F B 85§ @ d 69454k, ARSI
.

fF W3k, 4odf ATk, AT ERSEFH R AL SN EE 2l il e
B #749 HTTP (Hyper Text Transfer Protocol, # X AAfEi£ V) il 18 #4740 F 4B 69 1%

, AL RA B RS E L SR ENARESB R RTR BB EL L, FERAHL
%ﬁ%&k,iéﬁﬂﬂ A FR 25 640 P R BE4T15 )

AFERYIF, RBT MR WRE,H, LAMNEEFTERETHREEL L
FRABRATRAZ BT HAZ, HTHEFLREERBEIN, FE2ALERE

D

WERE P
S B S BRI LR b SR IATIRAZ 0 E T AR, PR B T AR 0 R RE A
H i BRERNG — I F BB G e BB e, ARSIRE L. BPRM T Tt
AR A Ak it A2 e R, R R LB £ L St T E e L aillT, L% h
M IR 5B HAT I E G 2845, Joxt TR R £k F0t42 é’J FHAFELF — o
R S E e e ting s 17}1@6%1;&%&11 SHERLE BB AL NEAIRS S,

FYLEAR A R AR A a5 18 18 69 153 .

FEHYGE, BFHFAT, MU ELHFHERENLRSEAZRATERREZ, 2
A, EVA gAY B ARG HTTP @8 #ATRZ 0, & 2k 5382 kAt WA IR 435 KA 40
HARAZ GRATIEANT, BT E TR ANXLERE, BpAT R T 32 4F 4 ATk £
W it A2 5 iR AR 523 2 18 a9 AK3E . REHp) P iR 5§ — B A PTR R S £

A -3 Fo Bk e 2 F b A2 69 R B F 8 PRIR S A B8 Fr ik e T @t A2 e W
RSB ELBFRE, BT RnE TRR TR T2 L TR T L 534209
F—An R, A E TR NLRS BN F gl l, RENHTE T L5
BEPTEMERS BN ERERE, RS T I LSARALTERE —InFld L E
2o E T AR 6 e S A e, Ao T AR ST DR AT iR e SR8 i B e 8 1 R R 4

"
SIR%35. AR, TTANAE S Ao il 1 P A ATIEAZ 69 28 R AT ARn 5 Bk SM4 AT
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b S-S B AT AR,

ANEEA T, AEEE
Az X, Afhn BT AR T oA A R IE, R
Aol W28 E b St AR — Ao R, B MRS B 60 5 = v 8 0 i@ A MR A AR
A, @ IPC 127 X A kA2 R ABAE . REHaP P, InETHARNKIE LI 4o
B 3 ATa, BARTT VA 4540 T 44

FEAE: ERELARE, QAENTEMEL. T LS5, AR LR TR IPCE.

Mo 42 A TRARSma, SF 5325 F5EH KK (accept) R
PATAE R A AR IR A .

A SRR LA 5 2SRRI NAIR S W 50 5 12 5 A8 e A8 18 i BT 4
. Am AR A AR BAT P 5% 09 2R Sk

FEEZHAGR, LHAEELGERAZLT: (1) BHREHIE, BARBHKE
# A hitp request #3E.  (2) 5 WLIRF 25347 SSL ( Secure Sockets Layer, 2423
E)iEd, BAKG45 SSL MM S, SSL WXt d, FiEWE, &P HiE4H3iE( CRL
AR OCSPIAIE) (3) 5 web REEBX A, AR AR IZEHE hitp request HIEZL G E F
SSL i 8 & £ Web R 425, FRIX Web IR 422 49 http response. (4 ) X% MR 5 HE S
ISR HRE., B ARFEMLIRS 549 http response §5 40K EH, (5) X MEHE, L
FREAR PR L AR, WAFERE, BAKREEEEADHEERNG. F 22U
R, TR % AT ARE R BARST DR B B ok

FEZHIR, RA SSL 695 2F KM & WL F W iAiE il BEABER B HATR
ZAINT, ERGBL B NERGSE T LA ET SSLAEM, % ka) SSLAFZ bt
ZAE . 424 AT SSL 7F Sbif HA A — B PR

(1) 43T SSL - K FiEH Ak, fSGERHEZ LA PKI (Public Key
Infrastructure, 2~4A 3 aEiX56 ) 4R R 283K 69 T AN, RERGMEF L2 5B 3T H A
IE, AL AR R AT E A6 AR, KAET PKIE AR IR B 9%

(2)H5 3744 SSL = &b i £ A B SPATF a9 3t i Bk, RAESKREER, EA—%
Rt AR P 5 = s 3t AR Fok KRR SMI FLik 2 SM4 Hoik,

(3)L AT 893 JExb 4R ik R A RSA Fook, MR 325640 KR 49 46 [ o £, % 2 ECC)
R —H RSA EA 524K, EHAEQNMATH, LA E/ME. HFEL IR
ANHE TR ERAEE, TAgs B r @B LA EMA& PR P mins. &
FREEOAHLEINFREERFTEZNELLLTR, RELL2HRNZSER,
C R AR % B R A B RATELL LR R A 4 % #4474 (IEEE P1363. ANSI X9.

%t A2 5 e 5F 7 342 R R A & IPC ( Inter-Process

A
Communication, Ut42[8):81% ) M
St
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ISO/IEC #= IETF %) , ¥ARA1E &2 LM 6 TABRBFEARZ—. Tz
ECC (ECDSA+ECDH) H ik 4% # SM2.

R EHe ) AL G I B2 B A FAEREA 09 7 ik, 614 PKI LGl A 5 8 & de g 32 3L
ROER, E A DT 60 E AT R L ) 6 bik 38 KARAL B BAR 69 R S0 1E
JidIN

FIR 204, Prifpesg T #A2i8 048 F 342 L AT WA IR 5 5 ST 8T B G A
ik,

R LA T, EAGERAT AT 7 9] W 3569 WA TR 5 5 e it S 888 P sl st ¥ 2047
INIE, AAINTS 19 69 P28 TR 55 23 69 30 FAE B A BRI SL B A P g IR M F i B R LA

#ag, B AE AR F ZIAIE GG R B @451 19 69 W ﬁ%éSﬁ%MKM£$ZF%%
I GG R AR . KEHA) P TIE e R F it A8 1R F AR B AR A IR & R TR T
P GG R EPAIE A IR, BART B T AR %I Pridm % T itf2d@ i F o2
Hprik IR S BARK AT A F SN E8M: mBHIEWF . EBIAE. BHARMS
4 INGE.,

FEHNG A, LR REIAGES A B AR YL B A P %A W 36 P & W 45 TR 55 B
A F AR T TRy, ZEFIAEE DT AE LA T 7 Xk E I

b, REBREF BE L WA E B K EE F 3% 1914% 4 & ClientHello, PTi& %
IR 452361 BT iR 3 W, 2 8 7 3% BRAR R 4-5% 1914 7} & SeverHello, 07 A & 435,

KRG, MEIRS B & PTER B E P % K AR5 %IE+ & SeverCertificate, & F
ZHATREINE, RERSFEBQR L EL P BIRRLEIRS % E A RN L
SeverKeyExchange . & 45 A iE # K 7§ & SeverRequest #= R 4 3% F] /& % 4§ &
SeverHelloDone., 2. FFidiE FAGEH K & T8 R E#ATE P 356938 B IAIE,

KRG, REREF 356 R AEXHARF E SM2 3t T i I 4R 425 69 365 58 5 AT IAGE,
FINEB LG, RWER P %6 TR N LIRS B8 KEE P #%iE+ ¥ & ClientCertificate,
WA P HIERY & QBRI BE P mm B A PAER, I M IR 4 BT AR s AR AL
SM2 *F Pk %) W B8 & P 3% An 3,69 ) P AE B HEATINGE.

BN EFERY, AEBEF BTG MERSFBELREEF FHIBE L
ClientKeyExchange #= & 7 5% [9]4% 7 45 7% ¥ ClientHelloDone, vAZ 47 X A2 & AGEFT
T AR TN &, KEEHIR——ibid,

FZHLA A, ERE P 5% FMEY & (ClientHello 7 &) 4F 4 %) 3 B2 P 5% o ) 44 TR
%%ﬁﬁ?‘fﬁﬂéﬁ F—5H &, Prid g TR E) ATiE M A IR S B R ZE P 9% B RN &
J&, FAEWAIRSRBC RSB RN . B 5% AN &ML
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1. Clien vision & =& F 3k X276 AR 9 BORAK ., Lo AR5 2 1.1,

2. Radom A& F 3 = A G AHAZ &, H AR LIS LF L.

3. session_id A& 7 3% 5 3% P AL 69275 4FIR. session_id R —ANTRKF K, H
BHREBET. wRAATEAGSFERRIAF PR T L5, ZFEAE, TN
RTEP AL ERIZLE. IANRERRTRAZINGEEFFR, HTEERR, X
Al FHBR SO EEATR. DERIRARE B — AR BB M IR RS XA R
A8 K 69 PR B AR AN . — AN iR R AR K T BT ) B AR K 69 1 AT R AR SR
#l % .

4. cipher suites & P %P X F o) BB II R, BF 6 3% R E AL R
BIFHT), MARR DO EDEHTHAGE. wRIFITFAFEIAE, KAFER
REYOAKERNGRENERN O BREN. EABREFOE-NEAIBREE, —
N ik — AR ik, BREBREEDEMFIRFABF-NEI NG ESE
i, deREA T IR R 6 B A, FAEEF R BIREN & B X A,

5. compression_methods & F 3% AT X 369 B 4% FLik 91 R, B o6 %3 BEYE 5
FAEA R ABIFHES), RARR GO EE L RHEGIE. MEBRBEEREF 7R
bikFE-ANGZ NGRS R, NRTLAOATEE L L, BHEEP BRREEL
eV b — 8 R g k.

FZH R, RS BLRENE P 3% 0EE &P R iR BBEM4, RS
KA PR R 434 A% 8 & (Server Hello 74 & ) VE AT E P sn MM &40 4. R EKR
B R ey BB, R BHE LIRENE.

AFEB P, FFEPRINELTAR P R JEAT AR R ATIAGE, B K R A I
FH QAT BABR AT AR, LN R B T RAATRIERATIER. P, 24
FEATARI R R SM2 Fik, A AALEB T ECDSA &4 ZILH iAIE, &M mEiE
¥ 3L F ECDH LI B4R .

JE AR ) 0 —FP Tk ) P, BT e R F A e BT A B 2R S B S AT UE) IR
FAE, BT BT Xk FEA:

1) Fr ik Ao g8 T3t A2 3 MOPT 8 M AR 533 KA 69 IR F3iE 3508 &, PTRR IR 3% 245 7)
& OLAEPT IR A IR 533 04 38 5 5 454,

2) ik g Tt A2 BT iR AR5 38 K 14 698 B IR K &, PTRIE AR,
Kl &R TR FHATE P 35608 FIAIE;

3) Frid i T AR BT I8 AR5 B K AR G0 B4R Il &, B BRHA RS
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4) Prik e Tt A2 BT IR W AR 5 35 K124 69 IR 3% 9 4R 7 45 7K &

5) Fridpm g ot F2xd BTk 5k 2 A 4 G 4 AT IAGE;

6) BT sE AL ERINERILE, AT mETHEGERNLIRS B L AL F %%
IERH &, PTRR PR H il COBEMAR T EEP HOELIES, UL NLER S
BT PTIR L  GEP HATINE,

REHwA P, ERmBERIEWDE . EHIAE. B RARE L IGEH R 2R
WRE P smbmE TR fe MG IR G B0 F AT PATE. RERE T, WEAER
AT SGERAE], R e IET AR A R SM2 Bk, A SEH AT ECDSA A 4 5%
IEHWAGE, A AR KT ECDH SIEAWE . AL 69 SM4 F ka8 847 4m
F, AR SM3 Hik st aE AT %

H ¥, SM2 % (SM2 algorithm )2 —F0 44 [ o & 47 B A5 Bk, LB4AKIE A 256
PodF. SM3 Hik (SM3 algorithm ) & —AYE M Jokflik, LEAKE A 128 thds, SM4
F ik (SM4 algorithm ) & —Fr 2Bk, S4AKE A 128 tod¥, H4AKEH 128 1k
4.

Wl 4 B, g Tt e WA IR 425 6948 F i AR L4

4.02. Ao F A2 KX K P 3% PR & ClientHello %M 41k 425 .

4.04. WAIR 535K % RS9 5427 & SeverHello %Pk 4=
g F Az

HF, WLIR% E A ClientHello 74 & F #% 3| L fe 6y BB, %K 1% SeverHello 754
HE, FRAE| EALe)FEBEMF, BAREZREN L. Z SeverHello ¥, Sever vision, %
TIRS25 X AF9M AT, 4= 1.1; Radom AR 235 &~ A 69 RAMAL; session id AR 453 1% )
89 & & 47 1% ; cipher suites AR 4 3% A ClientHello 7% & + & IR 49 % A £ 1 ;
compression_methods AR %-3% A\ ClientHello 7% & o £ B9 R 45 H ik .

4.06. W 28R 5525 K AR IR 55 5%AE 4 0 & Certificate %0 % F 42,

BP SeverCertificate A &R B AZ LE B A B H, Wik S5m0 5585 4P
(X.509 /771 )

4.08. WAIR 425 K % FIAET KK & SeverRequest £/ % T it 42,

i it SeverRequest % & &R E P s R HE . FBlaT4890 TIAER A (ECDSA)

4.10. PR F 35 KA IR 55 4R 34 0H & SeverKeyExchange %40 % F 42,

SeverKeyExchange f] T & 7 s it JL 7 A 48 FH 69 TALE4 . ~4AT UL ABMNIRS &
5 69 EAE P A RI . e B P %5 KAALT A TR E E 4 pre_master_seceret H4A, AR MRS

- A

S4EP 9 4R34 ECDH 2 &

>
A
a
=
=
N
&
N
s
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4.12. WMER S35 K% 9 1E 7T 45 & SeverHelloDone #-/n % F it 42,

SeverHelloDone £AE4E F 124249 hello 75 &ML T AR, REFHEF 6005 H &.

4.14. BT HABRLIEE P EH RPN & Certificate 25 F 4R 5% .

PP ClientCertificate 7% &2 hello 75 &M T RE 95§ —FH &, WwOIBEF OELIE
F (X509 575 ) .

4.16. mnE T AL AR P EA X4 & ClientKeyExchange % W 4R 425

ClientKeyExchange 7% & ¥ W 4Rk 425 69 47 m B TR E B 4.

4.18. AnEFitA2 £ AR BRI Y & CertificateVerify £ W 41k 42 .

CertificateVerify & &8 FERNE P st B AE B SEFHE. KEwpd, =5
A P dBN USBKey J& T AR T P S NPRI? 0 4, 2 AR4P 0 A-Bp 35 45 42 1200 & 30 e A
PREGE R, do, BPHRAEAELIES 0 BECCAYANIEFZ &4 AATESDSA L L,

420, AT A2 L AR P 0% E ALK R FE & ChangeCipherSpec %4 W 4 IR 425

8P ClientChangeCipherSpec ¥ & & Ik 43 & B B ik B B A T AR

422, HniEF AR K X K P 5% 3B F 45 R H & Finished £ W& IR 455

ANEHB Y, mEFTHEBRBEZP BAOEML . RS %6 M.
pre_master seceret 1 f) %548 F-i& T F- master seceret, K JE A1 i FAALAL A= master seceret
ARG BRI E EL, KK ET N & E/E i E S & ClientFinished ¥ & % Ik

424, WMIR S5 K AR S5% B AP T £ 8 ChangeCipherSpec #-n % T 142,

4.26. PRS- B K E NS5 48 F 45 R % & Finished %40 % T # 42,

RGBSt B, B P )AL R BIIER P e 5L . MR A F
89 B AR A=t 4T ECDH & J, k4% pre master seceret, KA & F sh B ARe) kit A
master_seceret Ao A F F 4, ik SeverFinished 7% &89 E#, Q& P & %
SeverChangeCipherSpec 7% £, %u%ik""]‘ ok BB .

Wi PR FARTRT R WEE P #f WA RGBT 6AE. AWM FHFL
A2, M e E AR Fe W R T A S 57\7‘5']4{)*] W T 649 B4R Aa B R AKHE .

P IR 206, 8 SRR EER Y E L P %P LSR 03 O N R E P AR

.

AR FEFeA) A BT ) 69 B 3k E F AT WG TAGE A Bl AT, BRI B P et
2B E)V A P A E B TAGE) P sh bk BT, R W R R P i b AT EARR R P 3

B GRR AR, BPARTA P 4N USBKey, %0l 5 AT, W& IAGEAXT AT 5 F)
b 4 W TR 4535 Fo i) W B B P SR AR BB ATINGE, #HIATF ) 69 M IR 4 B 69 B F e

10
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ABRBI W B AP 3m T B F A R 208 2, B G e E ZAIE 48 $ &
Yiy B 0 R sE Y b BAE B A RR W B R P b B R FAES . Bk, KEkpe)d AR
B SR A SR W B R P 8 T RS 9 D A 2B Gk, BURT L84
VAT BAST 5 R

F B —, ERTHFIERGEIAEN, AT o E T 4218 13 B 1K 2 o B 40 ik
FEAF 64 B L 5 AR 18 A0 5 Jo b 5 R BR BT B 69 BR S 42 B AnBRBh 35 2, *%ﬁ%%%,ﬁﬁ
I EJIAE BT BT i S0 AE 5 BLAR 63535 9] 69 W b 64 38, S 0E 35 0A BRI YRR P ik B An B84 B
1 2 2 A AN AR AR A P 09 R PR, W%x%%»%kﬁTVﬁiﬁ B E A A
FEAF 694 L 7 AR IR Fe P dn 5 R ERF| AT L6 IR 45 B AeBR Bh 3% 0,

FHHR =, B AR IR F AR S 2 5 TR 2 o B4 AR A ik iR,
K Fn P ik G2 A AR A IR 5 B A BR B3 0 25, T AARIE AT iR AR 3 45 B Fe 2R 3)
Bo 5 o BAGMARME B ZE .

FEZRM R, ERLY LR G —FTLTE P, PTEHIR 206 8 SRR ik
R BEF 3% )'Tftl"‘ B HE T dENG ARG RR AR Z AT, s PR BTk
F AR F AR b A TR T MO AR 4 2R K R AR B AR RO B BB PR W
BIREB ﬁk%ﬁ%%ﬁ%*ééﬁ B JE B E P TR0 TR R
PRGN, B MNENA o BRGNS, PATHTEF IR 206 B FHiR5)HF
R R 5 P AR 09 3 O dE N8 S B AR AR A

B 208, FEBZEF ik BOF R R TR S B A ARAE P A4 A P AR A
APt AT R,

R F ) P PR R 0 8RE P sh i IROT B AT L 224 B4R B AR AT P AR 60 A PR
PR P ATIRSE, BARTT LB TR S B

FHBR—, Frid e Ft4218 i A7 iR 4 B0 1 SR IO L 2 K 4R B AR AR Ak
G P AEF. PTiE e R T O AZARAE AT iR SR 4 B e BR ) B 0 5 T iR g o AN A AR AT 12
3T EBEE, TR T AT B SRS TG RAE P AR e B2
Wleg R, SeBf BT HAZ IR R R FAER L ARF R LA RS BEAR N R
€. ERE LG G —FF TR TH P, Fridpe g Tt A218 i3 AT iR 35 3530 18 T BT A 52
B BAERRAE P Ak e R P AR, BRI A 645 PTid e Tt d AT iR i A
TIPS o F AN B AR A P AR 0 L ), R ATR R R AR P it AT, A
JL ) QAR B A5 B AR R P AR S TR PR LA, B ATR P A H
B TR B AR5 P ke R P d

FHH=, BHIERARBEEE, EPRIER LB EE T B AR A P ED

&
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R PR BEER PIES, FEHMOR, B 6 TR, KRERGERLEELP %P
B AR R TESTEAE, EBERFEAE T BART L QL TAEE R IUF: ATk
& R LA BBELH. GED ON. ML E. A A M. KT HE. A FIEPS L AR
T, BBRTHPAZHEM PRI, KZAEH FFIEATIE S R x5 1ERRH
NSKAAR ) 26 TR

REZB W, AT HRIEGE W sbfa ] P 69442, CA (Certificate Authority, FAIEF
) AUA A R E) 649 B SEARAR R B 64 3k B AEF, BB 2 R B W 3k 69 R ) A P AR AR R ) 64 )
FAEd, L, HFIEB P EIEEERA PN, SEERA P OEEL, ARAHTFEL
FA.

B st, EHATHFIERINEZF, KLy, EXEAELEY, TUAREEEF
sh R R B AR, [ %IE B AAE b A SR W B AT A BT AT A 69 PR,
F PSR FAERHATIAEE, RFAFEAKRF 2L, B 7 TR, SIAMNAIRS D
( Personal Identification Number, PIN) , M AR 2 48 i3 169E 5 3LEA % F) P 2% )
FAEHBEARA. FH, LA FIER ARy 2 AT oA H A FAERIELAR F agikE
BAE R AL LIRS 35

Eﬁﬁ%?%%%*ﬁﬁﬁ%%# Bk F B —, AniE A28 I AT IA i Bl 8

LRI L E ARG B R PIEB G, L aKE: ATk T AR ATid &
& BAR AR A P A6 ) P AR RATIE R 35 5 IR, VAR 3E S h BT PR ) PR
iAo R, AR, TRT SR, BBERREANEE, EPFRIERAENEFESY
AT P AR AR R P AR PR, BART A @4 BBIE R L st
AE, BEATRGE B RBATEAE T R R SE R A R BRPTEM PR . B2 L, IE
5 3k BB B A L 694 ATIE S, EREE AR AR: #AT. I RAFF. 8k
B, ERFERSG P, BART AR RENEE T DT P EHBERRAARATE, A
LR B P iR 2 56 4 B A R AR IR AR AT G, R PARSBRAT R BT R T A F 209 F)
PR, BPARYEPTRE 4 5h 8 P R E AT R M FiE.

B 210, HRVEBE P mBKE A P ATPTAR PEB e REE G, TR P AT
g W IbiE,

A A ts) TR SR R s B E) R P Rt TR R PR AT 80, xR
P RAT S EE, BT GBI T oy Xk E I HELB R P AR R PR ek
T80T, Pk B FHRARRE O S AAE, JFBIEATIE 9 A NAESRIA P N6 IR AP
O A, ARIEPTIE R P NG R AP O A3t B P AT AN IIE. F BRI R, REHRM) P
# AR 2 A AR P62 G AT R e, BARSEILET, TR e Xt
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AT H WEE, AL FFIEXT H D IE AR 7 X 4GP A,

T R KB E A 6 —F Tk T, BTE MR B E P SRR A PR PR
B R B &0, AT EE, BRE G5 BT S iiERadaT, NAERT
A ANAE T B 2 AR STIR TR P A ARY 2 4, REPTE FI M AR
0O ABATH IR, BT R P ARy 2 AR REIRBESREE, AP AMEERY
0 AGE LA KA, BHATEA T ES I IEAEEN, REAZNT L 22EH
B 053, mAAER P EFHMARY 24, BF TR P LIRK G AR
3P, BT AST B APRSE O A0 R SRBEATIR ). BP A AR B SE kAR 6 — A ST ik = )
w, TR MR BRI R AT PR e a R L, AR P # TS
i, EOIE: P mE T UARIR E AR O A AR R KM AKEL, B TR 1 A AR
W PN PR 1 A R BGA B T IE R KT N KRBT, P TR AR ANAE, FF
By I 5 TR 2 F A B AR AR 6 i . IXAFBLYT A R ) P — R IR P 0 sk - 5
Pk 2 24 B fF o ik 3, PR A P & AT NPT R 2 % 4 A AR AT
A PRy B L B R 2 B FHREFR R RGO A, LB E T LIRKBANE
o i e TR & RRMIRFE R, REG T BB AR e R,

HIR 212, PTG Hiird g, e ATRAEE &xt e A FiEd n A,

R EFB) P PITE S R EiEid il G, mBEATRABRZ LT AR FER A S, BARTT
VA BLFEVLTF T R

FIR—, TR FpRiEdidE, P TR RIRAER FiES Fagilietz
B, FHFATRIAERZ S B I E R E AR P.

FIH=, A nETREREBEETRINEERERS, AR EHEAE
bR R P AEBIANERE . FEHHGRE, ERIERPEAB TR TAHRM FIE
B eINIEZ 8, BART LB A T H XA EZN: EFRIEBEH BT X EFHLR
FAeit ik R, AEPTRFHLRF P R RATRBBAZ G AR PR FAAE L
FEPTR ik AP B TR AT Gt 6 B PR R 6) i e E 8. BPARIBAR K AR T B
HTREREFE, ZEHEESTHANEKE G FTHARFTFfmi R, £FNLR
TR PTE A FAER A E AT S, wB 8A i, EARFMARFT R RLM P
EHRGFEMEE, wH 8B A, M RELARFHAETASER FiER SRR A
7.

FEZHPA R, EARRY EA 6 —Fr TR0 P, AT A ATk in 513 Gt 2 49
B PEf ARG, &G PridmE TOtA2 B 5 A ik 2 2 B4 AR A e i 3.

FERE R ERG GG —Fr TR oY, RLEEP #mB A PIEHE, BT E

13
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PE B FAER T PN ER G, L2 F G E USB Key, €A—
A USBHE w1 693 4Fi% %, RAELAMNRBHRFTEH, H—Z QO /MER, TAGER P
B AL VA B FAE S, AF USB Key M & 698 B0k 2O A P A e ilie. & T/ 7
ARG EZ AT, g LAk R AR 7 XA LR LI, B RIiET A FINiEs) &4
e

R P AN B IR, R TR 2o A A AR A 09 SR S04 B A P ik 3
WEATRAE B BRI B L2 A GMEAF O IERZ &, KRB P RBFEHE
&y EPRERLABEP BRI LAMAT R, BEUA P EAGRY 2 4,

Hd, REE HHiRA USBKey & 4% # CSP ( Cryptographic Service Provider, #n
FBIRERAL ) EMRA T 49 M /A~ K4212 8. SKFImagePath: 48% SKF 3 & 493543,
TokenVidPid: F 4 # # X,. KEY & &%) VendorID #= ProductID, X Ji 494 X &
HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Enum\USB ¥ #9 #& X, , 4 &
VID XXXX&PID XXXX.

| W, 25 418 it USBKey K& 4945 5 7 4712 vendorid. 424 5 productid X BX 3|48 &7
K, TAADKBEE. RLERSHHEA PG pin B, R H4% USBKey ¥ 49
F4A4E 8. 2t USBKey #9#4FAf24 F: #4343 USBKey K& ; 7748549 2 A
Application, Application & /] F 245k % ; 748K 49 %% Container, Container &/ F
BT, REWMARE PIN 24, BifdREARTEFHMN, RERRELEREZ
&, RBImFIERZE, BARFERGINE BEELSRNARGFRHTHIER LT
2, AHAE . WEIIALRLE USBKey F TR E), MdmExtiz W skis B £ RJE *
P& &5t by T i

AE I — AR F4a0)F, BAPT A AR 4 R A W 69 AP 400 &, & 3 Pk il
Vi, B e T iR W 3h 2 5 N 44 AR G- 28 1) dEAT A E AR i 0 ik R, TR AR
& d AT IR G B AT TR ) PR 6 s AR 1T B K R Y.

LRERBIANEB TS, WARESBESAFEEN G, LIt E 3 PR B Ao pTid
W bt BL W 44 JR 4 8 2 1A AT A ERAB e e o R BR ., SRR E P
B, KFEple, RATAREE SM4 FiksT gt irae. %, P SM4 FokEp
%MM@MMJK*ﬁ\ﬁ%ﬂﬁ% SRR A 128 bhiF, HAKEA 128 tods,

stF ik T, AT WERR, HFHIER A — R D GELL, (2R ALK
&ﬁkﬁﬁﬁﬁé,ﬁi%?m%ﬁfx%% R GG ST 69 TR A, B A ARIE AR PR &
Fa), IR AR AR T XA B B AT, HR, AAIBBEAAR L Z4E,
LI B A BT RER 69 A6 1535 B T AR F A6, BT R 6 S AE R — R AR I 5561 B

14
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sbIREg .
Lkl =
BB T A b, RKERGIENTTT —Fr i1z A 4%.
ABAE 9, T TRE AL /L0895 41012 R %L p 6 L MIER .
ARE 10, 7 TAREARALF N EHA G ELBERAETREEEF K E Fk
Bl e sEAIER .
FEABAIZ AR, 04 RINBEFHEE 902, £2FAFMAEM 904 Fo WL IR
4% 906.
b, PTEMLRSGE 906, A TiBTEFIREMARNEREELF mEE 902 247
ZAINGE, FAESASNERTEE T 2oMEE, AR Sl PS5
PRk sl SR P an K E 902, mf‘gﬁéiﬁ%%kﬂ AR 425 906 BEAT A IA
i, FEESNERTE R T Z4BE, EAR @l PRI ERE, AREPE
ARG AR AR R, RIRE R AR AR # %%mfm%;
P i 2= B AR AR 904, A Tl idsn eddE 0 BT R R R, RAEAZLSINE
WA E Z A PAEd,
PRkl WS E P K E 902, 6.45:
HIAE 90202, AT 8 SRR FEBATRR W RE P K E AT LGB G

89 G2 5B AR A A AR

R 90204, A FikBOF B AT iR L B A GARRE M b AR 0 A P RS AR
P AT,

F W EiesEd 90206, A F HIEMLE| A PafATIER PAER 9 ia BT &0, R Pt
T H W EIE,

MmBAEE 90208, B TR G MIIEiAiLE, AP REEIE Gt A PR R

B PR R W ERP B ERTEN LTI EFN ELAF S0, H T HRIEH
By eet, B2A P ENELBRAGMES. AP ERLER P #EE I
A2 b A bR W 5E 64 Wbk vA e R 3t g B sh kst B R T AT RS, R RE PR ER
SRTF P AN BAGAERE . R EE P 05 E 63 AZ BT EO 6 W SE 3 AL T 48
AP ARG, LT ERAM B R EERRERBHRAGG, KERGITLT
W&i

BB GERR AR, BP USBKey, %4 %40 A km o GAkA A P aEd, P Tk
ﬁﬁ%u FiEH. EE2HHAGR, — AN BHGMRE PIEE M —ANA PR
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B, EKBATH B TP 6% BRI, Pldo, LTRATH N _ERATH) S0 B4
BB T AR AL TARAT T RN P RS, JZIARAT 09 P LARAT 69 & B4 B AL 1F o
Bk BIAAT T L6 A P,

FEERNR, HBALFMEMAEFTRENS USB HFHo EHa)H X, Tl
USBH: 3N E| 0 i & 5om L. HATR 2 FAAMAEME L USBETBALRE, K
EHB TR EEF wTT A A RN L EE P sn L EPTEL RO B/ LLEH
BAEREAE, STAN TR S 2 B AR ARAR AT 5 A USB 3 R 5 k. HR50E —A
AR GARRFIENLRE, A5 R A BHAG MR EST 58, XZMAZES
HE, R TR L PR 2o FHA MR BT EE, 7T AR L 22 F4 5%
AR ARG A PR, W ORI T AR Ea ik,

Hb, MNEBREFPFREE SR A BRAGMRFE T B EEZE, TABIRAT
R Z R BARRAE P B A AR, FFRPTER P RS R R P TR
BAREZIE, KB BREP#HTEERETHHXETAER PES, STl it b7
RE T AR PIES, KEEPATEARGETF X FRIRE, BEH RS B 74
k. LA P AMAEBR P AR AR PR EEATE R PR BT,

R BEP R BZATAE F A Shin s =B AMEME, LB AT E R LRATEF
IATF G, FEHATRLRIE, KERG T EARTZSA P S HTRIE, £A P
WHER PERZE, SR PFRETYNEE. FE2HMANE, FRRIERRAENERE P
SR BT, HERARATOMALIR S B E R P SATH IR, AHIAR P T .

FEZHP R, RERG P AP T EHEIETARRS A7 XNREI. T8
FW ERATRET, TARALR P MARAT T B, RN ERATE LR e 5
X, 3R P HTEWEIE. B ARAITE REIRES 5 #@%ﬁmﬁﬁﬁ%%ﬁﬁﬁﬁai
W EARATH) AR B, R WREF B EE TR P NGB ATFEBEF S I E 8L
BIMLRHGR, HRNERGFEB T AR P 012 LHATER, R4 %mw@m,m
P e iiEidad; e RIEERRRY, WAWEIERK. FE2HUL, AP T
S IR, A PN T NS ST R R FER, LA RRY a4, LT L
AP OF RS FRBKEN P H 158, RERGIAT S 012 &0 BAR ) 5 REFR
W, ATUATH IR A BRI AR AL R B, R B AL HIA P H A EP T,

2 E AT, KTaBIREER P HEE AR EAGMARL, 488305
FEBERFBEF R BT ELHNEDIBAN BRI, RERNEBEF %

F BRI BT AR e BAR AR AR AR P A6 R P AR B AR P kAT A, R SR

LB E P SHBRE R P AR R PR 698 81E Bat, A P ST E R, BB PTE

=
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& IRl G, B PTRRFE G TR PR AR, RERGEMB S NG
TRRRAE P ke ) PR 8T, Sext R P AT T A EiE, EFHRiEdl, 8% HIAA
P AW HILT, mBEEBNFMEMS T A A PIER AR, TUBEL2E4
BARFRAF T G ARG ) PR BB R, RGBS FR A MR,

AEP—A4w B 11 Praed T Eae Y, PIARLEEP mAE, &

Fok SRR 90210, AT AR EREP mEEY B L L5 ATE
ZemETEAR, L, PridmETREMA FTHAEBEREZINE — o FRE |5 e
IR GG AR, A RSIBRE R

g F AR 90212, A FTELREFEREERMLRSE 906 HATHFIEFH R
#IIAGE,

AE B —ATTR R, Ak FaA2403E 90212, A TiiddEFiE25A7iE
R8T 5525 906 FRRMATA T LA AERAF: AmFRBWE . EHINE. FHIRAL
& INIE,

KA, FRBEFHET 902 KA 0B F AR 90212 KRIBH W EF L 5
dEfE AR 90210, 5 MLIRGE 906 Widie FiTBIATIEREWH . EHIAIE. T4
RApFa s 4 NiES SSL il it A2, B FiTBwE 4 7+, MXBEFEEFRE
FE AL S 30981,

KR — AT 5 5% %J¢,%**Aﬁﬁﬁ%&ﬁ9m,ﬂwmfﬁi%ﬁ%%%
IRh{e B FeBR Sh3 0 53R ), 8% FERIHEEN,

I iR 33 W 38 B Fﬁ%ﬁ%ﬁ%#%9mm,ﬂ%mfﬂkﬂi%ﬁ%%ﬂﬁ%ﬁ
B, Pridm TR AR 90212 i@ ATIE o A AR AF 09 B 7 AR IR e P SR R 5 K
BREB| AT R 69 3R 4 B AeBR 548 7, B i TR SR S04 B A 3R h 38 0 55 Prid 2 o K 4R A hik R
=R SR

SR 12A, T TR AL A F A 09 iR AR 4G F — AP M AER

AR AT R LA, AR W RE P % st B 90204, @45

TEIRF AR 9020402, ) Tl il A id i Bl 18 G PTG A B4R AR AR 1 o Ak
P

I B F A 9020404, BT hiE B FERTEAE, £PTRIE B L EXTEAE T m B AT
B PAER AR TR PR PR

REBEFmEEENARZAFRN G R IBIEEREZE, TARRLZ
A B GRRAE F AAE R PRSP ATIER PR B R R Pt ATid . B
EIE, MEBEFmEETARBRIRTHOHARFTAER FES, T 0B S Iy
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RETAER FIEH, RKEHRGITEIRG R T H XRBIEB, EBEM FiEH R 7K
ko AL P ANLA B R PR AT AR P AASERTIER PR BT

SRR 12B, T TARIE AL —A S b 6 Ik 6 5 AP s AR

AE A —AT ik T, PR RS E P % K E 693 BUEBE 90204, L L4

A FAER 9020406, A T il id Af i i Bl A BT iR 5 2 B AN AR AR IR b Ak 0
M PAERZIE, AT P AR T A4k 6 B P S BATIEH 38 SRR, DR
sk & A Aot BT R PR B AT R,

Pk e s FAEH 9020404, EAR F i e Bkt 4E, A ATRGE B BB EARE
RS Sk B B3| BT P RS

AEYP—ATRFERG T, PTRESEAEHERE 904, BARA T HATRRLEE
Pond BRGEMO LR, £+, MR QEREFRE T MM P iEd;

PR BT AR S 9020404, ELAK A T i id P ik i 4830 18 1 R PT 38 44 55 4R G-k R 1
AR, R PR R DA P AT 3TIER PR AR AL, TR P
BAFOEL T A EF R BT MR PR,

AR ATk F 3G P, AR HriniEsisk 90206, EA4kA T H3I0B] F 7 AT
R PR e EE L, BB AAAT B AAE, JHB T AT IR AN AR A ANAEZ A P
BN AE B, ARIEFTIE A P NG S B HT R P AT S B,

AE B —ATT R R, Ak B 3 iEaEse 90206, L/ T & TR & 43 iE Rl
Fa, ERFEANARREMAAE T B BRI RTA P EHMANAED, RIEFE
FAEN GG NAE AT S A IIE.

AE B —ATTR EAH P, TR F I ieAEse 90206, LK T AT ATEAAE B
FEIRE R K NKE, SBATEANAE R AAE T B P NG AR A B R K R S
B, XA AEEANAE, RIS A 2 o B AR 0 i

AR AT FEHE) T, PR mBAES 90208, BARM FAEF rinieidid s,
IRIBFTAEF P AEd 69 IAEIE &, FFEPTRINIEIE EmBEEH EF B+

B if m 58 Tt 42423k 90212, B TRIBMBAISTRBATBIERERE, EAFEIESR
T AR P RFTAITEM PAERINERR &

AE | — AR FE0) T, Pk BT otf2485k 90212, AT AMRIEREFE P
SR E F LR F A A R, AT F LR P B RATRAEZ L e P
ER A EAAZ S, AR P B R AT REE BT AR PR AR mIE g,
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P

B ) W B8 & P sk A B e B 00202, A T & ATk B -T2 A 00212 4
WCE BT iR W24k 4 B R £ 69 E BIAGEF RN B0, BRI RE Pob T A LsnehEa 2
T A Z BRGNS BN 2B G RRENN, B hiRA R
VR P o AT 5% 694 1 dE N 09 S B A AR A

AK | — AT FE5e0)F, Pridin -T2 90212, & A T A7 id Ae AL n 3K,
Bk sk 12 Gxt e A PiE B A X G, W5 Pk o B4 AR il i 4,

FEWI R, TUAARBE 13 AT R 6% T b A2 AR 44 L5 M AE B At n 8 F AR AR B
AT, wh 13 Fi®, mEToAER 65 REASE 1302, KIEABE 1304, CTL
B XA 1306, CRL & FEAE3% 1308, Session & FEALE 1310, JEFHEGEALE 1312, SSL
HAEAEY 1314, USBKey 484E423 1316, L, KIEAEYE 2R F & £ b St42:5 5,
ARIER B L St iR e XA AT AL, BRI WS Tk 52 e)E BN,
CTL A3k ) T& B/ EAREH 7] K. CRL & AL A TR CRL 7] &, &AM CRL
7 & . Session & AR E ENKIZAFEE web JRE-28 49 session #£4E. SSL #H3EAEE 77
#3 5 web IRE B 695444, USBKey & HAL f T34 USBKey % 4&. B E AL f
TR, B e KPR .

Hb, 3tF CTL 4 A 1306, 3 TAFRIE 4T CTL ik 69 2 5% % BAZEARIE
FBrk, ATEIERSBHIER. 360 2R HaT, LHFQEIEHRIESH PEM %47
KXo BB XFFAAER R X 1) 25 RFRIEERIES; 2) B E L ReEE
ARIER, B E LA RA des mERA, HF, CTLTUREAN T X FFATE AR

st-F CRL & ZAZ3: 1308, H IAFBRIE4oT: CRL &4 692 B EHAM CA 493k
BRI R, ERARAERBFF S, EBF 554 ASNT %4 Integer &<, X509v3
PEB P E)—/F IR (OID 4 2.5.29.31) A T4REZIEFH ) CRL LA 5. KEEG )L
AR BV EEM CRLEATT AE 5, B CRL &&ARE CA#AT—R %3], *F CRL
I EBRAE I T AT (1) RIBEGEPR P8 Issuer R, FAixT e CA T &, 4% Issuer
RAGERHRREAT T CA R, MIAAHRAEERIEHR, ((2) A9k REZ CA
TFHTA &) CRL .

#fF Session & FAE 1310, SSL ##F &4 TCP 3 R4EF 495 ah L3 m 4 KB F,
H R 5 iR R kAT 49, B ARG Session. F A Z AT 69 E AT VA SR ALE IR
e, RERBIGZLERNRERLRE T E—K SSL #BE I TRZE, 2# L hosttport )
session 49 N A& 5], BEBAES E X AT4) session, 4o session A KA A 1B, ) T 5%
* M. USBKey X &K i Bf &7 5 Z A7 49 session.

xR R B EAEE 1312, SSL #8433 PR EBWETAIE, FridmE T4z
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AP AR TR P N BA AR, BP USBKey 24 . £A F 4G40 B9 482
PG 65%% B IR R R i B AT E AR, R PR, e TR g
IR R 2o A AR E FAR M CSP IR M R P 69 M > % 4212 % SKFImagePath: 1§
€ SKF 2 25 J& 643442 F= TokenVidPid: F4F # 4 X.. KEY i & 49 VendorID 7= ProductID,
KA 944 X E 4L HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Enum\USB ¥ #9
# X, LB VID XXXX&PID XXXX. #| ¥ % 4 il i& USBKey % & 49 vendorid .
productid XERE| A8 R BR5), 7 ARADEBEAE. R B RS BMA P A pin B, LR
2744 USBKey # 69704015 &, BARAAERAT: B LiEHS) USBKey 54, REITH4
J2 5 ( Application ) , Application & ] P ik #k € ; AREITH A48 %% (Container) ,
Container ¥ | P85k 7, AR PIN A (MAF A5 ) , BRirEZEEaRTE
N, RERIRELIERIZE;, BAERPMEERIEZEL, "B AMIKE. BiAFEE.

KEFHA T, 457 B ik £ 6 EP RS, MIRGFBFGERBIEL AL
BF st P, W B4k 3) ServerHelloDone 3 &2 /&, K i% Certificate /4 & 7. IE
FIIE T B AHIRIRS B 096, Birid 2R T CTL, CRLAE¥, f4kidAz g Titf2
ERBERAL T RAT, BE TR T: MR GEERERIA; BELATAL L
EdH; BBERTRGLE; BREEREELEZ; BECRLIIK; BEiEREYL, BEiE
Bt a; BEEBLEAELLE T,

FRHP L, TALRE 14 Prac e 2ok 50042 69 LA AR B 2 2 0k 52 gt AT 38
f, 4B 14 Frw, ElSubf203s PR FAE 1402, & % FEIRAE 1404, P4
TR 4 B8 B A AE S 1406, ARIBX B AL 14014, HPiEd B FAk 1402 fi 5T B 74 F
PEH. @ % FE AR 1404 f T8 B IR LAY 6940 B F k0 web IR B R, M
JB 55 234E 5 B ARAE R 1406 A T A0k 7 T8 MRS R 4iE 4 . AKITR ALk 14014 KX
WX E R iR E 5 AR T AR RE,

sFREEAEG RS, BT FkEas AR 0, PIARR IR EE, X
Z R BRI TF ik T 6930 - BLRA BP 5T .

FSL R Bk Fo 2R R EAEATH T FA. BEMAARELCREEAAAX, &
A R GAT AS T ARG TR —REA . RIELEDOHE, HEXRRZEANER
HEMR R MG LA, bol, RLPLREIMETH E RAZIES . LEPE, TUF A
BAY AR T R I MG L G KRR 6 N, JF B L s IE S TG R R A T K
A AL K AT N

BT RABEBA F P, ST KEEARMT . Ad, RBER, KLUV E®
BT AR AR X AR e LT F k. E—8EeP, FRIF@mTHE T k.
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g Fa AR, MR TR KGR 45 09 AR

Kode, HBEM, ATHEANTALHEBRENLAT BT H—ANREN, £
Lm st KL T R AR GG E T, KK 6 SRR B A AL LB AN 526
Bl B RFEFHLHE . R, FREF LN G R R R A T EE: BPAT
B RFP O RZ O F R EHEANBAZR P AT A BT E S 694548, A1
H, o T @A) R BT R B ARAE, K7 AT T AT @I 6 A K56 69 BT
AAFIE. B, HHBIREE T XA ZR B G il shpet g B R £ X, HP
BB F) B R AT HAE A AL 09 4k 556451

AATIRAREFEARAT T vAZLFE, ST AAT 52 5600) P 6918 & 4B UL AT B 18 0 M3 2L
T BREATREAELS Z FHRA TR 64— AR S MNEE . TAJeE 0] b o sk X 2
FLRELAF LA R — A R AR, ABILINT IR BN R E AT R T E T
RF @, BT XHGFEF/ RS AEATHE S —LZMEHFI, TR
FAAEAT LR A2 A H ( QEFEaG A TR, BZFaW B ) T T 69 A B R e
NTF O AEAT 7 ik AR S0 A A2 R A HEATIA . R dE BRI, KB
(IEHEORANZR. HEAWE) PAFGENAET A HREAE . 5 F A0
B 49 89 B ARAF AR KA.

LI, RAUREGBARAT REBILAE, R b T iE ) — 2 T L5 E F AT F
B (L4 69 2 S S A2 0 R R HL AL, (2R KB 361 09 SR ARG LA Bk A AL T AR K B 44
LB A JF B R RE 6 Ee], #lde, ETEAORFZRB P, PTERRP LY
PEZ Z —FRTT LA AMEZ 69406 5 RRAE .

AL G BN T AT AN FI, AL —NRA S MLE R LEATH
AR Z I, A LEN GBS EIL. RAURGFEARAAR Z HEM, TAEEZRT %
AR BERIEHKFIZEFTLER (DSP) R EIRIE KLU L4 69 22815 2 5T 69
— R H A A — e R . KAWL T A EI A A THATIX ZATRE 4 7
RN DHNEREREREERS (S, HEIERFFTENLSFE) . X
A6 E AL A QAR T T AT AT 3R B, RETUAEA —ARE A5
RN . ZIE 5T AMNEFR M sE LT HRAE], A EBRET LRE, L
o] AT XA,

4o, B 157 & T o7 24 2 IUARAE A K 0 64 Ao 3R e 4 540 A A AR 0 o ik 043t ik &
Tt FR B L QIR R 1510 oA 4535 1520 1 Ne9A2 5 = s XA T . A
%25 1520 T AR 4o A A EEPROM ( W 5T #5427 42 R 4L 444 2 ). EPROM 3% ROM
Z RO F AR, AR 1520 B A THAT LR F ik a4 7 ik e A2 KD
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1531 69444 = 18] 1530, #lde, B TAAFKBDG A EE 1530 T afE5 50 T EA L
& & 7 ik P AT R S AR 1531, X342 B AR T AR —A R A § AT -
I RF BN X —ARE ZANRF T, XSRS AR
B RAGBAR . AR 7 il F h e 5d B 16 ik ag e i A H B AL T, %
BT A LA 5B 15 6931 Fak & a9 AR 1520 KA B o) AR Ak 1) 5
A2 5 XA A 4o A B K AT R4, 07, G0 Q46T KA 15317, BPT vl
Bl 4ot de 1510 Z K494 72 B ey R, S XA & dy i LR &E 470, F8GZIH R
EPAT L@ PTREE G 7 ik P g ST RR.

RLZ0E 3 69 R B3R e ) AT R B AT LA i R AT AR B AT, I ELARAT IR
FARN T AT E B A Z R T8 E 69 1 0L TF T30 B R 52560 . AR ZR P,
T NAL T 455 208 69 1EAT A% 55 5 ik ot A A B R 69T 4. 98 “847 THR A
BERF)EBANZRPGTARTE, £ FAHFZIGLE “— R “—AN RHERGE
ZANEKAE A . REAT ARG BT Q458 & T RE U694 L B AE B T B 4249
FEAKREN., EINRTETRERENEARFNER Y, XBEFPHET AT R E L
Bl — AN R BRI, 238 F%—. H 2. UARF ZFOEA RR TS, TH
X gk 5 Ry 4 AR
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BV EZGH RS,
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