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(57) Abstract: An image forming device and an operating method of an image forming device are provided. The operating method
includes receiving first authentication information of a first user with respect to the image forming device, authenticating the first au-
thentication information of the first user, based on reference account information of a plurality of users, the reference account informa-
tion being stored in a storage based on a blockchain that distributes and manages a ledger in which user account information including
authentication information and authority information of a user with respect to a certain image forming device has been recorded, when
the authentication of the first user is completed, receiving a request to perform a first image forming job, and evaluating first authority
information indicating an authority range of the first user, based on the reference account information of the plurality of users, and
performing the first image forming job within the authority range of the first user.
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USER ACCOUNT MANAGEMENT BASED ON BLOCKCHAIN IN IMAGE
FORMING DEVICE

BACKGROUND

[0001] A user may establish an account for connection to an image forming
device in order to use a certain function of the image forming device. To prevent
indiscriminate use of the image forming device and provide information security,
the certain functions that the user can use in the image forming device may be

set differently for different accounts of different users.

BRIEF DESCRIPTION OF DRAWINGS

[0002] This disclosure may be readily understood by reference to the
following description and the accompanying drawings, in which:

[0003] FIG. 1 is a conceptual view illustrating operations of a plurality of
nodes to manage user account information of an image forming device, based on
a blockchain, according to an example;

[0004] FIG. 2 is a flowchart of an operating method of an image forming
device, according to an example;

[0005] FIG. 3 is a flowchart of an operating method of an image forming
device, according to an example;

[0006] FIG. 4 is a diagram for describing structures of blocks in which
authentication information of users has been recorded and a structure of a
blockchain in which the blocks are connected, according to an example;

[0007] FIG. 5 is a diagram for explaining a process in which, when an
authentication block in which authentication information has been recorded is
generated, the generated authentication block is added to a blockchain and the
authentication information is stored in a storage, according to an example;
[0008] FIG. 6 is a diagram for describing structures of blocks in which
authority information of users has been recorded and a structure of a blockchain

in which the blocks are connected, according to an example.
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[0009] FIG. 7 is a diagram for explaining a process in which, when an
authority block in which authority information has been recorded is generated, the
generated authority block is added to a blockchain and the authority information
is stored in a storage, according to an example;

[0010] FIG. 8 is a diagram for explaining a process in which, when an
authentication block in which changed authentication information of a user has
been recorded is generated, the generated authentication block is added to a
blockchain and authentication information in a storage is updated, according to
an example;

[0011] FIG. 9 is a diagram for explaining a process in which an image
forming device performs user authentication and performs an image forming job
according to an authority range, by using reference account information stored
based on a blockchain, according to an example;

[0012] FIG. 10 is a diagram for explaining a process in which an image
forming device performs user authentication and performs an image forming job
according to an authority range by using reference account information stored
based on a blockchain, according to an example;

[0013] FIG. 11 is a flowchart of a process of adding a node to a network of
a blockchain, according to an example;

[0014] FIG. 12 is a flowchart of a process in which, when a block in which
user account information has been recorded is generated, an image forming
device adds the generated block to a blockchain and stores the user account
information recorded in the block in a storage, according to an example;

[0015] FIG. 13 is a flowchart of a process in which an image forming device
obtains final reference account information, based on a time point at which
reference account information stored in each of the nodes on a network of a
blockchain has been updated, and transmits the final reference account
information to each of the nodes, according to an example; and

[0016] FIG. 14 is a block diagram of a structure of an image forming device,

according to an example.



WO 2020/146008 PCT/US2019/040785

DESCRIPTION OF EXAMPLES

[0017] Various examples now will be described more fully hereinafter with
reference to the accompanying drawings. The examples described hereinafter
may be modified in many different forms.

[0018] The term “image forming device” as used herein may refer to any
type of device capable of performing an image forming job, such as a printer, a
copier, a scanner, a fax machine, a multi-function printer (MFP), or a display
device. The term “image forming job” as used herein may be refer to a job, such
as printing, copying, scanning, or faxing.

[0019] The term “blockchain” as used herein may denote a distributed peer
to peer (P2P) system of a ledger using a software element consisting of an
algorithm in which blocks connected according to an order negotiate transaction
information by using an encrypting technique and a security technology, so as to
secure and maintain integrity. Also, the term “blockchain” may denote a
distributed ledger technology in which a ledger in which transaction information is
recorded is distributed in a P2P network instead of a central server of a specific
organization and is commonly recorded and managed by nodes in the P2P
network. The transaction information recorded in the ledger may be user account
information.

[0020] The term “node” as used herein may denote an element in a
network of a blockchain. For example, a “node” may be an image forming device,
a network attached storage (NAS), a server, or the like.

[0021] The term “user account information” as used herein may include
authentication information for identifying a user when the user uses an image
forming device, and authority information about a permitted item capable of being
used when the user uses the image forming device and a restricted item
incapable of being used when the user uses the image forming device.

[0022] The term “authentication information” as used herein may refer to
information for identifying a user when the user uses an image forming device.
For example, the authentication information may include identification (ID) of a

user, a name of the user, a password, an email address, a phone number, an
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address, an authorization ID mapped to the ID of the user, an authentication
certificate, or the like. Also, the authentication information may include information
for identifying the user, such as a fingerprint, a voice, an iris, or the like of the
user.

[0023] Further, the term “authority information” as used herein may refer to
information representing an authority range within which a user may use an image
forming device. For example, the authority information may include information
about whether the entirety or a portion of a certain function of the image forming
device may be used, and restriction information such as the number of times the
certain function of the image forming device is used and the number of paper
sheets.

[0024] The term “reference account information” as used herein may refer
to information serving as a basis when user account information of a certain user
is determined.

[0025] Examples are described herein with reference to the accompanying
drawings so that this disclosure may be easily performed by one of ordinary skill
in the art to which the disclosure pertain. The disclosure may, however, be
embodied in many different forms and should not be construed as being limited
to the examples set forth herein.

[0026] FIG. 1 is a conceptual view illustrating operations of a plurality of
nodes to manage user account information of an image forming device, based on
a blockchain, according to an example.

[0027] Referring to FIG. 1, a plurality of nodes 10-1, 10-2, 10-3, and 10-4
may manage user account information, based on a blockchain. Each of the
plurality of nodes 10-1, 10-2, 10-3, and 10-4 may be an image forming device, an
NAS, a server, or the like.

[0028] For example, in a first image forming device 10-1 from among the
nodes 10-1, 10-2, 10-3, and 10-4, a block in which user account information has
been recorded may be generated. The user account information may be account
information of a new user or changed account information of an existing user. The
generated block may be connected to an N+1t block, which is next to an N block

within the blockchain. The user account information may be managed via one
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ledger connected to a plurality of blocks. The first image forming device 10-1 may
transmit the generated block to the nodes 10-2, 10-3, and 10-4 on a network of
the blockchain. The nodes 10-2, 10-3, and 10-4 may receive the block generated
by the first image forming device 10-1 and may add the block to blockchains
respectively possessed by the nodes 10-2, 10-3, and 10-4. In other words, when
a block having user account information recorded therein is generated in one of
the plurality of nodes 10-1, 10-2, 10-3, and 10-4, the generated block may be
transmitted to the other nodes and added to the blockchains. Accordingly, the
plurality of nodes 10-1, 10-2, 10-3, and 10-4 may possess blockchains in which
blocks including identical user account information recorded therein are
connected to each other. Because the plurality of nodes 10-1, 10-2, 10-3, and 10-
4 manage user account information through the blockchains, no special servers
are needed. The plurality of nodes 10-1, 10-2, 10-3, and 10-4 may manage the
user account information recorded on the blockchains, by synchronizing the user
account information with reference account information of a plurality of users
stored in a storage (e.g., a memory).

[0029] A second image forming device 11-1 outside the network of the
blockchain may request the first image forming device 10-1 for user account
information. The first image forming device 10-1 may transmit the ledger to the
second image forming device 11-1. The first image forming device 10-1 may
transmit the reference account information of the plurality of users stored in the
storage to the second image forming device 11-1.

[0030] FIG. 2 is a flowchart of an operating method of an image forming
device, according to an example.

[0031] Referring to FIG. 2, in operation 210, the image forming device may
receive first authentication information of a first user with respect to the image
forming device. For example, the image forming device may receive ID
information of the first user and password (PW) information with respect to the ID
of the first user, through a user interface device.

[0032] In operation 220, the image forming device may authenticate the
first authentication information of the first user, based on reference account

information of a plurality of users stored in a storage based on a blockchain.
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[0033] The blockchain may distribute and manage a ledger in which user
account information has been recorded. The user account information may
include authentication information used to authenticate a user of the image
forming device, and authority information indicating an authority range within
which the user may use the image forming device. The ledger may include a first
ledger in which authentication information is recorded, and a second ledger in
which authority information is recorded. The first ledger and the second ledger
may exist independently.

[0034] The reference account information of the plurality of users stored in
the storage may be information with which the user account information recorded
in the ledger is synchronized. The image forming device may perform
authentication of the first user by determining if first reference account information
of the first user within the storage is identical with the first authentication
information of the first user.

[0035] In operation 230, when the authentication of the first user is
completed, the image forming device may receive a request to perform a first
image forming job. For example, an image forming job may be copying, printing,
scanning, faxing, scanning to e-mailing, scanning to fax, or the like. In an example,
the image forming device may receive a request to perform a first image forming
job indicating printing with respect to a certain file, through a user interface device.
[0036] In operation 240, the image forming device may evaluate first
authority information indicating an authority range of the first user, based on the
reference account information of the plurality of users. The image forming device
may perform the first image forming job within the authority range of the first user.
[0037] An authority range within which a user may use an image forming
device may be set differently for different users. Accordingly, the image forming
device may determine whether the first image forming job is within the authority
range of the first user based on the reference account information of the plurality
of users. When the first image forming job is within the authority range of the first
user, the image forming device may perform the first image forming job. On the

other hand, when the first image forming job is not within the authority range of
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the first user, the image forming device may display a message informing that the
first image forming job cannot be performed.

[0038] Although an operation of referring to reference account information
of a user stored in a storage in order for an image forming device to authenticate
the user and determine an authority range of the user has been described above
with reference to FIG. 2, the image forming device may authenticate a user and
determine an authority range of the user by referring to a ledger.

[0039] FIG. 3 is a flowchart of an operating method of an image forming
device, according to an example.

[0040] Referring to FIG. 3, in operation 310, the image forming device may
generate a block in which user account information with respect to the image
forming device has been recorded. An example of generating a block in the image
forming device will be described below with reference to FIG. 4.

[0041] For example, the image forming device may generate a first block
in which certain authentication information of a new user or certain authority
information of the new user has been recorded.

[0042] As another example, the image forming device may generate a
second block in which changed information obtained by changing second
authentication information or second authority information of a second user from
among a plurality of users has been recorded. The plurality of users are users of
which user account information has been recorded within the blocks of a
blockchain.

[0043] In operation 320, when validity of the generated block is verified by
nodes within a network of a blockchain, the image forming device may add the
generated block to the blockchain. The image forming device may store, in a
storage, the user account information with respect to the image forming device
recorded in the generated block.

[0044] The image forming device may generate a second block in which
second account information of a second user has been recorded. The image
forming device may receive, from a certain node from among the nodes, a third
block in which third account information of the second user has been recorded.

The image forming device may determine, as a valid block, a block corresponding
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to an earlier time point from among a time point at which the second account
information is agreed from the nodes and a time point at which the third account
information is agreed from the nodes. The image forming device may add the
valid block to the blockchain.

[0045] For example, the image forming device may generate account
information of a new user including information recorded in the first block. The
image forming device may add the account information of the new user to
reference account information of the plurality of users stored in a storage.

[0046] As another example, the image forming device may update second
reference account information of the second user stored in the storage based on
the changed information of the user account information of the second user
recorded in the second block.

[0047] As another example, the image forming device may receive a
request for a plurality of pieces of user account information from an external
image forming device other than the nodes within the network of the blockchain.
The image forming device may synchronize the reference account information of
the plurality of users stored in the storage with user account information recorded
in a ledger. The image forming device may transmit the reference account
information of the plurality of users to the external image forming device.

[0048] In operation 330, the image forming device may transmit, to the
nodes within the network of the blockchain, the block in which the user account
information with respect to the image forming device has been recorded, based
on the blockchain.

[0049] FIG. 4 is a diagram for describing structures of blocks in which
authentication information of users has been recorded and a structure of a
blockchain in which the blocks are connected, according to an example.

[0050] Referring to FIG. 4, a blockchain may be configured when blocks in
which valid authentication information has been recorded are connected to each
other. A data structure of the blockchain may be a certain data structure in which
blocks having authentication information recorded therein are configured in
sequentially aligned units. Also, the data structure of the blockchain may include

a data structure in which block headers are connected in a chain form by referring
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to a previous block header and a data structure of a Merkle tree in which a hash
reference indicating data of authentication information and the data of the
authentication information are connected in a tree form.

[0051] Each block may include a block hash, a block header,
authentication information, and the like. The block header may include
information of a timestamp, a hash value of a previous block header, a root of a
Merkle tree, a difficulty level, and a nonce value. Referring to FIG. 4, a blockchain
of a certain node may be connected by a first block 410, a second block 420, and
a third block 430. The first through third blocks 410 through 430 may respectively
include a first hash 411, a second hash 421, and a third hash 431, a first header
412, a second header 422, and a third header 432, and a first piece of
authentication information 413, a second piece of authentication information 423,
and a third piece of authentication information 433. Authentication information of
a first user may be recorded in the first block 410, authentication information of a
second user may be recorded in the second block 420, and authentication
information 433 of a third user may be recorded in the third block 430.
Authentication information may include information about a user, such as an ID
of the user, a name of the user, a PW of the ID of the user, an e-mail address of
the user, an authority ID with respect to the ID of the user, or the like. Although
authentication information of one user is recorded in each of the first through third
blocks 410 through 430 in FIG. 4, authentication information of a plurality of users
may be recorded therein.

[0052] When describing elements that form a block, a block hash may be
a hash value of a hash function applied by using, as input values, information of
a timestamp, a hash value of a previous block header, a root of a Merkle tree, a
difficulty level, and a nonce value. In other words, a value of the block hash is not
a value obtained by hashing an entire block but by hashing a block header.
[0053] A hash value of a previous block header may be used to intrinsically
identify each block header and refer to the previous block header. When each
block header refers to a previous block header, an order of individual block
headers and blocks may be maintained. Referring to FIG. 4, since the first block

410 is an initial block, there is no previous block and thus there is no reference
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indicating a previous block header. Accordingly, a hash value of a previous block
header of the first block 410 is 0. Also, since a previous block of the second block
420 is the first block 410, a hash value of a previous block header of the second
block 420 has a first block hash 411 of a first block header 412. Also, since a
previous block of the third block 430 is the second block 420, a hash value of a
previous block header of the third block 430 has a second block hash 421 of a
second block header 422.

[0054] A Merkle tree may denote a structure in which a hash reference and
data of authentication information are connected in a tree form. The hash
reference may denote an indication of the data of the authentication information
by using an encryption hash value. Meanwhile, since the encryption hash value
is an intrinsic value of data, different pieces of data do not have a same hash
value.

[0055] A timestamp may denote a time at which a job is started for job
verification. A difficulty level may denote a constraint condition in a job verification
or a hash puzzle. A nonce value may denote a value that may be adjusted such
that a value of a block hash satisfies a constraint condition for job verification.
[0056] Examples of processes in which a first node possesses a
blockchain including the first and second blocks 410 and 420 and the third block
430 to be added to the blockchain is generated will be described. The first node
may calculate a root of a Merkle tree with respect to authentication information
433. The first node may generate a hash reference indicating a previous block
header in terms of the third block 430 to be added to the blockchain. The first
node may obtain a difficulty level required for job verification or constraint
condition of the third block 430 to be added to the blockchain. The first node may
identify whether a value of a block hash satisfies the constraint condition by
applying a hash function to the root of the Merkle tree, the hash reference
indicating the previous block header, the difficulty level, data of a timestamp, and
the nonce value. For example, the first node may perform job verification on a
candidate block by obtaining a nonce value satisfying a constraint condition by
increasing the nonce value by 1 from 0. Here, the candidate block may denote a

block in a state before job verification is completed. The first node may add the
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candidate block as the valid third block 430 to the blockchain. The first node may
transmit the third block 430 to other nodes on a network of the blockchain.
[0057] FIG. 5 is a diagram for explaining a process in which, when an
authentication block in which authentication information has been recorded is
generated, the generated authentication block is added to a blockchain and the
authentication information is stored in a storage, according to an example.
[0058] Referring to FIG. 5, the image forming device may obtain
authentication information of a new user of the image forming device and
generate an authentication block in which the authentication information of the
new user has been recorded. The image forming device may generate an
authentication block 510 including a block hash, a block header, and
authentication information. Because descriptions of the block hash and the block
header have already given above with reference to FIG. 4, they will not be
repeated herein.

[0059] The authentication information within the authentication block 510
may include information about an N user, such as an ID of the N user, a name
of the N user, a PW of the N user, an e-mail address of the Nt user, and an
authority ID with respect to the ID of the N user. The image forming device may
add the authentication block 510 to an N block of a blockchain 110. The image
forming device may transmit the Nt block to nodes within a network of a
blockchain.

[0060] The image forming device may add authentication information 531
of the N™ user to reference account information 530 of a plurality of users within
a storage 120. When the Nt block is added to the blockchain 110 within the image
forming device, the image forming device may store, in the storage 120,
information that is the same as the authentication information stored in the Nt
block. The image forming device may receive a result informing that validity of the
Nt block has been verified from the nodes within the network of the blockchain.
For example, when nodes exceeding 50% from among all of the nodes approve
the authentication information written in the Nt block, the validity of the N block

may be verified. When the validity of the N block is verified, the image forming
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device may store, in the storage 120, information that is the same as the
authentication information recorded in the Nt block.

[0061] FIG. 6 is a diagram for describing structures of blocks in which
authority information of users has been recorded and a structure of a blockchain
in which the blocks are connected, according to an example.

[0062] The structure of the blockchain of FIG. 6 is the same as that of FIG.
4. As such, descriptions given above with reference to FIG. 4 will be omitted here.
[0063] Referring to FIG. 6, the blockchain may be connected by a first block
610, a second block 620, and a third block 630. The first through third blocks 610
through 630 may respectively include a first block hash 611, a second block hash
621, and a third block hash 631, a first block header 612, a second block header
622, and a third block header 632, and a first piece of authority information 613,
a second piece of authority information 623, and a third piece of authority
information 633. Authority information of a first authorizer may be recorded in the
first block 610, authority information of a second authorizer may be recorded in
the second block 620, and authority information of a third authorizer may be
recorded in the third block 630. Authority information may include information
about an authorizer, such as an ID of an authority, a name of the authorizer, and
an authority range with respect to the ID of the authority. Although authority
information of one authorizer is recorded on each of the first through third blocks
610 through 630 in FIG. 6, a plurality of pieces of authority information may be
recorded therein.

[0064] FIG. 7 is a diagram for explaining a process in which, when an
authority block in which authority information has been recorded is generated, the
generated authority block is added to a blockchain and the authority information
is stored in a storage, according to an example.

[0065] Authority of a user to use an image forming device may be set
differently for different users. For example, users may be given different authority
although the users belong to the same group. As another example, the users
within a user group may be given the same authority.

[0066] When a new authority range within which the image forming device

may be used is set, the image forming device may obtain new authority
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information and may generate an authority block in which the new authority
information has been recorded. Referring to FIG. 7, the image forming device
may generate an authority block 710 including a block hash, a block header, and
authority information. Because descriptions of the block hash and the block
header have already given above with reference to FIG. 4, they will not be
repeated herein.

[0067] The authority information within the authority block 710 may include
an ID of an Mt authority, a name of an M authorizer, and an authority range with
respect to the ID of the Mt authority. The image forming device may add the
authority block 710 as an Mt block 721 of the blockchain 110. The image forming
device may transmit the M" block 721 to the nodes within the network of the
blockchain.

[0068] The image forming device may add authority information 731 of the
M authority to reference account information 730 of the plurality of users within
the storage 120. When the Mt block is added to the blockchain 110 within the
image forming device, the image forming device may store, in the storage 120,
information that is the same as the authority information recorded in the M™ block.
The image forming device may receive a result informing that validity of the Mt
block has been verified from the nodes within the network of the blockchain. For
example, when nodes exceeding 50% from among all of the nodes approve the
authority information written in the M™ block, the validity of the M™ block may be
verified. When the validity of the Mt block is verified, the image forming device
may store, in the storage 120, information that is the same as the authority
information recorded in the Mt block.

[0069] FIG. 8 is a diagram for explaining a process in which, when an
authentication block in which changed authentication information of a user has
been recorded is generated, the generated authentication block is added to a
blockchain and authentication information in a storage is updated, according to
an example.

[0070] Referring to FIG. 8, the image forming device may receive an input
of changing authentication information and authority information of an Nt user

from among a plurality of users. In other words, the image forming device may
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obtain changed information by changing account information of the Nt user and
generate an authentication block 810 in which the changed information has been
recorded.

[0071] The authentication information within the authentication block 810
may include information about the N user, such as an ID of the Nt user, a name
of the N user, a PW of the N user, an e-mail address of the Nt user, and an
authority ID with respect to the ID of the N user. Only the PW of the Nt user and
the authority ID with respect to the ID of the N user may be changed. As
illustrated in FIG. 8, the authentication block 810 in which the changed information
has been recorded may include changed information and unchanged information
about the N user. Alternatively, the authentication block 810 in which the
changed information has been recorded may include only changed information
about the Nt user.

[0072] When 2N-1 blocks are connected in the blockchain 110, the image
forming device may add the authentication block 810 as a 2N block 821 within
the blockchain 110. The image forming device may transmit the 2N™ block 821 to
the nodes within the network of the blockchain.

[0073] A changed authority ID with respect to the ID of the N user is
"JJJJJ", which is an existing authority ID. Because authority information related
to the authority ID "JJJJJ" has already been recorded in the second block 620 of
FIG. 6, the necessity to generate an authority block due to the changed authority
ID with respect to the ID of the N user is removed.

[0074] The image forming device may update the reference account
information 830 of the plurality of users within the storage 120 with authentication
information 831 of the N user. For example, the image forming device may
correct only changed information from among the account information of the Nt
user within the reference account information 830 of the plurality of users. As
another example, the image forming device may delete existing account
information of the N' user from the reference account information 830 of the
plurality of users and may add new account information by reflecting the changed

information.
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[0075] To provide integrity of the reference account information 830 of the
plurality of users stored in the storage 120, the image forming device may
determine whether the reference account information 830 of the plurality of users
stored in the storage 120 has been periodically synchronized with the user
account information stored in a ledger, based on the blockchain 110. The image
forming device may update the reference account information 830 of the plurality
of users stored in the storage 120, based on a result of the determination of
synchronization or non-synchronization. For example, when the account
information of the third user has been changed, the changed account information
of the third user may not be reflected in the reference account information 830 of
the plurality of users stored in the storage 120. The image forming device may
secure integrity of the reference account information 830 of the plurality of users
stored in the storage 120 by periodically synchronizing the user account
information stored in the ledger with the reference account information 830 of the
plurality of users.

[0076] FIG. 9 is a diagram for explaining a process in which an image
forming device performs user authentication and performs an image forming job
according to an authority range, by using reference account information stored
based on a blockchain, according to an example.

[0077] Referring to FIG. 9, the image forming device may receive first
authentication information 910 of a first user through a user interface device. For
example, the image forming device may receive "CXCX" as an ID of the first user
and "*****" as a PW of the first user.

[0078] The image forming device may authenticate the first authentication
information of the first user, based on the reference account information 530 of
the plurality of users stored in the storage 120. For example, the reference
account information 530 of the plurality of users may be information obtained
based on a blockchain that distributes and manages the ledger in which the user
account information has been recorded.

[0079] When the first authentication information is identical with first

reference account information of the first user within the reference account
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information 530 of the plurality of users, the image forming device may
authenticate the first user as a proper user of the image forming device.

[0080] When authentication of the first user is completed, the first user may
request the image forming device to perform the first image forming job. As
illustrated in FIG. 9, the image forming device may receive a request 920 to
perform a first image forming job corresponding to "double-sided color copying"
through a user interface device.

[0081] Referring to information indicating an authority ID of the first user
from among the reference account information 730 of the plurality of users, the
authority of the first user may be authority for black-and-white copying and a
restriction of 300 paper sheets per week. The image forming device may display,
through the user interface device, a message informing that the first image
forming job of the first user is impossible. As illustrated in FIG. 9, the image
forming device may display, through the user interface device, a message 930
indicating "Color copying is impossible. Please, ask the manager."

[0082] FIG. 10 is a diagram for explaining a process in which an image
forming device performs user authentication and performs an image forming job
according to an authority range by using reference account information stored
based on a blockchain, according to an example.

[0083] The first user may change the PW of the ID of the first user and may
change the authority of the first user to use the image forming device. The first
user may use the image forming device according to changed account
information. The changed account information of the first user may be reflected
in reference account information of a plurality of users stored in a storage and
may be stored.

[0084] Referring to FIG. 10, the image forming device may receive second
authentication information 1010 of the first user through a user interface device.
For example, the image forming device may receive "CXCX" as an ID of the first
user and "*****"' as a PW of the first user.

[0085] The image forming device may authenticate the second
authentication information 1010 of the first user, based on the reference account

information 830 of the plurality of users stored in the storage 120. For example,
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when the second authentication information is identical with the changed first
reference account information of the first user within the reference account
information 830 of the plurality of users, the image forming device may
authenticate the first user as a proper user of the image forming device.

[0086] The image forming device may receive a request 1020 to perform a
first image forming job corresponding to "double-sided color copying' through the
user interface device.

[0087] Referring to information indicating an authority range corresponding
to an authority ID of the first user from among reference account information 840
of the plurality of users, the authority of the first user may be color copying,
scanning, and a restriction of 100 paper sheets per week. The image forming
device may display, through the user interface device, a message informing that
the first image forming job of the first user is possible. The image forming device
may perform a job of color-copying a certain document on both sides according
to the request to perform the first image forming job. The image forming device
may display a message 1030 indicating "Color copying is in progress", through
the user interface device.

[0088] FIG. 11 is a flowchart of a process of adding a node to a network of
a blockchain, according to an example.

[0089] Referring to FIG. 11, in operation 1101, the second image forming
device 11-1 may inform the first image forming device 10-1 that the second image
forming device 11-1 participates as a node on the network of the blockchain. The
first image forming device 10-1 may be a node on the network of the blockchain.
[0090] In operation 1102, the first image forming device 10-1 may request
the second image forming device 11-1 for account information of a manager. The
manager may be a manager approved by the nodes on the network of the
blockchain. The account information of the manager may be information about an
ID and a PW of the manager.

[0091] In operation 1103, the second image forming device 11-1 may
transmit the account information of the manager to the first image forming device
10-1. In operation 1104, the first image forming device 10-1 may evaluate the

account information of the manager and may authenticate the second image
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forming device 11-1. The first image forming device 10-1 may request a node 12
on the network of the blockchain to add the second image forming device 11-1 to
a node list on the network of the blockchain. Although the node 12 on the network
of the blockchain is one node in FIG. 11, the node 12 may be a plurality of nodes.
[0092] In operation 1105, the node 12 on the network of the blockchain
may transmit, to the first image forming device 10-1, a notification notifying that
the second image forming device 11-1 is allowed as a node on the network of the
blockchain. In operation 1106, the first image forming device 10-1 may add the
second image forming device 11-1 as a node on the network of the blockchain,
and transmit, to the second image forming device 11-1, a ledger in which user
account information has been recorded.

[0093] FIG. 12 is a flowchart of a process in which, when a block in which
user account information has been recorded is generated, an image forming
device adds the generated block to a blockchain and stores the user account
information recorded in the block in a storage, according to an example.

[0094] Referring to FIG. 12, in operation 1201, the first image forming
device 10-1 may generate an N block in which user account information with
respect to a certain image forming device has been recorded. In operation 1202,
the first image forming device 10-1 may transmit the N™ block to the node 12 on
the network of the blockchain. Although the node 12 on the network of the
blockchain is illustrated as one node in FIG. 12, the node 12 may be a plurality of
nodes.

[0095] In operation 1203, the node 12 on the network of the blockchain
may verify validity of the N block. As an example, the node 12 may verify the
validity of the N block by comparing a hash value of encrypted user account
information in the N block with a hash value of user account information. In
operation 1204, the node 12 may transmit, to the first image forming device 10-1,
a result of verifying the validity of the Nt block.

[0096] In operation 1205, the first image forming device 10-1 may store, in
a storage, the user account information recorded in the N block, according to
whether the N block is valid. As an example, when the N block is not valid, the

first image forming device 10-1 may discard the N* block. On the other hand,
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when the N block is valid, the first image forming device 10-1 may add the Nt
block to the block chain and store, in the storage, the user account information
recorded in the Nt block.

[0097] FIG. 13 is a flowchart of a process in which an image forming device
obtains final reference account information, based on a time point at which
reference account information stored in each of the nodes on a network of a
blockchain has been updated, and transmits the final reference account
information to each of the nodes, according to an example.

[0098] Referring to FIG. 13, the first image forming device 10-1 may
request each node on the network of the blockchain for a plurality of pieces of
reference account information stored in a storage of each node in operation 1301.
[0099] In operation 1302, the node 12 on the network of the blockchain
may transmit, to the first image forming device 10-1, the plurality of pieces of
reference account information stored in the storage of each node.

[00100] In operation 1303, the first image forming device 10-1 may obtain
final reference account information of a plurality of users, based on a time point
when a plurality of pieces of reference account information stored in a storage
within the first image forming device 10-1 is synchronized with the plurality of
pieces of reference account information stored in the storage of each node.
[00101] For example, when a time point when reference account information
of a third user has been updated in the first image forming device 10-1 is earlier
than a time point when reference account information of the third user has been
updated in a certain node, the first image forming device 10-1 may determine that
the reference account information of the third user updated in the certain node is
the latest account information. The first image forming device 10-1 may determine
the latest account information to be the final reference account information.
[00102] In operation 1304, the first image forming device 10-1 may transmit
the final reference account information to the node 12 on the network of the
blockchain. In operation 1305, the first image forming device 10-1 may update
the plurality of pieces of reference account information with the final reference

account information. In operation 1306, the node 12 on the network of the
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blockchain may update the plurality of pieces of reference account information
with the final reference account information.

[00103] FIG. 14 is a block diagram of a structure of an image forming device,
according to an example.

[00104] Referring to FIG. 14, an image forming device 1400 may include a
communication device 1410, a user interface device 1420, a storage 1430, a
memory 1440, and a processor 1450. The image forming device 1400 may be
implemented by more or fewer components than those illustrated in FIG. 14.
[00105] The communication device 1410 may perform communication with
an external apparatus. As an example, the communication device 1410 may be
connected to a network by wire or wirelessly and perform communication with an
external apparatus. The external apparatus may be a node that distributes and
manages a ledger, based on a blockchain.

[00106] The communication device 1410 may include a communication
module (e.g., a transceiver) that supports one of various wired/wireless
communication methods. For example, the communication module may be in the
form of a chipset, or may be a sticker/barcode (e.g., a sticker including a near
field communication (NFC) tag) including information necessary for
communication. The communication module may be a short-range
communication module or a wired communication module.

[00107] The communication device 1410 may support, for example, a
wireless local area network (LAN), wireless fidelity (WiFi), WiFi Direct, Bluetooth,
a universal serial bus (USB), a wired LAN, NFC, or the like.

[00108] The user interface device 1420 may include an input interface for
receiving an input or the like for performing an image forming job from a user, and
an output interface for displaying information, such as a result of performing an
image forming job or a status of the image forming device 1400. For example, the
user interface device 1420 may include a manipulation panel that receives a user
input, and a display panel that displays a screen image.

[00109] As an example, the input interface may include a device capable of
receiving various types of user inputs, such as a keyboard, a physical button, a

touch screen, a camera, a microphone, or the like. The output interface may
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include, for example, a display panel, a speaker, or the like. However, the user
interface device 1420 is not limited thereto, and the user interface device 1420
may include a device that supports various inputs and outputs.

[00110] The storage 1430 may store reference account information of a
plurality of users. As an example, the storage 1430 may store the reference
account information of the plurality of users, based on a blockchain that distributes
and manages a ledger in which user account information has been recorded. The
storage 1430 may store the reference account information of the plurality of users
synchronized with the user account information recorded on the ledger based on
the block chain.

[00111] The memory 1440 may store programs, data, or files related to the
image forming device 1400. The processor 1450 may execute the programs
stored in the memory 1440, read the data or the files from the memory 1440, or
store a new file in the memory 1440. The memory 1440 may store program
commands, data files, data structures, or the like separately or in combinations.
The memory 1440 may store instructions executable by the processor 1450.
[00112] The processor 1450 may control overall operations of the image
forming device 1400, and may include at least one processor, such as a central
processing unit (CPU). The processor 1450 may control the other components
included in the image forming device 1400 to perform an operation corresponding
to a user input received via the user interface device 1420. The processor 1450
may include at least one specialized processor corresponding to each function or
may be an integrated processor.

[00113] The processor 1450 may receive first authentication information of
a first user with respect to the image forming device 1400 through the user
interface device 1420.

[00114] The processor 1450 may authenticate the first authentication
information of the first user, based on the reference account information of the
plurality of users stored in the storage 1430 based on the blockchain.

[00115] The blockchain may distribute and manage a ledger in which user
account information has been recorded. The user account information may

include authentication information used to authenticate a user of the image
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forming device 1400, and authority information indicating an authority range
within which the user may use the image forming device 1400. The ledger may
include a first ledger in which authentication information is recorded, and a
second ledger in which authority information is recorded. The first ledger and the
second ledger may exist independently.

[00116] When the authentication of the first user is completed, the processor
1450 may receive a request to perform a first image forming job, through the user
interface device 1420.

[00117] The processor 1450 may evaluate first authority information
indicating an authority range of the first user, based on the reference account
information of the plurality of users. The processor 1450 may perform the first
image forming job within the authority range of the first user.

[00118] The processor 1450 may generate a block in which the user
account information with respect to the image forming device 1400 has been
recorded.

[00119] For example, the processor 1450 may generate a first block in
which certain authentication information of a new user or certain authority
information of the new user has been recorded.

[00120] As another example, the processor 1450 may generate a second
block in which changed information obtained by changing second authentication
information or second authority information of a second user from among a
plurality of users has been recorded. The plurality of users are users of which
user account information has been recorded within the blocks of a blockchain.
[00121] When validity of the generated block is verified from nodes within
the network of the blockchain, the processor 1450 may add the generated block
to the blockchain. The processor 1450 may store, in the storage 1430, the user
account information with respect to the image forming device 1400 recorded in
the generated block.

[00122] For example, the processor 1450 may generate a second block in
which second account information of a second user has been recorded. The
processor 1450 may receive, from a certain node from among the nodes through

the communication device 1410, a third block in which third account information
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of a second user has been recorded. The processor 1450 may determine, as a
valid block, a block corresponding to an earlier time point from among a time point
at which the second account information is agreed from the nodes and a time
point at which the third account information is agreed from the nodes. The
processor 1450 may add the valid block to the blockchain.

[00123] For example, the processor 1450 may generate account information
of a new user including at least one piece of information recorded in the first block.
The processor 1450 may add the account information of the new user to the
reference account information of the plurality of users stored in the storage 1430.
[00124] As another example, the processor 1450 may update the second
reference account information of the second user stored in the storage 1430,
based on the changed information of the user account information of the second
user recorded in the second block.

[00125] As another example, the processor 1450 may receive a request for
a plurality of pieces of user account information from an external image forming
device other than the nodes within the network of the blockchain, through the
communication device 1410. The processor 1450 may synchronize the reference
account information of the plurality of users stored in the storage 1430 with the
user account information recorded in the ledger. The processor 1450 may
transmit the reference account information of the plurality of users to an external
image forming device, through the communication device 1410.

[00126] The processor 1450 may transmit, to the nodes within the network
of the blockchain, the block in which the user account information with respect to
the image forming device 1400 has been recorded through the communication
device 1410, based on the blockchain.

[00127] The processor 1450 may determine whether the reference account
information of the plurality of users stored in the storage 1430 has been
periodically synchronized with the user account information recorded in the ledger
based on the blockchain. The processor 1450 may update the reference account
information of the plurality of users stored in the storage 1430, based on a result

of the determination of synchronization or non-synchronization.
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[00128] The processor 1450 may receive a request from the image forming
device 1400 through the communication device 1410, the request indicating
participation as a node on the network of the blockchain. The processor 1450
may receive a message from the nodes on the network of the blockchain through
the communication device 1410, the message indicating that the request of
participation of the image forming device 1400 as a node within the network of
the blockchain is approved. The processor 1450 may transmit the ledger to the
image forming device 1400 through the communication device 1410.

[00129] The processor 1450 may request each node within the network of
the blockchain for a plurality of pieces of reference account information stored in
each node through the communication device 1410 and may receive the plurality
of pieces of reference account information stored in each node from each node.
The processor 1450 may obtain final reference account information of the plurality
of users, based on a time point when the reference account information of the
plurality of users stored in the storage 1430 is synchronized with the plurality of
pieces of reference account information stored in each node. The processor 1450
may transmit the final reference account information to each node through the
communication device 1410.

[00130] The above-described operating methods may be embodied in the
form of a computer-readable recording medium storing computer-executable
instructions or data. The above-described examples can be written as computer
programs and can be implemented in general-use digital computers that execute
the programs using a computer-readable recording medium. Examples of the
computer-readable recording medium may include read-only memory (ROM),
random-access memory (RAM), flash memory, CD-ROMs, CD-Rs, CD+Rs, CD-
RWs, CD+RWs, DVD-ROMs, DVD-Rs, DVD+Rs, DVD-RWs, DVD+RWSs, DVD-
RAMs, BD-ROMs, BD-Rs, BD-R LTHs, BD-REs, a magnetic tape, a floppy disk,
a magneto-optical data storage device, an optical data storage device, a hard
disk, a solid-state disk (SSD), and any device capable of storing an instruction or
software, related data, a data file, and data structures and providing the

instruction or software, the related data, the data file, and the data structures to a
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processor or a computer such that the processor or the computer execute the
instruction.

[00131] While the disclosure has been particularly shown and described
with reference to examples thereof, it will be understood by those of ordinary skKill
in the art that various changes in form and details may be made therein without
departing from the spirit and scope of the disclosure as defined by the following
claims. For example, an appropriate result may be attained even when the above-
described techniques are performed in a different order from the above-described
method, and/or components, such as the above-described system, structure,
device, and circuit, are coupled or combined in a different form from the above-
described methods or substituted for or replaced by other components or
equivalents thereof.

[00132] Therefore, the scope of the present disclosure is defined not by the
detailed description of examples but by the appended claims and equivalents to

the appended claims.
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WHAT IS CLAIMED IS:

1. An operating method of an image forming device, the operating
method comprising:

receiving first authentication information of a first user with respect to the
image forming device;

authenticating the first authentication information of the first user, based
on reference account information of a plurality of users, the reference account
information being stored in a storage based on a blockchain that distributes and
manages a ledger in which user account information including authentication
information and authority information of a user with respect to a certain image
forming device has been recorded;

when the authentication of the first user is completed, receiving a request
to perform a first image forming job; and

evaluating first authority information indicating an authority range of the
first user, based on the reference account information of the plurality of users, and

performing the first image forming job within the authority range of the first user.

2. The operating method of claim 1, further comprising:

generating a block in which the user account information with respect to
the certain image forming device has been recorded; and

when validity of the generated block is verified from nodes within a network
of the blockchain, adding the generated block to the blockchain and storing, in
the storage, the user account information with respect to the certain image

forming device recorded in the generated block.

3. The operating method of claim 2, further comprising transmitting, to
the nodes within the network of the blockchain, the block in which the user
account information with respect to the certain image forming device has been

recorded, based on the blockchain.

4. The operating method of claim 2,
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wherein the generating of the block in which the user account information
with respect to the certain image forming device has been recorded comprises
generating a first block in which certain authentication information of a new user
or certain authority information of the new user has been recorded, and

wherein the storing of the user account information with respect to the
certain image forming device in the storage comprises generating account
information of the new user including the certain authentication information or
certain authority information recorded on the first block, and adding the generated
account information of the new user to the reference account information stored

in the storage.

. The operating method of claim 2,

wherein the generating of the block in which the user account information
with respect to the certain image forming device has been recorded comprises
generating a second block in which changed information obtained by changing
second authentication information or second authority information of a second
user from among the plurality of users has been recorded, and

wherein the storing in the storage of the user account information with
respect to the certain image forming device comprises updating, based on the
change information recorded on the second block, second reference account

information of the second user stored in the storage.

6. The operating method of claim 1, wherein the ledger comprises:

a first ledger in which authentication information used to identify a user of
the certain image forming device has been recorded; and

a second ledger in which authority information indicating an authority range

allowed for the user with respect to the certain image forming device.

7. The operating method of claim 1, further comprising:
determining if the reference account information of the plurality of users
stored in the storage has been periodically synchronized with the user account

information recorded on the ledger based on the blockchain; and
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based on a result of the determination of synchronization, updating the

reference account information of the plurality of users stored in the storage.

8. The operating method of claim 2,
wherein the generating of the block in which the user account information
with respect to the certain image forming device has been recorded comprises
generating a second block in which second account information of a second user
from among the plurality of users has been recorded, and
wherein the adding of the generated block to the blockchain when validity
of the generated block is verified from nodes within the network of the blockchain
comprises:
receiving, from a certain node from among the nodes, a third block
in which third account information of the second user has been recorded:;
and
determining, as a valid block, a block corresponding to an earliest
time point from among a time point at which the second account
information is agreed from the nodes and a time point at which the third

account information is agreed from the nodes.

9. The operating method of claim 1, further comprising:

receiving, from a second image forming device, a request to participate as
a node within the network of the blockchain;

receiving a message indicating that the request from the second image
forming device is allowed, from nodes within the network of the blockchain; and

transmitting the ledger to the second image forming device.

10.  The operating method of claim 1, further comprising:
receiving a request for user account information of the plurality of users
from an external image forming device other than the nodes within the network of

the blockchain;
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synchronizing the reference account information of the plurality of users
stored in the storage with the user account information recorded on the ledger
based on the blockchain; and

transmitting the reference account information of the plurality of users to

the external image forming device.

11.  The operating method of claim 1, further comprising:

requesting a k-th node within the network of the blockchain for a plurality
of pieces of reference account information stored in the k-th node, and receiving
the plurality of pieces of reference account information stored in the k-th node
from the k-th node, wherein O<k<n, and k is an integer;

obtaining final reference account information of the plurality of users,
based on a time point when the reference account information of the plurality of
users stored in the storage is synchronized with the plurality of pieces of reference
account information stored in the k-th node; and

transmitting the final reference account information to the k-th node.

12. A non-transitory computer program product comprising one or more
computer-readable recording mediums having recorded thereon instructions,
which, when executed by a computer, perform an operating method of an image
forming device, the product comprising:

instructions to receive first authentication information of a first user with
respect to the image forming device;

instructions to authenticate the first authentication information of the first
user, based on reference account information of a plurality of users, the reference
account information being stored in a storage based on a blockchain that
distributes and manages a ledger in which user account information including
authentication information and authority information of a user with respect to a
certain image forming device has been recorded;

instructions to, when the authentication of the first user is completed,

receive a request to perform a first image forming job; and
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instructions to evaluate first authority information indicating an authority
range of the first user, based on the reference account information of the plurality
of users, and perform the first image forming job within the authority range of the

first user.

13.  Animage forming device comprising:
a communication device;
a user interface device;
a storage;
a processor; and
a memory storing instructions executable by the processor,
wherein the processor is to execute the instructions to:
receive first authentication information of a first user with respect to
the image forming device, through the communication device;
authenticate the first authentication information of the first user,
based on reference account information of a plurality of users, the
reference account information being stored in the storage based on a
blockchain that distributes and manages a ledger in which user account
information including authentication information and authority information
of a user with respect to a certain image forming device has been recorded,;
when authentication of the first user is completed, receive a request
to perform a first image forming job, through the user interface device; and
evaluate first authority information indicating an authority range of
the first user, based on the reference account information of the plurality of
users, and perform the first image forming job within the authority range of

the first user.

14. The image forming device of claim 13, wherein the processor is
further to execute the instructions to:
generate a block in which the user account information with respect to the

certain image forming device has been recorded; and
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when validity of the generated block is verified from nodes within a network
of the blockchain, add the generated block to the blockchain and store, in the
storage, the user account information with respect to the certain image forming

device recorded in the generated block.

15. The image forming device of claim 13, wherein the processor is
further to execute the instructions to:

determining if the reference account information of the plurality of users
stored in the storage has been periodically synchronized with the user account
information recorded on the ledger based on the blockchain; and

based on a result of the determination of synchronization, update the

reference account information of the plurality of users stored in the storage.
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FIG. 2

( START )

RECEIVE FIRST AUTHENTICATION INFORMATION
OF FIRST USER WITH RESPECT TO IMAGE —210
FORMING DEVICE

AUTHENTICATE FIRST AUTHENTICATION
INFORMATION OF FIRST USER, BASED ON
REFERENCE ACCOUNT INFORMATION OF
PLURALITY OF USERS STORED IN STORAGE
BASED ON BLOCKCHAIN THAT DISTRIBUTES AND
MANAGES LEDGER ON WHICH USER ACCOUNT
INFORMATION OF CERTAIN IMAGE FORMING
DEVICE HAS BEEN RECORDED

— 220

WHEN AUTHENTICATION OF FIRST USER
IS COMPLETED, RECEIVE REQUEST TO — 230

PERFORM FIRST IMAGE FORMING JOB

CHECK FIRST AUTHORITY INFORMATION
INDICATING AUTHORITY RANGE OF FIRST USER,
BASED ON REFERENCE ACCOUNT INFORMATION
OF PLURALITY OF USERS, AND PERFORM FIRST

IMAGE FORMING JOB WITHIN AUTHORITY

RANGE OF FIRST USER

—— 240

END
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FIG. 3

( START )

GENERATE BLOCK IN WHICH USER ACCOUNT
INFORMATION WITH RESPECT TO CERTAIN —310
IMAGE FORMING DEVICE HAS BEEN RECORDED

WHEN VALIDITY OF GENERATED BLOCK IS
VERIFIED BY NODES WITHIN NETWORK OF
BLOCKCHAIN, ADD GENERATED BLOCK TO
BLOCKCHAIN AND STORE, IN STORAGE, USER  |——320
ACCOUNT INFORMATION WITH RESPECT TO
IMAGE FORMING DEVICE RECORDED IN
GENERATED BLOCK

TRANSMIT, TO NODES WITHIN NETWORK OF
BLOCKCHAIN, BLOCK IN WHICH USER ACCOUNT

INFORMATION WITH RESPECT TO IMAGE FORMING |——330
DEVICE HAS BEEN RECORDED, BASED ON

BLOCKCHAIN

END
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SECOND IMAGE
FORMING DEVICE

FIG. 11
11 10-1 12
FIRST IMAGE NODE ON BLOCKCHAIN
FORMING DEVICE NETWORK

INFORM FIRST IMAGE FORMING
DEVICE THAT SECOND IMAGE
FORMING DEVICE PARTICIPATES AS
NODE ON BLOCKCHAIN NETWORK
(1101)

REQUEST SECOND IMAGE
FORMING DEVICE FOR
ACCOUNT INFORMATION OF
MANAGER (1102)

TRANSMIT ACCOUNT INFORMATION
OF MANAGER (1103)

TRANSMIT LEDGER ON WHICH
USER ACCOUNT INFORMATION
HAS BEEN RECORDED (1106)

REQUEST NODE ON BLOCKCHAIN
NETWORK TO ADD SECOND IMAGE
FORMING DEVICE TO NODE LIST
ON BLOCKCHAIN NETWORK(1104)

TRANSMIT NOTIFICATION NOTIFYING
THAT SECOND IMAGE FORMING
DEVICE IS ALLOWED AS NODE ON
BLOCKCHAIN NETWORK (1105)
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FIG. 12

10-1 12

FIRST IMAGE NODE ON
FORMING DEVICE BLOCKCHAIN NETWORK

1201

GENERATE N-TH BLOCK IN WHICH USER
ACCOUNT INFORMATION WITH RESPECT
TO CERTAIN IMAGE FORMING DEVICE
HAS BEEN RECORDED

TRANSMIT N-TH BLOCK (1202)

- 1203
VERIFY VALIDITY OF N-TH BLOCK

TRANSMIT RESULT OF VERIFYING
VALIDITY OF N-TH BLOCK (1204)

1205 B

N-TH BLOCK IS NOT VALID, DISCARD
N-TH BLOCK, AND, WHEN N-TH BLOCK
IS VALID, ADD N-TH BLOCK TO BLOCK
CHAIN AND STORE, IN STORAGE, USER

ACCOUNT INFORMATION RECORDED

IN N-TH BLOCK
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FIG. 13

10-1 12

FIRST IMAGE NODE ON
FORMING DEVICE BLOCKCHAIN NETWORK

REQUEST EACH NODE ON BLOCKCHAIN
NETWORK FOR PLURALITY OF
PIECES OF REFERENCE ACCOUNT
INFORMATION STORED IN STORAGE OF
EACH NODE (1301)

TRANSMIT PLURALITY OF PIECES OF

REFERENCE ACCOUNT INFORMATION

STORED IN STORAGE OF EACH NODE
(1302)

1303

OBTAIN FINAL REFERENCE ACCOUNT
INFORMATION OF PLURALITY OF USERS,
BASED ON TIME POINT WHEN PLURALITY

OF PIECES OF REFERENCE ACCOUNT

INFORMATION STORED IN STORAGE WITHIN
FIRST IMAGE FORMING DEVICE IS
SYNCHRONIZED WITH PLURALITY OF
PIECES OF REFERENCE

TRANSMIT FINAL REFERENCE ACCOUNT

INFORMATION (1304)
1305 -

UPDATE PLURALITY OF PIECES OF
REFERENCE ACCOUNT INFORMATION WITH
FINAL REFERENCE ACCOUNT INFORMATION

1306

UPDATE PLURALITY OF PIECES OF
REFERENCE ACCOUNT INFORMATION WITH
FINAL REFERENCE ACCOUNT INFORMATION
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FIG. 14

1400

IMAGE FORMING DEVICE

1410 1450

COMMUNICATION
DEVICE

1420

USER INTERFACE
DEVICE

1430 PROCESSOR

STORAGE

1440
MEMORY




INTERNATIONAL SEARCH REPORT

International application No.

PCT/US 2019/040785

A. CLASSIFICATION OF SUBJECT MATTER

GO6F 3/12 (2006.01)
GOG6F 16/00 (2019.01)
GO6F 21/30 (2013.01)

According to International Patent Classification (IPC) or to both national classification and IPC

B. FIELDS SEARCHED

Minimum documentation searched (classification system followed by classification symbols)

GO6F

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

Electronic data base consulted during the international search (name of data base and, where practicable, search terms used)

PatSearch (RUPTO internal), USPTO, PAJ, K-PION, Esp@cenet, Information Retrieval System of FIPS

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category* Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.
US 2016/0212297 A1 (KONICA MINOLTA INC) 21.07.2016, paragraphs [0002],
[0012]-[0013], [0015], [0039], [0041], [0043], [0050], [0067], [0074], [0078],
Y [0101], [0139] 1-8, 10, 12-15
A 9,11
Y US 2017/0330180 A1 (COINPLUG INC) 16.11.2017, paragraphs [0021]-[0024], 1-8, 10, 12-15
[0047]
A 9,11
Y US 2016/0342994 A1 (MASTERCARD INTERNATIONAL INC) 24.11.2016, 2-5, 14
paragraphs [0029], [0044]
Y US 2018/0039667 A1 (CHICAGO MERCANTILE EXCHANGE INC) 08.02.2018, 5,7,8,15
paragraphs [0065], [0084], [0218]
D Further documents are listed in the continuation of Box C. D See patent family annex.
* Special categories of cited documents: “1” later document published after the international filing date or priority

“A”  document defining the general state of the art which is not considered
to be of particular relevance

“E”  earlier document but published on or after the international filing date

“L”  document which may throw doubts on priority claim(s) or which is
cited to establish the publication date of another citation or other

special reason (as specified)

“0”  document referring to an oral disclosure, use, exhibition or other
means
“P”  document published prior to the international filing date but later than

the priority date claimed

date and not in conflict with the application but cited to understand
the principle or theory underlying the invention

“X”  document of particular relevance; the claimed invention cannot be
considered novel or cannot be considered to involve an inventive
step when the document is taken alone

“Y”  document of particular relevance; the claimed invention cannot be
considered to involve an inventive step when the document is
combined with one or more other such documents, such combination
being obvious to a person skilled in the art

“&”  document member of the same patent family

Date of the actual completion of the international search

21 October 2019 (21.10.2019)

Date of mailing of the international search report

24 October 2019 (24.10.2019)

Name and mailing address of the [SA/RU:

Federal Institute of Industrial Property,
Berezhkovskaya nab., 30-1, Moscow, G-59,

GSP-3, Russia, 125993

Facsimile No: (8-495) 531-63-18, (8-499) 243-33-37

Authorized officer
A. Reshetnikova

Telephone No. (495) 531-65-15

Form PCT/ISA/210 (second sheet) (January 2015)




	Page 1 - front-page
	Page 2 - front-page
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - description
	Page 15 - description
	Page 16 - description
	Page 17 - description
	Page 18 - description
	Page 19 - description
	Page 20 - description
	Page 21 - description
	Page 22 - description
	Page 23 - description
	Page 24 - description
	Page 25 - description
	Page 26 - description
	Page 27 - description
	Page 28 - claims
	Page 29 - claims
	Page 30 - claims
	Page 31 - claims
	Page 32 - claims
	Page 33 - claims
	Page 34 - drawings
	Page 35 - drawings
	Page 36 - drawings
	Page 37 - drawings
	Page 38 - drawings
	Page 39 - drawings
	Page 40 - drawings
	Page 41 - drawings
	Page 42 - drawings
	Page 43 - drawings
	Page 44 - drawings
	Page 45 - drawings
	Page 46 - drawings
	Page 47 - drawings
	Page 48 - wo-search-report

