
INTCRNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

РСТ WORLD INTELLECTUAL PROPERTY ORGANIZATION 
Intemationa】 Bureau

(51) International Patent Classification 6 :

G06F1V00
(11) International Publication Number: wo 98Ζ30957

A3
(43》International Publication Date: 16 July 1998 (16.07.98)

(21) International Application Number: PCT/US98/08897

(22) International Filing Date: 5 January 1998 (05.01.98)

(30) Priority Data:
January 1997 (08.이.97) US ؛80,985 08/8

(81) Designated States: CA，JP，European patent (AT，BE，CH，DE， 
DK，ES，FI，FR，GB，GR，IE，IT，LU, MC, NL，PT，SE).

Published
With international search report.

(88) Date of publication of the international search report:
5 November 1998 (05.11.98)

(71) Applicant: SYMANTEC CORPORATION [US/US]; 10201
Torre Avenue，Cupertino, CA 95014 (US).

(72) Inventor: NACHENBERG，Carey，s.; 19533 Citronia St”
Northridge，CA 91324 (US).

(74) Agents: OKAMOTO, James，K. et al.; Fenwick & West LLP， 
Two Palo Alto Square，Palo Alto, CA 94306 (US).

(54》Title: POLYMORPHIC VIRUS DETECTION MODULE

(57) Abstract

A Polymorphic Anti-virus Module (PAM) (200) com- 
prises a CPU emulator (210) for emulating the target program؛ 
a virus signature scanning module (250) for scanning decrypted 
virus code，and an emulation control module (220), incluàing 
a static exclusion module (230)，a dynamic exclusion module 
(240)，instruction/interrupt usage pr¿files (224) for the muta- 
tion engines (162) of the known polymorphic viruses (150)， 
size an¿ target nie types (226) ror these viruses，and a table 
(228) having an entry for each known polymorphic virus (150). 
During emulation, the emulation control moduie (220) may ob- 
serve use of a register-indirect memory write instruction using 
a register that has not been initialize¿. Such a random write 
can be used as an indication that the file is probably a data file 
and so is unlikely to harbor a virus.
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