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FIG. 5 

EXTERNAL DEBUGMODE. THIS BITS READ-ONLY BYSOFTWARE. 
O-EXTERNAL DEBUGMODE DISABLED. INTERNAL DEBUG EVENTS NOT 52 

MAPPED INTO EXTERNAL DEBUG EVENTS. 
1- EXTERNAL DEBUGMODE ENABLED, EVENTS WILL NOT CAUSE 

THE CPUTOVECTOR TOINTERRUPT CODE, SOFTWARE IS NOT 
PERMITTED TOWRITE TODEBUGREGISTERS (DBCRx, DBSR, 
DBCNT1-2, IAC1-4, DAC1-2, DVC1-2). 

INTERNAL DEBUGMODE 
O-DEBUG EXCEPTIONS ARE DISABLED, DEBUG EVENTSDO NOT 54 
AFFECTDBSRUNLESSEDMISSET. 

1-DEBUG EXCEPTIONS ARE ENABLED, ENABLED DEBUG EVENTS WILL 
UPDATE THE DBSRAND MAY CAUSE THE CPUTOVECTOR TO 
INTERRUPT CODE. SOFTWARE IS PERMITTED TO WRITE TO 
DEBUGREGISTERS. 

RESET CONTROL 
OO-NOFUNCTION 56 
01 - RESERVED 
1O-PRESETOUT BPINASSERTED BY DEBUGRESET CONTROLTO 

INITIATE PROCESSORRESET. 
11 - RESERVED 

NOTE: THIS FIELD IS UNCONDITIONALLY RESET ON ANY RESET CONDITION. 

INSTRUCTION COMPLETEDEBUG EVENT ENABLE 
O-ICMPDEBUG EVENTS ARE DISABLED 58 
1- ICMP DEBUG EVENTS ARE ENABLED 

BRANCHTAKENDEBUG EVENTENABLE 
BRT O-BRTDEBUG EVENTS ARE DISABLED 60 

1- BRT DEBUG EVENTS ARE ENABLED 

INSTRUCTION ADDRESSCOMPARE 1 DEBUG EVENTENABLE 
AC1 0-AC1DEBUG EVENTS ARE DISABLED 61 

1-AC1DEBUG EVENTS ARE ENABLED 

INSTRUCTION ADDRESSCOMPARE2DEBUG EVENTENABLE 
7 IAC2 O-AC2DEBUG EVENTS ARE DISABLED 62 

1 - IAC2DEBUG EVENTS ARE ENABLED 

INSTRUCTION ADDRESSCOMPARE3DEBUG EVENTENABLE 
AC3 O-AC3DEBUG EVENTS ARE DISABLED 63 
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BITS) NAME DESCRIPTION 
DATA ADDRESSCOMPARE DEBUG EVENTENABLE 
OO-DAC1 DEBUG EVENTS ARE DISABLED 66 
O1-DAC1 DEBUG EVENTS ARE ENABLED ONLY FOR STORE-TYPE 

10:11 DAC1 DATASTORAGEACCESSES 
1O-DAC1 DEBUG EVENTS ARE ENABLED ONLY FOR LOAD-TYPE 

DATA STORAGEACCESSES 
11- DAC1 DEBUG EVENTS ARE ENABLED FOR LOAD-TYPE OR 

STORE-TYPE DATA STORAGEACCESSES 

DATA ADDRESSCOMPARE2 DEBUG EVENTENABLE 
OO-DAC2DEBUG EVENTS ARE DISABLED 68 
O1-DAC2DEBUG EVENTS ARE ENABLED ONLY FOR STORE-TYPE 

12:13 DAC2 DATASTORAGEACCESSES 
1O-DAC2DEBUG EVENTS ARE ENABLED ONLY FOR LOAD-TYPE 

DATA STORAGEACCESSES 
11- DAC2 DEBUG EVENTS ARE ENABLED FOR LOAD-TYPE OR 

STORE-TYPE DATA STORAGEACCESSES 

DEBUG COUNTER 1 DEBUG EVENT ENABLE 
DCNT1 O - COUNTER 1 DEBUG EVENTS ARE DISABLED 70 

1- COUNTER 1 DEBUG EVENTS ARE ENABLED 

DEBUG COUNTER2DEBUG EVENT ENABLE 
DCNT2 O- COUNTER2DEBUG EVENTS ARE DISABLED 7 

1- COUNTER2DEBUG EVENTS ARE ENABLED 
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DESCRIPTION 

RESERVED 110 

INTERNAL DEBUGMODE CONTROL 
O- INTERNAL DEBUGMODE MAY NOT BE ENABLED BYSOFTWARE. 112 

DBCROIDMISOWNEDEXCLUSIVELY BY HARDWARE. mtspr 
DBCRO-4, DBCNT ORDBSRISALWAYSIGNORED. NORESOURCE 
SHARING OCCURS, REGARDLESS OF THE SETTINGS OF OTHER 
FIELDS INDBERCO, HARDWARE EXCLUSIVELY OWNSALL 
RESOURCES. mtspr ACCESS BYSOFTWARERETURNSO, 

- INTERNAL DEBUGMODEMAYBE ENABLED BYSOFTWARE, 
DBCROIDMANDDBSRIDEARE OWNED BYSOFTWARE 
DBCROIDM), DBSR E. ANDDBSRIMRRARE SOFTWARE 
READABLEWRITEABL 

WHENDBERCOIDM)=1, HARDWARE-OWNED STATUS AND CONTROL BITS 
NDBSRARE MASKED FROM SOFTWAREACCESS AND READAS 0. 
SOFTWARE WRITESTO HARDWARE-OWNEDBITSINDBCRO-4, DBCNT, 
ANDDBSRVAmtsprAREIGNORED. 
RESETFIELD CONTROL 
O-DBCRORSTOWNEDEXCLUSIVELY BYHARDWARE DEBUG, NO 114 

2 mtspr ACCESS BYSOFTWARE TODBCROIRSTFIELD.mfspr 
ACCESS BYSOFTWARE RETURNSO. 

1-DBCRORSTACCESSIBLEBYSOFTWARE DEBUG, DBCROIRSTIS 
SOFTWARE READABLEWRITEABLE. 

UNCONDITIONAL DEBUG EVENT 
O-EVENT OWNED BY HARDWARE DEBUG. NOmtSDr ACCESS BY 116 

SOFTWARE TODBCRUDE FIELD, mispr ACCESS BYSOFTWARE 
RETURNSO. 

1-EVENTOWNED BYSOFTWARE DEBUG, DBCRUDEIS SOFTWARE 
READABLEWRITEABLE. 

3 

INSTRUCTION COMPLETEDEBUG EVENT 
O-EVENTOWNED BYHARDWARE DEBUG, NOmtspr ACCESS BY 118 

SOFTWARE TODBCROICMP ORDBSRICMPFIELDS. mfspr 
ACCESS BYSOFTWARE RETURNSO. 

1-EVENTOWNED BYSOFTWARE DEBUG, DBCROICMP AND 
DBSRICMPARESOFTWARE READABLENRITEABLE, 

BRANCHTAKENDEBUG EVENT 
O-EVENTOWNED BYHARDWARE DEBUG, NOmtspr ACCESSBY 120 

SOFTWARE TODBCROBRTORDBSRBRTFIELDS, mispr 
ACCESS BYSOFTWARE RETURNSO. 

1-EVENTOWNED BYSOFTWARE DEBUG, DBCROBRTANDDBSRBRT) 
ARE SOFTWARE READABLE/WRITEABLE, 

FIG. 10 
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BITS) NAME DESCRIPTION 

INTERRUPT TAKENDEBUG EVENT 
O-EVENTOWNED BYHARDWARE DEBUG, NOmtspr ACCESSBY 122 

RPT SOFTWARE TODBCROIRPTORDBSRIRPTFIELDS, mispr 
ACCESS BYSOFTWARE RETURNSO. 

1-EVENTOWNED BYSOFTWARE DEBUG, DBCROIRPTAND 
DBSRIRPTARE SOFTWARE READABLENRITEABLE, 

TRAPTAKENDEBUG EVENT 
O-EVENTOWNED BYHARDWARE DEBUG.NOmtspr ACCESS BY 124 

7 TRAP SOFTWARE TODBCROTRAPORDBSRTRAPFIELDS, mispr 
ACCESS BYSOFTWARE RETURNS 0. 

1-EVENTOWNED BYSOFTWARE DEBUG, DBCROTRAPAND 
DBSRTRAP ARE SOFTWARE READABLENRITEABLE. 

INSTRUCTION ADDRESSCOMPARE 1 DEBUG EVENT 
O-EVENTOWNED BYHARDWARE DEBUG.NOmtspr ACCESS BY 126 

SOFTWARE TOIAC1 CONTROLAND STATUSFIELDS. mispr 
ACCESS BYSOFTWARE RETURNS 0. 

1- EVENT OWNED BYSOFTWARE DEBUG. AC1 CONTROLAND 
STATUSFIELDS ARE SOFTWARE READABLEWRITEABLE. 

INSTRUCTION ADDRESSCOMPARE2 DEBUG EVENT 
O-EVENTOWNED BYHARDWARE DEBUG.NOmtspr ACCESS BY 128 

SOFTWARE TOIAC2CONTROLAND STATUSFIELDS. mispr 
ACCESS BYSOFTWARE RETURNSO. 

1- EVENT OWNED BYSOFTWARE DEBUG. AC2 CONTROLAND 
STATUS FELDS ARE SOFTWARE READABLEWRITEABLE. 

INSTRUCTION ADDRESSCOMPARE3DEBUG EVENT 
O-EVENTOWNED BYHARDWARE DEBUG, NOmtspr ACCESS BY 130 

SOFTWARE TOIAC3CONTROLAND STATUSFIELDS. mispr 
10 ACCESS BY SOFTWARE RETURNSO. 

1- EVENT OWNED BYSOFTWARE DEBUG, AC3 CONTROLAND 
STATUSFIELDS ARE SOFTWARE READABLEWRITEABLE. 

INSTRUCTION ADDRESSCOMPARE 4 DEBUG EVENT 

1. 
O-EVENTOWNED BYHARDWARE DEBUG, NOmtspr ACCESSBY 132 

SOFTWARE TOIAC4 CONTROLAND STATUSFIELDS. mispr 
ACCESS BYSOFTWARE RETURNSO. 

1- EVENT OWNED BYSOFTWARE DEBUG. AC4 CONTROLAND STATUS 
FIELDS ARE SOFTWARE READABLEWRITEABLE AUTHORIZED, 

FIG 11 
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NAME DESCRIPTION 

DATA ADDRESS COMPARE 1 DEBUG EVENT 
O-EVENTOWNED BYHARDWARE DEBUG, NOmtsprACCESS BY 134 

12 DAC1 SOFTWARE TODAC1 CONTROLAND STATUSFIELDS. mfspr 
ACCESS BY SOFTWARE RETURNSO. 

1- EVENTOWNED BYSOFTWARE DEBUG. DAC1 CONTROLAND STATUS 
FIELDSARE SOFTWARE READABLE/WRITEABLE, 

DATA ADDRESS COMPARE2DEBUG EVENT 
O-EVENTOWNED BY HARDWARE DEBUG, NOmtspr ACCESS BY 138 

14 DAC2 SOFTWARE TODAC2CONTROLAND STATUSFIELDS, mfspr 
ACCESS BY SOFTWARE RETURNSO. 

1- EVENT OWNED BYSOFTWARE DEBUG. DAC2 CONTROLAND STATUS 
FIELDSARE SOFTWARE READABLEWRITEABLE, 

15 . RESERVED F-140 
RETURN DEBUG EVENT 
O-EVENTOWNED BYHARDWARE DEBUG, NOmtsprACCESSBY 142 

16 RET SOFTWARE TODBCRORETORDBSRRETFIELDS. mispr 
ACCESS BY SOFTWARE RETURNSO. 

1-EVENTOWNED BYSOFTWARE DEBUG, DBCROIRETANDDBSRRET 
ARESOFTWARE READABLEWRITEABLE. 

EXTERNAL DEBUG EVENT 1 DEBUG EVENT 
O-EVENTOWNED BY HARDWARE DEBUG, NOmtspr ACCESS BY 146 

21 | DEVT1 SOFTWARE TODBCRODEVT1) ORDBSRDEVT1 FIELDS.mfspr 
ACCESS BY SOFTWARE RETURNSO. 

1-EVENTOWNED BYSOFTWARE DEBUG.DBCRODEVT1AND 
DBSRDEVT1) ARE SOFTWARE READABLEWRITEABLE. 

1-EVENTOWNED BYSOFTWARE DEBUG.DBCRODEVT2AND 
DBSRDEVT2ARE SOFTWARE READABLENRITEABLE. 

EXTERNAL DEBUG EVENT2 DEBUG EVENT 
O.EVENTOWNED BYHARDWARE DEBUG, NOmtspr ACCESS BY 148 

22 DEVT2 SOFTWARE TODBCRODEVT2) ORDBSRDEVT2 FIELDS. mispr 
ACCESS BYSOFTWARE RETURNSO. 

FIG. 12 
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BITS) NAME DESCRIPTION 
DEBUG COUNTER 1 DEBUG EVENT 
O-EVENTOWNED BYHARDWARE DEBUG, NOmtspr ACCESSBY 150 

23 DCNT SOFTWARE TO COUNTER1 CONTROLAND STATUSFIELDS, mispr 
ACCESS BY SOFTWARE RETURNS O. 

1- EVENTOWNED BY SOFTWARE DEBUG, COUNTER 1 CONTROLAND 
STATUSFIELDS ARE SOFTWARE READABLE/WRITEABLE. 

DEBUG COUNTER2DEBUG EVENT 
O-EVENTOWNED BYHARDWARE DEBUG, NOmtspr ACCESS BY 152 

SOFTWARE TO COUNTER2CONTROLAND STATUSFIELDS. mispr 
ACCESS BYSOFTWARE RETURNSO. 

1- EVENTOWNED BYSOFTWARE DEBUG, COUNTER2CONTROLAND 
STATUSFIELDS ARE SOFTWARE READABLE/WRITEABLE. 

CRITICAL INTERRUPT TAKENDEBUG EVENT 
O-EVENTOWNED BYHARDWARE DEBUG, NOmtsprACCESS BY 154 

SOFTWARE TODBCROCIRPTORDBSRCIRPTFIELDS. mispr 
ACCESS BYSOFTWARE RETURNSO. 

1-EVENTOWNED BYSOFTWARE DEBUG, DBCROCIRPTAND 
DBSRCIRPTARE SOFTWARE READABLEWRITEABLE, 

CRITICAL RETURNDEBUG EVENT 
O-EVENTOWNED BYHARDWARE DEBUG, NOmtspr ACCESSBY 156 

SOFTWARE TODBCROCRET ORDBSRCRETFIELDS. mispr 
ACCESS BY SOFTWARE RETURNS O. 

1-EVENTOWNED BYSOFTWARE DEBUG, DBCROCRETAND 
DBSRCRETARE SOFTWARE READABLENRITEABLE. 

BREAKOUT INSTRUCTION DEBUG EVENT 
O- BREAKOUT OWNED BY HARDWARE DEBUG.EXECUTION OF 158 
ABKPT INSTRUCTION (ALLOSOPCODE RESULTSINENTRY 
INTO DEBUGMODE. 

1- BREAKOUT OWNED BYSOFTWARE DEBUG.EXECUTION OF 
ABKPT INSTRUCTION (ALLOSOPCODE RESULTSINILLEGAL 
INSTRUCTION EXCEPTIONAL 

FREEZETIMER DEBUG CONTROL 
O-DBCROFTOWNED BYHARDWARE DEBUG, NOACCESS BY 162 

31 FT SOFTWARE, 
1-DBCROFTOWNED BYSOFTWARE DEBUG, DBSRIFTIS 

SOFTWARE READABLEWRITEABLE. 

FIG. 13 
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1. 

METHOD AND DEVICE FOR CONTROLLING 
DEBUG EVENT RESOURCES 

THE BACKGROUND 

1. Field of the Disclosure 
This disclosure relates generally to data processing sys 

tems, and more specifically, to a system and method for 
controlling debug event resources. 

2. Related Art 
Resources that are internal to a data processor are com 

monly used to detect the occurrence of various debug events 
at the data processor. Such internal debug event resources are 
referred to herein as debug detection resources and include 
debug registers and logic modules that detect the occurrence 
of the various debug events and send notification in response. 
Notification as to the occurrence of a debug event can be 
accomplished by transmitting debug information to an exter 
nal debugger or to a non-external debugger. An external 
debugger is a debugger external a data processor that com 
municates with the data processor via a dedicated debug 
interface of the data processor. Non-external debug resources 
can include: peripherals external the data processor that 
receive debug notifications via an interface other than the 
debug interface; software debuggers that comprise a one or 
more software routines executed at the data processor respon 
sive to notification of the debug event; and the like. The debug 
events handled by the debug detection resources can include 
instruction breakpoints, data breakpoints, various execution 
event breakpoints, and the like. Errors may be present within 
internal debug event resources, such as the software debug 
ger, that may result, for example, in inaccurate debug opera 
tions. However, difficulties exist in actually debugging the 
use of internal debug event resources and themselves. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The present invention is illustrated by way of example and 
is not limited by the accompanying figures, in which like 
references indicate similar elements. Elements in the figures 
are illustrated for simplicity and clarity and have not neces 
sarily been drawn to scale. 

FIG. 1 is a block diagram of a data processing system, in 
accordance with one embodiment of the present invention. 

FIG. 2 is a block diagram of a processor associated with the 
data processing system of FIG. 1, in accordance with one 
embodiment of the present invention. 

FIG. 3 is a diagram illustrating exemplary debug registers 
associated with the data processing system of FIG. 1. 

FIG. 4 is a diagram of a debug control register associated 
with the debug registers of FIG. 3, in accordance with one 
embodiment of the present invention. 

FIGS. 5 and 6 show, in a tabular form, functionality of a 
portion of the debug control register of FIG. 4, in accordance 
with one embodiment of the present invention. 

FIG. 7 is a diagram of a debug status register associated 
with the debug registers of FIG. 3, in accordance with one 
embodiment of the present invention. 

FIG. 8 shows, in a tabular form, functionality of a portion 
of the debug status register of FIG. 7, in accordance with one 
embodiment of the present invention. 

FIG. 9 is a diagram of a debug event resource control 
register associated with the data processing system of FIG. 1, 
in accordance with one embodiment of the present invention. 

FIGS. 10-13 show, in tabular form, functionality of a por 
tion of the debug event resource control register of FIG. 9. 
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2 
FIGS. 14-15 show, in tabular form, software accessible 

resources based on exemplary settings of the debug control 
register of FIG. 4 and the debug event resource control reg 
ister of FIG. 9. 

FIGS. 16-17 show, in partial schematic and partial block 
diagram form, portions of masking circuitry associated with 
the processor of FIG. 2, in accordance with one embodiment 
of the present invention. 

FIG. 18 is a diagram illustrating an external debug com 
mand register, in accordance with one embodiment of the 
present invention. 

FIG. 19 shows, in tabular form, functionality of a portion of 
the external debug command register of FIG. 18. 

FIG. 20 illustrates, in tabular form, selected registers based 
on exemplary settings of the external debug command regis 
ter. 

FIG. 21 illustrates, in block diagram form, a particular 
implementation of the system of FIG. 1 in accordance with 
the present disclosure. 

FIG. 22 illustrates, in block diagram form, a particular 
implementation of an access control module of the debugger 
in accordance with the present disclosure. 

DETAILED DESCRIPTION OF THE DRAWINGS 

In one embodiment, a common set of debug event 
resources is used to determine the occurrence of debug events 
that are owned exclusively by either an external debugger or 
by a resource internal to a data processor to the exclusion of 
the external debugger, referred to herein as an “internal 
resource'. An example of an internal resource includes soft 
ware debugger. The debug event resources can include con 
trol registers, status registers, and debug logic that determines 
the occurrence of debug events. 

In one operating configuration, each debug event and their 
corresponding debug event resources are exclusively owned 
by either the external debugger or by an internal resource. 
Exclusive ownership of a particular debug event resource 
results in the owner servicing notifications from the event 
resource, and authorizes the owner to control the resource. In 
an alternate operating configuration, individual debug event 
resources can be either exclusively owned by the external 
debugger, or can be a jointly owned resource, referred to as a 
shared resource, that has its debug event notifications Ser 
viced by an internal resource and authorizes both the external 
debugger and the internal resource to control the debug event 
resources. In one embodiment, the shared resources are iden 
tified by the external debugger, which initially has exclusive 
ownership, writing to a debug register to identify those debug 
event resources that are shared, wherein debug event 
resources not identified as shared remain exclusively owned 
by the external debugger. 
The debug event resources that detect debug events to be 

serviced by internal resources can generate an interrupt or 
watchpoint responsive to a condition indicating the debug 
event has occurred. Servicing of a debug interrupt can include 
execution of a Software routine at the data processor, e.g., use 
of a Software debugger. Servicing of a debug watchpoint can 
include transmission of the watchpoint to a particular internal 
resource of the data processor, Such as to an output of the data 
processor, or to a register of the data processor. Debug events 
serviced by the external debugger cause the data processor to 
enter entry into external debug mode and to notifying an 
external debugger via a dedicated debug port of the data 
processor of the occurrence of a debug event. 

Another embodiment disclosed herein provides for a signal 
received at debug circuitry of a processor to prevent an oth 
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erwise authorized request from an internal resource of the 
data processor from controlling a debug event resource. For 
example, authorized write requests from an internal resource 
of the data processor, e.g., by a software debugger, will be 
prevented based upon the state of the received signal, while 
authorized write request from the external debugger would be 
unaffected by the state of the received signal. 
As used herein, the term “bus' is used to refer to a plurality 

of signals or conductors which may be used to transfer one or 
more various types of information, Such as data, addresses, 
control, or status. The conductors as discussed herein may be 
illustrated or described in reference to being a single conduc 
tor, a plurality of conductors, unidirectional conductors, or 
bidirectional conductors. However, different embodiments 
may vary the implementation of the conductors. For example, 
separate unidirectional conductors may be used rather than 
bidirectional conductors and vice versa. Also, plurality of 
conductors may be replaced with a single conductor that 
transfers multiple signals serially or in a time multiplexed 
manner. Likewise, single conductors carrying multiple sig 
nals may be separated out into various different conductors 
carrying Subsets of these signals. Therefore, many options 
exist for transferring signals. 
The terms “assert” or “set and “negate' (or “deassert” or 

“clear) are used herein when referring to the rendering of a 
signal, status bit, or similar apparatus into its logically true or 
logically false state, respectively. If the logically true state is 
a logic level one, the logically false state is a logic level Zero. 
And if the logically true state is a logic level Zero, the logically 
false state is a logic level one. 

Each signal described herein may be designed as positive 
or negative logic, where negative logic can be indicated by a 
bar over the signal name or an asterisks (*) following the 
name. In the case of a negative logic signal, the signal is active 
low where the logically true state corresponds to a logic level 
Zero. In the case of a positive logic signal, the signal is active 
high where the logically true State corresponds to a logic level 
one. Note that any of the signals described herein can be 
designed as either negative or positive logic signals. There 
fore, in alternate embodiments, those signals described as 
positive logic signals may be implemented as negative logic 
signals, and those signals described as negative logic signals 
may be implemented as positive logic signals. 

Brackets are used hereinto indicate the conductors of abus 
or the bit locations of a value. For example, “bus 607:0” or 
“conductors 7:O of bus 60' indicates the eight lower order 
conductors of bus 60, and “address bits 7:0' or “ADDRESS 
7:0' indicates the eight lower order bits of an address value. 
The symbol “S” preceding a number indicates that the num 
ber is represented in its hexadecimal or base sixteen form. The 
symbol “6” or “Ob' preceding a number indicates that the 
number is represented in its binary or base two form. 
As used herein, the term “hardware debugger' is used 

synonymously with the term external debugger to refer to a 
device external the data processor that controls debug opera 
tions at the processor by communicating via a dedicated 
debug interface. The hardware debugger can be include hard 
ware, Software, and combinations thereof to direct debug 
operations within processor 912. In one embodiment, a hard 
ware debugger directs debug operation within processor 912 
via a debug bus. 
As used herein the term “internal resource' as used with 

respect to a data processor refers to either software being 
executed by the data processor, or resources of the data pro 
cessor other than those used to interface with the external 
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4 
debugger. By way of example, the present disclosure pre 
sumes the internal resource is software related to a software 
debugger. 

FIG. 1 illustrates a data processing system 10 consistent 
with an embodiment of the invention. In one embodiment, 
data processing system 10 is a system-on-chip implemented 
on a single integrated circuit Substrate. Alternatively, data 
processing system 10 cam include a plurality of integrated 
circuits. In the specific embodiment of FIG. 1, data process 
ing system 10 includes external debug circuitry 14, a single 
integrated circuit 9 that includes various modules, and 
memory 18. Integrated circuit 9 includes a data processor unit 
(processor) 912, a processor 913, a system resource module 
915 that is connected to processor 912 via interconnect 902, 
and to processor 913 via interconnect 903, and an I/O module 
16, which may be connected via bus 20. In alternate embodi 
ments, memory 18 may be any type of memory and may be 
located on the integrated circuit 9, or on a different integrated 
circuit than processor 912. Memory 18 may be any type of 
memory, Such as, for example, a read only memory (ROM), a 
random access memory (RAM), non-volatile memory (e.g. 
Flash), etc. Also, memory 18 may be a memory or other data 
storage located within another peripheral or slave or on a 
different integrated circuit. 

FIG. 2 is a block diagram of processor 912 associated with 
data processing system 10 of FIG. 1. Processor 912 may be 
implemented to perform operations in a pipelined fashion, 
and may include an instruction pipe 22, execution units 24. 
instruction fetch unit 26, control circuitry 28, general purpose 
registers 30, load/store unit 32, bus interface unit (BIU) 34, 
internal debug circuitry 40, and an input from system 
resources 915 that can be used to control operation of one or 
more features of the internal debug circuitry 40. Processor 
912 may communicate with other components of data pro 
cessing system 10 via bus 20 connected to BIU 34. Internal 
debug circuitry 40 may be connected to external debugging 
units implemented by the external debug circuitry 14, such as 
an IEEE ISTO-5001 compliant NexusTM debugging unit via 
debug port shown in FIG. 2. NexusTM is a trademark of 
Freescale Semiconductor, Inc. located in Austin, Tex. The 
debug port may be implemented using a serial interface. Such 
as an industry standard JTAG TAP conforming to IEEE 1149, 
or may be implemented as a parallel port, a combination of 
serial and parallel ports, or as an Ethernet port. Internal debug 
circuitry 40 may include masking circuitry 31, debug regis 
ters 42, debug control circuitry 44, and an input labeled IN1 to 
receive an input from another location of the processor 912 or 
form external the processor 912, such as from system 
resources 915 or from external the integrated circuit 9. Debug 
control circuitry 44 may include an external debug command 
register 33 and a debug event resource control register 41 
(DBERCO). Masking circuitry 31 communicates with debug 
registers 42, execution units 24 and receives information from 
debug event resource control register 41. Debug registers 42 
may include bits grouped in fields for controlling, along with 
the signal received at IN1, the detection and notification of 
various debug related events, including instruction break 
points, data breakpoints, watchpoints, and other messaging 
associated with debugging. These debugging resources may 
be shared between processor 912 and external debug circuitry 
14. Also, debug control circuitry 44 may communicate 
addresses and data with BIU 34 by way of conductors 35. 

In one embodiment, a hardware debugger refers to external 
debug hardware or circuitry that is external to processor 912 
and directs debug operations within processor 912. In one 
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embodiment, a hardware debugger directs debug operation 
within processor 912 via a debug port or alternatively, via a set 
of one or more debug signals. 

Referring now to FIG.3, registers within debug registers 42 
may also be provided for storing various debug criteria, Such 
as storing one or more address values, address ranges, and 
data match values for comparison to implement breakpoint 
and watchpoint events based on instruction accesses, or data 
accesses. These address and data values, along with various 
control criteria, are used to determine when processor 912 
accesses one or more predetermined instruction addresses or 
data addresses for the purpose of generating a breakpoint or 
watchpoint event, which can cause processor 912 to begin 
exception processing for a debug exception when internal 
debug mode is active, or cause processor 912 to enter a debug 
halted mode in which it responds to commands provided by 
external debug circuitry 14 through the debug port of internal 
debug unit 40 (to, for example, external debug command 
register 33) when external debug mode is active. That is, 
debug registers 42 may be used to configure debug events. By 
way of example, debug registers 42 may include various 
debug control registers, including debug control register 50 
(DBCR0) and other debug control registers 43 (DBCR1, 
DBCR2, DBCR3, and DBCR4). Debug registers 42 may 
further include instruction address compare registers 45 
(IAC1 and IAC2). Instruction address compare registers 45 
may store instruction addresses for address comparison pur 
poses. Debug registers 42 may further include data address 
compare registers 47 (DAC1 and DAC2). Data address com 
pare registers 47 may store data access addresses for address 
comparison purposes. Debug registers 42 may further include 
debug status register 49, debug counters 51 (DBCNT1 and 
DBCNT2), and data value compare registers 53 (DVC1 and 
DVC2). Debug registers 42 may be a part of the user's soft 
ware programming model. Debug counters 51 may be con 
figured to count-down when one or more count-enabled 
events occur. When a count value reaches Zero, a debug count 
event may be signaled, and a debug interrupt may be gener 
ated, if enabled. Data value compare registers 53 may store 
data values for data comparison purposes. 

In internal debug mode (when external debug mode is not 
enabled), these register resources are managed by internal 
resources (e.g. by debug software), and no external debug 
circuitry usage is required. Internal resources may configure 
the registers through data movement using move to and from 
special purpose register instructions which are programmers 
model software instructions to initialize the individual debug 
registers for performing software-based debugging activities, 
in which enabled debug events may cause software debug 
interrupts to occur. A Software debugger may then perform 
various desired activity which is determined by the software 
programmer of data processing system 10. In this internal 
debug mode, the debug event resources of FIG. 3 are exclu 
sively used and managed (i.e. owned) by the Software debug 
ger Such that a hardware debugger does not have access to 
these resources. 

In external debug mode, external debug circuitry 14 (i.g. a 
hardware debugger) is assigned exclusive ownership of the 
debug event resources of FIG. 3, and when a configured 
debug event occurs, processor 912 may stop executing soft 
ware instructions, and then enter a halted State and wait for a 
command to be provided by external debug circuitry 14 
(where this halted state may also be referred to as hardware 
debug mode). Software (such as debug software executed by 
processor 912) no longer has control of the debug event 
resources when external debug mode is enabled. External 
debug circuitry 14 may access the debug event resources, 
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6 
including debug registers 42, directly via the debug port (as 
shown in FIG. 2), which may be, for example, implemented 
as a JTAG TAP port. In one embodiment, debug registers 42 
may be mapped as JTAG data registers with register selection 
encodings contained within one or more fields for the various 
JTAG instructions, which provide for read and write accesses 
to the registers by the debugger through JTAG IR and DR 
operations. As will be described in more detail below, in 
external debug mode, external debug circuitry 14 is able to 
allow software on processor 912 (e.g. a software debugger 
running on processor 912) to selectively manage a Subset of 
the debug event resources. That is, external debug circuitry 14 
is able to assign one or more debug event resources, through 
the use of debug event resource control register 41, to the 
Software debugger to manage. For example, external debug 
circuitry 14 is able to allow particular debug control register 
fields within debug registers 42 to be managed by the soft 
ware debugger. Debug events to be serviced by the software 
debugger result in an interrupt to the Software debugger (as 
Suming interrupts are enabled), while debug events which are 
managed by the hardware debugger result in entry into hard 
ware debug mode in which processor 912 is halted and debug 
ging is performed via the debug port by external debug cir 
cuitry 14. In this manner, debug control register fields and 
other debug event resources can be selectively managed or 
owned by a hardware debugger or Software debugger when 
one or more resources are shared between a Software debug 
ger and the hardware debugger. Furthermore, by external 
debug circuitry 14 being able to assign one or more debug 
event resources for use by the Software debugger, external 
debug circuitry 14 is capable of debugging the Software 
debugger itself. The software debugger is authorized to 
access registers associated with debug events that it manages. 

However, specific authorized access requests by the Soft 
ware debugger can be prevented based upon the state of the 
signal FREEZE. This allows the software debugger to service 
a debug event without risk of software errantly modifying a 
debug event resource in a way that could result in an unde 
tected error condition. For example, a debug event can be 
used to provide a watchpoint that acts as a service request to 
peripheral. Such as a watchdog timer, each time an instruction 
address stored at field IAC4 of registers 45 matches an 
instruction address accessed by processor 912. Once the 
watchdog timer and field IAC4 are initialized, the FREEZE 
signal can be asserted by the watchdog timer's servicing of 
the watchpoint to prevent the value at field IAC4 from being 
modified. This is advantageous in that modification of the 
value stored at the field IAC4 could result in the watchdog 
timer being serviced inadvertently, thus giving the appear 
ance that the system is functioning normally, when in fact it is 
not. Therefore, as discussed in greater detail herein, in accor 
dance with a specific embodiment of the present disclosure, 
there is a mechanism, such as a state machine or register field, 
that asserts the FREEZE signal to prevent modification of 
certain debug event resources from Software modification 
even though the software is otherwise authorized to modify 
the resource. 

Note that, as used herein, debug event resources may 
include more or less registers than those included in debug 
registers 42. For example, debug event resources may include 
registers to generate instruction breakpoints, data break 
points, various execution event breakpoints, as well as control 
and status fields to configure the resources and to report status 
on various events. In addition to including one or more par 
ticular fields of a debug register, debug event resources may 
also include counters and comparators, as needed, to detect 
debug events. Also, sharing of a common set of control and 
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status registers (such as debug registers 42), rather than hav 
ing duplicate sets for a hardware debugger and a software 
debugger to manage, requires fewer processor 912 resources 
to be implemented, and this simplifies the programming 
model for the user of data processing system 10. Internal 
debug unit 40 monitors activity within processor 912 and in 
response to detecting one or more predetermined conditions 
based on stored debug configuration information, may gen 
erate one or more data breakpoint events, instruction break 
point events, instruction execution events such as a branch or 
trap taken event, an instruction completion event, and the like. 
In this manner of operation, processor 912 functions as can be 
appreciated by those skilled in the art. 

FIG. 4 is a diagram of a debug control register 50 (DBCR0 
of FIG. 3) associated with the data processing system of FIG. 
1. Debug control register 50 may be included as part of debug 
registers 42, which may further be included as part of internal 
debug unit 40. Debug control register 50 may be used to store 
debug configuration information. Although FIG. 4 illustrates 
a specific embodiment of the present invention which uses 
specific bitfields, alternate embodiments of the present inven 
tion may use different bit fields having different numbers of 
bits in each field. The specific bit fields depicted in FIG. 4 are 
shown only for illustrative purposes. By way of example, 
debug control register 50 may include 32 bits. Debug control 
register 50 may include bit fields labeled as: EDM 52, IDM 
54, RST 56, ICMP58, BRT 60, IAC1 61, IAC2 62, IAC363, 
IAC4 64, DAC1 66, DAC2 68, DCNT1 70, DCNT2 71, and 
TRAP 72. These bit fields are merely exemplary and debug 
control register 50 may include fewer or additional bit fields. 
In addition, these bit fields may be arranged differently. Also, 
note that each field may be referred to as a bit or bits or as a 
field. Debug control register 50 may also include reserved bit 
field 73 which may be used in the future. The functionality of 
the various bit fields is explained with respect to FIGS. 5 and 
6 below. By way of example, debug control register 50 may be 
a writeable register that may also be readable and which may 
be part of the user's Software programming model. In alter 
nate embodiments of the present invention, debug control 
register 50 may not be a control register in the user's software 
programming model, but instead may be implemented out 
side of the user's Software programming model. Any type of 
storage circuitry may be used to implement debug control 
register 50. 

FIG. 5 shows, in a tabular form, functionality of a portion 
of debug control register 50 of FIG. 4. EDM bit 52 may 
indicate whether the external debug mode is enabled or dis 
abled. When EDM bit 52 is set to 1, for example, control 
registers, such as debug control register 50 are placed under 
exclusive control of external debug circuitry 14 and data 
processing system 10 Software cannot write information to 
these control registers. Alternatively, when EDM bit 52 is set 
to 1, Software cannot write to specific portions of debug 
control registers. Additionally, EDM bit 52 is used to selec 
tively block certain reset events from clearing information 
stored in debug control register 50 and other debug event 
resources, which may contain debug control and setup infor 
mation. Also, when EDM bit 52 is set to 1, debug event 
resource control register 41 can be used by external debug 
circuitry 14 to allocate a subset of control register fields for 
software to manage. IDM bit 54 may indicate whether inter 
nal debug mode is enabled or disable, thus indicating whether 
debug exceptions are enabled or disabled. RST bits 56 may be 
used to control reset functions. ICMP bit 58 may be used to 
indicate whether instruction complete debug events are 
enabled or disabled. BRT bit 60 may be used to indicate 
whether branch taken debug events are enabled or disabled. 
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IAC1 bit 61 may be used to indicate whether instruction 
address compare 1 debug events are enabled or disabled. 
IAC2 bit 62 may be used to indicate whether instruction 
address compare 2 debug events are enabled or disabled. 
IAC3 bit 63 may be used to indicate whether instruction 
address compare 3 debug events are enabled or disabled. 
IAC4 bit 64 may be used to indicate whether instruction 
address compare 4 debug events are enabled or disabled. 

With reference now to FIG. 6, FIG. 6 shows, in a tabular 
form, functionality of a portion of the debug control register 
50 of FIG. 4. DAC1 bits 66 may be used to indicate whether 
data address compare 1 debug events are enabled or disabled. 
If enabled, DAC1 bits 66 also indicates for which type of 
storage accesses data address compare 1 debug events are 
enabled (for example, for store-type data storage accesses, for 
load-type data storage accesses, or for either load-type or 
store-type data storage accesses). DAC2 bits 68 may be used 
to indicate whether data address compare 2 debug events are 
enabled or disabled. If enabled, DAC2 bits 68 also indicates 
for which type of storage accesses data address compare 1 
debug events are enabled (for example, for store-type data 
storage accesses, for load-type data storage accesses, or for 
either load-type or store-type data storage accesses). DCNT1 
bit 70 may be used to indicate whether a debug counter 1 
debug event is enabled or not. DCNT2 bit 71 may be used to 
indicate whether a debug counter 2 debug event is enabled or 
not. TRAP bit 72 may be used to indicate whether a trap taken 
debug event is enabled or not. Bits 73 (17:31) may be reserved 
for future use. Although FIGS. 5 and 6 describe a specific 
number of bit fields for providing different configuration 
information associated with debug events, different number 
of bit fields than shown in these figures may also be used. 

FIG. 7 is a diagram of a debug status register 49 associated 
with the data processing system of FIG. 1. Debug status 
register 49 may be included as part of debug registers 42, 
which may further be included as part of internal debug unit 
40. Debug status register 49 may be used to store status 
information on debug events. In one embodiment, when a bit 
in the debug status register 49 is set to 1, a corresponding 
control signal is generated which is used to either signal entry 
into a debug halted mode (for debug events serviced by a 
hardware debugger) or is used to generate a debug interrupt 
request to the processor (for software debug events). 
Although FIG. 7 illustrates a specific embodiment of the 
present invention which uses specific bit fields, alternate 
embodiments of the present invention may use different bit 
fields having different numbers of bits in each field. The 
specific bit fields depicted in FIG. 7 are shown only for 
illustrative purposes. By way of example, debug status regis 
ter 49 may include 32 bits. Debug status register 49 may 
include bit fields labeled as: IDE 76, ICMP 78, BRT 80, IAC1 
82, IAC2 84, IAC386, IAC488, DAC1R 90, DAC1W 92, 
DAC2R 94, DAC2W 96, TRAP 97, DCNT198, DCNT299, 
and software dedicated bits 101. These bit fields are merely 
exemplary and debug status register 49 may include fewer or 
additional bit fields. In addition, these bit fields may be 
arranged differently. Also, note that eachfield may be referred 
to as a bit orbits or as a field. Debug status register 49 may 
also include reserved bit fields 100, which may be used in the 
future. The functionality of the various bit fields is explained 
with respect to FIG. 8 below. Also, in referring to debug status 
register 49, setting a bit refers to storing a logic level one and 
clearing a bit refers to storing a logic level Zero. By way of 
example, debug status register 49 may be a register whose bits 
are set via a hardware debugger, and read and cleared via a 
software debugger and which may be part of the user's soft 
ware programming model. In alternate embodiments of the 
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present invention, debug status register 49 may not be in the 
user's Software programming model, but instead may be 
implemented outside of the user's Software programming 
model. In one embodiment, debug status bits of debug status 
register 49 are set by debug events only while internal debug 
mode is enabled or external debug mode is enabled. In one 
embodiment, when debug interrupts are enabled in internal 
debug mode, a set bit in debug status register 49 may cause a 
debug interrupt to be generated, where the debug interrupt 
handler is responsible for clearing debug status register 49 
bits prior to returning to normal execution. In one embodi 
ment, when in external debug mode, the debug status bits of 
debug status register 49 are set by the hardware debugger 
owned debug events. If the hardware debugger has assigned 
any resources to the Software debugger, then the debug status 
bits corresponding to those assigned resources are set by the 
Software debugger-owned debug events, where, if interrupts 
are enabled, a set bit owned by the software debugger may 
cause an interrupt request signal to be generated and a debug 
interrupt to be taken and handled by the software debugger. 
Correspondingly, a set bit owned by a hardware debugger 
may cause a debug mode request signal to be generated and 
entry into a debughalted mode to occur, and be handled by the 
hardware debugger. (Note that hardware debugger-owned 
resources may also be referred to as hardware-managed 
resources and the Software debugger-owned resources may 
also be referred to as Software-managed resources.) Further 
more, any type of storage circuitry may be used to implement 
debug status register 49. 

FIG. 8 shows, in a tabular form, functionality of debug 
status register 49 of FIG. 7. IDE bit 76 is used to indicate 
occurrence of an imprecise debug event and thus may be setto 
one if debug exceptions are disabled and a debug event causes 
its respective debug status register bit to be set to one. That is, 
although a debug event may occur, debug exceptions may 
remain disabled because an interrupt cannot yet occur due to 
a current state of the processor 912 pipeline. ICMP bit 78 may 
be set to one if an instruction complete debug event occurred. 
BRT bit 80 may be set to one if a branch taken debug event 
occurred. IAC1 bit 82 may be set to one if an IAC1 debug 
event occurred. IAC2 bit 84 may be set to one if an IAC2 
debug event occurred. IAC3 bit 86 may be set to one if an 
IAC3 debug event occurred. IAC4bit 88 may be set to one if 
an IAC4 debug event occurred. DAC1R bit 90 may be set to 
one if a read-type DAC1 debug event occurred while DAC1 
bits 66 equal%10 or%11 (indicating that DAC1 debug events 
are enabled for load-type data storage accesses, as shown in 
FIG. 6). DAC1 W bit 92 may be set to one if a write-type 
DAC1 debug event occurred while DAC1 bits 66 equal %01 
or %11 (indicating that DAC1 debug events are enabled for 
store-type data storage accesses, as shown in FIG. 6). DAC2 
R bit 94 may be set to one if a read-type DAC2debug event 
occurred while DAC2 bits 68 equal %10 or %11 (indicating 
that DAC2debug events are enabled for load-type data storage 
accesses, as shown in FIG. 6). DAC2 W bit 96 may be set to 
one if a write-type DAC2debug event occurred while DAC2 
bits 68 equal %01 or %11 (indicating that DAC2debug events 
are enabled for store-type data storage accesses, as shown in 
FIG. 6). TRAP bit 97 may be set to one if a trap taken debug 
event occurred. DCNT1 bit 98 may be set to 1 if a DCNT 1 
debug event occurred. DCNT2 bit 99 may be set to one if a 
DCNT 2 debug event occurred. In one embodiment, bits 14 to 
29 are reserved for possible future use. Also, in one embodi 
ment, bits 101 are software dedicated bits, in which only 
Software is able to access them. 

FIG.9 is a diagram of debug event resource control register 
41 associated with the data processing system of FIG. 1. 
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Debug event resource control register 41 may be used to 
control resource allocation when external debug mode is 
enabled (e.g. when EDM bit 52 of debug control register 50 is 
set to 1). Debug event resource control register 41 provides a 
mechanism for the hardware debugger (e.g. external debug 
circuitry 14) to share debug event resources with the software 
debugger. Individual resources are allocated based on the 
settings of debug event resource control register 41 when 
external debug mode is enabled. In one embodiment, when 
external debug mode is enabled (e.g. when EDM bit 52 of 
debug control register 50 is set to 1), the debug event 
resources (e.g. debug registers 42) are initially placed under 
sole control of the hardware debugger and the software 
debugger can no longer write to these resources. The hard 
ware debugger can then assign one or more resources back to 
the Software debugger via debug event resource control reg 
ister 41 while retaining usage of the remaining resources. In 
this manner, debug operations directed by Software debugger 
and debug operations directed by the hardware debugger can 
contemporaneously occur in external debug mode. That is, 
the hardware debugger and the Software debugger can operate 
contemporaneously. When external debug mode is disabled 
(e.g. when EDMbit 52 of debug control register 50 is set to 0), 
the settings in debug event resource control register 41 are 
ignored. 

In one embodiment, hardware debugger-owned resources 
which generate debug events cause entry into hardware debug 
mode, while the Software debugger-owned resources which 
generate debug events act as if they occurred in internal debug 
mode, thus causing debug interrupts to occur if IDM bit 54 is 
set to 1 and if interrupts are enabled. In one embodiment, 
debug event resource control register 41 is controlled via the 
debug port and is read-only to the Software debugger. Also, 
debug status bits in debug status register 49 are set by the 
Software debugger-owned debug events only while internal 
debug mode is enabled. That is, when debug interrupts are 
enabled (and when IDM bit 54 in debug control register 50 is 
set to 1 and EDM bit 52 in debug control register 50 is set to 
0, or when both IDM bit 54 and EDM bit 52 in debug control 
register 50 are set to 1 and the software debugger is allocated 
one or more debug event resources via debug event resource 
control register 41), a set bit in debug status register 49 which 
corresponds to a the Software debugger-owned debug event 
will cause a debug interrupt to be generated. 

Although FIG. 9 illustrates a specific embodiment of the 
present invention which uses specific bit fields, alternate 
embodiments of the present invention may use different bit 
fields having different numbers of bits in each field. The 
specific bit fields depicted in FIG. 9 are shown only for 
illustrative purposes. Furthermore, as with any of the registers 
described herein, more or less registers may be used to store 
the data. By way of example, debug event resource control 
register 41 may include 32 bits. Debug event resource control 
register 41 may include bit fields labeled as: IDM 112, RST 
114, UDE 116, ICMP 118, BRT 120, IRPT 122, TRAP 124, 
IAC1 126, IAC2 128, IAC3 130, IAC4 132, DAC1 134, 
DAC2 138, RET 142, DEVT1 146, DEVT2148, DCNT1 
150, DCNT2 152, CIRPT154, CRET156 BKPT 158, and FT 
162. These bit fields are merely exemplary and debug event 
resource control register 41 may include fewer or additional 
bit fields. In addition, these bit fields may be arranged differ 
ently. Also, note that each field may be referred to as a bit or 
bits or as a field. Debug event resource control register 41 may 
also include reserved bit fields 110, 136, 140, 144, and 160, 
which may be used in the future. The functionality of the 
various bit fields is explained with respect to FIGS. 10-13 
below. 
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FIG. 10 shows, in a tabular form, functionality of a portion 
of debug event resource control register 41 (DBERCO) of 
FIG. 9. IDM bit 112 provides internal debug mode control. 
When IDMbit 112 is set to 0, internal debug mode may not be 
enabled by the software debugger. That is, IDM bit 54 in 
debug control register 50 (DBCR0) is owned exclusively by 
the hardware debugger. A Move to Special Purpose Register 
(mtspr) instruction to debug control registers 50 and 43 
(DBCR0-DBCR4), to debug counter registers 51 (DBCNT1 
and DBCNT2), or to debug status register 49 (DBSR) is 
always ignored. Also, no resource sharing occurs, regardless 
of the setting of other fields in DBERCO 41. That is, the 
hardware debugger exclusively owns all resources. Also, a 
Move from Special Purpose Register (mfspr) instruction from 
any of debug registers 42 by software returns 0. When IDM 
bit 112 is set to 1, internal debug mode may be enabled by the 
software debugger. That is, IDMbit 54 in DBCR050 and IDE 
bit 76 in DBSR 49 are owned by the software debugger and 
are thus the software debugger readable/writeable. Also, 
hardware debugger-managed status and control bits in DBSR 
49 are masked from the Software debugger access and read as 
0, and the software debugger writes to hardware debugger 
managed bits in DBCR0-DBCR4, DBCNT, and DBSR via an 
mtspr instruction are ignored. Note that by setting IDM bit 
112 to 1, the hardware debugger is able to assign resources for 
use by the Software debugger, where these resources assigned 
to the software debugger may be defined by the other fields in 
DBERCO 41. RST bit 114 provides reset field control. When 
RST bit 114 is set to 0, RST bits 56 of DBCR050 are owned 
exclusively by the hardware debugger. Also, no mtspr access 
by the software debugger to RST bits 56 is allowed, and an 
mfspr access by the software debugger returns 0. When RST 
bit 114 is set to 1, RST bits 56 of DBCR050 are accessible by 
a software debugger. That is, RST bits 56 are the software 
debugger readable and writeable. 

Still referring to FIG. 10, UDE bit 116 allows for the 
assignment of ownership (or management) of an uncondi 
tional debug event to the software debugger. When UDE bit 
116 is set to 0, the unconditional debug event is owned by the 
hardware debugger. The Software debugger cannot access the 
UDE field in DBSR 49 (UDE field not shown) via an mtspr 
instruction and an mfspr access by the Software debugger 
returns 0. When UDE bit 116 is set to 1, the unconditional 
debug event is owned by the Software debugger. In this case, 
the UDE field in DBSR 49 is the software debugger readable 
and writeable. ICMP bit 118 allows for the assignment of 
ownership (or management) of an instruction complete debug 
event to the software debugger. When ICMP bit 118 is set to 
0, the instruction complete debug event is owned by the 
hardware debugger. There is no mtspraccess by the Software 
debugger to ICMP field 58 in DBCR050 or ICMP field 78 in 
DBSR 49, and an mfspr access by the software debugger 
returns 0. When ICMP bit 118 is set to 1, the instruction 
complete debug event is owned by the Software debugger. In 
this case, ICMP field 58 in DBCR050 and ICMP field 78 in 
DBSR 49 are the software debugger readable and writeable. 
BRT bit 120 allows for the assignment of ownership (or 
management) of a branch taken debug event to the Software 
debugger. When BRT bit 120 is set to 0, the branch taken 
debug event is owned by the hardware debugger. There is no 
mtspr access by the software debugger to BRT field 60 in 
DBCR050 or BRT field 80 in DBSR 49, and anmfspraccess 
by the software debugger returns 0. When BRT bit 120 is set 
to 1, the branch taken debug event is owned by the software 
debugger. In this case, BRT field 60 in DBCR050 and BRT 
field 80 in DBSR 49 are software debugger readable and 
writeable. 
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FIG. 11 shows, in a tabular form, functionality of a portion 

of debug event resource control register 41 (DBERCO) of 
FIG.9. IRPT bit 122 allows for the assignment of ownership 
(or management) of an interrupt taken debug event to the 
software debugger. When IRPT bit 122 is set to 0, the inter 
rupt taken debug event is owned by the hardware debugger. 
There is no mtspraccess by the software debugger to an IRPT 
field (not shown) in DBCR050 or an IRPT field (not shown) 
in DBSR 49, and an mfspr access by the software debugger 
returns 0. When IRPT bit 122 is set to 1, the interrupt taken 
debug event is owned by the Software debugger. In this case, 
the IRPT field in DBCRO and the IRPT field in DBSR 49 are 
software debugger readable and writeable. TRAP bit 124 
allows for the assignment of ownership (or management) of a 
trap taken debug event to the software debugger. When TRAP 
bit 124 is set to 0, the trap taken debug event is owned by the 
hardware debugger. There is no mtspr access by the Software 
debugger to TRAP field 72 in DBCR050 or TRAP field 97 in 
DBSR 49, and an mfspr access by the software debugger 
returns 0. When TRAP bit 124 is set to 1, the trap taken debug 
event is owned by the Software debugger. In this case, the 
TRAP field 72 in DBCRO and TRAP field 97 in DBSR 49 are 
software debugger readable and writeable. 

Still referring to FIG. 11, IAC1 bit 126 allows for the 
assignment of ownership (or management) of instruction 
address compare 1 debug event to the Software debugger. 
When IAC1 bit 126 is set to 0, the instruction address com 
pare 1 debug event is owned by the hardware debugger. There 
is no mtspr access by the software debugger to IAC1 control 
and status fields (e.g. IAC1 field 61 in DBCR050 and IAC1 
field 82 in DBSR 49), and an mfspr access by the software 
debugger returns 0. When IAC1 bit 126 is set to 1, the instruc 
tion address compare 1 debug event is owned by the software 
debugger. In this case, the IAC1 control and status fields (e.g. 
IAC1 field 61 in DBCR0 and IAC1 field 82 in DBSR 49) are 
software debugger readable and writeable. IAC2 bit 128 
allows for the assignment of ownership (or management) of 
instruction address compare 2 debug event to the Software 
debugger. When IAC2 bit 128 is set to 0, the instruction 
address compare 2 debug event is owned by the hardware 
debugger. There is no mtspraccess by the Software debugger 
to IAC2 control and status fields (e.g. IAC2 field 62 in 
DBCR050 and IAC2 field 84 in DBSR 49), and an mfspr 
access by the software debugger returns 0. When IAC2 bit 
128 is set to 1, the instruction address compare 2 debug event 
is owned by the software debugger. In this case, the IAC2 
control and status fields (e.g. IAC2 field 62 in DBCR0 and 
IAC2 field 84 in DBSR 49) are software debugger readable 
and writeable. IAC3 bit 130 allows for the assignment of 
ownership (or management) of instruction address compare 3 
debug event to the software debugger. When IAC3 bit 130 is 
set to 0, the instruction address compare 3 debug event is 
owned by the hardware debugger. There is no mtspraccess by 
the software debugger to IAC3 control and status fields (e.g. 
IAC3 field 63 in DBCR050 and IAC3 field 86 in DBSR 49), 
and an mfspr access by the Software debugger returns 0. 
When IAC3 bit 130 is set to 1, the instruction address com 
pare 3 debug event is owned by the software debugger. In this 
case, the IAC3 control and status fields (e.g. IAC3 field 63 in 
DBCR0 and IAC3 field 86 in DBSR 49) are software debug 
ger readable and writeable. IAC4 bit 132 allows for the 
assignment of ownership (or management) of instruction 
address compare 4 debug event to the Software debugger. 
When IAC4 bit 132 is set to 0, the instruction address com 
pare 4 debug event is owned by the hardware debugger. There 
is no mtspr access by the software debugger to IAC4 control 
and status fields (e.g. IAC4 field 64 in DBCR050 and IAC4 
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field 88 in DBSR 49), and an mfspr access by the software 
debugger returns 0. When IAC4bit 132 is set to 1, the instruc 
tion address compare 4 debug event is owned by the Software 
debugger. In this case, the IAC4 control and status fields (e.g. 
IAC4 field 64 in DBCR0 and IAC4 field 88 in DBSR 49) are 
software debugger readable and writeable. 

FIG. 12 shows, in a tabular form, functionality of a portion 
of debug event resource control register 41 (DBERCO) of 
FIG.9. DAC1 bit 134 allows for the assignment of ownership 
(or management) of data address compare 1 debug event to 
the software debugger. When DAC1 bit 134 is set to 0, the data 
address compare 1 debug event is owned by the hardware 
debugger. There is no mtspraccess by the Software debugger 
to DAC1 control and status fields (e.g. DAC1 field 66 in 
DBCRO 50 and DAC1 R field 90 and DAC1 W field 92 in 
DBSR 49), and an mfspr access by the software debugger 
returns 0. When DAC1 bit 134 is set to 1, the data address 
compare 1 debug event is owned by the software debugger. In 
this case, the DAC1 control and status fields (e.g. DAC1 field 
66 in DBCRO 50 and DAC1R field 90 and DAC1 W field 92 
in DBSR 49) are the software debugger debugger readable 
and writeable. DAC2 bit 138 allows for the assignment of 
ownership (or management) of data address compare 2 debug 
event to the software debugger. When DAC2 bit 138 is set to 
0, the data address compare 2 debug event is owned by the 
hardware debugger. There is no mtspraccess by the Software 
debugger to DAC2control and status fields (e.g. DAC2field 
68 in DBCRO 50 and DAC2 R field 94 and DAC2 W field 96 
in DBSR 49), and an mfspr access by the software debugger 
returns 0. When DAC2 bit 138 is set to 1, the data address 
compare 2 debug event is owned by the software debugger. In 
this case, the DAC2control and status fields (e.g. DAC2field 
68 in DBCRO 50 and DAC2 R field 94 and DAC2 W field 96 
in DBSR 49) are software debugger readable and writeable. 

Still referring to FIG. 12, RET bit 142 allows for the assign 
ment of ownership (or management) of a return debug event 
to the software debugger. When RET bit 142 is set to 0, the 
return debug event is owned by the hardware debugger. There 
is no mtspr access by the software debugger to a RET field 
(not shown) in DBCR050 and a RET field (not shown) in 
DBSR 49, and an mfspr access by the software debugger 
returns 0. When RET bit 142 is set to 1, the return debug event 
is owned by the software debugger. In this case, the RET field 
in DBCR050 and the RET field in DBSR 49 are software 
debugger readable and writeable. DEVT1 bit 146 allows for 
the assignment of ownership (or management) of an external 
debug event 1 debug event to the software debugger. When 
DEVT1 bit 146 is set to 0, the external debug event 1 debug 
event is owned by the hardware debugger. There is no mtspr 
access by the software debugger to a DEVT1 field (not 
shown) in DBCR050 and a DEVT1 field (not shown) in 
DBSR 49, and an mfspr access by the software debugger 
returns 0. When DEVT1 bit 146 is set to 1, the external debug 
event 1 debug event is owned by the software debugger. In this 
case, the DEVT1 field in DBCR050 and the DEVT1 field in 
DBSR 49 are software debugger readable and writeable. 
DEVT2 bit 148 allows for the assignment of ownership (or 
management) of an external debug event 2 debug event to the 
software debugger. When DEVT2 bit 148 is set to 0, the 
external debug event 2 debug event is owned by the hardware 
debugger. There is no mtspraccess by the Software debugger 
to a DEVT2 field (not shown) in DBCR050 and a DEVT2 
field (not shown) in DBSR 49, and an mfspr access by the 
software debugger returns 0. When DEVT2 bit 148 is set to 1, 
the external debug event 2 debug event is owned by the 
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software debugger. In this case, the DEVT2 field in DBCR0 
50 and the DEVT2 field in DBSR 49 are software debugger 
readable and writeable. 

FIG. 13 shows, in a tabular form, functionality of a portion 
of debug event resource control register 41 (DBERCO) of 
FIG.9. DCNT1 bit 150 allows for the assignment of owner 
ship (or management) of debug counter 1 debug event to the 
software debugger. When DCNT1 bit 150 is set to 0, the 
debug counter 1 debug event is owned by the hardware debug 
ger. There is no mtspr access by the Software debugger to 
counter 1 control and status fields (e.g. DCNT1 field 70 in 
DBCR050 and DCNT1 field 98 in DBSR 49), and an mfspr 
access by the software debugger returns 0. When DCNT1 bit 
150 is set to 1, the debug counter 1 debug event is owned by 
the Software debugger. In this case, the counter 1 control and 
status fields (e.g. DCNT1 field 70 in DBCR050 and DCNT1 
field 98 in DBSR 49) are software debugger readable and 
writeable. DCNT2 bit 152 allows for the assignment of own 
ership (or management) of debug counter 2 debug event to the 
software debugger. When DCNT2 bit 152 is set to 0, the 
debug counter 2 debug event is owned by the hardware debug 
ger. There is no mtspr access by the Software debugger to 
counter 2 control and status fields (e.g. DCNT2 field 71 in 
DBCR050 and DCNT2 field 99 in DBSR 49), and an mfspr 
access by the software debugger returns 0. When DCNT2 bit 
152 is set to 1, the debug counter 2 debug event is owned by 
the Software debugger. In this case, the counter 2 control and 
status fields (e.g. DCNT2 field 71 in DBCR050 and DCNT2 
field 99 in DBSR 49) are software debugger readable and 
writeable. CIRPT bit 154 allows for the assignment of own 
ership (or management) of critical interrupt taken debug 
event to the software debugger. When CIRPT bit 154 is set to 
0, the critical interrupt taken debug event is owned by the 
hardware debugger. There is no mtspr access by the Software 
debugger to a CIRPT field (not shown) in DBCR050 and a 
CIRPT field (not shown) in DBSR 49, and an mfspr access by 
the software debugger returns 0. When CIRPT bit 154 is set to 
1, the critical interrupt taken debug event is owned by the 
software debugger. In this case, the CIRPT field in DBCR050 
and the CIRPT field in DBSR 49 are the software debugger 
debugger readable and writeable. CRET bit 156 allows for the 
assignment of ownership (or management) of critical return 
debug event to the software debugger. When CRET bit 156 is 
set to 0, the critical return debug event is owned by the 
hardware debugger. There is no mtspr access by the Software 
debugger to a CRET field (not shown) in DBCR050 and a 
CRET field (not shown) in DBSR 49, and an mfspr access by 
the software debugger returns 0. When CRET bit 156 is set to 
1, the critical return debug event is owned by the software 
debugger. In this case, the CRET field in DBCR050 and the 
CRET field in DBSR 49 are software debugger readable and 
writeable. 

Still referring to FIG. 13, BKPT bit 158 provides break 
point instruction debug control. When BKPT bit 158 is set to 
0, the breakpoint is owned by the hardware debugger. Execu 
tion of a breakpoint (bkpt) instruction (an instruction with all 
O's opcode) results in entry into debug mode in which a 
hardware debugger can direct debug operations. When BKPT 
bit 158 is set to 1, the breakpoint is owned by the software 
debugger. Execution of abkpt instruction results in an illegal 
instruction exception. FT bit 162 provides freeze timer debug 
control. When FT bit 162 is set to 0, an FT field (not shown) 
of DBCR050 is owned by the hardware debugger with no 
access allowed by the software debugger. When FT bit 162 is 
set to 1, the FT field is owned by the software debugger and is 
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therefore software debugger readable and writeable. In FIGS. 
10-13, bit fields 110, 136, 140,144, and 160 may be reserved 
for future use. 

Therefore, as described above, when processor 912 ini 
tially enters the external debug mode, all resources are exclu 
sively assigned to the hardware debugger (e.g. external debug 
circuitry 14). However, through the use of debug event 
resource control register 41, the hardware debugger can 
assign resources back to the Software debugger for exclusive 
servicing by the Software debugger. That is, the hardware 
debugger can enable availability of a first portion of the debug 
event resources for use by the software debugger where a 
second portion of the debug event resources are committed 
for exclusive use by the hardware debugger (where the first 
and second portions are mutually exclusive). As seen in the 
descriptions of FIGS. 10-13, by assigning a debug event or 
control to the Software debugger, the Software debugger has 
access to those debug event resources necessary to manage 
that debug event or control. In one embodiment, the software 
debugger is given access only to those resources necessary to 
manage that debug event or control. For example, if the hard 
ware debugger sets each of bits IAC3 bit 1230 and IAC4 bit 
132 to a 1 (and sets IDMbit 112 to a 1 to allow for the sharing 
of resources), those status and control registers, and any other 
resources, necessary for managing those instruction address 
compare debug events are assigned to the Software debugger. 
For example, the Software debugger would have access to 
IAC3 field 63 and IAC4 field 64 in DBCR050, to IAC4 field 
86 through IAC4 field 88 in DBSR 49, and to fields IAC3 
through IAC4 of 45, which contain the compare addresses. In 
this manner, the Software debugger can then write to these 
fields to enable a debug event resource associated with either 
an IAC3 or an IAC4 debug event (or both debug events) by 
setting the appropriate fields, as needed, to configure the 
debug events. However, if the rest of the bitfields in DBERCO 
remain set to 0, then the hardware debugger has exclusive use 
of the remaining resources, such as fields associated with 
IAC1 and IAC2. In this manner, the hardware debugger and 
Software debugger may contemporaneously service debug 
events during external debug mode where the software 
debugger is limited to accessing only those resources that 
were assigned by the hardware debugger. Furthermore, the 
Software debugger running on processor 912 would not be 
able to access any of the other resources which remain exclu 
sively owned by the hardware debugger. Therefore, note that 
the Software debugger, in being assigned ownership of a 
debug event, is given access to particular registers or to par 
ticular fields of registers, as needed. In this manner, the hard 
ware debugger is able to enable availability of a first portion 
of the debug event resources for use by the software debugger 
while committing to itself a second portion of the debug event 
resources, where the first and second portions are mutually 
exclusive. 

FIGS. 14 and 15 illustrate, in tabular form, those resources 
that are the software debugger accessible in response to par 
ticular settings of DBERCO 41 and input signal received at 
input IN1. Referring to row 172, note that if external debug 
mode is not enabled (if EDM bit 52 is set to 0), all resources 
are exclusively owned and thus accessible by the software 
debugger. For the remaining rows of FIGS. 14 and 15, as 
shown in rows 176, 178, 180, 182, 184, 186, 188, 190, 192, 
194, 196, 198, 200, 202, 204, 206, 208, and 210, external 
debug mode is enabled (EDM bit 52 is set to 1) and IDM bit 
112 of DBERCO 41 is set to 1, such that the remaining fields 
of DBERCO 41 assign particular resources to the software 
debugger. For example, in order to allow the Software debug 
ger to own the instruction address compare 1 and 2 debug 
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events (as was discussed in the example of the previous para 
graph), the settings of row 186 or row 188 or both could be 
used, where the column entitled “software accessible' indi 
cates which debug event resources are available for use by the 
software debugger based on which of IAC1 bit 126 or IAC2 
bit 128 of DBERCO 41 are set to 1. Note that other fields in 
other debug control registers 43 (such as IAC1 US and IAC1 
ER fields of DBCR1) can be assigned for use by the software 
debugger in addition to those fields discussed in reference to 
DBCRO SO. 
Row 195 indicates that the debug event resource that is 

associated with IAC4 has been assigned to the software 
debugger by the hardware debugger. Because the signal at 
input IN1 is negated, all registers related to the debug event 
resources of IAC4 are read/write accessible by the software 
debugger. However, when the signal at input IN1 is asserted 
concurrently with determining whether to prevent an autho 
rized access, one or more of the debug event resources asso 
ciated with IAC4 are not writeable by the software debugger, 
but can remain readable. For example, as indicated at row 
195, the field IAC4 of registers 45, and the register DBCR050 
are read only in response to the signal at IN1 being asserted. 
It will be appreciated that in other embodiments, assertion of 
the signal at IN1 could make a register unreadable, or unread 
able and unwriteable. Furthermore, additional input signals 
(IN1) could be included to prevent specific access types (e.g., 
read and write), to prevent access to specific portions of a 
debug event resource, to prevent access to other resources, 
and combinations thereof. 

FIGS. 16 and 17 illustrate portions of masking circuitry 31, 
in accordance with one embodiment of the present invention. 
FIG. 16 illustrates a portion of the read path from debug 
registers 42 to execution units 24. Such as when executing a 
mfsprinstruction. As described above in reference to FIGS. 
10-13, when a bit field corresponding to a particular debug 
event is not asserted, the particular debug event is hardware 
debugger-owned in which an mfspr access by the Software 
debugger returns a 0. However, when the bit field correspond 
ing to aparticular debug event is asserted, the particular debug 
event is the software debugger-owned in which it is readable 
and writeable by the Software debugger. In this manner, por 
tions of DBSR 49 can be prevented from being read by the 
Software debugger during execution. Therefore, referring to 
FIG.16, each AND gate 220, 222, 224, 226, and 228 receives 
a first bit input from DBERCO 41 and a corresponding second 
bit input from DBSR 49. That is, each AND gate receives a bit 
field from DBERCO, which, for example, corresponds to a 
particular debug event and also receives the bit field from 
DBSR 49 which corresponds to that particular debug event 
(i.e. which reports the result of that particular debug event). 
For example, AND gate 222 may receive IAC1 bit 126 from 
DBERCO 41 as a first input and IAC1 bit 82 from DBSR 49 as 
a second input. If the input from DBERCO 41 to an AND gate 
is a “1” (indicating that the corresponding debug event is the 
software debugger-owned), the output of that AND gate will 
reflect the value of the corresponding bit field from DBSR 49 
which is provided as the second input to the AND gate. 
However, if the input from DBERCO 41 to an AND gate is a 
“0”, then regardless of the value input from DBSR 49, the 
output of the AND gate will be 0. In this manner, an mfspr 
access will always return a Zero when the corresponding bit in 
DBERCO 41 is negated. 

FIG. 17 illustrates a portion of the write path execution 
units 24 to debug registers 42. As described above in refer 
ence to FIGS. 10-13, when a bit field corresponding to a 
particular debug event is not asserted, the particular debug 
event is hardware-owned in which there is no mtspraccess by 
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the Software debugger. That is, the Software debugger cannot 
write to the bit field. However, when the bit field correspond 
ing to a particular debug event is asserted, the particular debug 
event is the software debugger-owned in which it is readable 
and writeable by the software debugger. Therefore, referring 
to FIG. 17, each AND gate 230, 232, and 234 receives a 
write en signal 242 as a first input and a corresponding bit 
input from DBERCO 41. In this manner, only when the cor 
responding bit input from DBERCO 41 is asserted can the 
corresponding bit field (e.g. BITs, BIT, and BITs) be writ 
ten to by the software debugger. That is, when the correspond 
ing bit input from DBERCO 41 is not asserted, then the 
corresponding bit field cannot be written to. Note that BITs, 
BIT, and BITs stored in storage circuits 236,238, and 240, 
respectively, correspond to bit field locations 8,9, and 15 of a 
debug control register (such as DBCR0-DBCR4) or of DBSR 
49. That is, AND gates such as AND gates 230, 232, and 234 
may be present in the write path to the registers, as needed, in 
debug registers 42. For example, storage circuit 236 may 
correspond to the register storage bit of IAC3 bit field 63 of 
DBCR050 (where IAC3 bit field 63 is stored in bit field 
location 8 of DBCR050). If storage circuit 236 corresponds 
to a register storage bit of DBSR 49, then storage circuit 236 
may correspond to the register storage bit of DAC1 W bit field 
92 (where DAC1 W bit field 92 is stored in bit field location 8 
of DBSR 49). It will be appreciated that a write enable signal 
to a storage circuit, such as storage circuit 240, can be dis 
abled by using a three input and gate in place of AND gate 
234, where the third input receives a negated representation of 
the signal received at the input IN1. In this manner, the soft 
ware debugger can be prevented from controlling, e.g., writ 
ing, to a particular storage circuit. 

In one embodiment, each field in DBSR 49 may be referred 
to as a status flag, where those fields corresponding to a 
hardware debugger-owned debug events may be referred to as 
hardware debugger status flags and those fields correspond 
ing to a the Software debugger-owned debug event may be 
referred to as the software debugger status flags. Note that the 
setting and clearing of hardware debugger status flags arise 
from running the hardware debugger while the setting and 
clearing of the Software debugger status flags, if any, arise 
from running the Software debugger. Masking circuitry 31 
therefore masks locations in DBSR 49 where the hardware 
debugger status flags are located from being read by the 
software debugger while allowing both the hardware debug 
ger status flags and the software debugger status flags to be 
read by the hardware debugger. Note that the functionality of 
masking circuitry 31 can be implemented in a variety of 
different ways using a variety of different circuitry to mask 
locations in the debug status register. 

FIG. 18 illustrates one embodiment of external debug com 
mand register 33 of FIG. 2. External debug command register 
33 receives debug commands via the debug port from a hard 
ware debugger, such as, for example, external debug circuitry 
14. External debug command register 33 includes a read/ 
write command field 250 and a register select field 254. In the 
illustrated embodiment, read/write command field 250 is a 
single bit field and register select field 254 includes 7 bits. 
External debug command register 33 may also include bits 
252 reserved for future use. Although FIG. 18 illustrates a 
specific embodiment of the present invention which uses 
specific bitfields, alternate embodiments of the present inven 
tion may use different bit fields having different numbers of 
bits in each field. The specific bit fields depicted in FIG. 18 are 
shown only for illustrative purposes. Furthermore, as with 
any of the registers described herein, more or less registers 
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may be used to store the data. By way of example, external 
debug command register 33 may include 10 bits. 

FIG. 19 shows, in a tabular form, functionality of external 
debug command register 33 of FIG. 18, in accordance with 
one embodiment of the present invention. 

Read/write command bit 250 specifies the direction of data 
transfer. If the read/write command bit is 0, then the data 
associated with the external debug command is written into 
the register specified by register select field 254. If the read/ 
write command bit is 1, then the data contained in the register 
specified by register select field 254 is read. In one embodi 
ment, the read/write command bit is ignored for read-only or 
write-only registers. Register select field 254 defines which 
register is the source register for a read operation or the 
destination register for a write operation. In one embodiment, 
attempted writes to read-only registers are ignored. 

FIG. 20 illustrates, in tabular form, register addresses 
which may be used in register select field 254, in accordance 
with one embodiment of the present invention. Alternate 
embodiments may define the register addresses differently. 
For example, referring to FIG. 20, a value of 0100000 for 
register select field 254 indicates IAC1 register in debug 
registers 42, as illustrated in row 276. As illustrated in row 
298, a value of 0110000 for register select field 254 indicates 
DBSR register 49. Therefore, each of rows 266, 276, 278, 
280, 282, 284, 286, 288, 290, 294, 298,300,302,304,306, 
and 310 illustrate the different values for register select field 
254 which indicate the JTAGID register, IAC1 register, IAC2 
register, IAC3 register, IAC4 register, DAC1 register, DAC2 
register, DVC1 register, DVC2 register, DBCNT register, 
DBSR register, DBCR0-3 registers, and the DBERCO regis 
ter, respectively. Therefore, in external debug mode, external 
debug circuitry 14 can provide a command to external debug 
command register 33 via the debug port. For example, in 
external debug mode, if the hardware debugger wants to 
assign debug event resources to the software debugger, it can 
provide a command in which the read/write command field is 
set to 0 and register select field is set to 0111111 (as illustrated 
in row 310). The hardware debugger can then write the 
desired value to DBERCO 41 via the debug port. 

FIG. 21 illustrates a specific embodiment of the data pro 
cessing system 10 of FIG. 1, wherein the system resources 
915 include a plurality of peripherals including peripheral 1 
451, peripheral 2453, and a watchdog timer 453. Each of the 
peripheral 915 are system resources in that they are not dedi 
cated to a particular data processor. The interconnect 20 of 
FIG. 21 is implemented by busses 402 through 405 that are 
connected to a cross-point Switch 401, or other control mod 
ule that routes communication requests between a plurality of 
source and destination modules. A signal labeled FREEZ 
E. DBR is communicated from the watchdog timer 453 to the 
input IN1 of the internal debug circuitry 40 via interconnect 
912. External debug device 14 is connected to data processor 
912. 

During operation, the watchdog timeris initialized, and the 
debug circuitry of processor 912 is initialized to indicate a 
criteria for debug event IAC4 that results in a watchpoint 
being provided to the watchdog timer 453 each time the 
compare address of the compare address field IAC4 matches 
an address at the processor 912. When an IAC4 debug event 
occurs, the Software debugger provides a watchpoint to the 
bus interface unit 34 of the processor 912, which further 
communicates with the interconnect 20 to provide the watch 
point to the watchdog timer 453. 
Some time after initialization of the debug registers, the 

signal FREEZE DBR is asserted to prevent modification of 
the criteria associated with IAC4 that determines when an 
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IAC4 debug event occurs. The signal FREEZE DBR can be 
asserted during initialization of the watchdog timer 915, e.g., 
by setting a register value at watchdog timer 453. Alterna 
tively, the signal FREEZE DBR can be asserted responsive 
to a register field being asserted the next time the watchdog 
timer receives a service request. Note that if the register field 
is not asserted that the signal FREEZE DBR would not be set 
by a service request In one embodiment, the signal FREEZ 
E. DBR can only be cleared by resetting, or re-initializing the 
watchdog timer 453. 

FIG. 22 illustrates an access control module 950 of the 
debug circuitry of the data processor 912 that includes a first 
input to receive a freeze signal and an authorized write request 
to write to a register 955 that is a portion of a debug event 
resource of a debug event. Based upon the state of the 
FREEZE signal, the request will be prevented from occur 
ring, e.g., issued. 
As described above, read accesses by the software debug 

ger in external debug mode are masked such that bit fields 
which are not the software debugger-owned (but are hardware 
debugger-owned) return a Zero. In this manner, consistency is 
maintained by the software operations. However, note that in 
one embodiment, when the hardware debugger reads a debug 
register, such as DBSR 49, its full values are provided. That is, 
even the values for those bit fields that are the software debug 
ger-owned are provided to the hardware debugger. 

Therefore, it can be appreciated how a hardware debugger 
and a software debugger can run contemporaneously, with 
debug event resources shared between the hardware debugger 
and the software debugger. In one embodiment, the ability to 
enable availability of a portion of the debug event resources 
for use by the software debugger while in external debug 
mode allows for the hardware debugger to be able to debug 
the Software debugger. For example, in one embodiment in 
which interrupts are enabled, occurrences of a the software 
debugger-owned debug event may generate an interrupt 
which is then handled by the software debugger. This handler 
(i.e. software routine) can then Suspend execution or halt the 
processor So as to provide control to the hardware debugger. 
In this manner, the hardware debugger can direct debug 
operations via external debug command register 33 and thus 
debug the debugger software itself. Note that in alternate 
embodiments, other types of storage circuitry or logic cir 
cuitry may be used to actually enable availability of debug 
event resources to the Software debugger rather than via a 
control register Such as debug event resource control register 
41. 

Because the apparatus implementing the present invention 
is, for the most part, composed of electronic components and 
circuits known to those skilled in the art, circuit details will 
not be explained in any greater extent than that considered 
necessary as illustrated above, for the understanding and 
appreciation of the underlying concepts of the present inven 
tion and in order not to obfuscate or distract from the teach 
ings of the present invention. 
The term “program, as used herein, is defined as a 

sequence of instructions designed for execution on a com 
puter system. A program, or computer program, may include 
a Subroutine, a function, a procedure, an object method, an 
object implementation, an executable application, an applet, a 
servlet, a source code, an object code, a shared library/dy 
namic load library and/or other sequence of instructions 
designed for execution on a computer system. 
Some of the above embodiments, as applicable, may be 

implemented using a variety of different information process 
ing systems. For example, although FIG. 1 and the discussion 
thereof describe an exemplary information processing archi 

10 

15 

25 

30 

35 

40 

45 

50 

55 

60 

65 

20 
tecture, this exemplary architecture is presented merely to 
provide a useful reference in discussing various aspects of the 
invention. As a further example, the indicator received at 
signal IN1 can be a signal that is received at the processor 912 
concurrently with the data debug event resource determining 
its state, or the indicator received at signal IN1 can be latched 
at a register of the processor 912, such as by a write operation. 
Of course, the description of the architecture has been sim 
plified for purposes of discussion, and it is just one of many 
different types of appropriate architectures that may be used 
in accordance with the invention. Those skilled in the art will 
recognize that the boundaries between logic blocks are 
merely illustrative and that alternative embodiments may 
merge logic blocks or circuit elements or impose an alternate 
decomposition of functionality upon various logic blocks or 
circuit elements. 

Thus, it is to be understood that the architectures depicted 
herein are merely exemplary, and that in fact many other 
architectures can be implemented which achieve the same 
functionality. In an abstract, but still definite sense, any 
arrangement of components to achieve the same functionality 
is effectively “associated such that the desired functionality 
is achieved. Hence, any two components herein combined to 
achieve a particular functionality can be seen as “associated 
with each other such that the desired functionality is 
achieved, irrespective of architectures or intermedial compo 
nents. Likewise, any two components so associated can also 
be viewed as being “operably connected,” or “operably 
coupled to each other to achieve the desired functionality. 

Also for example, in one embodiment, the illustrated ele 
ments of system 10 are circuitry located on a single integrated 
circuit or within a same device. Alternatively, system 10 may 
include any number of separate integrated circuits or separate 
devices interconnected with each other. Also for example, 
system 10 or portions thereof may be soft or code represen 
tations of physical circuitry or of logical representations con 
vertible into physical circuitry. As such, system 10 may be 
embodied in a hardware description language of any appro 
priate type. 

Furthermore, those skilled in the art will recognize that 
boundaries between the functionality of the above described 
operations merely illustrative. The functionality of multiple 
operations may be combined into a single operation, and/or 
the functionality of a single operation may be distributed in 
additional operations. Moreover, alternative embodiments 
may include multiple instances of a particular operation, and 
the order of operations may be altered in various other 
embodiments. 

All or some of the software debugger described herein may 
be received elements of data processing system 10, for 
example, from computer readable media Such as memory 18 
or other media on other computer systems. Such computer 
readable media may be permanently, removably or remotely 
coupled to an information processing system Such as data 
processing system 10. The computer readable media may 
include, for example and without limitation, any number of 
the following: magnetic storage media including disk and 
tape storage media; optical storage media Such as compact 
disk media (e.g., CD-ROM, CD-R, etc.) and digital video disk 
storage media; nonvolatile memory storage media including 
semiconductor-based memory units such as FLASH 
memory, EEPROM, EPROM, ROM: ferromagnetic digital 
memories: MRAM; volatile storage media including regis 
ters, buffers or caches, main memory, RAM, etc.; and data 
transmission media including computer networks, point-to 
point telecommunication equipment, and carrier wave trans 
mission media, just to name a few. 
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Although the invention is described herein with reference 
to specific embodiments, various modifications and changes 
can be made without departing from the scope of the present 
invention as set forth in the claims below. Accordingly, the 
specification and figures are to be regarded in an illustrative 
rather than a restrictive sense, and all such modifications are 
intended to be included within the scope of the present inven 
tion. Any benefits, advantages, or Solutions to problems that 
are described herein with regard to specific embodiments are 
not intended to be construed as a critical, required, or essential 
feature or element of any or all the claims. 
The term “coupled as used herein, is not intended to be 

limited to a direct coupling or a mechanical coupling. 
Furthermore, the terms 'a' or “an as used herein, are 

defined as one or more than one. Also, the use of introductory 
phrases such as “at least one' and “one or more' in the claims 
should not be construed to imply that the introduction of 
another claim element by the indefinite articles “a” or “an 
limits any particular claim containing Such introduced claim 
element to inventions containing only one such element, even 
when the same claim includes the introductory phrases "one 
or more' or 'at least one' and indefinite articles such as “a” or 
“an.” The same holds true for the use of definite articles. 

Unless stated otherwise, terms such as “first and “second 
are used to arbitrarily distinguish between the elements such 
terms describe. Thus, these terms are not necessarily intended 
to indicate temporal or other prioritization of such elements. 
What is claimed is: 
1. A method comprising: 
preventing an authorized request from a software debugger 

to control a debug event resource, the debug event 
resource configured to be owned by the software debug 
ger, wherein the Software debugger and the debug event 
resource are both portions of a data processor unit, and 
the debug event is a debug event of the data processor 
unit. 

2. The method of claim 1, wherein the preventing is respon 
sive to an indicator received at a debug circuitry that includes 
the debug event resource. 

3. The method of claim 2, wherein the indicator is provided 
by a peripheral to the data processor unit. 

4. The method of claim 3, further comprising: 
providing a first debug event notification to the peripheral, 

the first debug event notification provided based upon a 
first occurrence of the debug event occurring, wherein 
the first occurrence occurs after the preventing; and 

servicing the first debug event notification at the peripheral. 
5. The method of claim 4, wherein the indicator is provided 

by the peripheral responsive to the peripheral servicing a 
second debug event notification based upon an occurrence of 
the debug event that prior to the first debug event notification. 

6. The method of claim 4, wherein providing the first debug 
event notification includes providing the first debug event 
notification to a bus interface unit of the data processor unit 
for transmission to the peripheral over a system bus interface. 

7. The method of claim 3 further comprising: 
providing a first debug event notification based upon an 

occurrence of the debug event to a system bus interface 
for transmission to the peripheral; and 

providing the indicator from the peripheral to the system 
bus interface for transmission to the data processor unit. 

8. The method of claim 7, wherein the indicator is included 
in a write request to write an address to an address compare 
field of a debug register of the debug circuitry, and the occur 
rence of the debug event occurs based upon a match between 
the address stored at the address compare field and an address 
being processed by the data processor unit. 
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9. The method of claim 1, wherein the request is a write 

request to a field of a debug register of the debug circuitry. 
10. The method of claim 1, wherein the preventing is 

responsive to an indicator received at an external pin of the 
data processor unit, the external pin not associated with a 
debug interface that provides debug control information 
between the data processor unit and a hardware debugger. 

11. The method of claim 1 further comprising: 
storing a first indicator at debug circuitry to indicate the 

debug event resource is configured to be owned by a 
hardware debugger that is external the data processor 
unit, the first indicator provides the hardware debugger 
responsibility for servicing the debug event or for 
assigning shared responsibility of servicing the debug 
event, authorization to write register fields of the debug 
circuitry associated with detection of the debug event, 
and wherein after storing the first indicator the software 
debugger does not have authorization to write to the 
register fields; and 

storing, prior to the preventing, a second indicator from the 
hardware debugger to the debug circuitry to configure 
the debug event resource to be owned by the software 
debugger. 

12. The method of claim 1, wherein the occurrence of the 
debug event occurs based upon a match between information 
stored at a field of the debug register and a current value being 
processed by the data processor unit. 

13. An integrated circuit comprising a data processor unit, 
the data processor unit comprising: 

a debug event resource controlled by a plurality of debug 
fields, including a first portion of the plurality of debug 
fields that are to store information that indicates a soft 
ware debugger is to service a debug event of the debug 
event resource, and a second portion of the plurality of 
debug fields to determine the occurrence of a debug 
event of the debug event; and 

an access control module comprising a first input to receive 
a freeze signal, and, when the information indicates that 
a software debugger is to service the debug event, the 
access control module to determine an authorized access 
request to the second portion of the plurality of debug 
fields by the software debugger is to be ignored respon 
sive to the freeze signal having a first state. 

14. The integrated circuit of claim 13 further comprising: 
a debug interface unit to communicate the occurrence of 

debug events to be serviced by a hardware debugger 
external the data processor unit. 

15. The integrated circuit of claim 13 further comprising: 
a peripheral; 
a system interconnect coupled to the data processor unit 

and to the peripheral; and 
a system interface unit to receive notification of the occur 

rence of the debug event, and to communicate the noti 
fication to the peripheral via the system interconnect. 

16. A method comprising: 
storing at a data processor unit a first indicator that assigns 

servicing of a debug event to a Software debugger of the 
data processor unit, and that authorizes a debug event 
resource of the debug event to be controlled by software 
routines initiated by the Software debugger; 

receiving, from an authorized request responsive to a soft 
ware routine initiated by the Software debugger, a 
request to control the debug event resource; and 

determining whether to prevent the authorized request 
from controlling the debug event resource based upon a 
second indicator. 
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17. The method of claim 16, wherein the second indicator 
is based upon an input signal provided to an input of the data 
processor unit concurrently with determining whether to pre 
vent the authorized access. 

18. The method of claim 16, wherein the second indicator 5 
is provided to the data processor unit via an interconnect from 
a peripheral, wherein the interconnect communicates infor 
mation between the data processor unit and a plurality of 
peripherals including the peripheral. 

19. The method of claim 16, wherein the debug event is 10 
based upon an address stored at the debug event resource 
matching an address being processed by the data processor 
unit. 

20. The method of claim 16, wherein the request to control 
the debug event resource is a write request. 15 
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