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(57) ABSTRACT 
A crisis information exchange manages the exchange of cri 
sis-related information among multiple individual users and 
organizations. A safety communications service (SCS) man 
ages information flow between users and organizations with 
out compromising the security of the private networks of 
organizations protected by firewalls. The SCS manages sub 
Scription data for controlling what information is received by 
particular users and organizations, providing Subscription 
services including automated Subscriptions services based on 
configurable business rules. User-initiated communications 
are routed to multiple organizations and/or other users based 
on configurable business rules. Organization-initiated com 
munications are routed to multiple individual users and/or 
organizations based on configurable business rules. In one 
embodiment, the system automatically generates follow-up 
communications related to the acknowledgement of receipt 
of communications and/or prompts users for additional infor 
mation if an expected communication was not received in a 
timely manner or is not fully responsive to prior communica 
tions, based on configurable business rules. 
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EXCHANGE OF CRISIS-RELATED 
INFORMATION AMONGST MULTIPLE 

INDIVIDUALS AND MULTIPLE 
ORGANIZATIONS 

BACKGROUND 

0001. The subject matter described herein relates to man 
aging the exchange of crisis-related information, and in par 
ticular, information proliferation to and from individuals 
associated with multiple formal and informal organizations. 
0002 The commonly used means available today for an 
individual to report an emergency is to call 911 and be 
directed to the local police, fire, or emergency medical Ser 
vices. Separately, individuals will typically communicate 
with related groups of people, Such as their families, work 
colleagues, team mates, classmates, and the like. Such com 
munication is sequential, unstructured and is often prioritized 
based on factors that are not optimized to a speedy resolution 
of the crisis, potentially increasing risk to the person or others. 
0003. Existing standards and systems do not enable indi 
viduals to communicate structured crisis-related information 
amongst multiple organizations and/or groups of individuals. 
Consequently, during a crisis, individuals typically use mul 
tiple means of unstructured communications, such as phone 
calls, social media, and text messaging to reach all their 
intended audiences. This results in inefficient crisis manage 
ment, risking both life and property. 
0004 Existing standards and systems do not enable orga 
nizations to engage in bi-directional communication of crisis 
related information with multiple individuals or groups of 
individuals without previously arranging for proprietary 
access to the computing devices and/or networks correspond 
ing to those individuals and groups. Consequently, organiza 
tions must use multiple means of communications to reach 
their intended audiences Such as the Emergency Alerting 
System, media outlets, and one-way mass notification sys 
temS. 

0005 Typically, organizations communicate crisis-related 
information only with their own personnel, if at all, using 
one-way mass notification systems. Other organizations Sup 
ply their intended audiences with proprietary means of bi 
directional communications such as a dedicated application 
running on a Smart-phone or tablet computer, or provide a call 
center access for individuals to report emergencies. Other 
organizations may use one-way public safety broadcast chan 
nels such as the Emergency Alerting System (EAS) and the 
Wireless Emergency Alert (WEA) to announce crisis situa 
tions. 
0006. One challenge for crisis communications manage 
ment is providing the ability to precisely target audiences 
associated with the crisis for emergency communications. A 
scenario illustrating this challenge is provided by the follow 
ing example. 
0007 An accident occurs affecting multiple individuals, 
including casualties, observers, first responders, and emer 
gency management personnel. Those individuals are typi 
cally unrelated to each other and each individual is related to 
multiple groups which may include, but are not limited to, 
their families, communities, workplaces, enterprises, and 
educational institutions. The individuals affected are those 
who happen to be in the vicinity of the accident, people who 
work nearby, members of various law enforcement organiza 
tions, emergency medical personnel, and the like. 
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0008 Throughout the evolution of the accident event, 
individuals need to communicate with multiple groups and 
organizations to which they are related. For example, acci 
dent casualties need to report, if they are able to, their location 
and state of injuries to both their families and first responders. 
Observers of the event can contribute to the situational aware 
ness of the emergency services by sending text, images, or 
video reports to the relevant Public Safety Access Point 
(PSAP) while informing their families and workplaces that 
they are safe. Depending on the accident circumstances, first 
responders and command authorities may need to instruct the 
public to either stay sheltered or avoid certain areas. PSAP 
and command authorities may need to enlist help of various 
first responder and emergency medical resources which may 
or may not be under their direct control. 
0009. Using today’s technologies, each of the constituents 
described in this example will use multiple communication 
mechanisms and channels to attempt to reach their intended 
audiences. Accident casualties may call 911 to report their 
location and state. Separately, they will call members of their 
families to inform them of their location and state. Observers 
will also attempt to call 911 to verbally report their observa 
tions. Individuals who happen to be near the accident location 
may call their workplaces to inform them of their own loca 
tion, state, and/or details of the accident. Command authori 
ties may use mass notification systems to inform their Sub 
scribers of the accident and required actions. The PSAP will 
use their proprietary communication systems to reach first 
responders that are under their direct control and use other 
communication mechanisms such as telephone calls to reach 
out for assistance from resources that are not under their 
direct control. Members of the public may tune to news media 
or use Social networks to receive details of the event, poten 
tially receiving information which is not authoritative, not 
accurate, incomplete, and/or misleading, which may result in 
mass confusion. Such confusion may even result in risk of 
physical harm to individuals who would otherwise be safe. 
0010. These various communication mechanisms and 
channels are unrelated to each other and must therefore be 
used separately and sequentially by each sender and receiver 
of the communication. Inevitably, these circumstances lead to 
delays and potentially to errors in communications, risking 
lives and property. 
0011 Existing organizational and community notification 
systems are not capable of targeting individuals who are not 
related to the organization or community. Availability of Such 
individuals may be crucial to the resolution of a crisis, by 
virtue of their skills, physical availability, and location. As 
Such individuals are associated with other organizations, they 
are not directly accessible or targetable to the manager of a 
crisis situation when using existing notification systems. 
0012 Yet another challenge for crisis communications 
management is that effective crisis management requires the 
participation of multiple organizations and individuals who 
do not have access to each of the systems participating in 
managing the crisis event. Such systems typically operate 
behind firewalls and on private networks to which only autho 
rized individuals who are members of or related to the orga 
nization have access. No system or exchange mechanism 
exists today that can securely facilitate the exchange of infor 
mation amongst multiple crisis management systems and 
individuals who participate in the crisis event who are not 
authorized to access all such systems. 
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BRIEF DESCRIPTION OF THE DRAWINGS 

0013 The figures depict various embodiments for pur 
poses of illustration only. One skilled in the art will readily 
recognize from the following discussion that alternative 
embodiments of the illustrated systems and methods may be 
employed without departing from the principles described 
herein. 
0014 FIG. 1 is a high-level diagram conceptually illus 
trating the exchange of crisis-related information between 
different entities, according to one embodiment. 
0015 FIG. 2 is a block diagram illustrating an exemplary 
deployment of the disclosed system and the interconnections 
of a safety communications service (SCS) with subscribing 
organizations, information publishers, and individual users 
via various communication channels, according to one 
embodiment. 
0016 FIG.3 is a block diagram of illustrating one embodi 
ment of the SCS shown in FIG. 2. 
0017 FIG. 4 is a diagram illustrating the various data 
repositories included in the SCS, according to one embodi 
ment. 

0018 FIG. 5 is a diagram illustrating the operational flow 
of information between the SCS, organizational systems, and 
individual users’ mobile devices, according to one embodi 
ment. 

0019 FIG. 6 is a diagram illustrating a general use case of 
the disclosed system, according to one embodiment. 
0020 FIG. 7 is a diagram illustrating an exemplary use 
case of a mobile user Subscribing to organizations using the 
disclosed system's dynamic location features, according to 
one embodiment. 
0021 FIG. 8 is a diagram illustrating an exemplary use 
case in which a subscribing organization notifies subscribed 
users of an emergency, according to one embodiment. 
0022 FIG. 9 is a diagram illustrating an exemplary use 
case in which an information publisher publishes crisis-re 
lated information through the SCS, according to one embodi 
ment. 

0023 FIG. 10 is a diagram illustrating an exemplary use 
case in which a mobile user issues a duress alert while expe 
riencing a crisis situation, according to one embodiment. 
0024 FIGS. 11A-11C illustrate a comprehensive exem 
plary scenario in which a mobile user travels to a location 
different from his or her home location and experiences a 
crisis situation, according to one embodiment. 
0025 FIG. 12 illustrates one embodiment of components 
of an example machine able to read instructions from a 
machine-readable medium and execute them in a processor 
(or controller). 

DETAILED DESCRIPTION 

0026. People's lives involve multiple groups of entities 
that are based on various relationships, and people commu 
nicate with other members of those groups in different ways, 
dependent in part of the nature of the corresponding relation 
ship. These groups include, but are not limited to: family, 
community, town, state, country of residence, workplace, and 
educational institution. Individuals may also be a part of 
ad-hoc groups that are the result of being present at certain 
locations at certaintimes, such as concerts, sporting events, or 
vacation destinations. 
0027. When a crisis occurs, an individual may have the 
need to communicate with some orall other members of these 
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groups. For example, when a particular individual observes a 
crime being committed, she (or he) may want to initiate a 
report to the local police department. She may also want to 
report her current whereabouts to her family and let them 
know that she is safe as well as inform her employer that she 
is being delayed and will not arrive at her workplace on time. 
0028. While dealing with the crime scene the local police 
department may need to establish a security perimeter and 
initiate communications to individuals present within the 
perimeter. The police department may instruct such individu 
als to stay in place while individuals outside of the security 
perimeter may be instructed to stay clear of the crime scene. 
0029. Upon receipt of communications from the police, 
other individuals in the vicinity of the crime scene may want 
to report their observations to the emergency personnel in 
order to add to their situational awareness as well as inform 
their families and workplace colleagues of their whereabouts 
and status. 
0030 The police dispatcher may also need to dispatch to 
the scene additional first responders from the local police 
department and/or emergency medical services. 
0031. This simplified example illustrates how effective 
crisis communications requires that multiple individuals 
communicate bi-directionally with multiple organizations 
and individuals. Depending on the individual’s role within 
the various groups and organizations related to the crisis, this 
communication may take different forms. 
0032. The Figures (FIGS.) and the following description 
relate to preferred embodiments by way of illustration only. It 
should be noted that from the following discussion, alterna 
tive embodiments of the structures and methods disclosed 
herein will be readily recognized as viable alternatives that 
may be employed without departing from the principles of 
what is claimed. 
0033 Reference will now be made in detail to several 
embodiments, examples of which are illustrated in the 
accompanying figures. It is noted that wherever practicable 
similar or like reference numbers may be used in the figures 
and may indicate similar or like functionality. The figures 
depict embodiments of the disclosed system (or method) for 
purposes of illustration only. One skilled in the art will readily 
recognize from the following description that alternative 
embodiments of the structures and methods illustrated herein 
may be employed without departing from the principles 
described herein. 

Functional Overview 

0034. The system disclosed herein is directed generally to 
providing management of the exchange of crisis-related 
information amongst multiple individual users and multiple 
organizations. The system shall be referred herein as a Crisis 
Information Exchange (CIE). In at least one embodiment the 
system includes a Safety Communications Service (SCS), 
one or more end-user applications, one or more communica 
tion interfaces, and an Application Programming Interface 
(API). 
0035 Structured crisis-related information enables infor 
mation to be communicated between entities using a consis 
tent data framework, which improves the efficiency and accu 
racy of communication. This CIE-provided framework 
enables a consistent, rule- and form-based communication 
that supports predictable workflows, reducing the likelihood 
of incorrect information being dispersed, and making opera 
tion of the system faster, simpler and more intuitive for users, 
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as compared to unstructured communications. Embodiments 
of structured crisis-related information include, but are not 
limited to, form-based multimedia messages from organiza 
tions, predefined notification to crisis-related information 
from individuals, predefined crisis-related reports from indi 
viduals in the field, and the like. 
0036. In one embodiment, the CIE provides services for 
the exchange of crisis information amongst multiple organi 
zations and multiple individual users. These services enable 
the bi-directional communication of structured crisis-related 
information amongst multiple entities, including multiple 
individuals and multiple organizations and/or groups of indi 
viduals. Using the CIE, for example, multiple individuals are 
able to communicate structured crisis-related information 
with multiple organizations and associates of individuals, 
using multiple communication devices available to them, 
thereby increasing the speed, accuracy, and efficiency of their 
crisis-related communications. 
0037. In another embodiment, the CIE provides services 
for the exchange of crisis information amongst multiple orga 
nizations. These services enable the communication of struc 
tured crisis-related information from information publishers 
such as the National Weather Service (NWS) or the Integrated 
Public Alert and Warning System (IPAWS) to organizational 
crisis-management systems and public safety access points 
(PSAPs). These services also include the exchange of struc 
tured crisis-related information amongst different crisis-man 
agement systems and the communications of structured cri 
sis-related information from crisis-management systems to 
Public Service Access Points (PSAPs) and alerting systems 
Such as the Emergency Alerting System (EAS). 
0038. In a further embodiment, the CIE additionally pro 
vides services for the exchange of crisis information amongst 
multiple individuals. These services enable the bi-directional 
communication of structured crisis-related information 
amongst multiple individuals that have established associa 
tions amongst them, such as families, members of a commu 
nity, a religious organization, a sports team, and the like. 
0039. In various embodiments, the services provided by 
the CIE enable organizations to target individuals that are 
most relevant to the resolution of a crisis and to inform indi 
viduals that may be impacted by the crisis directly or indi 
rectly, regardless of their organizational affiliation. The sys 
tem is capable of determining the relevance of individuals to 
the resolution of a crisis based on multiple parameters includ 
ing, but not limited to, the individuals information prefer 
ences, location, role, skills, and schedule. 
0040. In various embodiments, the services provided by 
the CIE also enable organizations to target individuals and 
organizations that may or may not be associated with the 
originating organization, based on multiple parameters 
including, but not limited to, the individuals information 
preferences, location, role, skills, and schedule. For example, 
an emergency operations center may target all individuals and 
organizations located within a certain area within a certain 
time frame, regardless of their organizational affiliations. 
0041. In various embodiments, the CIE facilitates the reli 
able and secure exchange of information amongst multiple 
crisis management systems that participate in the manage 
ment of a crisis event, enabling each of these systems to 
securely operate behind their respective firewalls and on their 
private networks within which only their own authorized 
individual users may operate. The CIE does not manage the 
crisis itself, but rather enables each of the crisis management 
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systems to operate by reliably, securely, and bi-directionally 
exchanging crisis information with relevant individuals and 
organizations. 
0042. In one embodiment, the SCS is a scalable, geo 
graphically-distributed information system serving a plural 
ity of individual users’ devices and a plurality of organiza 
tions systems. The SCS manages the flow of information 
amongst user devices and organizational systems to ensure 
reliability of communications and protect organizational net 
work security while implementing business rules for the rout 
ing of messages between multiple individuals, organizations, 
and groups. 
0043. End-user devices enable end users to communicate 
bi-directionally with multiple organizations and groups of 
other individuals, through the SCS. Means for such commu 
nications include, but are not limited to: a Personnel Safety 
Mobile Applications for multiple mobile devices and mobile 
operating system platforms, a Web user interface application 
for multiple types of Web browser clients, a FACEBOOKTM 
application, and a PC-based application, as well as commu 
nications via Voice calls, text messages, emails, etc. Gener 
ally, the end-user applications offer similar functionality and 
user experience, Subject to their respective platform limita 
tions. However, in Some embodiments, certain end-user 
applications may be customized to meet specialized require 
ments of individual users and/or organizations. 
0044. In various embodiments, the communication inter 
faces comprise hardware and Software components that inter 
face between the SCS and various communications systems 
including, but not limited to: text messaging systems, tele 
phony systems, indoor and outdoor mass-notification sys 
tems, and the Emergency Alerting System (EAS), and Wire 
less Emergency Alerts (WEA). 
0045 Embodiments of the disclosed system provide orga 
nizational systems and informal groups subscribing to the 
CIE (referred to herein as “subscribed systems') with differ 
ent types of subscriptions to the CIE’s services. Associations 
manifest real-world relationships amongst entities (e.g., a 
family group, an organization and its employees, people 
present in a given area, etc.) and Subscriptions define a set of 
rules that are used by the CIE to determine which individuals 
and/or organizations receive a given message based on the 
real-world relationships. 
0046) Subscription types can include, but are not limited 
to: a) Publish Only systems such as the National Weather 
Service that are capable only of providing information and do 
not receive information from users; b) Receive Only sys 
tems such as a 911 Public Safety Access Point (PSAP) that 
only accept messages initiated by users or the Emergency 
Alerting System (EAS), and/or c) Bidirectional systems 
Such as organizational or regional crisis management systems 
that publish as well as receive information as well as informal 
associations, such as members of a family or friends and 
individuals currently in a particular geographic area. 
0047. In one embodiment, the CIE provides the capability 
to manage composite profiles of each user. These composite 
profiles comprise attributes common to all of the associations 
of the user, such as the user's identity, as well as attributes that 
are specific to each association, Such as the role of the indi 
vidual within a given organization or the particular commu 
nication device(s) that the individual typically uses to com 
municate with the recipients identified by a given association. 
For example, an individual may be a member of the faculty of 
his university and also a Volunteer fire fighter of his commu 
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nity. These two roles are specific to the two associations but 
the individual's name, home address, and vehicle information 
are common to both associations. As another example, an 
individual may use a company cell phone to communicate 
with colleagues and clients, but a personal cell phone to 
communicate with family and friends. Composite profiles 
enable the CIE to create subscriptions such that each indi 
vidual can send and receive messages that are directed at 
groups that conform to various rules. 
0048. In some embodiments, the CIE provides capabilities 
for managing repositories that store data about users and their 
devices. These repositories include user records comprising 
Subscription and association data indicating relevant organi 
Zational systems with which the user can communicate, and 
which devices should be used for such communication. The 
capabilities of the CIE include, but are not limited to, regis 
tering one or more users with Subscribed systems and asso 
ciating the one or more users with other users of the Sub 
scribed systems. In one such embodiment, each user record 
includes the user's details including the user's names, orga 
nizational and group associations, roles within each organi 
Zation or group, devices through which the user may be con 
tacted, the ordinal priority by which message delivery to the 
devices should be attempted, and the user's current and 
default locations. In other such embodiments user records 
may contain different fields. In some embodiments, some of 
the information is shared with multiple organizations (e.g., 
user name), while other data is organization-specific (e.g., 
role within that organization). 
0049. In some embodiments, the CIE enables organization 
systems and individual Subscribers to set up rules governing 
which individual users and other organization's systems may 
subscribe to their services. Such rules may include, but are not 
limited to, opt-in Subscription, opt-out Subscription, manda 
tory subscription by the subscriber, subscription by-reference 
of other subscribers, or ad-hoc subscription based on location 
or message context. 
0050. In some embodiments the CIE enables subscribed 
organization systems and individual users to set up rules by 
which messages from individual users are accepted, pro 
cessed and routed. The CIE provides individual users with 
ad-hoc Subscription and association services, based on con 
figurable rules. Those rules determine the individual user's 
eligibility to receive a given communication. Ad-hoc Sub 
Scriptions are created based on a user's current situation (e.g., 
based on the user's location and/or the current time). For 
example, if a user is observed to be located within a new city 
or neighborhood, an ad-hoc subscription may be created Sub 
scribing the user to notifications from the local emergency 
services. This ad-hoc Subscription may last indefinitely or 
expire at a certain time. Such as when the user leaves the 
location, after a set amount of time (e.g., one month), or a set 
amount of times after the user leaves the location (e.g., one 
week). In one embodiment, potential ad-hoc Subscriptions are 
presented to the user for approval before being finalized. 
0051. The CIE routes crisis-related information amongst 
multiple individual users and multiple organizations based on 
the corresponding subscriptions. The CIE routes individual 
user-initiated communications to any number of Subscribed 
systems based on configurable business rules. Those rules 
determine which organizations shall receive the individual 
user's communication. For example, which organizations 
shall receive a particular communication can be based on a 
type of the information submitted, a role of user, a location of 
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user, and/or a time of the particular communication. The CIE 
routes Subscribed system-initiated communications to mul 
tiple individual users based on configurable business rules. 
Those rules determine which individual users shall receive 
the user's communication. 

0.052 The various client applications used by the indi 
vidual users connect each user with the CIE and through the 
CIE to the various subscribed systems and groups with which 
they are associated. The client applications also provide the 
user with the interface with the system's functionality includ 
ing, but not limited to, registration, Submitting personal infor 
mation, contact details, Subscription preferences, sending and 
receiving messages, viewing disseminated information, and 
reporting functionality, as well as providing visual and tonal 
alerts to the user. 

0053 Embodiments of the disclosed system provide 
numerous advantages over existing crisis management and 
notifications systems. Four Such advantages are described 
below. One of skill in the art will recognize additional advan 
tages and features based on the disclosure herein. 
0054 Firstly, embodiments of the disclosed system pro 
vide organizations subscribed to the CIE with the ability to 
communicate with multiple relevant individual users in crisis 
situations regardless of whether or not these users are mem 
bers of the organization. It also provides an individual user 
with the ability to communicate with multiple organizations 
and groups. Further, an individual user can communicate with 
multiple organizations and groups wherever that user is 
located using a single application on a mobile device, rather 
than multiple proprietary applications that are each capable of 
only communicating with a single system. Thus, the user can 
quickly and efficiently respond to multiple organizations in 
cases of emergency. 
0055 Secondly, embodiments of the disclosed system 
provide structured communications exchanges that can be 
used during emergencies. These structured communications 
prevent inaccurate communications and enables information 
to be quickly processed during a crisis situation by all of the 
relevant parties. For example, an application running on a 
mobile device may provide a plurality of reports that the user 
may submit. On Selection of a particular report, the user is 
presented with a simple form to complete that prompts the 
user to provide the required data. 
0056. Thirdly, embodiments of the disclosed system pro 
vide mechanisms for organizations and user groups to estab 
lish flexible Subscription policies. Organizations may use an 
opt-in policy where individuals associated with the organiza 
tion are sent invitations to Subscribe to the organizations 
crisis management system. Organizations may also use an 
opt-out policy where individuals associated with the organi 
zation are subscribers by default and must explicitly opt-out 
to stop receiving communications from the organizations 
crisis management system. Organizations may also mandate 
that certain users will be subscribers and/or that certain users 
will be blocked from being subscribers. Organizations may 
also automatically subscribe users, based on the users loca 
tion and preferences. Finally, organizations may also use a 
combination of these policies. 
0057 Fourthly, embodiments of the disclosed system pro 
vide subscribed systems with the ability to communicate with 
the CIE using a unique polling mechanism that enables Secure 
low-latency bi-directional communications with users 
devices while facilitating the exchange of information 
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amongst multiple crisis management systems and individuals 
who participate in the crisis event and who are unauthorized 
to access all Such systems. 

System Architecture 
0058 FIG. 1 is a high-level diagram illustrating one 
embodiment of a CIE 100 that includes at least one SCS 110 
coupled with a plurality of publishing organization systems 
120 (e.g., servers) operated by information publishers such as 
the National Weather Service. At least one of the publishing 
organization systems 120 is coupled to the SCS 110 via a 
firewall 130, which protects the data security of the publish 
ing organization. The SCS 110 is also coupled with a plurality 
of organizational crisis management systems 121 operated by 
Subscribing organizations such as corporations, universities, 
industrial facilities, or military bases. At least one of the 
organizational crisis management systems 121 is coupled to 
the SCS 110 via a firewall 130, which protects the data secu 
rity of the subscribing organization. The SCS 110 is further 
coupled with a plurality of receiving organization systems 
122 operated by organizations that have subscribed to receive 
communications from the SCS Such as corporations, univer 
sities, industrial facilities, or military bases. At least one of the 
receiving organization systems 121 is coupled to the SCS 110 
via a firewall 130, which protects the data security of the 
receiving organization. In addition, the SCS 110 is configured 
to manage communication between the various organizations 
and individual users using one or more communication chan 
nels 140 (e.g., sending updates to a mobile application 
executing on users’ mobile devices and prompting them to 
provide a reply, sending text messages to users cell phones, 
sending automated messages to users’ landline phones, 
broadcasting information using public announcement sys 
tems, and the like). 
0059. In one embodiment, the SCS 110 comprises one or 
more distributed computer systems running specialized soft 
ware for providing the functionality described herein. The 
SCS 110 is also coupled with at least one communication 
channel 140 to communicate with individual users. In other 
embodiments, the SCS 110 comprises different and/or addi 
tional components. Further, the functionality attributed 
herein to the SCS 110 may be distributed between various 
elements of the CIE 100 in othermanners. Distribution of CIE 
100 elements may be between two or more computer systems 
that are located at separate geographic locations. 
0060. The CIE 100 provides services for the exchange of 
crisis information amongst multiple organizations and mul 
tiple individual users. These services enable the bi-directional 
communication of structured crisis-related information 
amongst individuals with multiple organizations and/or 
groups of individuals. Using the CIE 100, multiple individu 
als are able to communicate structured crisis-related informa 
tion with multiple organizations and groups, using multiple 
communication devices available to them, thereby increasing 
the speed, accuracy, and efficiency of their crisis-related com 
munications. 
0061. In various embodiments, the services provided by 
the CIE 100 enable organizations to precisely target the indi 
viduals that are most relevant to the resolution of a crisis or 
could be impacted by the crisis either directly or indirectly, 
regardless of their organizational affiliation. The system is 
capable of determining the relevance of individuals to the 
resolution of a crisis based on multiple parameters including, 
but not limited to the individual’s role, skills, location, and 
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availability at the relevant time, as well as their association 
with one or more relevant groups. Additionally, the system 
can make relevant individuals aware of the situation or 
receive specific instructions (e.g., an evacuation or shelter in 
place order) via one or more communication channels 140. 
For example, if a fire or other emergency occurs on the pre 
mises of an organization, the organization’s crisis manage 
ment system 121 may send a request for help via the SCS 110 
to all users within a defined radius of the emergency that are 
certified first responders, regardless of whether those first 
responders have previous ties with, or are even aware of the 
organization. As another example, if an organization experi 
ences a catastrophic equipment failure at one of its manufac 
turing facilities, the organization’s crisis management system 
121 may send a first message via the SCS 110 to all of the 
organization’s engineers that are listed as "on-call” and a 
second message to the organization's clients informing them 
that delivery of product may be delayed due to the equipment 
failure. 
0062 FIG. 2 illustrates an exemplary deployment of a CIE 
100 and the interconnections of the SCS 110 with subscribing 
organization systems 202, information publisher systems 
201, and various communication channels to individual users 
140, according to one embodiment. In the embodiment 
shown, the CIE system 100 operates using the Internet 206 as 
its network backbone, but in other embodiments, other types 
of network such as private Internet Protocol-based (IP-based) 
networks are used. 

0063. In the illustrated embodiment, the SCS 110 receives 
feeds from various information publisher systems 201 and 
communicates the information in the feeds to Subscribing 
organization and individual users via various communication 
channels 140, as per their subscription rules. Examples of 
information publishers are weather forecasters and the US 
Geological Survey (USGS). For example, if the National 
Weather Service issues a hurricane warning for a given 
county, all users and organizations that Subscribe to weather 
warnings and are determined to be in (or, in Some embodi 
ments, near) the county are provided with the warning. Alter 
natively, all registered users in the area may be provided with 
the warning, regardless of Subscriptions, as the consequences 
of being unprepared for the hurricane are particularly cata 
strophic. In another embodiment, associates of affected indi 
viduals such as family members are also be informed of the 
situation and/or given specific instructions. 
0064. The illustrated embodiment of the SCS 110 facili 
tates the reliable and secure exchange of information amongst 
one or more Subscribed systems 202A operated by organiza 
tions that participate in the management of a crisis event, 
enabling each of these systems to securely operate behind 
their respective organizational firewalls 205 and on corre 
sponding private networks within which only the correspond 
ing organization’s own authorized individual users may oper 
ate. The SCS 110 also supports one or more subscribed 
systems 202B-organizational or otherwise—that operate 
openly on the Internet 206. Connecting with subscribed sys 
tems 202A behind organizational firewalls 205 without open 
ing such systems to the Public Internet 206 and introducing 
additional security threats introduces technical challenges 
that are resolved using the mechanisms elaborated by the 
detailed description associated with FIG. 5 below. 
0065. In some embodiments, the SCS 110 bi-directionally 
exchanges messages with users’ mobile devices 207 via the 
Internet 206 and a secondary delivery service, such as a text 
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message aggregator 204 and/or a wireless carrier's data net 
work 202. In one such embodiment, the mobile devices 207 
run one or more dedicated end-user applications, such as a 
Personal Safety Mobile Application provided by the operator 
of the SCS 110, which receives, sends, and displays messages 
that are exchanged with the SCS. In other embodiments, no 
specialized software is required by the mobile devices 207, 
with messages being delivered via conventional mechanisms, 
Such as SMS text message. 
0066. In some embodiments, the SCS 110 bi-directionally 
exchanges messages directly over the Internet 206 with user 
devices 208 Such as desktop, laptop, and tablet computers, as 
well as other IP-based communication devices such as IP 
telephony systems 208. In one such embodiment, such 
devices and systems 208 run one or more dedicated end-user 
applications, such as a Web user interface application for 
multiple types of Web browser clients, a FACEBOOKTM 
application, and/or a PC-based application. Such end-user 
applications offer similar functionality and user experience, 
subject to their respective platform limitations. In other 
embodiments, no specialized software is required by Such 
mobile devices 207, with messages being delivered via con 
ventional mechanisms, such as email or instant messenger 
(IM) services. 
0067. In some embodiments, the SCS 110 exchanges mes 
sages bi-directionally with landline telephone systems 209 
and/or services that provide bi-directional exchanges of mes 
sages to landline and cellular phones. 
0068. In some embodiments, the SCS 110 exchanges mes 
sages bi-directionally with Public Safety System gateways 
210. Typically, the SCS 110 sends alert messages to the Public 
Safety System gateways 210 to be disseminated to the public 
by each of those systems. In one such embodiment, the SCS 
110 also receives operational reports, such as results of public 
alert activations or health status reports of the Public Safety 
Systems. These gateways 210 include, but are not limited to 
the Emergency Alerting System (EAS), WEA, gateways to 
community and campus alerting systems (e.g., Giant Voice 
and/or siren), IPAWS., in-building mass notification systems, 
and public address systems. 
0069 FIG. 3 illustrates the main building blocks of the 
SCS 110 and its interfaces with subscribed organization sys 
tems 202 and individual users via one or more communica 
tion channels 140, according to one embodiment. In the illus 
trated embodiment, the SCS 110 includes three main building 
blocks: Data Repositories 301, Platform Services 302, and 
Business Logic 303. The SCS 110 also includes interfaces for 
interacting with other components in the CIE 100, such as an 
API304, one or more third party plug-ins 305, and interfaces 
for end-user services 307. 
0070. The SCS data repositories 301, which are described 
in further detail below, with reference to FIG. 4, provide 
persistent storage and retrieval capabilities for all relevant 
entities. In one embodiment, the data repositories 301 com 
prise at least one non-transitory computer readable storage 
medium configured to store data to facilitate effective opera 
tion of the SCS 110, such as messages for delivery, system 
settings, applications for data processing and security, system 
logs, Subscription information, and the like. 
(0071 Generally, the SCS Platform Services 302 are sub 
divided into multiple categories of service, including: (a) 
security services, (b) communications services, and (c) foun 
dation services. In some embodiments, additional services 
that do not neatly fit into one of these categories may be 
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provided. The SCS Platform Security Services protect the 
data security of the other entities in the CIE 100. In one 
embodiment, the SCS Platform Security Services comprise 
of: (a) authentication, authorization, and accounting services; 
(b) single sign-on (SSO) services to the various systems the 
comprise the CIE 100; (c) protection services against mali 
cious attempts to make the CIE resources unavailable to its 
intended users, such as denial-of-service (DoS) attacks; and 
(d) content security assessments. 
0072. The SCS Platform Communications Services facili 
tate communication between the SCS 110 and the various 
other entities in the CIE 100. In one embodiment, the SCS 
Platform Communication Services comprise of: (a) connec 
tions services which maintain persistent or long-lasting con 
nections between the SCS 110 and the various subscribed 
organizational systems 120; (b) web services where the SCS 
receives, processes, and responds to organizational and user 
clients requests for resources; and (c) web services which 
provide a messaging framework for the exchange of struc 
tured crisis-related information between the SCS and its cli 
entS. 

(0073. The SCS Platform Foundation Services provide 
administrative services to the various other Subsystems 
within the SCS 110. In one embodiment, these services com 
prise of: (a) audit and logging services, which record and 
provide documentary evidence of the sequence of activities 
that have affected a specific operation, procedure, or event; 
(b) task scheduling services which enable unattended sched 
uled execution of applications, Scripts, and Services; (c) diag 
nostic services which provide tools for technical and status 
analysis when exceptions are trapped; (d) workflow manage 
ment services which provide orchestration of operational and 
technical task sequences; (e) health monitoring services 
which provide ongoing monitoring of operational and tech 
nical measures and take preventive and corrective proactive 
actions in case of deviations, (f) high-availability services and 
disaster recovery Software services that Support computer 
clusters which can be reliably utilized with minimum down 
time; and (g) ongoing system maintenance services, includ 
ing services such as backup, restore, purging, and clean-ups. 
(0074 The SCS Business Logic services 303 provide func 
tionality to control and/or determine which users and organi 
Zations receive any given message. In one embodiment, the 
SCS Business Logic services 303 comprise of: (a) user sub 
Scription services; (b) organizational Subscription services; 
(c) message routing and tracking services; and (d) location 
based logic. 
(0075. The SCS Business Logic User Subscription Ser 
vices enable users and organizations to register and Subscribe 
users to the services provided by the CIE. In one embodiment, 
these services comprise of services that: (a) enable the regis 
tration of user devices and gateways to those devices (e.g. 
wireless carriers); (b) enable a user to update the user's orga 
nizational affiliation(s), including updates to the user's role(s) 
and the group(s) the user belong to within organizations. Such 
updates can be user initiated or follow a context-based busi 
ness logic, including system recommendation to the user for 
additional Subscriptions based on user preferences; (c) enable 
a user to configure the user's communication and permission 
preferences, including, but not limited to the user's permis 
sions to receive and/or send information to/from affiliated 
organizations and the SCS’s permission to track the user's 
location; and (d) enable a user to update other user profile 
information including, but not limited to the user's home 
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location and a list of affiliated individuals (e.g., colleagues, 
family members, neighbors, and the like). 
0076. In various embodiments, a user's subscription pro 

file can be initiated or modified by one or more of: (a) the user, 
depending on his or her privileges; (b) an organization, 
depending on the organization’s privileges; and (c) a recom 
mendation to the user by the SCS 110, based on the user 
communication preferences and permissions. For example, 
the SCS 110 might recognize that a subscribed user is located 
away from his or her home location and recommend, based on 
the user communication preferences, that the Subscribed user 
subscribe to various information publishers, such as the local 
emergency management system, a localized weather alert 
service, and the like. 
0077. The SCS Business Logic Organizational Subscrip 
tion Services enable organizations 120 to register and sub 
scribe to the services provided by the CIE. In one embodi 
ment, the organizational Subscription services comprise of 
services that: (a) provide authentication, authorization, and 
account handling for Subscribed organizations 120; (b) 
enable a subscribing organization to create and modify roles 
and groups of users; (c) enable a Subscribing organization to 
register and subscribe users that are affiliated with the orga 
nization; (d) enable the organization to manage its commu 
nication and permission preferences, including, but not lim 
ited to the organization’s permissions to send/or receive 
information to users and other Subscribed organizations, the 
organization’s communication policies, and the types of mes 
sages is the organization is authorized to receive and process 
from users; and (e) enable a subscribing organization to pro 
vide and update other organizational profile information. 
0078. The SCS’s 110 message routing and tracking ser 
vices are responsible for routing messages initiated by orga 
nizations and users to their intended audiences based on the 
specific targeting information contained within each message 
and/or the subscription profile of the individual recipient or 
organization. For example, if a specific audience is specified 
by the sender, than the message may be routed to that audi 
ence, whereas if the sender does not provide information 
regarding the target audience, the Subscription profiles of 
potential recipients may be used to determine which indi 
vidual users and organizations shall receive the message. In 
one embodiment, these services also track receipt of the mes 
sages by their intended recipients, resend messages based on 
built-in business rules, and report on the success or failure of 
the communication (e.g., to the audit and logging services). 
007.9 For example, in response to a pipe bursting near one 
of an organizations offices, the organization may send a first 
message indicating that the office will be closed for the day to 
a group containing all employees that work at the affected 
office and a second message to Subscribing organizations 
informing them that expected work product may be delayed 
due to the office closure. The SCS 110, attempts to deliver the 
first message to each employee and the second message to 
each subscribing organization. The SCS 110 tracks which 
employees and organizations confirm receipt (either manu 
ally or automatically). After a given time period (e.g., ten 
minutes) the SCS 110 resends the first message to any 
employees in the group that have not yet confirmed receipt. 
0080. The SCS 110 iterates through this process, continu 
ing to resend the first message to employees that have not 
confirmed retreat until a preset number of attempts (e.g., five) 
have been made. After the preset number of attempts has been 
made, the SCS 110 reports back to the organization, indicat 

Sep. 24, 2015 

ing which employees confirmed receipt of the first message 
and which did not. Thus, the organization is made aware of 
which employees may not be aware of the closure. In another 
embodiment, a user who does not respond within given time 
may indicate the user is at risk, and thus a message will be 
dispatched to other designated users for resolution and follow 
up. 
I0081. In contrast, the second message may only be re-sent 
if a delivery failure is reported, as repeatedly sending the 
same message to a client is likely to be viewed as an annoy 
ance. Instead, the SCS 110 may report to an office manager of 
the originating organization which clients have failed to 
acknowledge receipt of the second message to assist the office 
manager in managing client relations with regards to the 
delay. 
I0082. The SCS’s 110 location-based logic is responsible 
for geo-spatial functionality within the SCS. In one embodi 
ment, the services this logic provides include: (a) location 
based automated Subscriptions; (b) recommended Subscrip 
tions based on the user's device location; (c) outbound 
message distribution based on the user device's location and 
(d) applying location-based rules to inbound message pro 
cessing. 
I0083. The SCS 110 also provides one or more interfaces to 
subscribed organization systems 202. In the embodiment 
illustrated in FIG. 3, two types of interface are provided, an 
API304 and Third-Party Plug-in interfaces 305. The API304 
provides a well-defined specification describing how sub 
scribing organizations 120 must interact with the SCS 110. 
The API 304 is implemented as a SCS software subsystem 
that provides the Software operations, data structures, object 
classes, and variables in conformance with the API's speci 
fication. 
I0084. The Third Party Plug-ins 305 are implementations 
of various APIs of other systems that enable the SCS 110 to 
interact with these systems. Such systems for which plug-ins 
305 may be provided include, but are not limited to, Informa 
tion Publisher systems 201, such as the National Weather 
Service and organizational crisis management systems that 
do not themselves implement the SCS’s API 3.04. 
0085. The SCS 110 interfaces with various end user 
devices and systems using a variety of end-user services 307 
to communicate with end users via a corresponding commu 
nication channel 140. Each end-user service implements the 
appropriate protocol or API of the particular end-user device 
or system with software operations, data structures, object 
classes, and variables. In one embodiment, a SCS API for 
end-user devices and services is also provided. In the embodi 
ment shown, the end user services 307 include mobile ser 
vices 308, desktop services 309, web user services 310, 
Social Network Services 311, telephony services 312, and 
SCS administrator services 313. In other embodiments, addi 
tional and/or different interface are provided, such as services 
to public-safety gateways. 
I0086 FIG. 4 illustrates the various SCS data repositories 
301, according to one embodiment. In the illustrated embodi 
ment, the repositories 301 include: (a) an audit and diagnos 
tics repository 401, (b) a system configuration repository 403, 
(c) an entity profile repository 402, (d) an operational data 
repository 405, (e) an events repository, and (f) a subscription 
and association repository 407. In other embodiments, addi 
tional and/or different repositories 301 are used. Further, the 
functionality may be distributed between the repositories 301 
in a different manner than described herein. 
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0087. The audit and diagnostics repository 401 includes 
data describing operation of the SCS 110 for record keeping 
and diagnostic purposes. In one embodiment, the audit and 
diagnostics repository 401 records and provides documentary 
evidence of the sequence of activities that have affected, at 
any given time, a specific operation, procedure, or event. The 
collected operational data, including operational exceptions, 
enable later forensic diagnostics of the SCS 110 by systems 
administrators. 
0088. The system configuration repository 403 includes 
system configuration parameters controlling operation of the 
SCS 110. Such parameters include, but are not limited to 
credentials and access configuration to the message distribu 
tion system; resource allocation and configuration param 
eters; and purging, archiving and threshold monitoring 
parameters. 
0089. The entity profile repository 402 maintains profiles 
of individual users and organizations serviced by the SCS 
110. In one embodiment, a profile can correspond to one of 
two types of entity, an individual user or an organization. In 
other embodiment, additional and/or different types of entity 
profiles are used. Regardless of its type, a profile contains 
certain generic data fields that are pertinent to all types of 
entity. For example, each profile may contain a unique ID 
number, a profile name, and at least one mailing address. In 
addition to the generic data fields, profiles contain additional 
data fields that depend on the type. 
0090. In one embodiment, the profile of an organization 
120 in the entity profile repository 402 includes: (a) the orga 
nization's name, (b) a type for the organization (e.g., emer 
gency service, information provider, serviced enterprise, 
etc.), (c) connectivity parameters/authentication credentials 
for the organization, (d) the types of services provided by the 
organization, such as whether it accepts incoming duress 
messages and the templates of reports it can accept from 
users, (e) the organization’s business rules, such as which 
type and structure of incoming messages from users are 
accepted, under what conditions incoming messages are 
accepted, whether the organization accepts anonymous or 
ad-hoc Subscription requests, whether it mandates Subscrip 
tion of its own users, whether it is subscribed to other orga 
nizations, whether it allows other organizations to Subscribe 
to its messages, and the like. In other embodiments, the pro 
file of an organization 120 includes different and/or addi 
tional information. 

0091. In one embodiment, the profile of an individual user 
in the entity profile repository includes: (a) the user's name, 
(b) the user's contact details, such as the user's Smartphone 
number, the user's email address, the user's landline number, 
the user's IP-based telephone number, and/or the user's 
FACEBOOKTM account, (c) user details, which may be com 
mon across organizations, or organization specific, and (d) 
the user's subscription preferences, such as whether the user 
wishes to be solicited for subscribing to public safety and 
weather information based on the user's location. In other 
embodiments, the profile of a user includes different and/or 
additional information. 
0092. The subscription and associations repository 407 
maintains the current Subscription and associations amongst 
entities. In one embodiment, the Subscription and associa 
tions repository 407 enables the SCS 110 to route information 
from users’ devices (e.g., mobile devices 207) to subscribed 
organization systems 202, from Subscribed organization sys 
tems and information publisher systems 201 to users via one 
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or more communication channels 140, from Subscribed orga 
nization and information publishers 201 to other subscribed 
organization and from individual users to other individual 
users. For example, an individual user may be subscribed to 
multiple organizations such as the local university, his or her 
workplace, the local police department and an information 
publisher producing local weather alerts. The user may be 
defined as an alert publisher as for the user's workplace, a 
recipient of the local police department and weather alerts, 
and as both a recipient and an originator of emergency 
requests to and from the university. The user may also be a 
sponsor authorizing associates of the user Such as members of 
the user's family to subscribe to and receive alerts from the 
university. Another example is when police departments in 
neighboring towns subscribe to information published by 
other police departments or emergency management systems 
in their vicinity. 
0093. The operational data repository 405 contains 
records of live and recent notifications sent to users, and other 
safety-associated information shared by or sent to users, such 
as the location of medical Support teams in a current incident 
to be shared with users in the affected area. These notifica 
tions and shared information are accessible by various users 
and organizations, dependent on permissions and business 
rules. 
0094. The events repository 406 maintains information 
about events, including crisis events such as fires, floods, gas 
leaks, and the like, as created by organizations or by users. In 
one embodiment, the events repository also stores informa 
tion about user-initiated events such as duress and other user 
reports as well as responses to alerts sent to users. The events 
repository 406 may also maintain event data collected from 
users on an ongoing basis, such as a user's location, provided 
the user has given permission for location data to be collected 
and stored. 
(0095 FIG.5 illustrates the operational flow of information 
between the SCS 110, organizational systems 202, and indi 
vidual users’ devices 207, according to one embodiment. 
Although FIG.5 illustrates communication to and from users 
mobile devices 207, other types of user device may be used, 
such as landline telephones 208, desktop computers, public 
safety systems gateways 210, and the like. For clarity, the flow 
of Subscription and configuration information has been omit 
ted from FIG. 5. 

0096. In the embodiment illustrated in FIG.5, the CIE 100 
includes a SCS server 110 that (a) delivers outbound mes 
sages from one or more organizational systems 202 to one or 
more users’ mobile devices 207 and (b) processes requests 
from one or more users’ mobile devices to one or more 
organizational systems. In other embodiments, more than one 
SCS server 110 is used, and load balancing techniques 
applied to ensure no single SCS server is overwhelmed. Fur 
ther, the functionality attributed herein to a single SCS server 
110 may be distributed across multiple devices. For example, 
one SCS server 110 may handle delivery of messages to the 
mobile devices 207 while another handles requests from user 
devices to organizational systems 202. In a similar manner, 
another embodiment may use multiple geographically-sepa 
rated SCS systems to balance load and better serve users. 
0097. The delivery of outbound messages is initiated by a 
module 501 of a subscribed organizational system 202. This 
module is referred to herein as the Outbound Messaging 
Engine 501, although in different organizational systems the 
module may be referred to differently. In one embodiment, 
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the Outbound Messaging Engine 501 is configured to be 
compliant with the interface requirements of the SCS 110 
(e.g., using the SCS API304 or a dedicated third party plug-in 
305). The SCS’s Message Delivery Service (MDS) module 
503 receives the message originating from the organizational 
system 202, processes it, and delivers it to the targeted user 
devices 207 based on targeting information provided by the 
originating organization and/or Subscription data stored in the 
data repositories 310. The message passes through the orga 
nizational firewall 205 unimpeded as it originates inside the 
firewall and is delivered to the target user's mobile devices 
207 either directly (e.g., to a dedicated application) and/or 
through a third party message delivery service 507, such as 
the AppleTM Push Notification Service or Google Cloud Mes 
sagingTM. 
0098. User-initiated messages (whether containing infor 
mation reports or requests) are sent by the mobile devices 207 
to the SCS server 110, which processes the messages and 
forwards them on to the target organizational system or sys 
tems 202, as appropriate. In one embodiment, a mobile device 
207 sends a message/request to a User Application API Ser 
vice 506 of the SCS server 110, which validates the message 
as conforming to the API requirements. The User Application 
API Service 506 may also confirm that the message is authen 
tic. Once the message has been validated (and authenticated, 
if authentication is required), the message's content is 
recorded in the Events Repository 406 and placed in the 
Request Queue 505. The User Application API service then 
waits to receive a response from the organizational system 
202, and forwards the response from the organizational sys 
tem to the requesting mobile device 207 once it is received. 
0099. In the embodiment illustrated in FIG. 5, the organi 
zational system 202 is behind an organizational firewall 205, 
and consequently the SCS server 110 cannot initiate a con 
nection with the organizational system in order to deliver the 
user-initiated message. The Polling Web Service 504 
addresses this problem by enabling any Subscribed organiza 
tional system 202 compliant with the interface requirements 
of the Polling Web Service to poll the SCS server 110 for 
user-initiated messages. When the Polling Agent 502 of an 
Organizational System 202 polls the Polling Web Service 
504, the latter identifies a message in the Request Queue 505 
intended for the polling system (assuming one exists) and 
forwards it to the Polling Agent 502. In one embodiment, 
messages are delivered to an organizational system 202 in the 
order they are received (i.e., first-in, first-out). In another 
embodiment, the SCS server 110 arranges messages in the 
Request Queue 505 by priority. For example, messages indi 
cating a user is under duress may be given high priority and 
delivered first, with all other requests being delivered only 
once all pending high priority messages have been Success 
fully delivered. 
0100. As the Polling Agent 502 initiated the connection 
from inside the organizational firewall 205, the Polling Web 
Service 504 can forward the user-initiated message at this 
time. In one embodiment, the Polling Agent 502 uses a long 
polling technique to establish a persistent connection with the 
Polling Web Service 504. The long-poll connection remains 
open until a user-initiated message is received, at which point 
the connection is closed and a new long-polling connection is 
opened to listen for the next message while the first message 
is processed. In another embodiment, the Polling Agent 502 
periodically (e.g., once every minute) polls the Polling Web 
Service 504 for new messages and receives all of the mes 
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sages relating to the particular organization 120 that are in the 
Request Queue 505 at that time. One of skill in the art will 
recognize other connection methods that may be applied in 
order to securely deliver user-initiated messages without 
compromising the integrity of the organizational firewall 205. 
0101. On receiving a user-initiated message, an organiza 
tional system 202 processes the user-initiated message and 
sends any required response to the Polling Web Service 504, 
which forwards the response to the User Application API 
Service 506, which in turn responds to the user's device 140, 
thus completing the cycle that started with the user's request. 
This mechanism enables the Organizational System 120 to 
operate behind their firewalls 205 without compromising 
their security. 

Exemplary Use Cases 
0102 FIG. 6 illustrates a method for realizing the manage 
ment of the exchange of crisis-related information amongst 
individuals and multiple organizations, according to one 
embodiment. The steps of FIG. 6 are illustrated from the 
perspective of various components of the CIE 100 performing 
the method. However, some or all of the steps may be per 
formed by other entities and/or components. In addition, 
Some embodiments may perform the steps in parallel, per 
form the steps in different orders, or perform different steps. 
(0103) An individual user reports 601 an event to the CIE 
100. Using a software application running within a mobile 
device 207 (or other user device 208), the user transmits an 
event report over the Internet 206. In one embodiment, the 
event report includes the location of the event, visual and/or 
textual information relating to the event and, optionally, pro 
posed action(s) to be taken. For example, if the event is a large 
fire in an organizations office building, the event report may 
identify the room in which the fire is located, include a pho 
tograph taken by the user showing the extent of the fire, and 
recommend that the building be immediately evacuated and 
emergency services dispatched to the location. In contrast, if 
the event is a small pan fire in a kitchen, the report may still 
identify the location and include a picture, but recommend 
only that the organization's crisis management team be on 
standby, as the user believes the fire can be safely extin 
guished with an on-site extinguisher. 
0104. On receiving 602 the event report, the CIE’s SCS 
110 validates the user as authentic and the report as conform 
ing to templates permitted by the relevant organizational 
recipient(s). The SCS 110 then publishes the reported event to 
all relevant subscribed organizational systems 202 as well as 
appropriate ones of the users associations. Recipients are 
determined by rules that each subscribed systems adminis 
trators and the user have established in advance of the event. 
The content published may be identical for all organizations 
and associations, or may be tailored Such that each recipient 
receives the information about the event they require in a 
compact report. Thus, the recipients time is not wasted with 
extraneous information while a crisis event is ongoing. For 
example, in the example of a small kitchen fire used above, 
the organization’s crisis management team and the local fire 
department may be provided with the location and image of 
the fire along with a standby recommendation, while the 
user's family members are each sent a text message saying 
“fire at work safe.” and the user's colleagues within the 
building are sent mobile Smartphone notifications, phone 
calls, and/or emails saying "be prepared to evacuate the build 
ing. 
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0105. Each recipient receiving the event report (for which 
acknowledgment is required) acknowledges 603 to the SCS 
110 that (a) the event report was received and (b) the status of 
the action related to the event. As noted previously, which 
recipients are required to acknowledge receipt is dependent 
on the nature of the event being reported and the system 
configuration 403 settings of the particular deployment. The 
SCS 110 keeps track of the acknowledgements, retransmits 
the event report as necessary, and/or prompts the recipients 
for acknowledgement, as required by the relevant rules. 
0106. The SCS 110 relays 604 the recipients’ acknowl 
edgements to the user's device (e.g., mobile device 207). 
Depending on the implementation of the Software applica 
tion, the user's device may display a message containing each 
of the acknowledgements, identify those recipients that have 
not yet acknowledged receipt, or use a combination of these 
approaches. 
0107. On receiving 604 the event report, an operator of a 
Subscribed organization system 202 in an emergency opera 
tions center executes 605 the appropriate crisis management 
procedures. For example, if the event is an incoming tornado, 
the operator may decide to place first responders on standby 
and establish a security perimeter within which all personnel 
must seek shelter, while all personnel outside of the perimeter 
are not to enter the perimeter area. The operator also changes 
the status of the event from “pending to “active.” 
0108. The organization system 202 sends 606 messages to 
the SCS 110 for dissemination to the various individual users 
140. The information contained in each message and its 
recipient depend on several parameters established by the 
relevant business rules and may include the recipient's role, 
Subscriptions, and location, as well as the time of the message 
607. For example, first responders may be provided with the 
location and nature of the event, personnel within the security 
perimeter may be told to find shelter and/or evacuate the area 
(depending on the nature of the event), and personnel outside 
of the security perimeter may be instructed to stay away from 
the area. The SCS 110 disseminates 608 the appropriate mes 
sages to each of the individual users. 
0109. Once the messages have been sent 606, the SCS 110 
monitors 609 the status of acknowledgements from each indi 
vidual user for which acknowledgement is required. The SCS 
110 retransmits the message and/or prompts the users who are 
yet to acknowledge receipt as necessary. As described previ 
ously, in one embodiment, the SCS 110 transmits the message 
a predetermined number of times before reporting back to the 
sender that acknowledgment of receipt has not been provided, 
for follow up and resolution, as applicable. In another 
embodiment, the SCS may also relay the message to adjacent 
organizations in the vicinity of the event. 
0110 FIG. 7 illustrates a method for location-based sub 
scription of one or more users, through the SCS 110, to one or 
more Subscribing organizations and/or information publish 
ers, according to one embodiment. The steps of FIG. 7 are 
illustrated from the perspective of various components of the 
CIE 100 performing the method. However, some or all of the 
steps may be performed by other entities and/or components. 
In addition, some embodiments may perform the steps in 
parallel, perform the steps in different orders, or perform 
different steps. 
0111. In the embodiment shown in FIG. 7, the method 
begins with an application (e.g., a dedicated crisis communi 
cations application) on the user's mobile device 207 deter 
mining 701 that the user is located in a location different from 
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a previous location, and that the user is not yet subscribed to 
information from this new location. In an alternative embodi 
ment, the SCS 110 determines this condition based on user 
location data (e.g., GPS data), provided the user has given the 
SCS permission to track her location. The mobile user's 
device 207 then queries 702 the SCS 110 for subscribing 
organizations and/or information publishers available in the 
new location. 
0112 The SCS 110 queries its organization profile reposi 
tory 402 to identify 703 subscribing organizations and/or 
information publishers available in the new location. In one 
embodiment, the SCS 110 checks if the user is eligible to 
Subscribe to the identified organizations and information pub 
lishers, and sends one or more message(s) to the user's mobile 
device 207, recommending the user subscribes to those local 
organizations and information publishers to which the user is 
eligible to subscribe. In another embodiment, the SCS 110 
provides the user with a list of all possible subscriptions in the 
local area and checks the user's eligibility to subscribe to a 
particular organization or information publisher when the 
user makes a request to subscribe. One of skill in the art will 
recognize that other methods of identifying Subscriptions for 
a user in a new area that may be used. 
0113. The user's mobile device 207 displays the message 
(s) sent by the SCS 110 indicating possible subscriptions. In 
one embodiment, the user responds to the SCS’s subscription 
recommendations by approving or rejecting them. In another 
embodiment, the Subscription may be completely automated, 
such as when the user sets a preference such as “always 
Subscribe me to safety messages around my current location.” 
0114. If the user is attempting to subscribe to a Subscrib 
ing Organization, the SCS 110 forwards 705 the approved 
Subscription requests to the corresponding Subscribing orga 
nization's computing system 202 (e.g., crisis management 
system 121). On receiving the Subscription request, the Sub 
scribing organization’s computing system 202 registers the 
user and confirms the subscription to the SCS 110 by sending 
a confirmation message. On receiving the confirmation mes 
sage, the SCS 110 records 707 the user's new subscription in 
the user-organization subscription repository 407. The user is 
now registered 708 in the new location and will receive infor 
mation emanating from organization’s system 202. 
0115 If the user is attempting to subscribe to an informa 
tion publisher, the SCS 110 records 707 the user's subscrip 
tion in the user-organization Subscription repository 407. 
Thus, the user is now registered 708 with the information 
publisher, and future information received by the SCS 110 
from the information publisher's system 201 will be auto 
matically forwarded to the user (e.g., to the user's mobile 
device 207), Subject to additional targeting requirements pro 
vided by the information publisher, such as the user being 
present in a particular geographic region at the time. 
0116 FIG. 8 illustrates an exemplary use case in which a 
Subscribing organization notifies Subscribed users of an emer 
gency, according to one embodiment. The steps of FIG. 8 are 
illustrated as being performed by various components of the 
CIE 100. However, some or all of the steps may be performed 
by other entities and/or components. In addition, some 
embodiments may perform the steps in parallel, perform the 
steps in different orders, or perform different steps. 
0117. In the embodiment shown in FIG. 8, the notification 
process begins with a subscribing organization system 202 
creating 801 a publication containing crisis-related informa 
tion intended for users that the meet one or more specified 
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criteria, such as a user's location. Alternatively, the publica 
tion can be targeted to specific users by name, role, organi 
zational structure, and the like. In the example illustrated by 
FIG. 8, the publication includes a request that all users receiv 
ing the publication acknowledge receipt, however, in other 
instances, depending on the type of the information/message 
included in the publication, such acknowledgment may not be 
requested. Once created 801, the organization system 202 
forwards the publication to the SCS 110 for distribution. 
0118. On receiving the publication, the SCS 110 publishes 
802 the crisis-related information contained therein to all 
registered users that meet the specified criteria and/or users 
that Subscribe to the organization. In one embodiment, the 
SCS 110 begins tracking 804 user acknowledgements. The 
SCS 110 forwards acknowledgments received from users 
devices (e.g., mobile devices 207) to the subscribing organi 
Zation system 202, which processes the acknowledgments as 
per the organization’s own procedures. In other embodi 
ments, such as broadcasts of severe weather information to 
subscribed users, the SCS 110 does not track user acknowl 
edgements. 
0119. At 803, a targeted mobile device 207 receives the 
publication, but the corresponding user fails to acknowledge 
receipt. In one embodiment, the SCS 110 sends 806 a prompt 
to the mobile device 207 of the user that failed to acknowl 
edge receipt as a reminder to provide Such acknowledgement. 
Alternatively, the message containing the published informa 
tion may be resent to the user's mobile device 207. At 807, the 
user acknowledges receipt of the published information and 
the user's mobile device 207 sends a notification to the SCS 
110. The SCS 110 forwards the acknowledgement notifica 
tion to the subscribing organization system 120 from which 
the publication originated. 
0120 FIG. 9 illustrates an exemplary use case in which an 
information publisher system 201 publishes crisis-related 
information through the SCS 110, according to one embodi 
ment. The steps of FIG. 9 are illustrated as being performed 
by various components of the CIE 100. However, some or all 
of the steps may be performed by other entities and/or com 
ponents. In addition, some embodiments may perform the 
steps in parallel, perform the steps in different orders, or 
perform different steps. 
0121. In the embodiment shown in FIG.9, the publication 
process begins with an information publisher system 201 
such as one operated by the National Weather Service creat 
ing 808 a publication item including information intended for 
users in a given location. The SCS 110 having already sub 
scribed to the information publisher receives 809 the publi 
cation, and publishes the information to all registered users in 
the given location. The mobile devices 207 of subscribed 
users at the location receive and display 810 the information. 
0122 FIG. 10 is a diagram illustrating an exemplary use 
case in whichauser issues a duress alert using a mobile device 
207 while experiencing a crisis situation, according to one 
embodiment. The steps of FIG. 10 are illustrated as being 
performed by various components of the CIE 100. However, 
some or all of the steps may be performed by other entities 
and/or components. In addition, Some embodiments may per 
form the steps in parallel, perform the steps in different 
orders, or perform different steps. 
0123. In the embodiment shown in FIG. 10, a mobile user 
issues a duress alert 811 describing the nature of the emer 
gency using an app on a Smart phone 207. The mobile app 
automatically adds the user's location to the duress alert and 
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forwards it to the SCS 110. On receiving 812 the duress alert, 
the SCS 110 publishes it to all subscribing organizations that 
meet the pre-established criteria to receive such alerts. For 
example, if the user's location is within a Subscribing orga 
nization's established area of responsibility, and within des 
ignated timeframes (such as working days only), the SCS 110 
sends the duress alert to a organizational system 202 operated 
by the subscribing organization. In one embodiment, the SCS 
110 begins tracking organizations acknowledgements. In 
another embodiment, the SCS 110 sends 813 notifications of 
which organizations have been forwarded the duress alert to 
the user's Smartphone 207 for display in the app. 
0.124. The subscribing organizations systems 202 receive 
814 the duress alert and handle it as per their individual 
operating procedures and system capabilities. In one embodi 
ment, the Subscribing organizations systems 202 send mes 
sages to the user's Smart phone 207 indicating the status of 
alert handling and/or issuing instructions to the user regard 
ing how to react to the emergency. These messages from the 
Subscribing organizations systems 202 to the user's mobile 
device 207 are routed via the SCS 110. On receiving and 
displaying 816 the crisis-related communications, the user's 
mobile device 207 acknowledges receipt to the SCS 110. 
which in turn forwards the acknowledgements to the corre 
sponding Subscribing organizations systems 202. 

Exemplary Scenario 
0.125. The following comprehensive exemplary use case 
illustrated by FIGS. 11 A-C explains how the components 
identified above can interact to provide an exchange of crisis 
related information amongst multiple individuals and mul 
tiple organizations during a tornado event, in accordance with 
one embodiment. 
0.126 Referring first to FIG. 11A, an individual user is 
subscribed 1101, through the SCS 110, to her local commu 
nity mass notification system, her workplace instant messag 
ing and notification system, and the National Weather Service 
alerting system. She is also a member of an association of 
individuals, primarily consisting of members of her family, 
registered in the SCS 110 as a group that can exchange struc 
tured messages with each other in cases of emergency. 
I0127. The individual user travels to an area located away 
from her home location 1102. Upon arrival at the new loca 
tion, the PSMA running on her mobile device 207 communi 
cates with the SCS 110. The SCS 110 detects 1103 that she is 
now located in a location different from her home location 
and provides recommendations to the user's mobile device 
207 for additional subscriptions that may be relevant to her in 
the new location. In this case, the recommendations include a 
link to the local PSAP and updating her location of her sub 
scription to the National Weather Service. 
I0128. The user's mobile device 207 presents the recom 
mendations to the user, and she accepts 1104 the SCS’s rec 
ommendations. The PSMA on the user's mobile device 207 
notifies the SCS 110, which in turn subscribes 1105 her to the 
recommended organizations and confirms the new Subscrip 
tions by sending acknowledgement messages to the PSMA 
on her mobile device. 
I0129. Turning now to FIG. 11B, at sometime after the user 
has subscribed to the recommended organizations, the 
National Weather Alerting Service issues 1106 a tornado alert 
for the counties in the vicinity of the user's location. The SCS 
110 receives the alert and distributes 1107 it to all Subscribed 
users and organizations, including the user and a local PSAP. 
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0130. The local PSAP receives the National Weather Ser 
vice tornado alert from the SCS 110 and, based on the infor 
mation contained in the alert, the local PSAP operator 1108B 
activates the community alerting sirens located in the path of 
the tornado. 
0131 The user also receives 1108A the tornado alert. She 
observes the tornado in the distance but determines that it 
does not seem to be heading in her direction. Using the PSMA 
on her smartphone 207, she takes a picture of the tornado and 
sends the picture, along with her observation, to the SCS 110. 
On receiving the picture and observation from the user, the 
SCS 110 forwards them to the local PSAP to assist in coor 
dination of the emergency services response. 
(0132 Referring now to FIG. 11C, all other subscribed 
SCS users and organizations in the path of the tornado also 
receive 1108C the tornado alert. Several individual users snap 
pictures of the approaching tornado and using their PSMAS 
send pictures and comments through the SCS 110 to the local 
PSAP. Each of their transmissions automatically includes 
location and time information for the images and comments. 
0133) Referring back to FIG. 11B, the SCS 110 forwards 
1109 all users’ reports to the local PSA. The PSAP receives 
1110 the users’ input and refines its threat assessment. The 
PSAP then formulates updated instructions to all SCS-sub 
scribed users located in the vicinity of the tornado to either 
flee the path of the tornado or shelter in place, depending on 
their location. The PSAP also issues appropriate instructions 
to first responders’ systems and workplace instant messaging 
and notification systems for further dissemination though 
their systems. The SCS 110 disseminates 1011 the PSAP’s 
instructions to all SCS-subscribed users and organizational 
systems, based on their location. 
0134) Referring to both FIG. 11A and FIG. 11B, the indi 
vidual users receive (1112A and 1112B) the PSAP's instruc 
tions and act as directed. They continue to report their obser 
vations of the tornado's progress using their PSMA. First 
responders also receive 1112C the PSAP's information and 
act accordingly. Workplace instant messaging and notifica 
tion systems also receive 1112D the PSAP's information and 
disseminate their own instructions to their users, such as 
instructing workers to move to a shelter at the workplace, or 
not come into work. 
0135 Individual users enter updates for their subscribed 
family groups (1113A and 1113B) into the PSMA in order to 
keep them informed of their status. The SCS 110 receives 
1114 the updates from the individual users and disseminates 
them 1115 to the appropriate family groups, as indicated by 
the subscription data stored in the SCS repositories 301. 

Computing Machine Architecture 
0136. This disclosure describes numerous process 
embodiments and examples. These processes may be embod 
ied as logical operations or program code instructions. The 
instructions may be stored and executed by a machine. FIG. 
12 is a block diagram illustrating components of an example 
machine able to read instructions from a machine-readable 
medium and execute them in a processor (or controller). 
Specifically, FIG. 12 shows a diagrammatic representation of 
a machine in the example form of a computer system 1200 
within which instructions 1224 (e.g., Software) for causing 
the machine to performany one or more of the methodologies 
discussed herein may be executed. In alternative embodi 
ments, the machine operates as a standalone device or may be 
connected (e.g., networked) to other machines. In a net 
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worked deployment, the machine may operate in the capacity 
of a server machine or a client machine in a server-client 
network environment, or as a peer machine in a peer-to-peer 
(or distributed) network environment. 
0.137 The machine may be a server computer, a client 
computer, a personal computer (PC), a tablet PC, a set-top 
box (STB), a personal digital assistant (PDA), a cellular tele 
phone, a Smartphone, a web appliance, a network router, 
Switch or bridge, or any machine capable of executing 
instructions 1224 (sequential or otherwise) that specify 
actions to be taken by that machine. Further, while only a 
single machine is illustrated, the term “machine' shall also be 
taken to include any collection of machines that individually 
or jointly execute instructions 1224 to perform any one or 
more of the methodologies discussed herein. 
0.138. The example computer system 1200 includes a pro 
cessor 1202 (e.g., a central processing unit (CPU), a graphics 
processing unit (GPU), a digital signal processor (DSP), one 
or more application specific integrated circuits (ASICs), one 
or more radio-frequency integrated circuits (RFICs), or any 
combination of these), a main memory 1204, and a static 
memory 1206, which are configured to communicate with 
each other via a bus 1208. The computer system 1200 may 
further include graphics display unit 1210 (e.g., a plasma 
display panel (PDP), a liquid crystal display (LCD), a pro 
jector, or a cathode ray tube (CRT)). The computer system 
1200 may also include alphanumeric input device 1212 (e.g., 
a keyboard), a cursor control device 1214 (e.g., a mouse, a 
trackball, a joystick, a motion sensor, or other pointing instru 
ment), a storage unit 1216, a signal generation device 1218 
(e.g., a speaker), and a network interface device 1220, which 
also are configured to communicate via the bus 1208. 
0.139. The storage unit 1216 includes a machine-readable 
medium 1222 on which is stored instructions 1224 (e.g., 
Software) embodying any one or more of the methodologies 
or functions described herein. The instructions 1224 (e.g., 
Software) may also reside, completely or at least partially, 
within the main memory 1204 or within the processor 1202 
(e.g., within a processor's cache memory) during execution 
thereof by the computer system 1200, the main memory 1204 
and the processor 1202 also constituting machine-readable 
media. The instructions 1224 (e.g., software) may be trans 
mitted or received over a network 1226 via the network inter 
face device 1220. 
0140. While machine-readable medium 1222 is shown in 
an example embodiment to be a single medium, the term 
“machine-readable medium’ should be taken to include a 
single medium or multiple media (e.g., a centralized or dis 
tributed database, or associated caches and servers) able to 
store instructions (e.g., instructions 1224). The term 
“machine-readable medium’ shall also be taken to include 
any medium that is capable of storing instructions (e.g., 
instructions 1224) for execution by the machine and that 
cause the machine to perform any one or more of the meth 
odologies disclosed herein. The term “machine-readable 
medium' includes, but not be limited to, data repositories in 
the form of Solid-state memories, optical media, and mag 
netic media. 

Additional Configuration Considerations 
01.41 Embodiments of the systems and processes 
described above provide advantages over existing systems for 
the management of crisis-related communications. For 
example, embodiments enable crisis-related communications 
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to be delivered to users regardless of whether or not these 
users are members of the originating organization. Further, a 
user can send and receive all crisis-related communications 
using a single application on a mobile device (rather than 
multiple proprietary applications that are each capable of 
only communicating with a single system). Additional advan 
tages include providing structured communications that 
reduce the likelihood of inaccurate information being dis 
seminated, providing flexible Subscription policies such that 
Subscribing organizations can select their own policies, and 
facilitating the exchange of information amongst multiple 
organizations crisis management systems without compro 
mising the data security of the organizations private net 
works. 
0142. Throughout this specification, plural instances may 
implement components, operations, or structures described 
as a single instance. Although individual operations of one or 
more methods are illustrated and described as separate opera 
tions, one or more of the individual operations may be per 
formed concurrently, and nothing requires that the operations 
be performed in the order illustrated. Structures and function 
ality presented as separate components in example configu 
rations may be implemented as a combined structure or com 
ponent. Similarly, structures and functionality presented as a 
single component may be implemented as separate compo 
nents. These and other variations, modifications, additions, 
and improvements fall within the scope of the subject matter 
herein. 

0143 Certain embodiments are described herein as 
including logic or a number of components, modules, or 
mechanisms. Modules may constitute either software mod 
ules (e.g., code embodied on a machine-readable medium or 
in a transmission signal) or hardware modules. A hardware 
module is tangible unit capable of performing certain opera 
tions and may be configured or arranged in a certain manner. 
In example embodiments, one or more computer systems 
(e.g., a standalone, client or server computer system) or one or 
more hardware modules of a computer system (e.g., a pro 
cessor or a group of processors) may be configured by Soft 
ware (e.g., an application or application portion) as a hard 
ware module that operates to perform certain operations as 
described herein. 

0144. In various embodiments, a hardware module may be 
implemented mechanically or electronically. For example, a 
hardware module may comprise dedicated circuitry or logic 
that is permanently configured (e.g., as a special-purpose 
processor, such as a field programmable gate array (FPGA) or 
an application-specific integrated circuit (ASIC)) to perform 
certain operations. A hardware module may also comprise 
programmable logic or circuitry (e.g., as encompassed within 
a general-purpose processor or other programmable proces 
sor) that is temporarily configured by Software to perform 
certain operations. It will be appreciated that the decision to 
implement a hardware module mechanically, in dedicated 
and permanently configured circuitry, or in temporarily con 
figured circuitry (e.g., configured by Software) may be driven 
by cost and time considerations. 
0145 The various operations of example methods 
described herein may be performed, at least partially, by one 
or more processors that are temporarily configured (e.g., by 
Software) or permanently configured to perform the relevant 
operations. Whether temporarily or permanently configured, 
Such processors may constitute processor-implemented mod 
ules that operate to perform one or more operations or func 
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tions. The modules referred to herein may, in some example 
embodiments, comprise processor-implemented modules. 
0146 The one or more processors may also operate to 
Support performance of the relevant operations in a "cloud 
computing environment or as a “software as a service' 
(SaaS). For example, at least some of the operations may be 
performed by a group of computers (as examples of machines 
including processors), these operations being accessible via a 
network (e.g., the Internet) and via one or more appropriate 
interfaces (e.g., application program interfaces (APIs)..) 
0147 The performance of certain of the operations may be 
distributed among the one or more processors, not only resid 
ing within a single machine, but deployed across a number of 
machines. In some example embodiments, the one or more 
processors or processor-implemented modules may be 
located in a single geographic location (e.g., within a home 
environment, an office environment, or a server farm). In 
other example embodiments, the one or more processors or 
processor-implemented modules may be distributed across a 
number of geographic locations. 
0.148. Some portions of this specification are presented in 
terms of algorithms or symbolic representations of operations 
on data stored as bits or binary digital signals within a 
machine memory (e.g., a computer memory). These algo 
rithms or symbolic representations are examples of tech 
niques used by those of ordinary skill in the data processing 
arts to convey the substance of their work to others skilled in 
the art. As used herein, an 'algorithm' is a self-consistent 
sequence of operations or similar processing leading to a 
desired result. In this context, algorithms and operations 
involve physical manipulation of physical quantities. Typi 
cally, but not necessarily, Such quantities may take the form of 
electrical, magnetic, or optical signals capable of being 
stored, accessed, transferred, combined, compared, or other 
wise manipulated by a machine. It is convenient at times, 
principally for reasons of common usage, to refer to Such 
signals using words such as “data.” “content,” “bits.” “val 
ues.” “elements.” “symbols.” “characters,” “terms.” “num 
bers,” “numerals, or the like. These words, however, are 
merely convenient labels and are to be associated with appro 
priate physical quantities. 
0149. Unless specifically stated otherwise, discussions 
herein using words such as “processing.” “computing.” “cal 
culating.” “determining.” “presenting.” “displaying,” or the 
like may refer to actions or processes of a machine (e.g., a 
computer) that manipulates or transforms data represented as 
physical (e.g., electronic, magnetic, or optical) quantities 
within one or more memories (e.g., volatile memory, non 
Volatile memory, or a combination thereof), registers, or other 
machine components that receive, store, transmit, or display 
information. 

0150. As used herein any reference to “one embodiment' 
or “an embodiment’ means that a particular element, feature, 
structure, or characteristic described in connection with the 
embodiment is included in at least one embodiment. The 
appearances of the phrase “in one embodiment in various 
places in the specification are not necessarily all referring to 
the same embodiment. 
0151. Some embodiments may be described using the 
expression “coupled' and “connected along with their 
derivatives. For example, some embodiments may be 
described using the term “coupled to indicate that two or 
more elements are in direct physical or electrical contact. The 
term “coupled, however, may also mean that two or more 
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elements are not in direct contact with each other, but yet still 
co-operate or interact with each other. The embodiments are 
not limited in this context. 
0152. As used herein, the terms “comprises.” “compris 
ing,” “includes.” “including.” “has “having or any other 
variation thereof, are intended to cover a non-exclusive inclu 
Sion. For example, a process, method, article, or apparatus 
that comprises a list of elements is not necessarily limited to 
only those elements but may include other elements not 
expressly listed or inherent to such process, method, article, 
or apparatus. Further, unless expressly stated to the contrary, 
“or refers to an inclusive or and not to an exclusive or. For 
example, a condition A or B is satisfied by any one of the 
following: A is true (or present) and B is false (or not present), 
A is false (or not present) and B is true (or present), and both 
A and B are true (or present). 
0153. In addition, use of the “a” or “an are employed to 
describe elements and components of the embodiments 
herein. This is done merely for convenience and to give a 
general sense of the invention. This description should be 
read to include one or at least one and the singular also 
includes the plural unless it is obvious that it is meant other 
wise. 
0154. Upon reading this disclosure, those of skill in the art 
will appreciate still additional alternative structural and func 
tional designs for a system and a process for providing crisis 
communications management through the disclosed prin 
ciples herein. Thus, while particular embodiments and appli 
cations have been illustrated and described, it is to be under 
stood that the disclosed embodiments are not limited to the 
precise construction and components disclosed herein. Vari 
ous modifications, changes and variations, which will be 
apparent to those skilled in the art, may be made in the 
arrangement, operation and details of the method and appa 
ratus disclosed herein without departing from the spirit and 
Scope defined in the appended claims. 

1-28. (canceled) 
29. A safety communications service (SCS) for managing 

crisis-related communications amongsta plurality of entities, 
the SCS comprising: 

a repository configured to store data regarding entities and 
indicating relationships between entities, each relation 
ship comprising an indication of a first entity, an indica 
tion of a second entity, an indication of whether the first 
entity is available to receive information from the second 
entity, an indication of whether the secondentity is avail 
able to receive information from the first entity, and 
additional information describing the relationship 
between the first and second entities; 

an entity interface configured to receive, from devices of a 
plurality of originating entities, crisis-related informa 
tion items, each crisis-related information item includ 
ing metadata and information; and 

a business logic Subsystem, operatively connected to the 
repository and to the entity interface, configured to ana 
lyze information items to determine whether the infor 
mation items include certain metadata attributes, the 
metadata attributes including: an originating entity's 
identity, an originating entity's geographical location, 
one or more geographical locations corresponding to the 
information item, a time the information item was origi 
nated, an urgency of the information item, a type of the 
information item, and one or more groups of specified 
recipient entities, the business logic Subsystem further 
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configured to identify, for each information item, a cor 
responding set of recipient entities based on the meta 
data attributes determined to be included in that infor 
mation item and the relationships stored in the 
repository. 

30. The SCS of claim 29, further comprising a message 
delivery Subsystem, operably connected to the business logic 
Subsystem, configured to compile, for a given information 
item, a new message including at least a portion of the infor 
mation included in the given information item, and distribute 
the new message to devices of the corresponding set of recipi 
ent entities. 

31. The SCS of claim 30, wherein the message delivery 
Subsystem distributes the new message by performing pro 
cesses including: 

adding the new message to a queue, the queue comprising 
an ordered list of messages to be delivered to a device of 
a recipient entity; 

establishing a connection with the device of the recipient 
entity responsive to receiving a connection request from 
the device of the recipient entity; and 

delivering a first message in the ordered list of messages to 
the device of the recipient entity. 

32. The SCS of claim 31, wherein a position at which the 
new message is added to the ordered list of messages is based 
on a priority of the new message relative to other messages in 
the list. 

33. The SCS of claim 29, wherein a candidate recipient is 
included in the set of recipient entities for a given information 
item based on one or more business rules, the one or more 
business rules relating: the originating entity's identity, the 
candidate recipient entity's identity, the candidate recipient 
entity's affiliation with one or more groups, a relationship 
between the originating entity and the candidate recipient 
entity, and explicit groups of recipient entities specified 
within the given information item. 

34. The SCS of claim 29, wherein a candidate recipient 
entity is included in the set of recipient entities for a given 
information item based on one or more business rules, the one 
or more business rules relating: the one or more geographical 
locations corresponding to the given information item, the 
originating entity's identity, the candidate recipient entity's 
location, the candidate recipient entity's locations of interest; 
the candidate recipient entity's identity, the candidate recipi 
ent entity's availability, and a relationship between the origi 
nating entity and the candidate recipient entity. 

35. The SCS of claim 29, wherein a candidate recipient 
entity is included in the set of recipient entities for a given 
information item based on one or more business rules, the one 
or more business rules relating: the originating entity's loca 
tion, the candidate recipient entity's identity, the candidate 
recipient entity's location, the candidate recipient entity's 
locations of interest, a type of the given information item, and 
a relationship between the originating entity and the candi 
date recipient entity. 

36. The SCS of claim 29, wherein a candidate recipient 
entity is included in the set of recipient entities for a given 
information item based on one or more business rules, the one 
or more business rules relating: a type of the information item, 
the candidate recipient entity's identity, the candidate recipi 
ententity's location, the candidate recipient entity's locations 
of interest, and a location specified within the information 
item. 
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37. The SCS of claim 29, wherein a candidate recipient 
entity is included in the set of recipient entities for a given 
information item based on: an urgency of the information 
item, the candidate recipient entity's identity, and a relation 
ship between the originating entity and the candidate recipi 
ent entity. 

38. The SCS of claim 29, further comprising: 
a relationship generation Subsystem configured to auto 

matically compare data relating to a first entity with a 
profile of a second entity to determine a correspondence 
therebetween, the relationship generation Subsystem 
further configured to store, in the repository, a relation 
ship between the first entity and the second entity 
responsive to the correspondence. 

39. The SCS of claim 29, further comprising: 
a relationship generation Subsystem configured to deter 

mine, based on location data for a first entity, that the first 
entity has entered a new location, the relationship gen 
eration subsystem further configured to identify at least 
one other entity relevant to the new location as a candi 
date for being related to the first entity. 

40. The SCS of claim 29, further comprising: 
a relationship generation Subsystem configured to auto 

matically relate entities associated with a first entity to 
the first entity, the relationship generation Subsystem 
further configured to send a message to entities associ 
ated with a second entity, the message comprising a 
notification that the entities associated with the second 
entity are eligible to receive information items from the 
second entity. 

41. The SCS of claim 29, further comprising: 
a relationship generation Subsystem configured to compare 

a profile of a first entity to a profile of a second entity to 
determine a correspondence therebetween, the relation 
ship generation Subsystem further configured to identify 
a candidate entity related to the first entity and generate 
a Suggestion that the second entity also relates to the 
candidate entity, based on the correspondence between 
the first and second entities. 

42. The SCS of claim 29, wherein the data regarding enti 
ties comprises composite entity profiles, each composite 
entity profile comprising at least one common attribute and at 
least one relationship-specific attribute. 

43. A method of managing crisis-related communications 
amongst a plurality of entities, the method comprising: 

storing, in a repository, data regarding entities and indicat 
ing relationships between entities, each relationship 
comprising an indication of a first entity, an indication of 
a secondentity, an indication of whether the first entity is 
available to receive information from the second entity, 
an indication of whether the second entity is available to 
receive information from the first entity, and additional 
information describing the relationship between the first 
and second entities; 

receiving, from devices of a plurality of originating enti 
ties, crisis-related information items, each crisis-related 
information item including metadata and information; 

analyzing information items to determine whether the 
information items include certain metadata attributes, 
the metadata attributes including: an originating entity's 
identity, an originating entity's geographical location, 
one or more geographical locations corresponding to the 
information item, a time the information item was origi 
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nated, an urgency of the information item, a type of the 
information item, and one or more groups of specified 
recipient entities; and 

identifying, for each information item, a corresponding set 
of recipient entities based on the metadata attributes 
determined to be included in that information item and 
the relationships stored in the repository. 

44. The method of claim 43, further comprising: 
compiling, for a given information item, a new message 

including at least a portion of the information included 
in the given information item; and 

distributing the new message to devices of the correspond 
ing set of recipient entities. 

45. The method of claim 44, wherein distributing the new 
message comprises: 

adding the new message to a queue, the queue comprising 
an ordered list of messages to be delivered to a device of 
a recipient entity, the new message added at a position 
based on a priority of the new message relative to other 
messages in the list; 

establishing a connection with the device of the recipient 
entity responsive to receiving a connection request from 
the device of the recipient entity; and 

delivering a first message in the ordered list of messages to 
the device of the recipient entity. 

46. The method of claim 43, wherein a candidate recipient 
is included in the set of recipient entities for a given informa 
tion item based on one or more business rules, the one or more 
business rules relating to: the originating entity’s identity, the 
candidate recipient entity's identity, the candidate recipient 
entity's affiliation with one or more groups, a relationship 
between the originating entity and the candidate recipient 
entity, and explicit groups of recipient entities specified 
within the given information item. 

47. The method of claim 43, wherein a candidate recipient 
entity is included in the set of recipient entities for a given 
information item based on one or more business rules, the one 
or more business rules relating: the one or more geographical 
locations corresponding to the given information item, the 
originating entity's identity, the candidate recipient entity's 
location, the candidate recipient entity's locations of interest, 
the candidate recipient entity's identity, the candidate recipi 
ent entity's availability, and a relationship between the origi 
nating entity and the candidate recipient entity. 

48. The method of claim 43, wherein a candidate recipient 
entity is included in the set of recipient entities for a given 
information item based on one or more business rules, the one 
or more business rules relating: the originating entity's loca 
tion, the candidate recipient entity's identity, the candidate 
recipient entity's location, the candidate recipient entity's 
locations of interest, a type of the given information item, and 
a relationship between the originating entity and the candi 
date recipient entity. 

49. The method of claim 43, wherein a candidate recipient 
entity is included in the set of recipient entities for a given 
information item based on one or more business rules, the one 
or more business rules relating: a type of the information item, 
the candidate recipient entity's identity, the candidate recipi 
ententity's location, the candidate recipient entity's locations 
of interest, and a location specified within the information 
item. 

50. The method of claim 43, wherein a candidate recipient 
entity is included in the set of recipient entities for a given 
information item based on: an urgency of the information 
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item, the candidate recipient entity's identity, and a relation 
ship between the originating entity and the candidate recipi 
ent entity. 

51. The method of claim 43, further comprising: 
automatically comparing data relating to a first entity with 

a profile of a second entity to determine a correspon 
dence therebetween; and 

storing, in the repository, a relationship between the first 
entity and the second entity responsive to the correspon 
dence. 

52. The method of claim 43, further comprising: 
determining, based on location data for a first entity, that 

the first entity has entered a new location; and 
identifying at least one other entity relevant to the new 

location as a candidate for being related to the first entity. 
53. The method of claim 43, further comprising: 
automatically relating entities associated with a first entity 

to the first entity; and 
sending a message to entities associated with a second 

entity, the message comprising a notification that the 
entities associated with the second entity are eligible to 
receive information items from the second entity. 

54. The method of claim 43, further comprising: 
comparing a profile of a first entity to a profile of a second 

entity to determine a correspondence therebetween; 
identifying a candidate entity related to the first entity; and 
generating a suggestion that the second entity also relates 

to the candidate entity, based on the correspondence 
between the first and second entities. 

55. The method of claim 43, wherein the data regarding 
entities comprises composite entity profiles, each composite 
entity profile comprising at least one common attribute and at 
least one relationship-specific attribute. 
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56. A non-transitory computer-readable storage medium 
storing executable computer program instructions for provid 
ing personnel crisis communications management, the com 
puter program instructions when executed causes one or more 
computing systems to: 

store, in a repository, data regarding entities and indicating 
relationships between entities, each relationship com 
prising an indication of a first entity, an indication of a 
second entity, an indication of whether the first entity is 
available to receive information from the second entity, 
an indication of whether the second entity is available to 
receive information from the first entity, and additional 
information describing the relationship between the first 
and second entities; 

receive, from devices of a plurality of originating entities, 
crisis-related information items, each crisis-related 
information item including metadata and information; 

analyze information items to determine whether the infor 
mation items include certain metadata attributes, the 
metadata attributes including: an originating entity's 
identity, an originating entity's geographical location, 
one or more geographical locations corresponding to the 
information item, a time the information item was origi 
nated, an urgency of the information item, a type of the 
information item, and one or more groups of specified 
recipient entities; and 

identify, for each information item, a corresponding set of 
recipient entities based on the metadata attributes deter 
mined to be included in that information item and the 
relationships stored in the repository. 
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