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ABSTRACT

A method for encrypting data is provided. The method includes formatting
data represented in a weighted number system into data blocks. The method also
includes converting the data blocks into a residue number system representation. The
method further includes generating a first error generating sequence and inducing
errors in the data blocks after converting the data blocks into a residue number system
representation. It should be understood that the errors are induced in the data blocks
by using the first error generating sequence. After inducing errors into the data
blocks, the data of the data blocks is formatted into a form to be stored or transmitted.
The method also includes generating a second error generating sequence synchronized
with and identical to the first error generating sequence and correcting the errors in
the data blocks using an operation which is an arithmetic inverse of a process used in

inducing errors.
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ENCRYPTION VIA INDUCED UNWEIGHTED ERRORS

The invention concerns cryptography. More particularly, the invention
concerns a cryptographic system that encodes data by combining an input signal in a
residue number system representation with an error generating sequence.

There are many methods known in the art for encrypting data prior to
the data’s transmission over a communications network. One such method involves
receiving an input signal at a cryptographic device. The input signal is expressed in a
binary number system representation, i.e., characters of the English language are
represented by a sequence of bits. Each bit of the sequence has a zero (0) or a one (1)
value. The method also involves generating an encryption sequence. The encryption
sequence can be a pseudo-random number sequence generated using a highly non-
linear method. The method further involves inducing changes in the input signal
using the encryption sequence. Such changes mask the input data and are introduced
into the input signal by performing an arithmetic operation. These arithmetic
operations are typically anthmetic operations in Galois fields. For example, a binary
encryption sequence 1s added to or subtracted from the input signal bit by bit using
Galois field GF[2] arithmetic. Alternatively, the binary encryption sequence is
multiplied with the input signal using Galois field GF[2] arithmetic. In this regard, it
should be appreciated that each of the above listed arithmetic operations results in
modifying every bit of the input signal. In effect, the data contained in the input
signal is encrypted.

As will be understood by a person skilled in the art, an advantage of
such an encryption method is that 1t provides a high degree of security. Despite such
an advantage, this method suffers from certain drawbacks. For example, algorithms
typically employed for generating the encryption sequence are computationally
intensive. As such, software programs implementing these algorithms have a slow
data processing time.

Another such method involves receiving an input signal expressed in a

binary number system representation at a cryptographic device. The method also
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involves generating a cryptographic sequence. The method further involves
arithmetically operating on an N bit block of the input signal using an N bit block of
the encryption sequence in Galois field arithmetic. The encryption is induced in the
input signal by performing an arithmetic operation, such as addition, subtraction, or
multiplication. As a result of performing the arithmetic operation, the entire block 1s
modified. For example, each character of the English language is represented by an
eight (8) bit sequence. A block of eight (8) characters forms a sixty-four (64) bit
block. Each bit of the sixty-four (64) bit block has a zero (0) or a one (1) value. As
such, the sixty-four (64) bits of each input block sequence are modified by combining
the input signal using Galois field arithmetic with a block of the encryption sequence.
Consequently, the data contained in the input signal is encrypted.

As will be understood by a person skilled in the art, computational
complexity can be reduced by reducing the complexity of the encryption sequence
generation method. This can be done either by reducing the periodicity of the
algorithm or by reducing the amount of non-linearity in the algorithm. As will be
understood by a person skilled in the art, an advantage of this encryption method is
that it 1s less computationally intensive than the previously described method.

Despite such an advantage, this method suffers from certain drawbacks. For example,
this method offers a lower degree of security.

In some encryption applications, a trade off between a degree of
security and an encryption algorithm’s computational intensity is not justified. Such
applications include, but are not limited to, an encryption of medical records and an
encryption of credit card records. As such, there is a need for an encryption method
offering a moderate degree of security at an appreciably lower implementation
complexity than that of a conventional high security encryption method.

A method 1s provided for encrypting data. The method is based on the
difficulty in mapping error statistics between errors induced in residues and the
corresponding errors resulting when residue number systems are mapped into a
weighted number system. This difficult error mapping masks the characteristics of

the method used to induce errors and thus encrypts the input data. The inverse
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operation 1s performed to decrypt the encrypted information. The masking of the
error inducing or encrypting sequence allows the use of a less complex and thus less
computationally intensive sequence generation while yielding an acceptable level of
security.

The method includes formatting data represented in a weighted number
system 1nto two or more data blocks of N bits in length. The method also includes
converting the data in the data blocks into a residue number system representation.
The method further includes generating a first error generating sequence, such as a
simple linear sequence, a pseudo-random number sequence, a chaotic sequence, or a
complex non-linear sequence. Thereafter, the method includes inducing errors in the
data blocks by using the error generating sequence to arithmetically operate on one or
more residues using Galois arithmetic. In this regard, it should be understood that the
errors are induced 1n the data blocks after converting the data into the residue number
system representation.

According to an aspect of the invention, the method includes
introducing known errors in one or more residue values generated in the residue
number system. The method also includes performing an arithmetic operation on the
residue values based on the first error generating sequence. The method further
includes transforming the data blocks to a weighted number system. In this regard, it
should be understood that this transformation is performed after errors are induced in
the data blocks.

According to another aspect of the invention, the method includes
generating the first error generating sequence in a weighted number system or a
residue number system. The method also includes inducing errors in only selected
residues. It should be appreciated that the residues may be varied over time. The
method further includes formatting the data into a weighted form to be stored or
transmitted after inducing errors in the data blocks.

According to yet another aspect of the invention, the method includes
receiving the data blocks after inducing errors in the data blocks. The method also

includes generating a second error generating sequence synchronized with and
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identical to the first error generating sequence. The method further includes
correcting the errors in the data blocks using an operation which is an arithmetic
inverse of a process used in inducing errors in the data blocks. The method includes
converting the data blocks from the residue number system to the weighted number
system after correcting the errors in the data blocks. The weighted number system is
selected from a group consisting of a decimal, a binary, an octal and a hexadecimal
number system.

Embodiments will be described with reference to the following
drawing figures, in which like numerals represent like items throughout the figures,
and in which:

FIG. 1 1s a block diagram of a cryptographic system having an
encryption engine and a decryption engine that is useful in understanding the
invention.

FIG. 2 1s a flow diagram of a method for encrypting and decrypting
data that is useful for understanding the invention.

FIG. 3 1s a graph showing an autocorrelation of an input sequence that
1s useful for understanding the invention.

FIG. 4 is a graph showing an autocorrelation of an encrypted sequence
that 1s useful for understanding the invention.

Referring now to FIG. 1, there 1s provided a block diagram of a
cryptographic system 100 that is useful in understanding the invention. The system
100 1s comprised of an encryption engine 150 and a decryption engine 160. As shown
in FIG. 1, the encryption engine 150 is comprised of a data block formatter 102, a
residue number system (RNS) encoder 104, a closed-ring-arithmetic operator 106, and
a data formatter 108. The encryption engine 150 is also comprised of a numerical
sequence generator 110 and a state synchronizer 112.

The data block formatter 102 1s comprised of hardware and software
configured to receive an input signal including bits of information expressed in a
weighted number system representation. The phrase “weighted number system” as

used herein refers to a number system other than a residue number system. Such
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number systems include, but are not limited to, a decimal number system, a binary
number system, an octal number system, and a hexadecimal number system. The data
block formatter 102 is also comprised of hardware and software configured to arrange
the bits of information into a plurality of data blocks.

According to an aspect of the invention, each data block represents one
or more characters of the English language. According to another aspect of the
invention, the data blocks contain a number of bits defined in accordance with a
particular system 100 application. In this regard, it should be appreciated that each
data block may contain a fixed number of bits. Alternatively, each data block may
contain a variable number of bits, ranging from a minimum size to a maximum size.
In this regard, it should be understood that the number of bits contained in each data
block may be varied in a deterministic manner that 1s known by the decryption engine
160 but has random or pseudo-random characteristics.

Referring again to FIG. 1, the data block formatter 102 is further
comprised of hardware and software configured to communicate data blocks to the
RNS encoder 104. The RNS encoder 104 is comprised of hardware and software
configured to receive data blocks from the data block formatter 102. The RNS
encoder 104 is also comprised of hardware and software configured to convert the
data in the data blocks into a residue number system (RNS) representation via modulo
operations. In this regard, 1t should be understood that the conversion of data into a
RNS representation can be done on a character by character basis, i.e. in a data block
by data block manner. It should also be understood that modulo operations can be
performed in parallel to decrease a processing time of the RNS encoder 104. Modulo
operations are well known to persons skilled in the art. Thus, such operationé will not
be described 1n great detail herein. However, it should be appreciated that any
modulo operation known in the art can be used without limitation, provided that the
residue number system employed has moduli mg, m;...my.; which are selected as

relatively prime numbers. The phrase “relatively prime numbers” as used herein

refers to numbers having a greatest common divisor of one (1).
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According to an embodiment of the invention, binary-to-restdue
conversion operations are computed. In such a scenario, it 1s preferable to implement
moduli equal to or near a power of two (2). For example, if the RNS encoder 104 1s
required to employ a relatively simple binary to RNS conversion method, then the
moduli used by the RNS encoder 104 can be advantageously selected as 2™, 2™-1, and
2™+1. As should be understood, such moduli are preferable because they are
guaranteed to be relatively prime and have the lowest possible implementation
complexity. Still, the invention 1s not limited in this regard.

Examples of binary-to-residue circuits for moduli oM N1 and 2M+1
are disclosed in “Modulo-Free Architecture for Binary to Residue Transformation

with respect to {2m-1, 2m, 2m+1} Moduli Set, 1994,” written by F. Pourbigharaz, H.

M. Yassine.

The following Example (1) is provided to assist a reader in
understanding a computed modulo operation for converting binary data into a RNS

representation. However, the scope of the invention is not limited in any way thereby.

EXAMPLE 1

A first data block 1s comprised of a binary bit sequence 00001001
representing a horizontal tab, the tenth character of the ASCII character set. As will
be understood by a person skilled in the art, the binary bit sequence 00001001 has a
decimal value of nine (9). As the Extended ASCII character set has 256 possible

values with decimal values from zero (0) to two hundred fifty-five (255) and
corresponding binary values from 00000000 to 11111111, the moduli set must supply
a dynamic range M = mg, my, . . ., mp.;. P 1s the number of moduli of at least two
hundred fifty-five (255). Three (3) modult mg, m;, m, are selected to have values of
seven (7), eight (8), and nine (9). This gives a dynamic range of five hundred four

(504). Accordingly, the RNS representation of the data in the first data block can be

computed using Equation (1).
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R = {Vbbs modulo my, Vbbs modulo m;, Vbbs modulo Inz} (1)

where R is a residue value 3-tuple for the data in a data block. Vs 1s a value of a
binary bit sequence representing a character of the English language. my, m;, m; are
the moduli. By substituting the above-listed values for Vs and mg, m;, mj into
Equation (1), the residue values for the data in the first data block can be computed as
follows: R = {9 modulo 7 =2, 9 modulo 8 = 1, 9 modulo 9 = 0} having a binary bit
sequence of {010 001 000}.

According to another embodiment of the invention, binary-to-residue
conversion operations are advantageously implemented in look-up table operations.
This embodiment is especially for block sizes of ten (10) bits or less due to the
manageable look-up table address space. In such a scenario, the RNS encoder 104
has a relatively fast processing time as compared to that of a RNS encoder employing
a computational binary to RNS conversion algorithm. Still, the invention is not
limited in this regard. Any other binary-to-residue conversion technique known in the
art can be used without limitation.

Referring again to FIG. 1, the RNS encoder 104 1s also comprised of
hardware and software configured to communicate residue values expressed in a
binary number system representation to the closed-ring-arithmetic operator 106. The
closed-ring-arithmetic operator 106 1s comprised of hardware and software configured
to recelve residue values from the RNS encoder 104. As shown in FIG. 1, the closed-
ring-arithmetic operator 106 is coupled to the numerical sequence generator 110. The
numerical sequence generator 110 1s comprised of hardware and software configured
to generate an error generating sequence. The phrase “error generating sequence” as
used herein refers to a sequence of serially linked numbers expressed in a binary
number representation, 1.€. a sequence of serially linked bit segments having n bits of
a zero value (0) or a one (1) value. In this regard, it should be appreciated that the
numerical sequence generator 110 1s coupled to the state synchronizer 112. State
synchronizers are well known to persons skilled in the art. Thus, the state
synchronizer 112 will not be described in great detail herein. However, it should be

appreciated that the state synchronizer 112 1s comprised of hardware and software
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configured to accept a “key.” As should be appreciated, the key is provided for
enabling the generation of the identical of error generating sequence at the receiver
for decrypting the message. The “key” is also provided for enabling the induction of
errors in selected residues.

Referring again to FIG. 1, the state synchronizer 112 is configured to
communicate the “key” to the numerical sequence generator 110. Numerical
sequence generators are well known to persons skilled in the art. Thus, the numerical
sequence generator 110 will not be described in great detail herein. However, it
should be appreciated that the numerical sequence generator 110 performs actions to
generate an error generating sequence with an initial state defined in a received “key.”
Such error generating sequence types include, but are not limited to, a numerical
sequence 1n a welghted number system representation or a numerical sequence in a
residue number system representation. As will be understood by a person skilled in
the art, the type of error generating sequence can be defined by a complexity and
robustness of the system 100. In this regard, it should be appreciated that the error
generating sequence can be selected as a simple pseudo random number sequence, a
chaotic sequence, or a complex nonlinear sequence.

Referring again to FIG. 1, the numerical sequence generator 110 is also
comprised of hardware and software configured to communicate an error generating
sequence to the closed-ring-arithmetic operator 106. Upon receipt of one or more
residue values from the RNS encoder 104 and an error generating sequence from the
numerical sequence generator 110, the closed-ring-arithmetic operator 106 performs
actions to induce errors in at least one of the residue values by using the error
generating sequence. In this regard, it should be appreciated that the closed-ring-
arithmetic operator 106 induces errors in residue values by performing an arithmetic
operation, such as a Galois field addition, a Galois field subtraction, a Galois field
multiplication, a Galois extension field multiplication, or a related operation on a
subset of Galois sub-fields. For example, the closed-ring-arithmetic operator 106
performs actions to add in Galois field GF[m] all or a portion of the error generating

sequence to residue values thereby inducing errors in the residue values.
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According to an aspect of the invention, each residue value 1s
expressed 1n a binary number system representation. Specifically, each residue is a
number expressed as a sequence of bits. Each bit of the sequence has a zero (0) value
or aone (1) value. In this regard, it should be appreciated that the arithmetic
operation performed by the closed-ring-arithmetic operator 106 modifies one or more
bits of each residue value or selected residue values in Galois field GF[m_]. It should
also be appreciated that the selected residue values in which errors are induced may
be varied over time.

After inducing errors in one or more residue values, the closed-ring-
arithmetic operator 106 communicates non-error induced residue values (NEIRVs)
and/or error induced residue values (EIRVs) to the data formatter 108. The phrase
“non-error induced residue value” as used herein refers to a residue value absent of
induced errors, i.€., none of the residue value bits were modified by an arithmetic
operation performed by the closed-ring-arithmetic operator 106. In this regard, it
should be appreciated that the arithmetic operation performed by the closed-ring-
arithmetic operator 106 can modify one or more bits of selected residue values.
Accordingly, the closed-ring-arithmetic operator 106 may communicate residue
values (1.e., NEIRVs) other than the selected residue values having induced errors
(1.e., EIRV5s) to the data formatter 108. The phrase “error induced residue value™ as
used herein refers to a numerical value representing the sum of a residue value and all
or a portion of an error generating sequence, the result of subtracting all or a portion
of an error generating sequence from a residue value, or the product of a residue value
and all or a portion of an error generating sequence, i.e, one or more bits of the
residue value was modified by an arithmetic operation performed by the closed-ring-
arithmetic operator 106.

The data formatter 108 i1s comprised of hardware and software
configured to convert the NEIRVs and the EIRVs into a proper form for transmission
to a data store 114 and/or the decryption engine 160. For example, the data formatter
108 can perform actions to interleave the NEIRVs and the EIRVs. Subsequent to the

formatting step, the NEIRVs and the EIRVs are stored or transmitted to some remote
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location. For example, the NEIRVs and the EIRVs can be transmitted to the data
store 114 and/or the decryption engine 160. The data formatter 108 can also perform
actions to convert the NEIRVs and the EIRVs to a weighted number system
representation prior to formatting the same for transmission to the data store 114
and/or the decryption engine 160. In this regard, it should be appreciated that the data
formatter 108 can employ a Chinese Remainder Theorem (CRT) algorithm, a
modified CRT algorithm, a mixed-radix conversion (MRC) algorithm, or a modified
MRC algorithm to convert the NEIRVs and the EIRVs into a weighted number
system representation prior to formatting and transmission to the data store 114 and/or
the decryption engine 160.

As shown in FIG. 1, the decryption engine 160 is comprised of an
inverse data formatter 116, a closed-ring-arithmetic operator 118, and a Chinese
Remainder Theorem (CRT) processor 124. The decryption engine 160 is also
comprised of a numerical sequence generator 120 and a state synchronizer 122. The
inverse data formatter 116 is comprised of hardware and software configured to
convert a received signal including interleaved data (i.e., NEIRVs and EIRVs) into a
form suitable for communication to the closed-ring-arithmetic operator 118. The
inverse data formatter 116 can extract the data that has been interleaved and perform
any other actions necessary to extract NEIRVs and EIRVs from a formatted signal
communicated from the data formatter 108. If the NEIRVs and the EIRVs are
converted to a weighted number system prior to transmission by the data formatter
108, then the inverse data formatter 116 can also perform actions to convert the same
into an unweighted number system representation. The phrase “unweighted number
system” as used herein refers to the residue number system.

Reterring again to FIG. 1, the state synchronizer 122 performs actions
to synchronize at least one state of the numerical sequence generator 120 with at least
one state of the numerical sequence generator 110. In this regard, it should be
appreciated that the state synchronizer 122 generates a “key” and communicates the
same to the numerical sequence generator 120. The “key” is provided for enabling

the generation of the same error generating sequence employed by the encryption
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engine 150. Upon receipt of the “key,” the numerical sequence generator 120
performs actions to generate the same error generating sequence generated by the
numerical sequence generator 110 of the encryption engine 150. Thereafter, the
numerical sequence generator 120 performs actions to communicate the error
generating sequence to the closed-ring-arithmetic operator 118.

Upon receipt of NEIRVs and EIRVs from the inverse data formatter
116 and the error generating sequence from the numerical sequence generator 120, the
closed-ring-arithmetic operator 118 performs actions to remove the error previously
induced in the EIRVs by the closed-ring-arithmetic operator 106. In this regard, the
closed-ring-arithmetic operator 118 inverts the arithmetic operations performed by the
closed-ring-arithmetic operator 106 of the encryption engine 150. Once the errors are
removed from the EIRVs, the error free residue values (including any NEIRVs) are
communicated from the closed-ring-arithmetic operator 118 to the CRT processor
124. The CRT processor 124 performs arithmetic operations and/or look up table
operations to obtain an output data from the error free residue values. In this regard, it
should be appreciated that the CRT processor 124 is comprised of hardware and
software configured to recover sequences of binary bits representing characters of the
English language from the error free residue values by employing a Chinese
remainder theorem (CRT) algorithm. CRT algorithms are well known to persons
skilled in the art. Thus, CRT algorithms will not be described in great detail herein.
However, it should be appreciated that any CRT algorithm can be used without
limitation. It should also be appreciated that the output data is comprised of
substantially the same sequence of binary bits contained in the input signal received at
the encryption engine 150.

Referring now to FIG. 2, there is provided a flow diagram of a method
200 for encrypting and decrypting data that is useful for understanding the invention.
As shown in FIG. 2, the method 200 begins at step 202 and continues with step 204.
In step 204, an input data expressed in a weighted number system representation is
received at an encryption engine 150. After step 204, step 206 is performed where the

input data is processed to form two or more data blocks. In this regard, it should be
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appreciated that the data blocks may contain a fixed number of bits or a variable
number of bits ranging from a minimum size to a maximum size. Subsequently, the
method 200 continues with step 208. In step 208, data in the data blocks is converted
into a residue number system representation via modulo operations. Modulo
operations are well known to persons skilled in the art. Thus, modulo operations will
not be described in great detail herein. However, it should be appreciated that modulo
operations are selected in accordance with a particular method 200 application.

Referring again to FIG. 2, the method 200 continues with step 210. In
step 210, a “key” 1s generated for enabling a generation of a particular type of error
generating sequence. In step 212, the “key” is communicated to a numerical sequence
generator 110. Upon receipt of the “key,” the numerical sequence generator 110
generates an error generating sequence of a type defined in and synchronized by the
“key.” Such types of error generating sequences include, but are not limited to, a
numerical sequence expressed in weighted number system representation or a
numerical sequence expressed in a residue number system representation. In step
216, a closed-ring-arithmetic operation is performed on the residue values generated
in a residue number system using the error generating sequence. The closed-ring-
arithmetic operation can be a Galois field addition, a Galois field subtraction, or a
Galois field multiplication. For example, all or a portion of the error generating
sequence 1s added to the residue values thereby inducing errors in the residue values.
Thereafter, the error induced residue values (EIRVs) are processed to format the same
for storage or transmission in step 218. Such formatting can include converting the
EIRVs and NEIRVs to a weighted number system. Such formatting can also include
interleaving the EIRVs and NEIRVs. Such formatting can further include any other
formatting steps to prepare the same for storage or transmission. In step 220, the
formatted encrypted data are communicated to a data store 114 and/or a decryption
engine 160 with or without conversion to a weighted number system representation.
Subsequently, the method 200 continues with step 222 of FIG. 2B.

In step 222, a decryption engine 160 receives the formatted encrypted

data. Upon receipt of the formatted encrypted data, the decryption engine 160
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performs processing on the same. This processing can involve deformatting the
formatted encrypted data so that the EIRVs and NEIRVs are in a proper form for
communication to a closed-ring-arithmetic operator 118. This step can involve de-
interleaving the EIRVs and NEIRVs from an interleaved sequence. This step can also
involve converting the EIRVs and NEIRVs to an unweighted number system. After
step 224, step 226 1s performed where at least one state of a numerical sequence
generator 120 contained in the decryption engine 160 and at least one state of a
numerical sequence generator 110 contained in an encryption engine 150 are
synchronized. In step 228, an error generating sequence is generated by the numerical
sequence generator 120. In this regard, it should be appreciated that the error
generating sequence is the same as the error generating sequence generated by the
encryption engine 150. It should also be appreciated that the error generating
sequence 1s generated in a weighted number system or a residue number system.
Subsequently, a closed-ring-operation is performed to remove the error induced in the
EIRVs to obtain error free residue values. In step 232, Chinese remainder theorem
(CRT) operations and/or CRT look-up table operations are performed to obtain output
data from the error free residue values. In this regard, it should be appreciated that the
output data is comprised of the same or substantially the same sequence of binary bits
contained in the input data. After step 232, step 234 is performed where the method
200 ends.

The following Example (2) is provided in order to illustrate a principle
of the present invention. MATLAB® software is used to illustrate the principle of the

present invention. The scope of the invention, however, is not to be considered

limited in any way thereby.
EXAMPLE 2

Brietly, an input data “the quick brown fox” is generated and
converted 1nto a residue number system representation using modulo operations. The
residue number system employed is selected to have moduli three (3), five (5), and

nineteen (19). Thereafter, a manipulation in residue space is performed by simply
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flipping the least significant bit (LSB) in the mod three (3) moduli illustrating the
principle that a very predictable manipulation of the same bit in residue space
manifests itself as a statistically complex behavior in a weighted number

representation of characters. The simple toggling of an LSB in a single residue

thereby generates output characters POOEAPNIPATx. Subsequently, the characters
are converted back to a residue number system representation. A manipulation in
residue space 1s performed by flipping an LSB in the mod three (3) moduli thereby

generating an output data “the quick brown fox.”

%

% Define primes
%

p(1) = 3;

p(2) =3;

p(3) = 19;

%

% Calculate M
%

capm = prod(p);
%

% Define b's

%

b(1) =2;

b(2) =3;

b(3) = 14;

%

% Define M/p's
%

mop(1) =5*19;

mop(2) = 3*19;

mop(3) = 3*5;

%

% Define input string

%

str ="The quick brown fox';
seq = uint8(str);

intct = length(seq);

%

%Begin conversion into residue space
%

resarr = zeros(3,Intct);
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for ind = 1:1ntct

for indl = 1:3
resarr(ind1,ind) = mod(seq(ind),p(ind1));
end
end
%
% Insert encryption fcn here.
%

for ind = 1:1ntct
bv = dec2bin(resarr(1,ind),2);

if bv(l) ="0'
bv(l)="1"
else
bv(1)="0";
end

resarr(1,ind) = bin2dec(bv);
end
%
% Convert back to weighted
%
outarr = zeros(1,1ntct);
for int = 1:1intct

outarr(int) = mod(resarr(1,int)*b(1)*mop(1) + ...
resarr(2,int)*b(2)*mop(2) +resarr(3,int)*b(3)*mop(3),capm);

end

outarr = uint8(outarr);
eout = char(outarr);
eout

%

% Now decript

%

seq = uint8(eout);
intct = length(seq);

%

%Begin conversion into residue space
%

resarr = zeros(3,1ntct);
for ind = 1:ntct

for indl =1:3
resarr(ind1,ind) = mod(seq(ind),p(ind1));
end
end
%

% Insert dencryption fcn here.
%
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for ind = 1:1ntct
bv = dec2bin(resarr(1,ind),2);

if bv(1l) =="0'
bv(l)="1";
else
bv(1l)="0';
end
resarr(1,ind) = bin2dec(bv);
end
%
% Convert back to weighted
%

outarr = zeros(1,1ntct);
for int = 1:1ntct
outarr(int) = mod(resarr(1,int)*b(1)*mop(1) + ...
resarr(2,int)*b(2)*mop(2) +resarr(3,int)*b(3)*mop(3),capm);
end
outarr = uint8(outarr);
cout = char(outarr);
eout

The following Example (3) is provided in order to further illustrate the
mathematical aspects of the present invention. The scope of the invention, however,

is not to be considered limited in any way thereby.

EXAMPLE 3

Briefly, an input data is generated and converted into a residue number

system representation using modulo operations. The input data includes:

“In classical physics, due to interference, light is observed to take the stationary path
between two points; but how does light know where it's going? That is, 1f the start
and end points are known, the path that will take the shortest time can be calculated.
However, when light is first emitted, the end point is not known, so how 1is 1t that light
always takes the quickest path? In some interpretations, it is suggested that according
to QED light does not have to - it simply goes over every possible path, and the
observer (at a particular location) simply detects the mathematical result of all wave

functions added up (as a sum of all line integrals). For other interpretations, paths are
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viewed as non physical, mathematical constructs that are equivalent to other, possibly
infinite, sets of mathematical expansions. According to QED, light can go slower or

faster than ¢, but will travel at speed ¢ on average.

Physically, QED describes charged particles (and their antiparticles) interacting with
each other by the exchange of photons. The magnitude of these interactions can be
computed using perturbation theory; these rather complex formulas have a remarkable
pictorial representation as Feynman diagrams. QED was the theory to which Feynman
diagrams were first applied. These diagrams were invented on the basis of Lagrangian
mechanics. Using a Feynman diagram, one decides every possible path between the
start and end points. Each path is assigned a complex-valued probability amplitude,
and the actual amplitude we observe is the sum of all amplitudes over all possible
paths. Obviously, among all possible paths the ones with stationary phase contribute
most (due to lack of destructive interference with some neighboring counter-phase

paths) — this results in the stationary classical path between the two points.

QED doesn’t predict what will happen in an experiment, but it can predict the
probability of what will happen in an experiment, which is how it is experimentally
verified. Predictions of QED agree with experiments to an extremely high degree of
accuracy: currently about 107-12 (and limited by experimental errors); for details see
precision tests of QED. This makes QED the most accurate physical theory

constructed thus far.

Near the end of his life, Richard P. Feynman gave a series of lectures on QED
intended for the lay public. These lectures were transcribed and published as Feynman
(1985), QED: The strange theory of light and matter, a classic non-mathematical

exposition of QED from the point of view articulated above.”

The residue number system employed is selected to have moduli two
(2), seven (7), and seventeen (17). Thereafter, a manipulation in residue space is

performed by simply flipping the least significant bit (LSB) in the mod two (2)
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For simplicity of illustration, a simple normally distributed random

variable is generated with the number of samples equal to the number of eight (8) bit

blocks representing the input data. In other embodiments a more complex method ot

generating the error sequence is used. The first three (3) fractional bits of each

random number is restricted to value from zero (0) to s1x (6) and are added in Galois

field GF[7] to the mod seven (7) moduli. The next 5 (5) fractional bits from the

random sample is limited to values from zero (0) to sixteen (16) and are added in

Galois field GF[17 | to the mod seventeen (17) moduli. The result 1s reformatted via

the Chinese Remainder Theorem (CRT) to a weighted eight (8) bit character

representation.

The simple operations in residue space generate output characters:
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In the decryption engine, the characters are converted back to a residue

number system representation. A manipulation in residue space is performed by

flipping an LSB in the mod two (2) moduli. The seed used to generate the random
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number sequence in the encryption is used as the key and seed for the random number
generator in the decryption engine. The first three (3) fractional bits of each random
number is restricted to value from zero (0) to six (6) and are subtracted in Galois field
GF[7] to the mod seven (7) moduli. The next five (5) fractional bits form the random
sample 1s limited to values from zero (0) to sixteen (16) and are subtracted in Galois
field GF[17] to the mod seventeen (17) moduli. The result is converted back to
character format via the Chinese Remainder Theorem (CRT). Consequently, an
output data 1s generated which corresponds to the original input data.

For purpose pt understanding the invention, the following example is
provided of a MATLAB® software routine for residue encryption and decryption.
Those skilled in the art will appreciate that the invention is not limited to the routine

provided.

%

% MATLAB example routine for Residue encryption
%

% Written by: David B. Chester

% Harris Corporation

%

% 4/9/2007

%

% Define primes
%

p(l) =2;

p(2) =17,

p(3) =17,

%

% Calculate M
%

capm = prod(p);
%

% Define b's

%

b(l1)=1;

b(2) = 6;
b(3)=11;

%

% Define M/p's
%

mop(1) = 7*17;
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mop(2) =2*17,

mop(3) = 2*7,

%

% Detine input string to be encrypted and then decrypted

%

str = ['In classical physics, due to interference, light is observed to'...
,char(13),...
'take the stationary path between two points; but how does light'...
,Char(13),...
'know where it’s going? That is, if the start and end points are'...
,char(13),...
'known, the path that will take the shortest time can be'...
,char(13),...
‘calculated. However, when light is first emitted, the end point'...
,char(13),...
1s not known, so how is it that light always takes the quickest'...
,Char(13),...
'path? In some interpretations, it is suggested that according to'...
,char(13),...
'QED light does not have to - it simply goes over every possible'...
,char(13),...
'path, and the observer (at a particular location) simply detects'...
,char(13),...
'the mathematical result of all wave functions added up (as a sum'...
,char(13),...
'of all line integrals). For other interpretations, paths are'...
,char(13),...
'viewed as non physical, mathematical constructs that are'...
,char(13),...
‘equivalent to other, possibly infinite, sets of mathematical'...
,char(13),...
'expansions. According to QED, light can go slower or faster than'...
,char(13),...
'c, but will travel at speed ¢ on average.'...
,char(13),...
char(13),...
'Physically, QED describes charged particles (and their'...
,char(13),...
antiparticles) interacting with each other by the exchange of'...
,char(13),...
'photons. The magnitude of these interactions can be computed'...
,char(13),...
'using perturbation theory; these rather complex formulas have'...
,char(13),...
'a remarkable pictorial representation as Feynman diagrams. QED'...
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,char(13),...

'was the theory to which Feynman diagrams were first applied.'...
,char(13),...

'These diagrams were invented on the basis of Lagrangian'...

,char(13),...

'mechanics. Using a Feynman diagram, one decides every possible'...

,char(13),...

'path between the start and end points. Each path is assigned a'...
,char(13),...

'complex-valued probability amplitude, and the actual amplitude’'...
,char(13),...

'we observe is the sum of all amplitudes over all possible' ...
,char(13),...

'paths. Obviously, among all possible paths the ones with'...
,char(13),...

'stationary phase contribute most (due to lack of destructive'...
,Char(13),...

'interference with some neighboring counter-phase paths) - this'...
,char(13),...

'results in the stationary classical path between the two'...
,char(13),...

'points.’...

,char(13),...

char(13),...

'QED doesn't predict what will happen in an experiment, but 1t'...

,char(13),...

'can predict the probability of what will happen 1n an experiment,'...

,char(13),...
'which is how it is experimentally verified. Predictions of QED'...
.char(13),...

'agree with experiments to an extremely high degree of'...
,char(13),...

'accuracy: currently about 107-12 (and limited by experimental'...
,char(13),...

‘errors); for details see precision tests of QED. This makes QED"...
,char(13),...

'the most accurate physical theory constructed thus far.'...
,char(13),...

char(13),...

'Near the end of his life, Richard P. Feynman gave a series of'...
,char(13),...

'lectures on QED intended for the lay public. These lectures'...
,char(13),...

'were transcribed and published as Feynman (1985), QED: The'...
,char(13),...
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'strange theory of light and matter, a classic non-mathematical'...
,char(13),...
'exposition of QED from the point of view articulated above.'];
seq = uint8(str);
%
% Calculate the character length of the sequence
intct = length(seq);
%
% Read the current random number generator state and store it as the
% encryption key
key = randn('state’);
%
% Generate a random sequence for encryption
% In this example, a simple normally distributed random number is used
normseq = randn(1,intct);
%
% Convert each floating point random number to a log2(p(2)) bit
% and a log2(p(3) bit representation
%
% Positives only
normseq = abs(normseq);
%
% Get the top p(2) fractional bits of the sequence for the p(2) field
% "error" generator.
% Limit the p(2) field values to 0 -> p(2) -1
frprt = normseq - tloor(normseq);
errseq = round((p(2)-1)*trprt);
%
% Get the top p(2)+1 to p(2)+p(3) fractional bits of the sequence for
% the p(3) field "error" generator.
% Limit the p(3) field values to 0 -> p(3) -1
shf = 2”(ceil(log2(p(2))));
frprt = shf*normseq - floor(shf*normseq);
errseql = round((p(3)-1)*trprt);
%
%Begin conversion into residue space
%
% Initialize the residue values
resarr = zeros(3,1ntct);
% Initialize the output array.
outarr = zeros(1,intct);
%
% Calculate the residues
for ind = 1:ntct
for indl = 1.3
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resarr(ind1,ind) = mod(seq(ind),p(ind1));

end
end
% Generate the errors for encryption

S %
% In this implementation, the last bit (LSB) is inverted, the
% next 3 LSBs are added to a random bit sequence in GF(p(2)),
% and the 5 MSBs are added to another random bit sequence in GF(p(3)).
for ind = 1:intct
10 % Convert the p(1) RNS rep. to binary and invert it. This can only
% be done because p(1) = 2 and is used to force a change although it 1s

% not necessary.
bv = dec2bin(resarr(1,ind),1);

if bv(l)=="1"
15 bv(l) ="0";
else
bv(l)="1";
end
%
20 % Convert the first residue back to binary.
resarr(1,ind) = bin2dec(bv);
%

% Add the error to residue for p(2).
resarr(2,ind) = mod(errseq(ind)+resarr(2,ind),p(2));
25 %
% Add the error for residue p(3).
resarr(3,ind) = mod(errseq1(ind)+resarr(3,ind),p(3));
%
% Convert back to weighted using the CRT
30 %
outarr(ind) = mod(resarr(1,ind)*b(1)*mop(1) + ...
resarr(2,ind)*b(2)*mop(2) + resarr(3,ind)*b(3)*mop(3),capm);
end
%
35 % Convert the output to characters for output
outarre = uint8(outarr);
cout = char(outarre);
eout
%
40 % Now decript
%
% Convert the encrypted input to a numerical array and calcuate its length.
seq = uintd(ecout);
intct = length(seq);
45 %
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% Generate the same error sequence as generated for encryption
randn('state’ . key);

normseqd = randn(1,1ntct);

%

%Begin conversion into residue space
%

% Initialize the residue array.

resarr = zeros(3,1ntct);

% Initialize the output array.

outarr = zeros(1,intct);

%

% Convert to residues

for ind = 1:1intct

forindl =1:3
resarr(ind1,ind) = mod(seq(ind),p(ind1));
end
end

%

% Convert each floating point random number to an 8 bit representation
%

%

% Convert each floating point random number to a log2(p(2)) bit

% and a log2(p(3) bit representation

%

% Positives only

normseq = abs(normseq);

%

% Get the top p(2) fractional bits of the sequence for the p(2) field
% "error" generator.

% Limit the p(2) field values to 0 -> p(2) -1

frprt = normseq - floor(normseq);

errseq = round((p(2)-1)*trprt);

%

% Get the top p(2)+1 to p(2)+p(3) fractional bits of the sequence for
% the p(3) field "error" generator.

% Limit the p(3) field values to 0 -> p(3) -1

shf = 2™(cell(log2(p(2))));

frprt = shf*normseq - floor(shf*normseq);

errseql = round((p(3)-1)*trprt);

%

% Generate the errors for encryption

%

% In this implementation, the last bit (LSB) is inverted, the

% next 3 LSBs are added to a random bit sequence in GF(p(2)),

% and the 5 MSBs are added to another random bit sequence in GF(p(3)).
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for ind = 1:intct
% Convert the p(1) RNS rep. to binary and invert it. This can only
% be done because p(1) =2 and is used to force a change although 1t is

% not necessary.
bV — dechin(I'esaI‘I'( 1 3ind)9 1 )9

if bv(l)=="1"
bv(1l) ="0';

else
bv(l)="1";

end

%

% Convert the first residue back to binary.
resarr(1,ind) = bin2dec(bv);
%
% Subtract the error from residue for p(2) (inverse of the encryption
% function used.
resarr(2,ind) = mod(-errseq(ind)+resarr(2,1nd),p(2));
%
% Subtract the error from residue for p(2) (inverse of the encryption
% function used.
resarr(3,ind) = mod(-errseq ! (ind)+resarr(3,ind),p(3));
%
% Convert back to weighted using the CR'T
%
outarr(ind) = mod(resarr(1,ind)*b(1)*mop(1) + ...
resarr(2,ind)*b(2)*mop(2) +resarr(3,ind)*b(3)*mop(3),capm);
end
%
% Convert the decrypted sequence to characters for output.
outarr = uint8(outarr);
eout = char(outarr);
% Display the decrypted sequence.
cout

FIG. 3 is a graph showing an autocorrelation of the input sequence.
FIG. 4 is a graph showing an autocorrelation of the encrypted sequence. The cross

correlation resembles that of two (2) independent uniformly distributed random

sequences, thus illustrating the independence of the two (2) statistics.
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CLAIMS

1. Method for encrypting data, comprising;:

formatting data represented in a weighted number system into a plurality of
data blocks of N bits in length;

converting a decimal number defined by said data in each data block of said
plurality of data blocks into a plurality of values, each representative of a residue of said
decimal number modulo a given modulus among a plurality of moduli;

generating a first error generating sequence;

inducing errors exclusively in select values of said plurality of residue values by
using said first error generating sequence to arithmetically operate on said select values
using Galois arithmetic; and

converting said select values in which errors were induced and remaining values
of said plurality of residue values in which errors were not induced to a weighted number

system representation.

2. The method according to claim 1, wherein said step of inducing errors
comprises introducing known errors in said select values generated 1n a residue number

system.

3. The method according to claim 2, wherein said step of inducing errors
further comprises performing an arithmetic operation on said plurality of residue values

generated 1n a residue number system based on said first error generating sequence.

4, The method according to claim 1, further comprising generating said first

error generating sequence in the weighted number system.

. The method according to claim 1, further comprising generating said first

error generating sequence in said residue number system.
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6. The method according to claim 1, wherein said inducing step further

comprises inducing errors in only selected residues.

7. The method according to claim 6, wherein said selected residues are

varied over time.

8. The method according to claim 1, further comprising formatting said data

to be stored or transmitted.

9. The method according to claim 1, further comprising;

receiving said plurality of data blocks after inducing said errors;

generating a second error generating sequence synchronized with and
identical to said first error generating sequence; and

correcting said errors in said plurality of data blocks using an operation which 1s

an arithmetic inverse of a process used 1n said inducing errors step.
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