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AUTHENTICATING A WIRELESS DEVICE IN A VISITED NETWORK

BACKGROUND

Claim of Priority under 35 U.S.C. §119

[0001] The present Application for Patent claims priority to Provisional Application
No. 61/050,829 entitled “Methods and Apparatus for Authentication of Wireless Device
in a Foreign Network Via SMS”, filed May 6, 2008, and to Provisional Application No.
61/050,845 entitled “Methods and Apparatus for Authentication of Wireless Device in a
Foreign Network Via IMSI Check”, filed May 6, 2008, both assigned to the assignee

hereof and hereby expressly incorporated by reference herein.

Field

[0002] Various features pertain to securing data communications in visited wireless
communication networks. At least one feature relates to authenticating a remote device
in a visited network via short message service (SMS) or based on a unique identifier for

the remote device.

Background

[0003] Wireless communication service providers or carriers often provide services to
wireless mobile stations (e.g., mobile phone, etc.) having multiple communication
interfaces and operating on various communication channels. For example, a wireless
mobile station may be enabled for voice communications on a voice channel, short
message services (SMS) for text messaging and data communication. Typically, SMS
utilizes the least bandwidth, voice channels utilize an intermediate amount of
bandwidth, and data services (e.g., multimedia content streaming) utilize the most
bandwidth of the three types of wireless communications. Carriers may sell devices
capable of all three types of communications.

[0004] Carriers also typically have agreements with other carriers to allow for roaming
from one carrier’s network to another carrier’s network. If a user has a service contract
with a particular carrier, the network belonging to that carrier is called the home

network. The network of another carrier is called a visited network.
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[0005] Security of wireless communications is becoming increasingly important,
especially as data services are more widespread. For example, data services may be
used for financial transactions, such as, for example, purchasing items over the internet
using a mobile phone. Carriers have established systems and methods for securing the
wireless communications. If data services are to be used on a wireless communication
device, then the security for the data services is provisioned typically when the device is
first used for data services. Also, certain events might give rise to a need to generate a
new cryptographic key(s) (e.g., data authentication credentials) for security of data
services. For example, a carrier might discover that a wireless mobile station is being
used for unauthorized data services. In that case, the carrier would want to generate a
new cryptographic key(s) for the device.

[0006] In most cases, cryptographic keys are provisioned on wireless mobile stations
before they are sold. Dynamic Mobile IP Key Update (DMU) allows keys to be
generated after they are deployed and automates the key provisioning process for
operators. However, a problem can occur when a DMU-enabled wireless mobile station
is used for data services for the first time in a visited network or otherwise needs a new
cryptographic key(s) while operating in a visited network. In this scenario, the wireless
mobile station may be utilized in a visited network before having obtained a valid
security or cryptographic key from the home network. Since the wireless mobile station
is not yet provisioned for securing data services, or at least not with the correct
cryptographic key(s), the data service may be declined by its home network. One reason
for this problem is that the visited network may not support the key provisioning
process (e.g., DMU) used by the home network to provide the cryptographic key. For
example, when the wireless mobile station attempts to establish a data connection with
the visited network, the visited network contacts the home network to identify the
wireless communication device. However, the wireless mobile station may not have the
security/cryptographic key(s) required for data communication, so the home network
indicates to the visited network that the wireless mobile station is not authorized to
perform data communications. Because the visited network may not support the key
provisioning process utilized by the home network for provisioning of the
security/cryptographic key to the wireless mobile station, the home network is unable to
provide such security/cryptographic key. Thus, a user who has contracted for data

services may not be able to use the data services, even though the user should be able to
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use data services and would be able to use data services if the wireless mobile station
had merely obtained the correct security/cryptographic key at least once in the home
network before being used for data services in the visited network.

[0007] Dynamic Mobile IP Key Update (DMU) is an example of provisioning a
cryptographic key(s) to wircless mobile devices. DMU is a secure and efficient
mechanism for distributing and updating Mobile IP cryptographic keys that may be
implemented, for example, by Evolution-Data Optimized (EV-DO) for Code Division
Multiple Access (CDMA) networks, General Packet Radio Service (GPRS) and
Enhanced Data rates for GSM Evolution (EDGE) for Global System for Mobile
communications (GSM) networks and Wideband CDMA. The DMU procedure may be
implemented between the mobile device and a network Authentication, Authorization,
and Accounting (AAA) server and enhances the security of the network by allowing
individual user keys and simplifying the updating of keys should one be revealed.

[0008] It would be valuable to provide a way to generate and distribute a
cryptographic key(s) and other security features to a wireless mobile station even when
the wireless mobile station is operating in a visited network that may not support its

typical key provisioning process for the home network.

SUMMARY

[0009] Various approaches are provided for a wireless mobile station to update its
cryptographic keys while roaming in a visited network that does not support
conventional updating of cryptographic keys (such as Dynamic Mobile IP Key Update)
for a desired service.

[0010] According to a first feature, a method operational on a wireless mobile station
is provided for obtaining service from a visited network that does not support the mobile
station’s typical key update protocol. The mobile station may send a service request to
a visited network node to establish a data service requiring authentication from a home
network. For example, the service request may comprise a Point-to-Point Protocol
(PPP) Mobile internet protocol (MIP) registration request (RRQ) message. In response,
the mobile station may receive a request on a text messaging channel for a
cryptographic key for the data service, where the request is initiated by the home
network. The received request may be, for example, a Dynamic Mobile IP Key Update

request. The mobile station may obtain or generate the cryptographic key(s) and sends
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the cryptographic key(s) for the data service on the text messaging channel. The
cryptographic key may be sent, for example, as part of a Dynamic Mobile IP Key
Update response. In one implementation, the cryptographic key may comprise a mobile
internet protocol (MIP) key. The mobile station may send an authentication message
with the cryptographic key on the text messaging channel. The cryptographic key may
be sent to the home network secured by a public key for the home network. In response,
the mobile station may receive an acknowledgement confirming the establishment of the
data service. The data service may be performed over a first channel distinct from the
text messaging channel. The first channel may have a higher data rate than the text
messaging channel.

[0011] According to a second feature operational on a home network server, instead of
merely rejecting a service request when a cryptographic key for a requesting mobile
station is not found at the home network, the home network server may initiate a
process by which a text messaging channel is utilized to establish such cryptographic
key with the requesting mobile station. A method operational in a home network is
provided for authenticating communication services for a wireless mobile station
roaming in a visited network. In this method, it is again assumed that the visited
network does not support the convention method for the mobile station to establish or
update its cryptographic keys with the home network. The home network server may
receive a service request from the visited network for a wireless mobile station to
establish a data service requiring a cryptographic key. The service request may comprise
a Point-to-Point Protocol (PPP) Mobile internet protocol (MIP) registration request
(RRQ) message. The home network may determine that a cryptographic key for the
wireless mobile station is unavailable at the home network and, consequently, may
initiate a key provisioning process by sending the update request. The home network
may then send an update request to the wireless mobile station using a text messaging
channel to update the cryptographic key. The update request may be a Dynamic Mobile
IP Key Update request. In response, the cryptographic key may be received for the data
service from the wireless mobile station via the text messaging channel. The
cryptographic key may be received as part of a Dynamic Mobile IP Key Update
response. The cryptographic key may comprise a mobile internet protocol (MIP) key.
The home network may then send a message to the visited network authenticating the

service request once the cryptographic key is received. In one example, the service
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request may be received on a first channel but the update request may be sent on the text
messaging channel which is distinct from the first channel. The data service may be
performed over a first channel distinct from the text messaging channel. The first
channel may have a higher data rate than the text messaging channel.

[0012] In an alternative approach, the home network may utilize other information,
such as a verifiable identifier or credential for the requesting wireless mobile station
(e.g., IMSI, MIN, etc.) along with a roaming status of the requesting wireless mobile
station to authenticate the mobile station and a grant a network access to the requested
services to the mobile station.

[0013] Consequently, another feature provides a method operational on a wireless
mobile station for obtaining service from a visited network. The wireless mobile station
may send a service request to a visited network node to establish a data service requiring
authentication from a home network. In response, the wireless mobile station may
receive a message indicating that network access has been granted to the requested
service by the home network. However, such access is granted without the mobile
station having first established a cryptographic key with the home network. In one
example, the service request may include a unique identifier for the wireless mobile
station that allows the home network to verify that the mobile station is a subscriber.
The service request may also include a visited network identifier that allows the home
network to verify that the wireless mobile station is roaming.

[0014] Yet another feature provides a method operational in a home network for
authenticating communication services for a wireless mobile station roaming in a visited
network. The home network (or one or more server or entities therein) may receive a
service request from the visited network for the wircless mobile station to establish a
data service requiring a cryptographic key. The home network may determine whether
a cryptographic key for the wireless mobile station is available at the home network. If
no valid cryptographic key is found at the home network for the requested service, but
the wirecless mobile station is positively verified as a subscriber of the home network
and it is roaming in the visited network, then the home network may send a message to

the visited network granting network access to the wireless mobile station.
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BRIEF DESCRIPTION OF THE DRAWINGS
[0015] The features, nature, and advantages of the present aspects may become more
apparent from the detailed description set forth below when taken in conjunction with
the drawings in which like reference characters identify correspondingly throughout.
[0016] FIG. 1 is a block diagram illustrating a network environment in which one or
more features for key provisioning or updating of a mobile station in a visited network
may be implemented.
[0017] FIG. 2 is a block diagram illustrating how a mobile station may be provisioned
with a cryptographic key even when operating in a visited network that may not support
a typical key provisioning process for a home network.
[0018] FIG. 3 is a diagram illustrating a call flow for enabling a mobile station in a
visited network to update a security state, such as an encryption key, via a lower
bandwidth protocol, for use on a data communication channel.
[0019] FIG. 4 is a diagram illustrating an alternative approach to provisioning a
mobile station with data services in a visited network where the mobile station may not
be provisioned with the necessary keys typically needed for such data services.
[0020] FIG. 5 is a block diagram illustrating an example of a mobile station 200 that
may be adapted to update its cryptographic key(s) according to an alternative
methodology when roaming in a visited network.
[0021] FIG. 6 illustrates a method operational on a wircless mobile station for
establishing cryptographic keys with a home network while roaming in a visited
network.
[0022] FIG. 7 illustrates another method operational on a wireless mobile station for
establishing cryptographic keys with a home network while roaming in a visited
network.
[0023] FIG. 8 is a block diagram illustrating one example of a home network
Authentication, Authorization, and Accounting server.
[0024] FIG. 9 illustrates a method operational in a home network for authenticating
communication services for a wireless mobile station roaming in a visited network.
[0025] FIG. 10 illustrates another method operational in a home network for
authenticating communication services for a wireless mobile station roaming in a visited

network.
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[0026] FIG. 11 is a block diagram of a Dynamic Mobile IP Key Update server
according to one example.

[0027] FIG. 12 illustrates a method operational in a Dynamic Mobile IP Key Update
server for initiating a key update with a wireless mobile station roaming in a visited

network by using a text messaging channel.

DETAILED DESCRIPTION

[0028] In the following description, specific details are given to provide a thorough
understanding of the embodiments. However, it will be understood by one of ordinary
skill in the art that the embodiments may be practiced without these specific detail. For
example, circuits may be shown in block diagrams in order not to obscure the
embodiments in unnecessary detail. In other instances, well-known circuits, structures
and techniques may be shown in detail in order not to obscure the embodiments.

[0029] As used herein, the term “mobile station” may refer to, but is not limited to, a
mobile phone, a cellular phone, a communication device, a wireless device, a personal
digital assistant, and/or a palm-held computing device having wireless communication
capabilities. The term “home network™ may refer to a service provider or wireless
carrier with which a mobile station is subscribed to receive services. A “visited
network” may refer to a service provider or wireless carrier which is not the “home
network”. The terms “data communications” and/or “data services” may refer to a data

channel other than a voice channel and/or a short message service channel.

Overview

[0030] According to one feature, a roaming mobile station may attempt a data
connection in a visited network without first having generated cryptographic keys and
exchanged them with its home network. The visited network may notify the home
network of the request for access to data services. The connection may be rejected by
the home network (since the mobile station has not been authenticated for data
services), but the home network may trigger or initiate a process to set up an SMS
channel with the mobile station through which authentication of the mobile station can
provide generated keys to the home network. The home network may generate and send

a security update request via the SMS channel (i.c., as part of an SMS message).
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[0031] The mobile station may be configured to receive the security update request
(from the home network) over SMS. The mobile station may recognize propertics of an
SMS message indicating that the SMS message is a security update request. Instead of
interpreting an SMS for the user, as for example, a text message, the mobile station
recognizes the SMS as a security update request message. This may be accomplished
by using, for instance, a message type flag or other indicator that the SMS message is
related to control information (e.g., security update request). The security update request
may be a Dynamic Mobile IP key Update procedure (DMU) request. DMU is a
mechanism for distributing and updating Mobile IP (MIP) cryptographic keys in some
networks.

[0032] Upon recognizing that a request message has been received, the mobile station
may generate and send an authentication update message via SMS to its home network.
The home network then processes the authentication update message to extract the
cryptographic keys generated by the mobile station. At the home network, a Home
Authentication, Authorization and Accounting server (H-AAA), Home SMS Center (H-
SMSC), and DMU Server may be communicatively coupled to achieve initial
cryptographic key generation and provisioning. The H-SMSC may also be referred as
Message Center (MC), for example, in CDMA2000 networks. For example, the H-AAA
may receive an authentication request for a mobile station via the visited network. The
H-AAA may reject or deny the authentication request if the mobile station has not
previously obtained the appropriate cryptographic keys. However, when such rejection
occurs, the H-AAA may also notify the DMU Server which initiates a SMS-based DMU
request via the H-SMSC. The mobile station recognizes the received SMS-based DMU
request and sends a SMS-based DMU update to the DMU server via the H-SMSC.

Example Network Environment

[0033] FIG. 1 is a block diagram illustrating a network environment in which one or
more features for key provisioning or updating of a mobile station in a visited network
may be implemented. The mobile station (MS) 102 may not have been authenticated
and/or obtained a valid cryptographic key for data communication services from its
home network 116. The mobile station 102 may be roaming in a visited network 104
when it seeks to use the data communication services for the first time, or may have a

need for a new cryptographic key. The mobile station 102 may attempt to establish a
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data connection with a packet data serving node (PDSN) 110 in the visited network 104.
As part of the attempt to establish a data connection, or prior to attempting to establish
the data connection, the MS 102 perform authentication in the visited network 104. For
example, the MS 102 may perform authentication with the Home Location Register
(HLR) in the home network 116. In other words, the MS 102 registers with a HLR 118
in the home network 116. Once registered with the HLR 118, the MS 102 is able to
perform voice calls and send and receive SMS messages.

[0034] To attempt to establish a data connection, the MS 102 creates a Point-to-Point
Protocol (PPP) session with the PDSN 110, and may send a Mobile IP (MIP)
registration request (RRQ) message. The PPP protocol is an Internet Engineering Task
Force (IETF) protocol used to establish direct connections between two network nodes.
The BSC 108 routes the messages to a packet data serving node (PDSN) 110. The
packet data serving node 110 handles packet data for the mobile stations, such as the
MS 102, connected to the BS 106. The PDSN 110 may be connected to the internet (not
shown) for routing packet data between the mobile device 102 and the internet, thereby
enabling the mobile device 102 to interact with the internet.

[0035] The PDSN 110 is also connected to a visited Authentication, Authorization and
Accounting server (V-AAA) 112. The V-AAA 112 identifies the MS 102 as not a
member of its network. The V-AAA 112 is connected to a home Authentication,
Authorization and Accounting server (H-AAA) 114 in the MS’s home network 116.
The H-AAA 114 identifies the MS 102 and notes that the MS 102 does not have a valid
key. The message from the V-AAA to the H-AAA may be a mobile node AAA
authorization request (MN-AAA AUTH REQ) message. The H-AAA 114 rejects the
request, since the MS 102 does not have a valid key. However, according to one feature,
the H-AAA 114 may be configured to notify a security, or key, server 120 that a key
update is needed for MS 102 in the visited network 104. The security server 120 may be
a Dynamic Mobile IP key Update procedure (DMU) server. DMU is a mechanism for
distributing and updating Mobile IP (MIP) cryptographic keys in CDMA2000 networks.
[0036] The DMU security server 120 responds to this request for key update in a
visited network by starting a key update process over a lower bandwidth channel, for
example, over a channel for SMS messaging. Thus, for example, DMU server 120
initiates an SMS message to the MS 102 to create a new key. Specifically, the MS 102
may create the new key, which will be authenticated, or verified, by the H-AAA 114.
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Therefore DMU server 120 sends a key update request to the MS 102 by SMS. The key
update request may be, for example, a short message peer-to-peer message (SMPP) with
the content stating “key update request” or something similar, such as, for example,
“DMU request”. So DMU server 120 sends the “DMU request” message to a short
message service center (SMSC) 122 to be sent to the MS 102. The DMU server 120
may encrypt the message with a public key corresponding to the MS 102.

[0037] The SMSC 122 routes the encrypted SMS message “DMU request” to the M'S
102. The V-AAA 112 continues the routing of the SMS message to the MS 102 by
sending it to a mobile swiching center (MSC) 124. The MSC 124 routes the SMS
message to the MS 102 by sending it to the BSC 108, which sends the message to the
BTS 106, which sends the SMS message over the air to the MS 102. The MS 102
receives the encrypted message, decrypts the message and responds by creating a new
key. The MS 102 generates an encrypted message including the new key encrypted with
the network’s public key. The MS 102 sends the encrypted message back to the DMU
server by SMS message. The encrypted message including the new key may be a DMU
update message.

[0038] The DMU update message may be the exact message that would be used over a
data channel, but instead it is sent by SMS. SMS message have a maximum of 160
bytes. The new key generated may be a Rivest Shamir Adleman (RSA) 1024 key, which
is 120 bytes in length. If a longer key length is desired, then multiple SMS messages are
used. A fragmentation protocol is used on top of the DMU SMS message. Multiple
SMS messages may be used to carry the DMU message.

[0039] The SMSC 122 receives the encrypted new key and forwards it to the DMU
server 120. The DMU server 120 forwards the new key to the H-AAA 114. The H-AAA
114 decrypts the new key and may generate an authentication acknowledgement based
on at least in part on the encrypted message from the MS 102. The H-AAA 114 may
respond to the DMU server 120 with a special access reject message, and the DMU
server 120 sends a DMU Update message to the MS 102. The MS 102 may then
communicate with the PDSN 110 using the new key which has been established by the
authenticated H-AAA 114.
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Security Provisioning in Visited Networks

[0040] FIG. 2 is a block diagram illustrating how a mobile station 202 may be
provisioned with a cryptographic key even when operating in a visited network 204 that
may not support a typical key provisioning process for a home network 206. In some
circumstances, a user may purchase a wireless mobile station 202 (e.g., mobile phone,
personal digital assistant, palm held computing device, communication device, etc., that
includes wireless communication capabilities) intended for use with a first network
(e.g., user’s home network 206). However, before it is activated with the first network
206, the wireless mobile station 202 may be moved to a second region where a second
network operates (e.g., visited network 204). Because it has not been fully activated by
its home network 206, the mobile station 202 may not have obtained cryptographic
and/or security keys for certain communication or data services. A similar problem may
occur if a current cryptographic or security key is voided by the home network 206
without informing the mobile station 202 of such key update. When the wireless mobile
station 202 attempts to access certain services, for example data services (e.g., surfing
the internet, etc.) in the visited network 204 the mobile station 202 may be denied
access, because the mobile station 202 may not have valid authentication from its home
network 206 for that service (e.g., it may not yet have obtained a security or
cryptographic key(s)). For example, upon starting operation in the visited network 204,
the mobile station 202 may send an authentication request 212 for a particular service
over a first channel 208. The visited network may seek to verify the authentication
request by forwarding the request 214 to the home network 206 for the mobile station
202. The home network 206 may ascertain that it cannot authenticate the mobile station
202 for the requested service, e.g., because no security/cryptographic key has been
provided 216 to the mobile station 202 for such service. Consequently, a denial of
authentication request 218 may be sent from the home network 206 to the visited
network 204 and forwarded 220 to the mobile station 202.

[0041] However, a pre-provisioned second channel 210, such as a SMS channel, can
be used by the mobile station 202 to establish the authentication with the home network
206 in order to obtain a security/cryptographic key and other security features for the
data service or channel. Consequently, when the home network 206 denies the
authentication request, it may also initiate a security/cryptographic key provisioning

and/or update process 222 over the second channel 210. The home network may
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ascertain that, when an authentication request from a visited network is denied, a key
provisioning process should be initiated over the second channel 210. Such key
provisioning process may include using the second channel 210 to send a
security/cryptographic key update request 224 to the mobile station 202 (possibly via
the second network 204). In response, the mobile station 202 may generate a
security/cryptographic key and sends it to the home network via a
security/cryptographic key update response 226. The home network 206 may then
authenticate the security/cryptographic key and sends an acknowledgement 228 to the
mobile station 202 via the second channel 210. The security/cryptographic key can then
be used to provide authentication/security services via the first channel 208. That is, the
security/cryptographic key may then be used by the mobile station 202 to attempt to
establish a service session over the first channel 208. For instance, the mobile station
202 may again send an authentication request, but this time, the home network 206
successfully verifies the request since a cryptographic key for the mobile station 202 has
been established. Consequently, the mobile station 202 is can to establish a
communication session via the first channel.

[0042] Since the pre-provisioned second channel 210, such as an SMS channel, is
used to provision the security features for the first channel 208, a user may use the
wireless mobile station 202 for data services (over the first channel) even if it has not
yet been provisioned with security/cryptographic keys for such data services by the
home network 206. Note that this key provisioning process may be used even if the
mobile station 202 is used for the first time in the visited network 204. This results in
reduced frustration to users and increased use of data services.

[0043] Note that while the first channel 208 may be secured (e.g., requiring some
provisioned key for communications or services thereon), the second channel 210 may
be utilized with little or no authentication or security. According to some
implementations, the first channel 208 may be a high bandwidth channel used for data
services and, the second channel 210 is a lower bandwidth channel relative to the first
channel 208. The data service or first channel could be for code division multiple access
(CDMA) communications, such as, for example, a CDMA2000 Evolution-Data
Optimized (EV-DO) communication, which is standardized by the 3™ Generation
Partnership Project 2 (3GPP2). As another example, the communication service or first

channel could be a binary runtime environment for wireless (BREW™) service or
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application. BREW™ is a proprictary mechanism developed by Qualcomm
Incorporated™ for manipulating software on a wireless communication device.

[0044] In yet other implementations, the first channel 208 may simply be a low
bandwidth control channel associated with a higher bandwidth third channel that
provides the desired data services.

[0045] According to one example, the wireless mobile station 202 may be a data-
enabled cellular telephone purchased from Carrier A for use on Carrier A networks and
other networks. For example, Carrier A could be Verizon Wireless™. If the user has
purchased the cellular telephone in the United States and signed up for international
roaming, then the user may want to use the device in Canada or Europe, for example. In
some cases, the user may take the cellular telephone to Canada or Europe even before it
has been authenticated by the home network (in the United States) for data services
(e.g., internet browsing, etc.). Thus, when the user attempts to use the mobile station in
another network, Carrier B, the mobile station attempts to initialize the data service. For
example, Carrier B may be Telus™ in Canada. If Carrier A and Carrier B have a
roaming agreement, then the user will typically be able to get voice services and SMS
services even though data services may not be provisioned. According to one feature,
the process illustrated in FIG. 2 may be utilized to provide one or more keys to the
mobile station for data services. Such provisioning of data services (e.g., over a first
channel 208) may be performed over SMS messaging (e.g., second channel 210). For
example, while service option 33 (SO33) may be used to perform a DMU update in a
Verizon Wireless network (e.g., using a CDMA2000 1xRTT data session), such option
may not be available in foreign networks; therefore the DMU update may instead be
performed via SMS messaging. For instance, if Carrier B does not have the capability to
do a Dynamic Mobile IP Key Update (DMU), the cryptographic key and other security
feature updating can still be performed via the SMS channel by using SMS messages,

assuming Carrier A and Carrier B have a SMS roaming agreement.

Example of DMU Provisioning Over SMS

[0046] FIG. 3 is a diagram illustrating a call flow for enabling a mobile station 300 in
a visited network to update a security state, such as an encryption key, via a lower
bandwidth protocol, for use on a data communication channel. The concepts described

herein may use the example of an EV-DO data communication, though other
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implementations are possible and contemplated. A mobile station (MS) 300 attempts to
initiate a data communication while in a visited network. The attempt may be a
PPP+MIP RRQ message 302 to a VPDSN 304, as described above with respect to FIG.
1. The V-PDSN 304 communicates a MN-AAA AUTH REQ 306 to a V-AAA 308. The
V-AAA 308 communicates the MN-AAA AUTH REQ 310 to a H-AAA 312. The H-
AAA 312 looks up the MS 300 in a credential list and determines that MS 300 does not
have a wvalid cryptographic key. Consequently, the H-AAA 312 sends access reject
message 316 to V-AAA, which sends an access reject message 318 to V-PDSN 304,
thereby preventing the MS 300 from obtaining the desired data service.

[0047] However, along with sending the access rejection message 316, the H-AAA
312 may also initiate a process of gencrating a new security/cryptographic key by
sending a message 314 notifying a DMU server 320 that a key update is needed for MS
300 in the visited network. The DMU server 320 responds by initiating an SMS
message 322 for a DMU update (request) to the MS 300. The message is sent to a
SMSC 324, which routes the message 326 to the MS 300. The MS 300 receives the
SMS message, which includes an encrypted request for a key update. For example, the
request 326 may be encrypted with a Rivest Shamir Adleman (RSA) private key having
a corresponding public key. The MS 300 may generate new cryptographic keys and an
authenticator, encrypts the new keys and authenticator with the network’s public key,
and sends a message 328 with the encrypted keys and authenticator back to the H-AAA
312 via the SMSC 324 and the DMU server 320. For example, the MIP key data for the
MS 300 may be encrypted by the MS 300 with the network’s public key. The H-AAA
312 has the corresponding private key, so it can decrypt the encrypted message. The
SMSC 324 forwards the message 330 to the DMU server 320, which forwards the
message 332 to the H-AAA 312. The H-AAA 312 may decode the new keys and/or
authenticator in the message by utilizing its private key. The H-AAA 312 may then
send the authenticator along with an access accepted message 334 to the DMU server
320. The DMU 320 forwards the access accepted message and authenticator 336 to the
SMSC 324 which forwards the authenticator 338 to the MS 300 (e.g., as part of DMU
Acknowledge message 338). Upon receiving the authenticator, the MS 300 can verify
that the H-AAA 312, which requested the new key generation, is authentic, since only
an entity with the correct private key could have decrypted the new key message 328

correctly and correctly obtained or extracted the authenticator. Accordingly, even
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without using the data communication channel to obtain an updated cryptographic key,
the MS 300 can be certain that the updated encryption key is authentic and safe to use in
communication with V-PSDN 304 for communicating with the internet.

[0048] Systems and methods described herein allow updating of keys (e.g., MIP keys,
security keys, cryptographic keys, etc.) without having to modify a visited AAA server.
The keys may be generated by the MS or the MS in combination with the home network
and provided to the DMU server via SMS messaging.

[0049] In one example, the authenticator is included in the DMU Acknowledge
message 338 and ensures that the keys were updated. It indicates to the MS 300 that the
keys were updated and that the authentic network did the updating. Only the correct
entity would be able to extract the keys from the DMU Update message 328 (e.g., using
the network’s private key) and replied with the correct authenticator.

[0050] The examples illustrated herein have largely described DMU key updates, but
any key data sent by a MS could be used. For instance, application layer keys may be
updated by the procedures described herein.

[0051] Further, the examples illustrated herein have largely described using SMS to
update keys for a data communication, but the ideas are applicable to other
communication protocols. Any protocol that has been provisioned can be used to update
the security features of a communication protocol that has not been provisioned.

[0052] The methods described herein may be applied whenever a communication
provider or carrier is providing a type of service that is secured by its own keys, and that
service cannot be accessed while roaming in a visited network unless the mobile station
is granted certain keys, and the mobile station has not been provisioned with the keys by
the home network. In some implementations, these methods may only be applied when
the mobile station roams into a foreign network (e.g., a CDMA network) and not when

it is within its home network (e.g., a GSM network).

Example of Data Roaming IMSI Check Without Authentication Credentials

[0053] FIG. 4 is a diagram illustrating an alternative approach to provisioning a
mobile station with data services in a visited network where the mobile station may not
be provisioned with the necessary keys typically needed for such data services. The
initial steps of this approach are similar to those of FIG. 3. In this approach, the mobile

station 400 may not have MIP authentication credentials, such as utilized for MN-AAA
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and/or Mobile Network Home Agent (MN-HA) authentication. The International
Mobile Subscriber Identity (IMSI) or mobile identification Number (MIM) (or
equivalent) for the mobile station 400 may be utilized by the home network to grant
access to the mobile station without establishing cryptographic keys. Once access to the
network is granted access, cryptographic keys may be established between the DMU
server and the mobile station.

[0054] Like in FIG. 3, the mobile station (MS) 400 attempts to initiate a data
communication while in a visited network. The attempt may be a PPP+MIP RRQ
message 402 to a VPDSN 404, as described above with respect to FIG. 1. The V-PDSN
404 communicates a MN-AAA AUTH REQ 406 to a V-AAA 408. The V-AAA 408
communicates the MN-AAA AUTH REQ 410 to a H-AAA 412. This MN-AAA AUTH
REQ 410 may include blank packet data authentication credentials (e.g., default
credentials or invalid credentials). The MN-AAA AUTH REQ 410 may also include an
International Mobile Subscriber Identity (IMSI) or a Mobile Identification Number
(MIN) for the mobile station 400. The IMSI or MIN may be originally obtained, for
example, from an airlink record from the MS 400. Additionally, the MN-AAA AUTH
REQ 410 may also include a Carrier-ID for the visited network.

[0055] First, upon receiving the authentication request 410, the H-AAA 412 may
attempt to perform a typical authentication of the MS 400 based on the cryptographic
keys 414. Because, the MS 400 has not yet obtained such keys from the DMU server
420, this typical authentication will fail. However, the H-AAA 412 may be further
configured to perform an alternative authentication procedure where the MS 400 may be
authenticated based on IMSI/MIN and the current roaming status 416 of the MS 400.
[0056] In this approach, the H-AAA 412 uses the Carrier-ID to ascertain that the
requesting MS 400 is roaming in the visited network. When receiving this request, the
H-AAA also looks up the MS 400 in a credential list and determines that MS 400 does
not have a valid cryptographic key (e.g., it has not performed DMU yet). Rather than
rejecting the request as in FIG. 3, the H-AAA 412 may allow the data service request to
proceed based on the IMSI or MIN and the fact that the request indicates that the MS
400 is in a visited network which does not support DMU. That is, the H-AAA 412 may
determine that the MS 400 is a subscriber of the home network based on the IMSI or
MIN received in the request 410. Additionally, since it is ascertained that the MS 400

has roamed into a visited network, the H-AAA 412 may use this information to allow
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the data service request to proceed or be granted. Consequently, the H-AAA 412 may
authenticate the MS 400 based on the IMSI or MIN and the fact that it is roaming. Such
authentication may occur even if the MS 400 does not provide the correct authentication
credentials (e.g., a MN-AAA password or MN-HA password). Note that because the
IMSI or MIN come from the airlink (from the MS 400 to visited network base station),
it is not possible to spoof since the Home Location Register (HLR) authentication
would fail.

[0057] Upon performing this alternative authentication procedure, the H-AAA sends
an access granted message 418 and 422 to the visited network. This allows the mobile
station 400 to be granted the requested service. In one example, this access may be a
temporary access which allows the MS 400 to operate and have access through the V-
PDSN 404. However, once the MS 400 is operational within the home network, it must
still establish its cryptographic keys with the DMU server 420.

Example Mobile Station

[0058] FIG. 5 is a block diagram illustrating an example of a mobile station 500 that
may be adapted to update its cryptographic key(s) according to an alternative
methodology when roaming in a visited network. The mobile station 500 may include
an antenna 502 for transmitting and receiving wireless communications over the air. A
wireless network interface 504 (e.g., Radio Frequency (RF) front end) may include a
modulator for modulating digital signals onto an RF signal and a demodulator for
demodulating received RF signals to digital signals. The network interface 504 may be
coupled to a processor 506. The processor 506 may include at least two communication
modules, namely, a wireless data communication module 520, a voice communication
module 524, and/or a low bandwidth communication module, such as a SMS module
522. The communication modules may be adapted to perform the SMS and data
communication functions described above with respect to FIGS. 1 - 4. For example, the
wireless data module 520 may initiate the request for data services described above.
Further, the SMS module 522 may receive the SMS DMU update request sent by the
home network DMU server 120 and replies with a DMU Update message via SMS.
[0059] The processor 506 may also include a security module 516. The security
module 516 may be adapted to secure communications between the mobile station 500

and other entities. The security module 516 may encrypt messages for mobile station
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500 in addition to updating cryptographic keys as necessary and authenticating other
entities and performing other related tasks. The security module 516 may include a key
generator module 518. The key generator module 518 may generate new cryptographic
or security keys as necessary. For example, the key generator module 518 may
gencrates a new key requested by DMU server 120, described above with respect to
FIG. 1. The mobile station 500 may also include a storage device 508 for storing data
and instructions for the mobile station 500. For example, the content of communications
with other entities may be stored in the storage device 508. For example, the DMU
update request received by SMS may be stored in storage 508. The mobile station 500
may also include a user interface 510 for displaying or playing output, such as audio,
video and text, to a user, and for receiving input from the user. The user interface 510
may include a display 512 for displaying video, images and text to the user. The user
interface 510 may include a keypad 514 for receiving input from the user. Other user
interface devices, such as a speaker, a microphone are not shown, but may be included
on mobile station 500.

[0060] When seeking to establish data services while in a visited network, the mobile
station 500 may not yet have obtained the necessary keys for authentication with its
home network. Consequently, mobile station 500 may be configured to perform one or
more alternative methods that allow it to obtain data services while roaming a visited
network and without having previously been authenticated by the home network for
such services.

[0061] FIG. 6 illustrates a method operational on a wircless mobile station for
establishing cryptographic keys with a home network while roaming in a visited
network. In this method, it is assumed that the mobile station may not have obtained or
established the necessary cryptographic or security keys for a desired service. This
method may operate on a mobile station, such as the mobile station 500 illustrated in
FIG. 5, which has roamed into a visited network. The visited network may not support
the typical key provisioning process utilized by the home network to establish keys with
its mobile stations.

[0062] While roaming in the visited network, the mobile station may send a service
request to a visited network node to establish a data service requiring authentication
from a home network 602. The service request may comprise MIP registration request

sent over the Point-to-Point Protocol (PPP).



WO 2009/137625 PCT/US2009/043045

081483
19

[0063] In response, a request may be received on a text messaging channel for a
cryptographic key for the data service, where the request is initiated by the home
network 604. The received request may be a Dynamic Mobile IP Key Update request.
In this approach, the mobile station may be adapted to monitor the text messaging
channel for messages having a message type or code that indicates it is a cryptographic
key request. Knowing that such a message may be received over the text messaging
channel, the mobile station may monitor such channel.

[0064] The mobile station may then generate and send a cryptographic key for the data
service on the text messaging channel 606. The cryptographic key may, for example,
comprise or is based on a mobile internet protocol (MIP) key. The cryptographic key
may be sent as part of an authentication message with the cryptographic key over the
text messaging channel. For instance, the cryptographic key may be sent as part of a
Dynamic Mobile IP Key Update response.

[0065] In response, an acknowledgement may be received by the mobile station
confirming that the key generation process is completed 608. The mobile station may
then again attempt to establish the data service session using the cryptographic key 610.
[0066] Note that the data service may be performed over a first channel distinct from
the text messaging channel. The first channel may have a higher data rate than the text
messaging channel.

[0067] FIG. 7 illustrates another method operational on a wireless mobile station for
establishing cryptographic keys with a home network while roaming in a visited
network. In this method, the mobile station is “authenticated” by the home network
based on its credentials and its roaming status, without first having established its
cryptographic key(s). While roaming in the visited network, the mobile station may
send a service request to a visited network node to establish a data service requiring
authentication from a home network 702. The request may include a unique identifier
or credentials for the wireless mobile station, such as an IMSI or MIN, which allows the
home network to verify that the wireless mobile station is in fact a subscriber of the
operator of the home network. Additionally, the request (or message forwarded by the
visited network) may also include an identifier of the visited network that allows the
home network to verify that the wireless mobile station is in fact roaming and/or in a

visited network that does not support its typical key update protocol.
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[0068] In response, a message may be received indicating that network access has
been granted by the home network, despite the wireless mobile station failing to
establish a cryptographic key with the home network for the requested service 704. The
home network may ascertain or grant such access based on identifying the mobile
station as a legitimate subscriber and ascertaining that it is roaming in another network.
This response message may grant access for the mobile station to communicate over the
visited network. Consequently, the mobile station may establish a data service session
without using an authenticated cryptographic key 706. However, in one example, the
granted network access may be temporary or limited to the visited network since the
mobile station has not yet established its cryptographic key with the home network.
Therefore, when the mobile station is again operating within the home network, it will

need to establish its cryptographic key for the data service.

Example Home Network AAA Server

[0069] FIG. 8 is a block diagram illustrating one example of a home network AAA
server 800. The H-AAA 800 may include a network interface 804 for communicating
with other networks, such as a visited network and other servers in the home network,
such as a DMU server. The network interface 804 may be coupled to a processor 806
which may include a key status check module 820, a key update requesting module 822
and an access rejection module 824. The key status check module 820 may receive a
request for a data service authentication from a visited or foreign network in which a
mobile station (that is a subscriber of the home network) is roaming. The server 800
may check whether the requesting mobile station has a valid cryptographic key. The
request for a data service authentication may include identification of the requesting
mobile station, such as, for example, an electronic serial number (ESN), an IMSI, and/or
a MIN.

[0070] The H-AAA server 800 may also include a storage device 808 in which a
credential list 830 may be stored. The credential list 830 may store credentials for the
users or subscribers of the home network. Such credential list 830 may indicate, among
other things, a key state 828 for the subscribers. In one example, the key state 828 may
be a MIP key state. The MIP key state may indicate whether each mobile station has a
current or valid cryptographic key. Such cryptographic key may be associated with a

particular type of service, so that different services may have different keys. The key
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status check module 820 may search for and/or find the key status for the requesting
mobile station in the credential list 828 to determine whether requesting mobile station
has a valid cryptographic key for the requested service. If the MIP key state 828 for the
requesting mobile station indicates that the mobile station does not have a valid
cryptographic key for the desired service, then the key status check module 820 may
trigger a key provisioning process.

[0071] In a first approach, illustrated in FIG. 8, the H-AAA server 800 may initiate a
process by which a text messaging channel is utilized to establish such cryptographic
key with the requesting mobile station. Such text messaging channel may be distinct
from the channel for the requested service. Upon finding out that the requesting mobile
station has no valid cryptographic key, an access rejection module 824 may generate an
access denied message, which may be sent to the visited network over the network
interface 804. Additionally, a key update requesting module 822 may be adapted to also
initiate and/or send a key update request (via the text messaging channel) to the
requesting mobile station to obtain the cryptographic key.

[0072] In a second approach, illustrated in FIG. 9, the H-AAA server 800 may use
other information, such as a verifiable identifier for the requesting mobile station (e.g.,
IMSI, MIN, etc.) along with a roaming status of the requesting mobile station to
authenticate the mobile station. That is, even without initiating a process to obtain a
cryptographic key (as in the first approach), the H-AAA server 800 may nonetheless
respond with an access granted message if it can verify that the mobile station identifier
(IMSI/MIN) is for a valid subscriber, that the mobile station has not previously obtained
a valid cryptographic key, and that the mobile station is roaming in a visited network.
[0073] FIG. 9 illustrates a method operational in a home network for authenticating
communication services for a wireless mobile station roaming in a visited network.
This method may be operational in one or more servers or nodes of the home network
(e.g., H-AAA, DMU server, H-SMSC, etc.).

[0074] A service request may be received from the visited network for a mobile
station to establish a data service requiring a cryptographic key 902. The service
request may comprise a Point-to-Point Protocol (PPP) Mobile internet protocol (MIP)
registration request (RRQ) message.

[0075] The home network may determine that a cryptographic key for the mobile

station is unavailable at the home network 904. Consequently, the home network may
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initiate a key provisioning process by sending an update request to the mobile station.
This may involve sending an update request to the mobile station using a text messaging
channel to update the cryptographic key 906. For example, an SMS message may be
utilized since SMS channels may be provisioned without the need for authentication of
cryptographic keys. The update request may be a Dynamic Mobile IP Key Update
request. In response, the home network may receive the cryptographic key for the data
service from the mobile station via the text messaging channel 908. In one example, the
cryptographic key may comprise, or may be based on, a mobile internet protocol (MIP)
key. The cryptographic key may be received as part of a Dynamic Mobile IP Key
Update response. Subsequently, the home network may send a message to the mobile
station via the text messaging channel acknowledging the update request 910.

[0076] Subsequently, the home network may receive a second service request from the
visited network for the mobile station to establish a data service requiring a
cryptographic key 912. The home network can now determine that a cryptographic key
for the mobile station is available at the home network 914. Consequently, the home
network may grant the service request to the mobile station 916.

[0077] Note that the service request may be received on a first channel but the update
request is sent on a second channel (i.e., the text messaging channel) which is distinct
from the first channel. In some implementations, the data service may be performed
over a data channel distinct from the text messaging channel. The data channel may
have a higher data rate than the text messaging channel.

[0078] FIG. 10 illustrates a method operational in a home network for authenticating
communication services for a wireless mobile station roaming in a visited network.
Rather than initiating an alternative authentication process, as in FIG. 9, the home
network may instead utilize other information to perform authentication for purposes of
the requested service. A service request may be received from the visited network for a
mobile station to establish a data service (on a visited network) requiring a
cryptographic key 1002. Note that the received service request may include a network
identifier for the visited network and a unique node identifier or credential for the
mobile station. The home network may determine that a cryptographic key for the
mobile station is not available at the home network 1004. Additionally, the home
network may verify whether the requesting mobile station is a subscriber of the home

network by using its unique node identifier or credential. For instance, a unique node



WO 2009/137625 PCT/US2009/043045

081483
23

identifier or credential (e.g., IMSI or MIN) for the mobile station may be received as
part of the service request. This unique node identifier or credential may be compared
to a list of known subscribers for the home network to make this determination. The
home network may further ascertain whether the requesting mobile station is roaming in
a visited network 1008. If no valid cryptographic key associated with the mobile station
is found but the requesting roaming mobile station is a subscriber of the home network,
then an access granted message may be sent by the home network to the visited network
1010.

[0079] Granting access to the mobile station may mean that the mobile station has
(limited or unlimited) access to services on the visited network for a limited or
unlimited amount of time. According to one implementation, once the mobile station
again operates within the home network (or another network that supports DMU) then it

must establish its cryptographic key(s) with the home network.

Example Home Network DMU Server

[0080] FIG. 11 is a block diagram of a DMU server 1100, such as the DMU server
120 shown and described with respect to FIG. 1. The DMU server 1100 has a network
interface 1104 for communicating with the H-AAA 114 and with the SMSC 122. The
network interface 1104 is connected to a processor 1106 which includes a DMU request
module 1120 and a text messaging interface module 1122 (e.g., SMSC module). The
DMU server 1100 may be adapted to receive a key update request for a mobile station
in a visited network. In response, the DMU server 1100 may generate a DMU request
to be sent to the mobile station. The request generated by DMU request module 1120
may be sent to the text messaging interface module 1122, which packages the request in
an SMS message to be sent to an SMS center for the home network. In response, the
DMU server 1100 may receive a DMU update message with a cryptographic key from
the mobile station. The DMU may then update its credential list to reflect that the
mobile station now has a valid cryptographic key. In one example, the cryptographic
key may be a MIP key or may be based on a MIP key.

[0081] FIG. 12 illustrates a method operational in a DMU server for initiating a key
update with a wireless mobile station roaming in a visited network by using a text
messaging channel. This method may assume that the visited network does not support

updating of keys for a desired service using DMU directly. Consequently, an alternative



WO 2009/137625 PCT/US2009/043045

081483
24

approach may be utilized where DMU updating may be performed via a text messaging
channel instead. A key update request for a mobile station in a visited network may be
received by the DMU server 1202. The DMU server may then generate a DMU request
for the mobile station 1204. The DMU request may be sent to a text messaging module
so that it can be sent to the mobile station via a text messaging channel 1206. In
response, the DMU server may receive a text message including a cryptographic key
from the mobile station 1208. The DMU server may store the cryptographic key in a
credential list to reflect that the mobile station has a valid cryptographic key 1210.
[0082] It should be recognized that, generally, most of the processing described in this
disclosure may be implemented in a similar fashion. Any of the circuit(s) or circuit
sections may be implemented alone or in combination as part of an integrated circuit
with one or more processors. The one or more of the circuits may be implemented on an
integrated circuit, an Advance RISC Machine (ARM) processor, a digital signal
processor (DSP), a general purpose processor, etc.

[0083] Also, it is noted that the embodiments may be described as a process that is
depicted as a flowchart, a flow diagram, a structure diagram, or a block diagram.
Although a flowchart may describe the operations as a sequential process, many of the
operations can be performed in parallel or concurrently. In addition, the order of the
operations may be re-arranged. A process is terminated when its operations are
completed. A process may correspond to a method, a function, a procedure, a
subroutine, a subprogram, etc. When a process corresponds to a function, its
termination corresponds to a return of the function to the calling function or the main
function.

"nn

[0084] As used in this application, the terms "component," "module,” "system," and
the like are intended to refer to a computer-related entity, either hardware, firmware, a
combination of hardware and software, software, or software in execution. For example,
a component may be, but is not limited to being, a process running on a processor, a
processor, an object, an executable, a thread of execution, a program, and/or a computer.
By way of illustration, both an application running on a computing device and the
computing device can be a component. One or more components can reside within a
process and/or thread of execution and a component may be localized on one computer

and/or distributed between two or more computers. In addition, these components can

execute from various computer readable media having various data structures stored
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thereon. The components may communicate by way of local and/or remote processes
such as in accordance with a signal having one or more data packets (e.g., data from one
component interacting with another component in a local system, distributed system,
and/or across a network such as the Internet with other systems by way of the signal).
[0085] Moreover, a storage medium may represent one or more devices for storing
data, including read-only memory (ROM), random access memory (RAM), magnetic
disk storage mediums, optical storage mediums, flash memory devices and/or other
machine readable mediums for storing information. The term “machine readable
medium” includes, but is not limited to portable or fixed storage devices, optical storage
devices, wireless channels and various other mediums capable of storing, containing or
carrying instruction(s) and/or data.

[0086] Furthermore, embodiments may be implemented by hardware, software,
firmware, middleware, microcode, or any combination thercof. When implemented in
software, firmware, middleware or microcode, the program code or code segments to
perform the necessary tasks may be stored in a machine-readable medium such as a
storage medium or other storage(s). A processor may perform the necessary tasks. A
code segment may represent a procedure, a function, a subprogram, a program, a
routine, a subroutine, a module, a software package, a class, or any combination of
instructions, data structures, or program statements. A code segment may be coupled to
another code segment or a hardware circuit by passing and/or receiving information,
data, arguments, parameters, or memory contents. Information, arguments, parameters,
data, etc. may be passed, forwarded, or transmitted via any suitable means including
memory sharing, message passing, token passing, network transmission, etc.

[0087] One or more of the components, steps, and/or functions illustrated in the
Figures. may be rearranged and/or combined into a single component, step, or function
or embodied in several components, steps, or functions without affecting the operation
of the psecudo-random number generation. Additional elements, components, steps,
and/or functions may also be added without departing from the invention. The
apparatus, devices, and/or components illustrated in the Figures may be configured to
perform one or more of the methods, features, or steps described in the Figures. The
novel algorithms described herein may be efficiently implemented in software and/or

embedded hardware.
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[0088] Those of skill in the art would further appreciate that the various illustrative
logical blocks, modules, circuits, and algorithm steps described in connection with the
embodiments disclosed herein may be implemented as electronic hardware, computer
software, or combinations of both. To clearly illustrate this interchangeability of
hardware and software, various illustrative components, blocks, modules, circuits, and
steps have been described above generally in terms of their functionality. Whether such
functionality is implemented as hardware or software depends upon the particular
application and design constraints imposed on the overall system.

[0089] The various features of the invention described herein can be implemented in
different systems without departing from the invention. For example, some
implementations of the invention may be performed with a moving or static mobile
station (e.g., access terminal) and a plurality of mobile or static base stations (e.g.,
access points).

[0090] It should be noted that the foregoing embodiments are merely examples and
are not to be construed as limiting the invention. The description of the embodiments is
intended to be illustrative, and not to limit the scope of the claims. As such, the present
teachings can be readily applied to other types of apparatuses and many alternatives,

modifications, and variations will be apparent to those skilled in the art.
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CLAIMS
WHAT IS CLAIMED IS:
1. A method operational on a wireless mobile station for obtaining service from a

visited network, the method comprising:

sending a service request to a visited network node to establish a data service
requiring authentication from a home network;

receiving a request on a text messaging channel for a cryptographic key for the
data service, where the request is initiated by the home network; and

sending the cryptographic key for the data service on the text messaging

channel.

2. The method of claim 1, further comprising;:

generating the cryptographic key on the wireless mobile station.

3. The method of claim 2, further comprising:
sending an authentication message with the cryptographic key on the text
messaging channel; and

receiving an acknowledgement confirming the establishment of the data service.

4. The method of claim 1, wherein the service request comprises a Point-to-Point
Protocol (PPP) with a Mobile internet protocol (MIP) registration request (RRQ)

message.

5. The method of claim 1, wherein the cryptographic key comprises a mobile

internet protocol (MIP) key.

6. The method of claim 1, wherein the data service is performed over a first

channel distinct from the text messaging channel.

7. The method of claim 6, wherein the first channel has a higher data rate than the

text messaging channel.
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8. The method of claim 1, wherein the cryptographic key is sent to the home

network secured by a public key for the home network.

9. The method of claim 1, wherein the received request is a Dynamic Mobile IP

Key Update request.

10. The method of claim 1, wherein the cryptographic key is sent as part of a
Dynamic Mobile IP Key Update response.

11. A wireless mobile station adapted to obtain service from a visited network,
comprising:
a wireless network interface for communication with the visited network; and
a processor coupled to the network interface, the processor adapted to:
send a service request to a visited network node to establish a data service
requiring authentication from a home network;
receive a request on a text messaging channel for a cryptographic key for
the data service, where the request is initiated by the home network; and
send the cryptographic key for the data service on the text messaging

channel.

12. The wireless mobile station of claim 11, wherein the data service is performed

over a first channel distinct from the text messaging channel.

13. The wireless mobile station of claim 12, wherein the first channel has a higher

data rate than the text messaging channel.

14. A wireless mobile station adapted to obtain service from a visited network,
comprising:

means for sending a service request to a visited network node to establish a data
service requiring authentication from a home network;

means for receiving a request on a text messaging channel for a cryptographic

key for the data service, where the request is initiated by the home network; and
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means for sending the cryptographic key for the data service on the text

messaging channel.

15. A computer-readable medium comprising instructions for obtaining service from
a visited network, which when executed by a processor causes the processor to:

send a service request to a visited network node to establish a data service
requiring authentication from a home network;

receive a request on a text messaging channel for a cryptographic key for the
data service, where the request is initiated by the home network; and

send the cryptographic key for the data service on the text messaging channel.

16. A method operational in a home network for authenticating communication
services for a wireless mobile station roaming in a visited network, the method
comprising:

receiving a service request from the visited network for a wireless mobile station
to establish a data service requiring a cryptographic key;

sending an update request to the wireless mobile station using a text messaging
channel to update the cryptographic key; and

receiving the cryptographic key for the data service from the wireless mobile

station via the text messaging channel.

17. The method of claim 16, further comprising:
determining that a cryptographic key for the wireless mobile station is
unavailable at the home network; and

initiating a key provisioning process by sending the update request.

18. The method of claim 16, further comprising:
sending a message to the visited network authenticating the service request once

the cryptographic key is received.

19.  The method of claim 16 wherein the service request is received on a first
channel but the update request is sent on the text messaging channel which is distinct

from the first channel.
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20.  The method of claim 16, wherein the service request comprising a Point-to-Point

Protocol (PPP) Mobile internet protocol (MIP) registration request (RRQ) message.

21. The method of claim 16, wherein the cryptographic key comprising a mobile
internet protocol (MIP) key.

22. The method of claim 16, wherein the data service is performed over a first

channel distinct from the text messaging channel.

23. The method of claim 22, wherein the first channel has a higher data rate than the

text messaging channel.

24, The method of claim 16, wherein the update request is a Dynamic Mobile 1P
Key Update request.

25. The method of claim 16, wherein the cryptographic key is received as part of a
Dynamic Mobile IP Key Update response.

26. A home network node for authenticating communication services for a wireless
mobile station roaming in a visited network, the home network node comprising;:
a wireless network interface for communication with the visited network; and
a processor coupled to the wireless network interface, the processor adapted to:
receive a service request from the visited network for the wireless mobile
station to establish a data service requiring a cryptographic key;
send an update request to the wireless mobile station using a text messaging
channel to update the cryptographic key; and
receive the cryptographic key for the data service from the wireless mobile

station via the text messaging channel.

27. The home network node of claim 26, wherein the processor is further adapted to:
determine that a cryptographic key for the wireless mobile station is unavailable
at the home network; and

initiate a key provisioning process by sending the update request.
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28. The home network node of claim 26, further comprising;:
sending a message to the visited network authenticating the service request once

the cryptographic key is received.

209. The home network node of claim 26 wherein the service request is received on a
first channel but the update request is sent on the text messaging channel which is

distinct from the first channel.

30. A method operational in a home network for authenticating communication
services for a wireless mobile station roaming in a visited network, the method
comprising:

means for receiving a service request from the visited network for the wireless
mobile station to establish a data service requiring a cryptographic key;

means for sending an update request to the wireless mobile station using a text
messaging channel to update the cryptographic key; and

means for receiving the cryptographic key for the data service from the wireless

mobile station via the text messaging channel.

31. A computer-readable medium comprising instructions for authenticating
communication services for a wireless mobile station roaming in a visited network,
which when executed by a processor causes the processor to:

receive a service request from the visited network for the wireless mobile station
to establish a data service requiring a cryptographic key;

send an update request to the wireless mobile station using a text messaging
channel to update the cryptographic key; and

receive the cryptographic key for the data service from the wireless mobile

station via the text messaging channel.

32. A method operational on a wireless mobile station for obtaining service from a
visited network, the method comprising:
sending a service request to a visited network node to establish a data service

requiring authentication from a home network; and
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receiving a message indicating that network access has been granted by the
home network, despite the wireless mobile station failing to establish a cryptographic

key with the home network for the requested service.

33.  The method of claim 32, wherein the service request includes a unique identifier
for the wireless mobile station that allows the home network to verify that the mobile
station is a subscriber, and the service request includes a visited network identifier that

allows the home network to verify that the wireless mobile station is roaming.

34, A wireless mobile station adapted to obtain service from a visited network,
comprising:
a wireless network interface for communication with the visited network; and
a processor coupled to the network interface, the processor adapted to:
send a service request to a visited network node to establish a data service
requiring authentication from a home network; and
receive a message indicating that network access has been granted by the
home network, despite the wireless mobile station failing to establish a

cryptographic key with the home network for the requested service.

35. A method operational in a home network for authenticating communication
services for a wireless mobile station roaming in a visited network, the method
comprising:

receiving a service request from the visited network for the wireless mobile
station to establish a data service requiring a cryptographic key;

determining whether a cryptographic key for the wireless mobile station is
available at the home network;

sending a message to the visited network granting network access to the wireless
mobile station if no valid cryptographic key is found at the home network for the
requested service but the wireless mobile station is positively verified as a subscriber of

the home network and it is roaming in the visited network.
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36. The method of claim 35, wherein the received service request includes an
identifier for the visited network and a unique node identifier for the wireless mobile
station, the method further comprising:

verifying that the requesting wireless mobile station is a subscriber using its
unique node identifier; and

ascertaining that the requesting wireless mobile station is roaming in a visited

network.

37. A home network node for authenticating communication services for a wireless
mobile station roaming in a visited network, comprising:
a wireless network interface for communication with the visited network; and
a processor coupled to the wireless network interface, the processor adapted to:
receive a service request from the visited network for the wireless mobile
station to establish a data service requiring a cryptographic key;
determine whether a cryptographic key for the wireless mobile station is
available at the home network; and
send a message to the visited network granting network access to the
wireless mobile station if no valid cryptographic key is found at the
home network for the requested service but the wireless mobile station is
positively verified as a subscriber of the home network and it is roaming

in the visited network.

38. The home network node of claim 37, wherein the received service request
includes an identifier for the visited network and a unique node identifier for the
wireless mobile station, the process further adapted to:

verify that the requesting wireless mobile station is a subscriber using its unique
node identifier; and

ascertain that the requesting wireless mobile station is roaming in a visited

network.
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SEND A SERVICE REQUEST TO A VISITED NETWORK
AUTHENTICATION FROM A HOME NETWORK.

!

FOR A SECURITY KEY FOR THE DATA SERVICE, WHERE
THE REQUEST IS INITIATED BY THE HOME NETWORK.

Y

GENERATE AND/OR SEND A CRYPTOGRAPHIC KEY FOR

CHANNEL.

v

THE KEY GENERATION PROCESS IS COMPLETED.

v

CRYPTOGRAPHIC KEY.

FIGURE 6

RECEIVE A REQUEST ON A TEXT MESSAGING CHANNEL | _»~

RECEIVE AN ACKNOWLEDGEMENT CONFIRMING THAT Lz

ESTABLISH A DATA SERVICE SESSION USING THE 2’

602

NODE TO ESTABLISH A DATA SERVICE REQUIRING vz

604

606

THE DATA SERVICE ON THE TEXT MESSAGING Lz~

608

610
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SEND A SERVICE REQUEST TO A VISITED NETWORK 702
NODE TO ESTABLISH A DATA SERVICE REQUIRING vz
AUTHENTICATION FROM A HOME NETWORK.

!

RECEIVE A MESSAGE INDICATING NETWORK ACCESS 704
HAS BEEN GRANTED BY THE HOME NETWORK, DESPITE
THE WIRELESS MOBILE STATION FAILING TO
ESTABLISH A CRYPTOGRAPHIC KEY WITH THE HOME
NETWORK FOR THE REQUESTED SERVICE.

v

ESTABLISH A DATA SERVICE SESSION WITHOUT USING | _,J00
AN AUTHENTICATED CRYPTOGRAPHIC KEY.

FIGURE 7
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RECEIVE A SERVICE REQUEST FROM THE VISITED 902
NETWORK FOR A MOBILE STATION TO ESTABLISHA |z~
DATA SERVICE REQUIRING A CRYPTOGRAPHIC KEY.

v

DETERMINE THAT A CRYPTOGRAPHIC KEY FOR THE

MOBILE STATION IS UNAVAILABLE AT THE HOME | 2°2%
NETWORK.

SEND AN UPDATE REQUEST TO THE MOBILE STATION | 296
USING A TEXT MESSAGING CHANNEL TO UPDATE THE

CRYPTOGRAPHIC KEY.
Y
RECEIVE THE CRYPTOGRAPHIC KEY FOR THE DATA 908
SERVICE FROM THE MOBILE STATION VIA THE TEXT %
MESSAGING CHANNEL.
SEND A MESSAGE TO THE MOBILE STATION VIA THE 910
TEXT MESSAGING CHANNEL ACKNOWLEDGING THE %
UPDATE REQUEST.
|
|
Y
RECEIVE A SECOND SERVICE REQUEST FROM THE 912

VISITED NETWORK FOR THE MOBILE STATION TO -z
ESTABLISH A DATA SERVICE REQUIRING A
CRYPTOGRAPHIC KEY.

¥
DETERMINE THAT A CRYPTOGRAPHIC KEY FOR THE | 2214

MOBILE STATION IS AVAILABLE AT THE HOME

NETWORK.
+ 916
GRANT THE SERVICE REQUEST TO THE MOBILE -z
STATION.

FIGURE 9
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RECEIVE A SERVICE REQUEST FROM THE VISITED 1002
NETWORK FOR A MOBILE STATION TO ESTABLISHA |2z~
DATA SERVICE REQUIRING A CRYPTOGRAPHIC KEY.

Y

DETERMINE THAT A CRYPTOGRAPHIC KEY FOR THE
MOBILE STATION IS NOT AVAILABLE AT THE HOME [ _,1004
NETWORK.

Y

VERIFY WHETHER THE REQUESTING MOBILE STATION WIOO6
IS A SUBSCRIBER USING ITS UNIQUE NODE IDENTIFIER.

y

ASCERTAIN WHETHER THE REQUESTING MOBILE | _,1008
STATION IS ROAMING IN A VISITED NETWORK.

v

SEND AN ACCESS GRANTED MESSAGE TO THE VISITED w 10
NETWORK.

FIGURE 10
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RECEIVE A KEY UPDATE REQUEST FOR AMOBILE | 1202

STATION IN A VISITED NETWORK.

!

GENERATE A DMU REQUEST FOR THE MOBILE STATION.

!

SEND THE DMU REQUEST TO A TEXT MESSAGING 1206
MODULE SO THAT IT CAN BE SENT TO THE MOBILE -z~
STATION VIA A TEXT MESSAGING CHANNEL.

RECEIVE A TEXT MESSAGE INCLUDING A le 08
CRYPTOGRAPHIC KEY FROM THE MOBILE STATION.

Y

STORE THE CRYPTOGRAPHIC KEY IN A CREDENTIAL 1210
LIST TO REFLECT THAT THE MOBILE STATION HAS A &~
VALID CRYPTOGRAPHIC KEY.

1204

FIGURE 12
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