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Collect a PPG signal of a user and store same as a matching PPG template signal required
for identity zuthentication

Store a correspondence between an application identifier of an application and the security
level configursd by the user for the application

Obtain the application identifier of the currently enabled targst application

Whether the security level of the target application represents that PPG authentication is
required?

Whether the recent PPG authentication and the authentication success result meet the
timeliness

Collect the current PPG signal of the user, use same as a PPG signal to be authenticated,
and store same

When itis detected that an application intiztes a PPG authentication request, match the
recently collected PPG signal to be authenticated and the PPG template signal to complste
PPG authentication

If an application that does not require PPG authentication initiates an authentication request.
detect whether a smart watch has been in a wearable status within a period of ime from the
recent moment when PPG authentication is succeeded to the current moment to oblain the
identity authentication resut

No

Yes

Maintain the PP signal used for the recent PPG authentication unchanged

(57) Abstract: The present application relates to the technical field of communi-
cations, especially an identity authentication technology in a terminal. In a PPG
authentication method, by detecting whether the terminal meets a trigger condi-
tion of PPG signal pre-collection, triggering a user to collect the current PPG
signal only when the trigger condition of PPG signal pre-collection is met so as
to obtain the PPG signal of the user in advance before an application requests
for PPG authentication so that PPG authentication can be directly carried out ac-
cording to the recently collected PPG signal when it is detected that the applica-
tion initiates a PPG authentication request, thereby guaranteeing the timeliness
of PPG authentication, avoiding resource wastes caused by periodically collect-
ing the PPG signal, and reducing power consumption.

(57) FE: REIFW LBEHEARSIR, JCH & ¥ S AE
A, #—MPPGUIERI LT, BTN 25 Lar &5 i L PPG
S TUCREM MR &, 3 B R B ER L PPGIE 5 TR E R il &k
SRR, A St R P U ETRIPPG S ST RE, LAAERN A
KPPGIAIE 2 BT SE IR BB H 7 IPPGAE 5, XA, A 21 R
FRZPPGUETE R, WA L BRI HIE — CREFIMPPGIE
S EATPPGINIE, B M TARIEPPGIAE () A i Py AT LB 4 &
HIMEREEPPGIE 5 T S BN R IFRED:, AR T DIhFE.
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—#F PPG KR kA ik &
AP iF R KTF2016F11 A23 8 R+ EE 45, P55 H201611037832. 6. K BA & AR
Hy = AYPPGINIE MY ik An ik &7 69 F B A AR, RANNTELT ALSAR
PFEF

FARAT R
AP F D RBEHABOR, LHEDRLRT 6 IGERE R,

FEHAK

FiAEAZ &2 ARG R AL, AT HINEGEa., BEE AR S MG ELK
TEiR G My T, AR, 5E5F LG LRE DAL F R, LS TR,
AR, BEEEMAFIZ LG T INET XN, BAETERREZNBRIE, AT IRAMNE —414,
AT T AR e BRI R (photoelectric plethysmography, PPG) 12 547 H 4y
PAERH A,

PPGIZ 5 A I A F R ERAL PN D6y, RBiR RRENGIES . PPCEF
AEARGhig, RESERNF LR MFELZHLE. Ad, LTPPGE F 317 F W IAiEZ AT,
FRREF LA THPPAIE T, XA FEPPCE TR E R MK, LIEFIBPEEYH I
e AT HAEFHIGENSE K, L5542 RAHMGREPPCES, UEATE 2L TPPGE
FHTFWIGER, TIARRIREPPGIE 5. 122 43% B M a9 R EPPGIE 5, 414 b A
BEZTR, FRIAHELK

REARE

HUEFH, KAPiFRME T —HPPGINIEG 7 ikArik &, VIR BPPGINIEA BT iE,
VPPGINIEFT & A 6y Fh HE

— @, AWIFRAEFRE—FPPGINIEGY T ik, AL R, Linal S a2 L %
RPPGIES K EWARE &, R LA HAPPGESHAEMARE LM, NAXRERFH
ATEIPPGIE 5 ; X AR, AN F B B R ACPPGIAEF K, MARIE R — kR IE 5| 49PPGIE 5 it
FTPPGINIE, A dn 7] VA %@ FPPGIZ SR EoF A K, W@ 2] TPPGINIEAY & BT, H A
TR EPPGINIEGY A0, BB, | T 435 4% XPPGIE TR a9k K K4, 1 2 t1TPPG
125 %%, 1A LR 07 & B3 4 EPPGINIERS E L 9RTHR T, + 2K EPPGIES, T
VAEE % B B R EPPGAE 5 PT FE AT RAET, A A TRV 4,

F—HF T R85 %P, PPG E T FURE AR R KT AN BAEE 31T PPG INIEE
NRBEFH. §FFEPPGINE R R RFHZ G, % PPG INEAY & A 7T it 4 K A2 PPG iNiLiH
£, B, £ixg A B, LER P PPCAIZS, XA, Ai%E A KA PPG INIEH K i,
CAFERES TR P PPG 125, M T LA A 34 B #%6 K £ 5] 69 PPG 12 5 347 PPG TA
TE, T AR F R SE PPG T ATF R AR, MRIET PPG AR R BT BN, EAA
PPG TAEFG KoY R B shiat, T4 K% PPG 155, &7 Vg% 8 RE PPG 155 A Ak
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oy
aghAL K, FHA TR Y 4358 T PPG INIEAT = A 69 Fh 4L,

F—HF T R85 %P, PPG E T FURE AR R KT AN BAEE 31T PPG INIEE
KRB, LARS AP ML E 5 A AR IE{2 B 2 R 6936 3 T % — % 3E B B4,
AP, ZEARMELEAR A PREGRIELE, B RAAZBRNELEERLS LA PPG A
i, XA, AZRERARNE, LAELEERZE R E R KA PPGINIEG B AR F Z 7T,
Zin T TR R ER P69 PPG 125, A maieil 2] 5 B KA PPG IAE#F KiF, TTIAHEL
F e K E 269 PPG 12 F k47 PPG INiE, A AT 485 PPG INIE69 A BT P M HLASHIRIBE A
IHAHLIRALE By A AAC BARKIE L B2 M A9FE 5, FIE B B AT 44 PPG IAIEAY F K AT,
T AREPPGIES, AdmAEAMEREPPGIES, MYV THLBGIH,

J—FP e B 693Xt , PPG 125 TR E AR A KT Ak . 3B A 70 F 0 69 AT B %
a9t ia £ F F — R B, & TR AP FRGRATRRE, PITZEHIEFRG 2
R #E B 4sh KA PPG INEF K, B, EIRXZESFRZAN, LB ERLERF
# PPG 125, T ARATIZA N FR4Y 2 A AH PPG INIEH Kit, 43T ARLATHAR
& 389 PPG 12 5 T Ak PPG iNiE, A MR E T PPG IAGEAY A BT m B4R ARt Bp i 2|
RN ERGPATE A, HATAA PPGINEE KBF, T 4RKREPPG 25, Bk T 4%
BAPE R PPG IIEAT AR R T 4E, A A TRV 4snay .

B RE AT P, PPG E5AREMARAKZHT AN BEI M EHGTRAL
H, Ed, HAIZTAAK S A 2T RIS A R A AR, A
T, LR TUARREIREHREZAN, THARER PO PPG 25, UELARNE
K& PPG 2T AT F A 09h4, AR TR Lamtosh4, B, AHLZHREIREHOLAL
a9 nt %], & A RAL PPGINIEF KX G, Z3n T AH A T RE 269 PPG 12 F 34T
PPG TAiE, 427 T PPG AEAG A BT 14,

F—F T RE AL, PPG E5RE AR H4TAQLIE A LRI GG —FH RS,
LT A FEARIE L 3m 0948 R IR A0 2 i 69 A AR K R, VUARIBAIR604E R IRBE, AT
T BARA G 43509 PPG AR FA e, 347 PPG 12 5 69K &,

FE—F T a6yt , A2 g B KAZ6) PPG INIETF KA, RBRA—KKE
349 PPG 12 5 247 PPG INGETT AR . R — K RE 2|49 PPG 12 5 5 444 69 PPG 412 5
BATIE AL, VAT AR PPG INiE. ZAT 7 XA E & PPG IAER, 4] F#ULRK S 249 PPG 13
5, SEF3EAT PPG IAAE, T VAFRIE PPG TAIE4E R GG b, #EHA W T PPG IAIEL R ey F 4
RZISEH LA T K, PR PPGINELE R AKX EFINL, AA TR & T PPG IAEFT *
A QR A

FE—FT Rkt d, AR RERF SATH) PPG 12526, & LUK RE 2469 PPG
155 5 44469 PPG BEARAZ T iT IR B, B EBLE R EMA PPGINIEL R, MR RILAR
Bl R A2 PPG IR F K Z AT, FAL TR T PPGIAGE, XAE, fade FARM B & A A AL PPG TAIE
FE, WNTREZAR R L — KB4 PPG IAIELE R, AT Xt —F Ry PPG IAIEATE
B9 FE0F, 2% PPG IAIE &Y B B,

X—F &, AWiFEEPTLRET B — PPGIEMS ik, A EE BT TF Rk %,
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3
A FRIRAEALRERNF F—PPC1E5, RIILH —PPG 125 @469 % — PPG HH1ir 445,
ARIE L — PPG 4FAEM AR I 5 PPG AR AR AR A ARIBARBAL I 2 27 R E F 012 & 42
PR B P X & 694 IR SARIEPTAE MRS S AT IRBE S 012 &, A FRAT B
PPG #4E K AL eit, J25) PPG $AEX A, RERMF % = PPC 125 ; ATF RAEH
£ % AT E FH AT PPG IAERY, AREF = PPG 12 T HRIGY F AL AR, A RRE GG E
TR AE 5% PPG AR Z M B REL L, ARIFREBE T WIEE, BT AE R HIEE
A % AR AR R ETIREE & 1E B

X—F @, RAPIFFEARBLRET — L, BERAER FIL LR T H b RIRLRT
AR PR RS T LB T AR A SR AL, 5T VAE S AR A AT AR R 69 SR L. PR AR A
KRB OB —ANREANE LR e Aaxt a9 A S,

B—ANTRGGE T, Z4ARPOELHE. KRB RERSE, ARERKIRE N
¥ RLERAT LA TR P ME e, TR AR B TR B4 LR PPG I GE 6y kBT iE
&@%%%Pmﬁﬁﬁm%%@ﬁkﬁ AR PPG BMAIEFTH, BAMBLATEHRAESR

, BRGASRL BTSSR IE., BERE, BT LF L& PPG INEa 77 ik b BT
/i i‘] é’J PPG 12 5 69K & .

X—FE, KPFFEPLRET —/ PPGIAEMNEE, ZEBEOKEMNET, XE
B AANIER T, EP, BMELH TR G AR L HL PPG Z 5 AREMME &4, X
R, ATHhRXREaTHLPAE PPC EFMARENAR SN, KREMAF L AT6) PPG 125 ;
IERE T, B T4 R AW 3] 2 LA PPG IAGEH K, NARIER L — KK E B 6574 PPG 13
%47 PPG TA3E.

P B 35 BA

AT RFEDARPFRAEPIGHRTE, T\EJ«J%XTJ’—#@@ Rz g S SR
Rir@Eegneg, Smdh Lk, T@#mk‘#’é’ﬂ‘ﬁ@ﬁ{lfai\ﬁa i?’—ﬁz , XT?‘ZF\@W‘
BB BEAAR KHE, AR ERERTHEGATRT, 'J'M#EE%}% b P R AT A Al 6y

M.

B 7 T A F A FAagm s RH 7 &8

B2 =H T A TPPGHK M 2| o AR T AL 69 — AP~ & 18 ;
B3 = T AP iEF—FPPGIAIESY 7 ik — /N EHaF AL TER
B47E T APF—HPPGINIEE) ik X — AN EHFGGARTER;
B5 Tl T AW iF—FPPGIAIE 8 77 ik X —A 52 3619] 69 AL T
@6TmT$¢m«%wmwm%f&fo?ﬁm%%ﬁT
B7 7~ T AP FH—FPPGINIEE) F B —ANF a0 69 40 R M) = &

FLARE 7 X
AP I R GIPPGINIE Y 77 ik iE Bl T 45h, BT, 4R T LA AR T 4.
ek, e, FHREE, MPAKFIIE (Personal Digital Assistant, PDA),
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4
WAREME ., FRTFRILE (o, FRF L, FRFR., FRRELAKBXTREES).
wF R, FHERM., ERETREEBHLR, LTUKE: FREAUARHEL
3% (Point of Sales, POS) & H At 1% &, &M EMRAEIT N AAF (Application, APP).
BN AR EALE TR

VALRIH A F LA, e BN, A AP ISR AR K 69 FAL10069 3020 sk S T &

£ EE1, FH1008.#: 3R (RadioFrequency, RF) #3110, A4 2%120. #’T)\l}?—
7130, 2 7F 140, HRE150, M BEHRI160. L&KL A (wireless fidelity, WiFi)
AEH170A B AL I B180F 3/ 4, A, RFEF110. A2 8120, M AET130, 2 T% T
140, # & %E150, FINEL 160, WiFiAE3R170A B 4L 22 5518058 i3 38 12 & 419048 :% .

AAURFEARAN R T AR, B1F 786 F A HF R Rt F IR E, Ta sk
BrE%RE VG, REBAESFLLIME, SE BG4 E,

T 25 A B 13 FAL10069 &N Rk SR A AT LR 69 )43

RFE3110°T Bl TALAZ &, RiBEdAE P, @76’3&4&#791:‘2 A M, ML
B THAZ & MA L B80T LA, Fob, Bt LA RERELLsE, 8%, RF
W 1108 FE2 AR T K&, i/*‘/\ﬁik A, BE R KRB KE (LowNoise
Amplifier, LNA) AR MR IHE%, lﬂzﬁr RF &2 #8110 3T A8 i R &8 1E 5 R 44 AR %
BAF . PRk L&EAE T LA FlAE— 45%/&«&%1&, AIEERR T 2REHEHEINE L
(Global System of Mobile communication, GSM). & Al 94 &R % (General Packet
Radio Service, GPRS). #% % it (Code Division Multlple Access, CDMA) . % #2445
% 3t (Wideband Code Division Multiple Access, WCDMA) . K A8 # (Long Term
Evolution, LTE). ®-F W4, 4274 % JR % (Short Messaging Service, SMS) %,

B 31207 T B S AL LA R A B do, B4k 55T LAG-f% K W 35 AT b R 2 69 = A%
ALR S AL AR %G 45 LT VAAEPPGINIE AR o BT 5 R B 9PPERRARIZ 5. K
FIBLE 6y BATHIELZ B2 8. R AR R BAZE L. AP GREIREL. F5
FREEFHE A—MTRGFAG NP, LEME1207T L2 OIHEEMALF Kie Bk 8
BR, foF, BHEFETAHBRIEZSL. 20— A (bde B FHEIR. BREK
HEEVAR AL E) PTE 6 AL 35 B0k 838 X ¥ B4 AR 38 FHL10069 48 A P 6] 32 69
KE, tbde, EMHAE. BIERURA ORI A FOREIRELE. FOLFEAEEF,

WO, BAEEI20T AQHERRMNAEREME, LT AQHEESREAHE, Pl i
VN BEEN. NAEBH. KA KBRS HHEH.

N TI1307T Al THMM AR FRF AR E, AR E25F 10069 A F iR E AR

HREIE R A ROGRAZ TN . B, M T1307 45 fk 42 @ AR 131 AR L Abd Nk &

132, fRIE@AAB1LARN ARAR B, “TICE Al P AR £ SR IH g AkaE 4R E (tbm Bl P AR R 5
A8, fik LS AT E A GG M ARk R AR AR Ak 42 B 4131 L SRR Rk AR 31 IR L A9 4R AE), AR
IR R AL RS A LA R R B A— AP E I P, ARIE@AR131 5T @3 k42 AR N 3%
BAofR B 5 B WA P, RREANE BN P GRRE T2, JFA4ANRREERAE
kOGS, BREITHALBRBES R, MERH S KRELNEE LI RERE, 7K
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CH R AAE AR, FEA AL E180, FFREILAL IR 180 K k69 At m AAT . Suoh,
TARALEX, ©EXN, LI ERARE B ERFEMHEAARIABEDR. BT HRESK,
By NS T30 T VAS, & B A N IR & o Bk, AL N R & T VA A2 R IR T A 3042 4,
st (b & dlsdd. FXERE). dR, Z4F. BREFEFH—HRE M.

B FRETI40T AT E T8 A F#’T)\é’m B RARGELE ) P 691E B AR FHU10069 A K
¥, TTEANNTOELTEKR, £2—FTROGFLP, TURARSETS (Liquid
Crystal Display, LCD). ﬁﬁmﬁi;‘@;#&% (Organic Light-Emitting Diode, OLED) % #; X,
RBE R TEMR. H—F 8, EORTELZLTEOR, SEREDHRENE) AL R WS
A RRARIRIE)G, AL RI180UAA TP FH XA M5 T 51804 /R4 F 449
ARAA R TER EREREGMTIE . BAERTY, iR E LT ERANEH B AR
Z A R R IF 0069 A A AN Y, 2R AL R EAES T, TUKEESRE LT
A AR, R ILF 10089 5 N Aoy B T A8 .

FHA00LT @35 £V — AP 43 B B150, tbdo b B R, EHFRARUR i AR
Bk, AERBTOEFEAERRABAMERR, EP, REALAERE T#E’ca‘}%ﬂi,%t
BORERAT R T BMRO TR, BAERSE TE%#MOO%;#J@JIFI\HT KM 2T @141
Fo/ RHE Ko EABNERBW—F, BT ERABTEUEANT AL (—AAH Z4h) Aok

B Ky, FAERITAAM B E A KA TS, TR TIRAFIESG SR (tb&uﬁﬁ”iii’fr
ZEE N #EH‘:/ﬁiX BATESKEAE), kRN MESE Gt TR, BH) F

A, ATREREZATRIRA F ik ZAELEPPCIE 5, %#mT@:}f;mqtﬁir‘
PPG1Z 5 #9PPGHE B 35, %PPGHE & 5 1 B A Al T 9% JLPPGHK 4 K & 69PPGL 48 R A b

Z2FFHI00L T B B G EEAL, A JRT. BAEIT. BEI. 490K 5 R RS L iE R

, EHTREHRE,

FINEILN607T AR B BA £ K, KM R F 551002 18 é’aﬁ—%%w
FINE N0 T M B 0 ST MBI RGO RIE S, Emalp s R, i F BB F
fE5ib; 5—Fd@, 2R EGEFTESHBAREST, m%ﬁﬁmyéo&&éiﬂﬁ
K EIEAE, B SR IEH D ERFE 110 L £ 4 thde B —F M, REFSMEIEH E
B R1200 48 3 — 3 &b 32,

WiFiB T4a3E 8 £ & AMBAR, FHA00EEWIFi B RA707T AFF 8 A £ ALK & F R4,
FE R T Ay PlAXBERT, CARAPFPRET LR FLHERITF . RABTITH TWIFI
ARAT70, 18R T IAEMEL, KRBT FMI0069 LMk, TETARBEE BAETK
TR K T 69T E A E %

AL 3235 180 £ FHL 100 6944 P&, A H & AF4E O fo X 358 A FHLAY & AR
L BAT RAT BB AR 120 AL B Ao/ RIS, AR R Bk R B4 5 120 A
B R, WATFH 100 69 & A o e Ao e B AR, A d st F ALt AT AR s,

AARPEFFZHEFT, GREZEVTARAT: BN EATLLEH L PPG 125K E 64k
R EM: o R B ATHA PPG 12 5K E AR R &4, ﬁé%)’ﬂﬁ%ﬁéﬁ PPG 125 ; dw A2l
B & Bl K AL PPG IATETH K, MARIE R L — KRR 5] 6 ATk PPG 13 5 - 1T PPG IA1E, FIR6EY,
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BREETATEAT AR 3 £ 6 H 7 F AR PPG IKGER 7 ik,

A, ABEFZ1B0TEHE - ANREMNHEEA; A—MELT NP, LFE1807T K
BRAAEEARARALEE, £+, PALEE A RERER G, AP Ratfm A
F%, ARMALERE T 2ARAKEE., TOLMHR, ERIASMALESLTUR
5 % B A IR 180F

FHN00L @3 L BN B ER (Gbdod i), A—FRTRGFLP, BIRT
B RERAGLAEEI80FHAnE, Amild v REEAAEAFEAL, HE, X
B AFF T R o

R RTH, FHI00E T IAEIECPSS A F 2 Ak e, it 3% 2 424 e 7T LAGR B F A
BATA AL 6933842 B . B R, FHI00L T IASIEIZAZ K, B FA RS ANRERL,

FERIAMR, AL RIS R FIABIRATALE, 2R T UMY R, L%
A RAAS B L3 RE T IR A, AR MR T A F AL A AR, AR B

KW i 52 HAF G9PPGIANIE 69 77 ik A TPPGH AR 69 — R 3 69 A4t R A ik, &
AW iF R F A TPPGHE AR EARM L2 P AR 2] 6913 S AR HPPGIZ 5. A T T M,
st A B 1FIAE BT EPPGH AR VLB PPGIE T 34T 4 A4,

H TPPGH i 69 & M4 AR 1R A 77 ik =T VAT AR HPPGIR A, PPGIRAE A AT % AHE 4

PPGIZ 5 2 F AT 5, TNH#AMHE. THREBRTF. 2oH5;

PPGA M| LA Fl P B4, T AFLLAMGG4F4E, B & TPPGKR M T A F L& 4o fo o]
BN S, TUMEA—RBIEIHEIE, EATHREFREF RiLE

PPGS T 5 A sb3 A dpdd i b s, PPGIE R B AL B ANIER XA MIFIEF AR, 4o

GUE RN, W ASMUERAR S 4,

B AT, #| APPGIZ T ihiE, A — 8 LA, 4v, R-FE2003FF %P L KF
R A FH LR EAIAPPCE T P TN LT EEA I HINEE AR

(1) A £ a9 4+ %K1

(2) T894 %K2

(3) FANH % 695 {APEAK

(4) EA B a9Fgnr AT

o B2P7 R, A B2 H T A TPPGAN 2] o RAE NG TER, £AR2PARE R R i X
BEAGINER2TE,

E T EIANAE 2T THIT W IGEN RAL IS4 F KB T 4% EAE,

JE K P iF A P AT IR B 69PPGIE 5 T A e de LU AR P EE R R S A, At
T VAR 4]

A R 1 AR AGPPGINIE 49 7y ik P, B ST AR A9 B AT IR AATAR M, feAR ) B A5
L AT % L PPGIE 5 R B9 fE R S0, AR A F S ATaPPGIE 53T R &, UAER A
PH KPPGIAIEZ AT FA B FR B B) Bl P 69PPGAZ 5, XAF, YA 2 5 B AAPPGIAIEF K, W+
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g
VA B 32K 3B 53— R R 2R ) 69PPGAE 5 #E4TPPGINIE, M # o1 LA %, T PPGAZ 5 % 45 B 1] it
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