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s (57) Abstract: A mobile ad-hoc network (MANET) (60) may include a plurality of nodes (61, 62) for transmitting data therebetween
and a policing node (63). The policing node (63) may detect intrusions (64) into the MANET (60) by monitoring transmissions
among the plurality of nodes (61, 62) to detect transmissions during an unauthorized period and generate an intrusion alert based
thereon. The policing node (63) may also detect intrusions (64) based upon one or more of integrity check values which do not
g correspond with respective data packets, usage of non-consecutive media access control (MAC) sequence numbers by a node, and
collisions of packet types and/or MAC addresses.

020



INTERNATIONAL SEARCH REPORT

International application No.

PCT/US03/25066

A.  CLASSIFICATION OF SUBJECT MATTER
PC(7) GO6F 11/30, 12/30; HO4L 9/00, 9/32
USCL

713/200, 201; 709/223, 224; 380/270; 370/338, 389, 908, 912, 913
According to International Patent Classification (IPC) or to both national classification and IPC

B. FIELDS SEARCHED

Minimum documentation searched (classification system followed by classification symbols)
U.S. : 713/200, 201; 709/223, 224; 380/270; 370/338, 389, 908, 912, 913

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

Please See Continuation Sheet

Electronic data base consulted during the international search (name of data base and, where practicable, search terms used)

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category *

Citation of document, with indication, where appropriate, of the relevant passages

Relevant to claim No.

sections 4.1, 4.4, 5.2

Y ZHANG ET AL, ""Intrusion detection in wireless ad-hoc networks” ACM, 2000, see 1-9

Y US 5,991,881 A (CONKLIN ET AL) 23 November 1999, see col. 1, lines 20-30, col. 3, 1-9
lines 1-14, col. 6, lines 10-20 & 50-54, Figures 1-3,6

D Further documents are listed in the continuation of Box C.

D See patent family annex.

* Special categories of cited documents:

“A”  document defining the general state of the art which is not considered to be
of particular relevance

“E"” earlier application or patent published on or after the international filing date

“L” document which may throw doubts on priority claim(s) or which is cited to
establish the publication date of another citation or other special reason (as
specified)

“0”  document referring to an oral disclosure, use, exhibition or other means

“P”  document published prior to the international filing date but later than the
priority date claimed

“1” later document published after the international filing date or priority
date and not in conflict with the application but cited to understand the
principle or theory underlying the invention

“X” document of particular relevance; the claimed invention cannot be
considered novel or cannot be considered to involve an inventive step
when the document is taken alone

“Y” document of particular relevance; the claimed invention cannot be
considered to involve an inventive step when the document is
combined with one or more other such documents, such combination
being obvious to a person skilled in the art

“&” document member of the same patent family

Date of the actual completion of the international search

24 January 2004 (24.01.2004)

Date of maahg of the international search report
FE

B 2004

Name and mailing address of the ISA/US

Mail Stop PCT, Attn: ISA/US
Commissioner for Patents

P.O. Box 1450

Alexandria, Virginia 22313-1450

Facsimile No. (703) 305-3230

Authorized office;

cop M *D\gOU\/\DO(

Telephone No. 703-305-3900

Ayaz Sheikh

Form PCT/ISA/210 (second sheet) (July 1998)




PCT/US03/25066
INTERNATIONAL SEARCH REPORT

Continuation of B. FIELDS SEARCHED Item 3:
BRS (files: USPAT, DERWENT, JPO, EPO, IBM TDBs, USPGPUB)

search terms: monitor, monitoring, monitored, analyze, analysis, analyzing, analyzed, intrusion, attack, attacked, attacking, malicious,
suspicious, audit, manet, wireless, mobile, ad hoc, anomaly, anomalous, deviant, suspect, threshold, behavior, misuse, packet, frame,
communication, transmission, data, information :

Form PCT/ISA/210 (second sheet) (July 1998)




	Abstract
	Bibliographic
	Search_Report

