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L. —#l F B EHAT Z MY JE Feistel BUIL A 25 s B 00 Ab PRAZ B, A
A

5B 2 RS, FOE P SCEAR EAT 2 R R IR FOeR B &R R 8 BRI
LS B Al L 5 B SCEAR 23 B 5 15 20 B0 16 EU RO TR

A S S ST, HO R S — R 2 B0 B AS B R AT 5 EIRTEI A
B A A S Bs 5

5 AR FS, FOX IR B e BlE R AT % B e 8Os SR T AR B i B 2
AT 538

W AR LA IS, H 2 AN DR RS AR A i, 1% 2 AN/ B FE e AR T
HH IR 5 200 23 BB 2EAT 7 F M A3 2 S 2R AT SR PR b 3

S A S, FLER R B A IR S — G AR S M AR e 1) /) B R e 1 AR H B ) TR
HOF AT St A H

o =R 2 R, A IR S AR [ H A AT DA

9 RARG MR A, H 2 AN B RS AR H A R, i 2 A D B RS AR e R
BeAr R SeMEArHi 2 Ja ok B B IR A =20 dm 43 BB AAT 43 FI M 15 2 1 & B E AT AEZe kAL
AL,

2. WRPEBAER | Prilh 4 J&2 Feistel M3 S B S0 Ab PSS, HORRIEAE T

RGN g5 R B S B B R 4 BT 4 0 A 2 £
P R ECARE /N AR TR] R /N R B3R B R s SR AT B A2 3, ERE I A2 mXm FE R IS O0 T
PAT T BHA 20 m DL 53 SRR 70 SCEUR AR R P 200 AR b B

3. WP LR | Bk 4 FE Feistel ML 25 BB 0D AL PG E , HRFIEAE T

P FIREE H 2 B 4 AN B A2 n B BRI s LT

IR — AR B AR Rk AN A S AR A AL i, He, B k AN BAES R AR
30 73 A ANAE A i AN ) n EORERRE 1) 23 R B n/k R 4 HA A A Al S 17 i 4k
FREE R n/k LY,

AR AR H R R WS S5 R AN B k AN B 2 P AR 4 35 i RS TR n BRRR
(R T N FH T e 23 SCEUR) AR B (R 5 A F A 3R AE 1l EUARe R 3 HH

IR ARG TR R A k AN AR A A K 4, Hor, BaR kAN BLE
S MR AR 0 S Ay N A TR e T AR 8 A 1 e U SRRSO ) 23 B B n/k PRARE IR A AR
M ARG AR R AR T 25 B n/k LEERE.

4. WRPEBRESK 1 Frif 9 f& Feistel BUL A S e s A PEAR E , HORRIEAE T,

b R PR AR A 2 AT N R T e KB B AT 43 MDS (Maximum Distance Separable)
I 1) 048 7 i 4 PS5 A, S0P, b I g K R B RT3 MDS AR R AT AR B AL R
(ODM(Optimal Diffusion Mappings)) AbH,

5. MRIEBAIE K | Frib 4 J2 Feistel M3 S B S0 AL PSS, HURRIEAE T

TE R 28 50 2 B0 B A B A2 n LURR R B 00T, IR S MR AR 2 AT Y
H T HAE GF (2) F2E ) n kB2 51X p (x) 7€ YT BRI GF (27 b Ik P 1 s A e
SOSEINESY A

6. MPEBORESR 1 Frif ¥ J& Feistel BUL A B A0 BEAR 1, HORRIEAE T,
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IR AR AR A S MR A B AR e T AR S P A R R O A R
FEPAT n LU A S AR R PE AR HAL B S &

SR EIRSS — JAR S I AR e A LR B8 — AR e M AR S b 2 AN R AR S A
S AT LERFEUD T BURF AR R P A AR B /DY S S ko

T MRAEBOMIESR 1 52 6 AL TR Y Feistel UM P s i AL I,
HRFEAE T

FRYRE Feistel AU A %5 B B 15 Ab PH 26 B 2 AT 14 B A7 A S 1t A 40 Ak 38 ) 25 B
SUSENEET AN

8. —MIL A IS AL LT, /55 F BB BHAT 2 M Y & Feistel UL
HIE P R AL B B AR AT, BT LU AP IR

B B, AR5 B B X B SO AT 0 ), ORI A TR B
BRGNP B RO 5 1 SO0 70 51 45 2 0 8 (1 EUR BB A

AR B FOP IR, 1B S B S R, R S — R 23 0 2 BT A 2 £
PRSAT 5 BRI P15 BN PR BUa 5

S5 AR > BB, A0 AR B b, Rk B R BUs SRR AT % e s
S B B RE PR EAT

B AP AR WO IR, A5 — SR AR AR, N 2 AN R AR S MR A, 3o e
IR A Sy FEREAT 23 H 1 45 B ) 5 B AT AR e AT S AL

L AR WD IR, AR MR AZ R S AR B R IR SR — AR e MR A ) N R AR
T A 8 B4 B A i AT R AR

S5 =R BB, A =R 3 B X R S 1 AR S A R B AT 2 Y LA
K

S AR AR B IR, AR5 ARG AR M R, B 2 AN AR 2 MR AR A, SR
15 EIR S MEA e 2 Jr ] et R 5 =20 2 B AT 70 50 1 49 2 25 A AT AR e A
L SLI

9. MRAEAHER 8 Pk (3L Al Pl m i Ab 31735, HARIEAE T

IR AR HOD B A N DR M R RAT S RS AR 2 A AT 2 AR 2
A 10 LR /N TR] /D [ 22 KR P 3 SR SAAT a2 480, AERELFE 2 m>Xm REF R 175 D0
N BATR A T R A m DA SRR R SCRUR R R SO A A P

=
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HAEARE R R BN A E AR E LIRS X

BRI

[0001] AU BH P Jo— gt A 48 b B R AR 46 7 vk DL R LR e o SR U, 191
WEp K —FhdEAT Be 8 N 2L A S P g AR 3 W5 A5 (hash) RS P R 2 ME AR 30 Ak
BN e T W L €/ TR (G BRI N = R Y

[0002] FHcHIAR

[0003]  ilfT, K& M 45815 « HL 5 1 55 IO R B, BRI T I 22 4 o B i) . AR
AT — AR, PUAE S BRdb AT & A T &R n s 7 s .

[0004]  BATSERRR A TR RS AE 1C- RSN E g N BB, 76 1CR 5 1E
B S N AR S 2R 2 TR AT B ) R B R BEAT DAL | Bl Ak BRI
PE N i

[0005]  7EZ AL HL GV A AP AE S PRV KB 0 o F 8 i 20 77 SN FH 2 20
75 3 Hor, IR O TR s Ty 200 0 s s R s s Y M AN ] B B A o
PIRFA NS T, B 3L A2 B 00 7 200 o 5 B R it s 3 B e S T B35 5

[0006]  7EIL 2 2 0 77 A A7 AE & Rl B, Horb 2 — 2 W Mgy 2 DAL 800
LA A, AT AR R 2B R R E AT AT (64 LUK 128 EURESE ) 12K
AT AT o N T I B AR Ry ORI A% i A S R B R AR 1 1) T 3 3 % 4
Hugnd 7y .

[0007] {1 S AR M 1 3L A 25 B B 6 () s, o n LA il 2R O 35 AR VR A
[*) DES (Data Encryption Standard :%#s N FrlE ) 5% 4 w1 IR b 36 B bR v 25 0 i
AES (Advanced EncryptionStandard ;2R INEFnifE ) B4,

[0008] I ik FH 5 BH b AL (1) 450 v o BT p D Ak S R B R B R s A, R
T A B ELAT S S BRAT i N B 1728 350 PRI B RR B RAT 30, bl 5 R R A R AE I R kA
FOEBI S G N G2 AR AR E D A N A 3255 (master key)
TG R N CE R T R 2 B, MR BT A R R 2 B A A D Ak B S 1 A A R S
W N AR (R ) .

[0009]  fENPATIXFEILER BRI, CAA R Z AT BA M AR i e 2 M AR 4 g
B R B S50 o WTANTER R M IS5 M TP A7 AE Feistel 4514, Feistel i BAWINE
8 R I N AR AR e ek B N e (F %l ) (0T8T R S5, % B SO 5. /A
e (F sR%) hHATEIER S b BERHE L MR B kb 3 . A, 4B A8 T N Feistel
SE R B A P SRR, 9 A7 AEHE BRI SR L AR BRSO 2.

[0010] 7 12Hh FH 25 ) B i Ak B L 457 a1 i 5 1R 00 5 v ) FH A 4 72 80 Ak B PR AT 2503 2
oo FEARRMEAS BRI B FR N S £ (S—box) HIARSIEASHe s B, S B R Husspl e 7
RSB R, e e b e e aAE R EE MR S &M n-bit HA.
m—bit §iy H AR S AR 4 bR A o B N R LUARRESORE ) S 9 F L NS —— XS N S SRR
RURAL S &o

[0011]  ZEZAGACFE (AL M AR N S B0, BT A S & M SO 250 1 22
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GPEFE ORISR o B, 450 501 U0 22 73 00 My B MR 23 B A5 R s b ey, T I X M A
Brate R o Wi § SR O R HE PR B vy, A I 22 e M ey o i VRS AEPOE RS A R
P M S &R BUTA R KANE .

[0012] 41, — M IR] kg A0 3 AN 25 0 Ay L 285 R A 3 vp R 0 B0 ek 5 B B 1) i N i K
ANEROR (il 64 LURE 128 LUReSE ), BRLEAE DU HEREAT 3 i 22 2 MV . (H2, S &I
B NH ORI N . Bl 8-bit By NHH A A, BRI UEAT R I VR . O AN
AN T R SRR R 2 A M B R AE S Jh 20 HAT DURREE

[oo13] (1) e KZED WAL/

[o014]  (2) e KEMEMZR L5/

[0015]  (3) HEAT A1 /K 2 WA SR BRI A AT R AR B % K

[oo16]  (4) el Nyt AT 2 AR I R I % £ .

[0017] (1) TEHERZEHBEERABIME, (2) FEPue XMt ffkhieE, (3) 1%
PeEXT b 22 5 Bk AP, (4) F 2 g XHEEBOE P OF B, b T iR E g ak,
S & PRI AN B HH PR B AH DS R IR A3 AN AR AL 1 BRI B tH AR AL R 1/2 o SR
[0018]  Gj4b, %f S &bk T E K2 e LA, IEBRE R I 22 etk e o 191 4, 760 FH B AR
AT AL P I Ay BB 22 B S R, SR AT YA N SR I 2 AR AR AR TP RO
XTI R, RO AR (FR2238) M7 VAT ARG A #e AL B, BRI 4514
Rz B EREANE AWK T S RIS I o AR, AERB A2y, W anAe) R F TR A S A E
SR HERE 72 B H O R o LR S AR P R Y S S A AR AR A AT X HEL R A
PR o

[0019]  JE & H| 3¢ #k 1 :K. Nyberg, “Generalized Feistel networks”, ASIACRYPT’ 96,
Springer Verlag, 1996, pp. 91——104.

[0020] 4 & H| 3¢ @k 2 :Yuliang Zheng, Tsutomu Matsumoto, Hideki Imai :On the
Construction of Block Ciphers Provably Secure andNot Relying on Any Unproved
Hypotheses. CRYPTO 1989 :461-480

ZIPAE

[0021] ZH ; ]

[0022] AR HHIE ST Bl @ 1 58 ), He B AR T3t — Mo AT 72235 b Ab 2 L g
Ay BRESE TP A AR MR H AL TR S 3 1 &5 R 1EAT D SR a0 25 b 2 5 s R 41K Bt
PR S5 BIER & T 22 4 T B R A e B R A 4 7 v DL S AR T

[0023] Y T &

[0024] AR EE— M 78 T — P A AR H e, AR EAE T, B 38— AR g A it
0, H i 2 A/ B RS AR A 1, 12 2 A /N B R S 1 A 0 XT  E a AN H s 43 B ) 5
O TR PAT AL M AR HR AL PR s B Pt AR e, Ho Ak B R R IR B — R AE Ee AR H
(R 22 A~ /N B A Ze MR AR H0 50 B0 A B HH T PAAT St AR 4 s DK ARG M AR i, Ol £
AN BYAE B 1 AR AR AL B, 1222 A/ Y A S AR #0073 ) S 1 A 0 ) HH B A5
B 7 BIEAR AT ARG AR AL B, Ho, R AR A 2 a0 S g5k A HRA S E
TR A N BB R EEARR DR /N A TR] K /) 1R 22 35 0 R e i SR AT B8 AR 3, A0 REFE 2 m X m B 1Y
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TEOLT, ATV T HA 20 m DL R 7 SCEURT R 3 SCEUR )RR B 8 AR e A 3

[0025]  Jf H., fEA I B (2005 A0 e . 1) — A St g AU, HRRAEAE T, 78 Bl A28
e n R AR TS OL R, IR EE — AR e ARt i k A/ NSRS AR B A B, Horpr, |
Tk AN HELRPEAR 0 4 A ANAE B AN 0 n CERR R 1 4 B R B n/k ERgR I
Sy VR D AR LR AR e A FE 45 SRR n /K U, R g PR AR B 2 A0 N 54 SN B kAN
A S 1 AR 4350 i R KL T o ERR (R, 8 N T R a0 SR R B R R A i A B R
Al n BERERISTH, BORSE AR MR 2 B k AR AR MR B a5, B k
AN/ TV AR 2 MR AR H0 50 3 ol B AN N IR S 1 A 8 S HE ) n BRSO 1 43 BB B n/k EURy
Fraar AR A AR LR AR e AL B 45 SR n/k LURE

[0026]  Ff H., fEA & B (2085 20 b B I — > Sty 2, HURRAEAE T, IR e Pt A i 0
APAT A T MDS Maximum DistanceSeparable) 5 i A8 HeAb 2R [ 25 44, Horp, Bid
MDS % P H AT ALY 5 e ODM (Optimal Diffusion Mappings) Ab¥,

[0027]  Jf H., fEA KR B (K 25085 A0 e B 1) — A St g A, HRRAEAE T, 78 iR A28
2 n HRFEOR T OL T, FIRZe MR H A 2 H ATV H T B AE GF (2) F g I n IRERZ) 2 1
X p (x) B PRIk GF (27 b F 5 M 200 AR e b PR IK 4544

[0028]  Jf H., fEA K B (K 25085 A0 e B () — A St 77 A, HURRAEAE T, IRl A e e
BT n Lekr AN AR AR AL B S &, B 5 LIRS — AR M AR R
R R ARG AR AR T () 2 AN B RS AR He B AT EURFEUD T n B AR S AR
BAL TN S B o

[0020]  Jf H., fEA A B ()20 A0 e B () — A St 7 A, HURRAEAE T, IRl A e e
B PAT EREA AR Z P A e AL R A A AL BRI 54

[0030]  Jf H., EA A B I 25 70 e B 1y — > Sy sy, LR AEAE T, FRE A AL 7 2
L RS A B

[0031]  Jf H., A B 5 — MU i 76 T — Fh s A2 #6007 2%, fEE IR AL # ke B A AT, HARPAE
T, BAUTBER A RAEL MR D IR, 7558 — JAR e A i b, VA 2 AN/
4 117 4B 43 Bl N R A5 B 25 2 B PAT AR e M AR e Ab 3 s S MR P IR, AR 2R
PEAR SR, R B IR B — AR R P A R 5 1) 22 A /N Y R S 1 AR 1 i A
HPAT LA LIS AR R AR D IR, 7558 AR A e, B 2 A LR
P A 00T 4 ] e e 7 S 1) B R A 2 ) 25 43 BIEAR AT AE e A B b B, I
o, BN P IR R PR N B S BRI AR 1 HRERMEFLR N ER
[RVRE MR I8 S HAT B A2 0, TEAE P2 m X m FERER IS O T AT N T BEA 20 m UL B4
SCHUT e SCER R R R B R A R A T

[0032]  Jf H., A B I 28 = AE T — Mot SR 7, A0 20 22 e B AT 4R AR e ik
L, HARFEAE T, HA LN PR G JERE MR b IR, 00— JaE e R i, N 2
AN/ BV RS PR AR AR A 43 B AN 15 200 23 B EAR PAT JE e AT e A 3 e 1t A
R, ARG AR H b, B N F A R Bl 2 — AR AR BB ) 2 A /D B RS 1 AR e B )
BT B AT B A He s LR AR AR P IR, 1R AR A A, N £
AN B S MR AR H 0T 73 ) 3 2 A 4 0 Kt IO A B 5 2 BB E AT AR e AR
oAb, Sorb, BRI P IROR  FAPIR R B S B AR 1 B R /AR TER
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/N R 2R A AR M B BT B AR, AR R mXm R DL, AT TR AR m
DA b 189 7 SCEIRY e 4 SCEUI) PR B A 48 A B

[0033]  hAh, A B B v SEOURE 46 2t e 08 a8 ok BAE S AT 7 PR (R A7 4 A
RSB BB CDL FD MO S50 5% A0 B I 2% S 18 15 A TN AT 25 AR AR S [y ot
HHLRRS R T SN @ ST S 8 R LK PR 7, 7E T HHLR G b5
WS FEPAH R A2

[0034] 18 ik FE T J5 A AR % B 1 S A B P 10 B R A U B, AR BRI — P e
HERIE A S SIS AL, EAU B MRS R 2 NMCE N EHES S, AR
TR G ELE R — RN

[0035] & EHIACR

[0036] R0 A< K B 10— A St 451 10 25 440 » 48] 4 7 3 FH 25 B B s e A B s A 1R 0S5 Ak
P PAT RS M He A B N AT N TS — AR M AR L 2 AR e DR R
AELE AR W I B R e g5 0, Horb, BR S — AR AR B R H 2 AR S &
(S—box) PATIAEL AR M, b IR 2R A0 0 34 A\ K 11 58— 2 Al 2 MR AR 380 350 1 P i i
AT LA e, b IAR B — R AR EE PR AR FRAAT 43 F0 2 M AR 300 1 A R SR A B 5 2 15
T (R L2 R AR 40 A B 1) 22 AN /N Y AR 4 P A 80 A8 i, 71 42 1k AR 8 b B g B AT R T AT
S B i 1D R R AR A 450 1 5 ) AT B 80 A ST A SR Trdian A\ e L 1) i ) DG B i
PRI K, T B ST Y 1 R B B, SIS 5 Tl 2 B AL R KL T T ) 2 A MR A v
B

R 1 152 AR

[0037] 1 s S S i S VL A AR S5 R T 1

[0038] 2 VLI | BT L 2 B i AL FEER B 10 I P R IR I

[0039] P& 3 UL 2 o 2SR AL BEHD 12 B4 25 i 1

[0040] & 4 2 Ut BHAE A (3R R SUPAT B (K — A E5 A 91 1Y) SPN 24 3R sk £ 1
[00411 &5 J2& Ui BAVE PR R AT S I — A 45 B 1 Feistel (EMMRR/R) 4R
[0042] & 6 2 Ut BHAE A T3 RR EULPAAT B — D E5 A 9 e Feistel Z5MI K

[0043] & 7 J2 130 BH A E 4 7 i Ak B 5 %) L A48 4T 1] o

[0044]  [&] 8 J2 U3 HH 20 PR AR 48t Ak B0 1 B AR5 1) P

[0045]  [&] 9 J£ 1318 CRYPTON ver. 0.5 (1] S &I &5 M 1T 1E

[0046] & 10 21 8] CRYPTON ver. 1.0 [ S £ IZ5F (I 1E] o

[0047] & 11 J& i8] Whirlpool [ S &MIEE M.

[0048] & 12 2B FOX ) S B IZ5 /I &

[0049] & 13 J&R IR A K B —AN S A9 BTl S ARV DA AR 2 M AR 0 Ab 3 45 R 1 n LRSS
N S BRI E

[0050] P& 14 2 i BH AR R BH 1) —AN Sl rish AT B AR ) 8 ke A\ He i A 2k
RIS B EE R IR

[0051]  F&] 15 2 Ui BH AR R BH () —AN St prish AT BRI 8 ke A\ He A 2k
) S BRI LR R
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[0052] V& 16 2 Ut BIAE I ) — A SE B B B AT HLAR IR 8 By A\ HE AR 2 1k
AR S SRS B

[0053] P& 17 J2 Ut A I ) — AN SE B B S i AT FLAR IR 8 By A HE AR 2k
AR S S IEE R BT I o

[0054] &1 18 J& Ut WA B IR — AN S I B AT AR 2 PEAZ H 1) S S IR A B T B
[0055] & 19 2 Ras AR B BT B (RIAE DAy 2 A1) 1 5 R Ak PR B 5 A 51 Y 1) o

BRLHEA R

[0056] T, V4N 18 B A A B A8 A8 40 5 B AN A0 #6077 v DA BT LR 7 o 42 HE LA
N IH AT UL

[0057] 1. JLAHZSEAR R ) 42

[0058] 2. &AL o (A

[0059] 3. HIZAN/INY S SR P AL A A6 R R 2 1 A0 46 b P 45 4

[0060]  (3-1) SKTHIZA/INEL S G LA M) Rl K 3 4 1 20 0 b 2 25 44 P A R

[0061]  (3-2) LAFERIHZ AN /NS G 1 -G 6 s ) Al 2 1 A0 Ak TR 465 A o i) 205,
[0062]  (3-3) AKEHFTES R Z AP S SR A1 I HE LR PEAR e b #4514
[0063] 4. BEhd AT E 1 45 A4 5

[oo64]  [1. LA EAME AL MEEE ]

[0065] 15, Ui BH AT R A A B (1)t A 26 SR B3 A i MR 2 o 0 A U0 B 15 Fh e ok 35 5 1
Hughd (LU A Hesas ) 24 DL e g .

[0066]  Heahthddr N BHSC P R K, %% 5L Co KB SCRIZE SCI LR (bit) KRR Ay
KN, BB n oo n ATHUT R RS, {H2 T8 A8 AN Bess R Ay A 2 T W e 1 —
AME . BB  n FIERZAEFR A n EbRE bR,

[0067]  FH k RIREHI LR . BT HUER RS . IS EE S — A
BN ARPRE N . B, TP REE A AT LR R/ n = 128, 53 LR K
k =128 8k k = 192 8k k = 256 [{155 P20 KA R T 2544

[o068]  KFEHSC [P %3¢ [Cl 23540 [K] %% H LR K/ANE R AT

[0069]  AHC P :n LLAF

[0070]  #53C C :n LUK

[0071]  ZHH K :k LAy

[0072] K 1 /RS k ERF BB FE X MY n DRSS S g B s g SE B IO Wil 1
7, 3 B B G A BEET E10 SN n ELRRIBHSC PR k ERARRI20H K, AT TS dee 1
BRI, S n LURRO B S0 Co AN, B 1 A HE AN BH SO AR B2 ST a3 Jh 2 N S AR
e HH SC P gt A 3 — A5 FH B R A B B0 1 S R {HZ, AR S5 G AR B B10 (14544,
TEfifh s Jb B rh At B8 N R [RIRE () 25 FH 5 AR uas i Ab 25 E 10, BE % 18 i 25 55 1 A\ i > 55
N ()7 B SR AT fiff s b B

[0073]  Z:HRIE 2 Ui 1 Fros 3L B EH S G AL BRI E1O I N BT 50 o BRI B 5
FANPNEBR G — DN REHFER 11, 55— DRI 12, b, BRI &
11 DABEEH K 4N, B R A o D IR R N K LU, s i g 2

8
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K (HRFKEE K ), R 2 hd AT 12 8252 B S0 P AN IR L ES 11 S N9 R 25
K”, CLBHSC P AN, $AT R T4 38 K (3 i AR 2, $0AT A8 Rl 32 C 980 19732
oo BEAL, G2 B FT UG AR, MR PR B A AL RS 12 (1 257, A IR 28 SOk &= A BH SCI 2
P A A Bt RE A N FH 25 05 A0 BRI 12,

[0074] 545, MK 3 WA 2 Fros 3R AL B ST 12 BITFAN 4504 . anlE 3 TR, 258 Ak
HH 12 BA REPATN A T I R EEAT IR 20 (IBARA B ghta . BY, Refe LAFK M IE 3R
PRELFRAT I 20 AL FH BT ofe 23 B BB AL RIS 120 1HEF BRI EEAT 35 20 252 5T 2 IR IR s 5L
PATHL 5t X, AR o 25 B i A2 R 12 51 RK 3X PR AN VR 3N, 78 AT
PR AT, KA AR X, B B —NMER R EPAT A . AN, RS R TR 2
A SCEO B SCRIWIZE AL A BRI . A, AR s o B

[0075]  ZEIK 3 FToniB) 1 Hp, BB AL PR 12 RN 458 B r MERR REEAT D 20,
[T v IRAEFR R EAAT 38 I IR AR 3ok A e ST o B BA bR £5H) E 2 IR A R ER
o EERIHF T IEHECY To

[0076]  SAEENERELHATE A A SR X, 22 FE T n HUREEE , R SN T )
TR R S X TEA T — MG BN o SRR R EAT A o — M AN BRI A
AW S H I T R H K R . K5 A 2 &8 20 s AT 5 AL s B AT
oS I 2 SRR TR . TR B R AE S 1 R N R 2 R RN RK . ¥R %
WK Bt sk r MEFFIEEREEH RK, ~ RK, [REREER .

[0077] P 3 BT/ IO 45 A0 B RE A B 12 13 NI B 28 — TR R I AN BdE Rk
Xo F SR 1 30 o 2008 HH BB 3078 X VIR IR 3 FH 3R 7R A RK, IR R AL BT 12 [ 45
oo BEAN, FRAR IR B A ALBEES 12 (I E548, ) anm] LR an 1~ 254 < BT N )4 B0 EH I .
TP Ay 5 2 Ak BEELR S5, 14 2 S N BB R A B 12 KBt A S

[0078] 3 P R IR AL TS 12 BB PR B EPAAT HE 20 PR A &M Ko TR i 2 se
MR L2 L R S50 (structure) #EAT 025 1EAMRRMEM S MWAEN TS -
[0079]  (a) SPN(Substitution Permutation Network :E sl &M ) 4544 ;

[0080]  (b)Feistel %54 ;

[0081]  (c) ¥ J& Feistel Z5f4).

[0082] T, ZMKl 4 ~Kl 6 Ui BIX L HAREE R

[0083]  (a) SPN Zi A fEA R 4L

[0084] G, ZHAE 4 ULIE NI sRELHAT &L 20 19— S5 H190 (1) SPN Z5F 753 iR 3L
SPN S5 MR R EPAT A 20a B &R TAR& MR IZ SZ) SEMTHEZE PZE) K
ISP I ZE R anlEl 4 PR, t B0 H50 21 AEZe A7 He Ab 350 22, 2 A 0 A 3550
23 G, Horp, BIR R EESEE 21 XA n LURRIRA AN BOE BT S1E A5 0 2 1R 1) e B
(XOR) i1z8, FRAELEMEARH AL BHES 22 S A\ Bz /A 21 s B 45 R, $ATHI A LR 13E
GMEAR R, FIRSMEAR B AL PR 23 Fay N AR S M A B AL BT 22 GRS A B AL B AE AL, A
AT R ANEAR S AR B Ab P o W 2 ME AR AL PR 23 [ e 1t AR e ab PR &5 R H 2 R — 4
T o TR AR o % 3. ok, 7R 4 Pl 9, w7 eeloa 530 21, 9F 4
PR H Ab PR 22 25 AR R AL THES 23 11 AL BT, 1H A AN PR 1 2 b BRI T, thm]
DL DAL BRI REA T AL B 5544 o
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[0085] (b)Feistel Z5f4

[ooge] A5, Z MK 5 Ui BHAE NI R ZAT #1520 1) — D58 191 1) Feistel (FEMMRF /K )
G5k anlEl 5 7R, Feistel S5A% K B AT— R EIVE S (FE28— BRI P2 A S0) 1Y
n ECHRE B3 AN S 70 #0280/ 2 EERF A0 76 SR D AT B HOT HAp AT A2,

[o087] Wik frow, fFER. A T B Feistel S5 FIAHIN & ELHAT & 20b AL, 5 — A
n/2 ELREBER AR R 5N B F B EGE 30, FEREGT 30 5 LR SPN 45 1 [ FEsh LA &
T ARG MR IE (S 2 ) B4R ZE P JE) VT IEE SP RS54 .

[0088] ¥k HAT—IHI M n/2 LURPE IR AR A 2 S5 N2 F R EGET 30 1) R BUs 505 31
FHHAT B (XOR) AbZE. I H., $iZ4s RER 4 AN\ B4R L AR B b BE S 32 SRPATHEZe PR
e, 31 B, Bz e Gt As e 25 R N\ B Se AL e AL PR 33 SRPATEe AR o By SR
gk FAE N F R B B 45 58 .

[0089]  Jf H., ¥i% F ekt th 5 AT — TR 5 — > n/2 BRI NS A\ 2 e 8z
& 34, PAT BB XOR) , M HAT & R BOE A T — MEF T F EUismA . ok,
BE N BRI § B F B AR n/2 LERF N HTE S T —MEMT F i i 5 8k
BHEYP . X, Feistel &5fATE SR rh A2 B & ki A HBAT N T F R0 42
Hab I,

[0090]  (c) ¥} Feistel 454

[o091] 35, Z MK 6 ULWIME AIEH B EHATEL 20 B — DS540 ()9 Feistel i,
Z T2 R 5 BTt B Feistel £ n LUAE I B SC 73 A AN FE 20 BUA 25 n/2 EERER A
ATACER . B, B A EIE d = 2 ALEE . JEAN, %00 B FR 2 e 148

[0092]  7EH & Feistel G, Rf izt e (43140 d Bk 3 DL B R BB
WoE. et L EEARFAEL (350 d WA EAH R K& F 4 & Feistel 458. 7EE 6 B
AN B VA (B d = 4, RS AN n/4 LERERI A o 7SR 3T
— UL ERTE AR RN F g BRI 28— MBI P AT A FRREGE IGH
ey S NEET AL

[0093]  F RREHS 41.42 (NE5H 5 2 A2 IE b T vt I F e G0 30 25 AH A, 23T
TRFN R 55 N R S B0 5 DL AR 2R PR e Ab 38 | e Pt A R Ab P () S5 44 641,
NP E P RECE A A LR S SN He R — 3 EEUR I+, SN B &
FRRZEGH 4142 BRI E B8 n/4 LORE. XG2S IR 3R 2 Bt — Db AT e 23 %1
M AR X e 5 . Ak, TR e 208 (331500 W8 d I BN 215 P21 2R 2 n/d
LU, AN B F R 25 B 0 LU R B B B 0 n/d LEARE o

[0094]  h4h, 7EIE 6 sy R Feistel ik, e iR 7150 (4 F1%0) W dfE
BRI P IATHHAT d/2 > F REUK G510, (H2 9 fE Feistel Zfn] LRSI 34
AT MUl B d/2 ANEUT I F BRI S5

[0095]  tnZ:HEA K] 4 ~ & 6 Bl B SR, 35 AHH B 1 A 1) 3 65 b P 12 IOE A iR 2
PATHEB 20 PR WIT 254

[0096]  (a) SPN(Substitution Permutation Network) %54 ;

[0097]  (b)Feistel Zif4 ;

[0098]  (c) §"J& Feistel Z5#4.
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[0000]  IXUBHHER bR ELPAT A A MR T AL M AHE SZ) HE&MLHRE PZ) 1.
FIT VB ) SP BRI ZRE o BNV, FUA AT Al G 1t A H Ak B ) A 4 1k AR 4 A PR AR A PAAT S 1 A e ik
A AR e AR B o 1 1, i B X LA i Ab PR A5 )

[0100]  (FEZMEARHAL T )

[0101]  Z:RAIE] 7 Ui W] ARG MR AR AL BRA A HARAA o ] 7 o, kMU, A itk AR H kb
HEFR 50 AETFH m NPEFR A S & (S—box) 51 11 s LLRFHIAN s LLpt Hi 1f Rk AR #6 38 Ti 15
BT, K ms EAE S N ZE LURE s URFIEAT 23 15T 23 il S A\ BRI S & (S—box) 51 gk
TR . 65 S & 51 1, Bl AT VA T AR R I HE e M AR AL 3L

[0102] 40 FLPT 4 N BB (1) DR /INAR K, W22 24 777 THI R AR A 722 i Kk # o Wil 7 o, oh
TIEERIX PGSR, Z RN G5 ST R AR X 73 EI 2 A BT, A A S AR
ST AN, fER SN R /AN B ms EERF IS, 23 E108 25 s EUR B m AN, X m S S &
(S=box) 51 73l AN s LURe, BT N F T A 038 i e M AR B AL 2, 5 Bl m PMIX LB K- S
ERF T, 49 3 ms EURF RS M AR R 45 R .

[0103]  (ZeMEAHALPEES )

[0104]  Z:HEIK] 8 Ui W] S 1t A0 8 Ak B F0) H A o 26 AR 40 Ak PR S A AL A9 T Aok
B S &% R ) ms FORE B0 50 HEARLAE A 80 A B X MTan N, T2 A\ S it 28 P 722 96t 1 it
ms PRAF 45 R o AR 30 Ab R AP W AT $an N LS 067 B 11078 0 b 3 2 2 ME AR 0 AR B, % HE ms
FOAE ERTERT HR AR Yo 2 7 0 A BHRA 2t of Ji N R FH e 1 2 80 2R SR B AT A N B e o 2 P
AEPH o AR PRI — 101 2 ] 8 B K e M AR SR R

[0105] 7 2k kA0 40 b B oy 2 Y D 408 P A3 80 O ) 2 3 JR 3 <G (2°) IR 2 32
GF (2) MIBLZR5E, — B I N T 5 R BRI RS o ] 8 s HA ms EURFRT A i H
HIAE GF (2°) i@ XA mXm R S M AR 3 AR B0 i — A 2 A ]

[0106]  [2. ZARE ML (RHEEE ]

[0107] VA %o b i o PR 28 B e s e 6 e i A s B0 T I D 63 8 A 1) 2 b 3 S92 1 40
WEo7s, SRR T T vl B A B RS o R BH R T 5 B

[0108]  (2-1) 273 Mk

[o100]  (2-2) &MEHy

[o110]  (2-3) milfrZ= 7 Bk

[0111]  (2-4) F{EHE

[0112]  (2-1) Z=/rHdy

[o113]  fF b 3 A 2 8 % 69 I W & vk 2 — A7 1F £ 7 f# 12 15 (Differential
Cryptanalysis) . ] 41 7E 3C @k “E. Biham, A. Shamir, ‘Differential Cryptanalysis of
DES-like Cryptosystems,’ Journalof Cryptology, Vol. 4, No. 1, pp. 3-72,1991. ” thid#;
T E RS

[0114]  ZBCehidoad W1 N BT X0 SR 0 A0 40k ok Ay 22 73 (L R 50808 1 A %, 76 DAy
MR AL M ERERRRITE O, B8 BT Yoy RIS AT B BRI o o A RR A
7203 {8 B AR FAE MR RO 20 M

[0115] 55 n HURpan A HH A0 p& 28 £ 0 U x (n—bit) IAZEMERN Ax(n-bit) .
B ZESEA Ay (n-bit) B R TR AN ZE 3 A x B ZE 0 Ay E MR

11




CN 101512618 B WO B 9/19 ¥

DP.(Ax, Ay) &AW T,
lo116] [ & 1]

[0117] DP, (Ax,Ay) = #{x e{0,1}" | f(x)D f(x® Ax) = Ay}

. o
[0118] G4k, ¥t T pR%L £ 1IF K22 73 MER MDP, 52 SN IR
[o119] [ 2]
o100y MDP, Aggtﬁy DP, (Ax, Ay)
[0121] XL AR A KL £ ME— SR H A, S K25 0% MDP, B2 K IR BR A £ A 06 22 73 L
TP S BB . DR, A5 SR AE e 35 00 I B vE R 5 £ LUE MDP, AT BE /D
[0122]  (2-2) &M
[0123]  VENSLHZHEM Bk e — A RS AR vk (LinearCryptanalysis) o 44
WIAE SCER“M. Matsui, ‘Linear CryptanalysisMethod for DES Cipher, EUROCRYPT’ 93,
LNCS 765, pp. 386-397,1994. ” rhid#k T Ze MMy .
[0124]  ZBreh vk 2 an R B vk S AN B0 I 4 N 1R 2 U IR 1 5 B o TRy o
R 1 5 2 ) (AT 1 R TR T 5 R PO T B0 AT et B RS 308AT 2
ARG TR o B2 AN H RE s DUARE I AH OC R AR g 2 il .
[0125]  7EXF n LR4 N 0 e85 £ 52 SUTN Y x (n=bit) VEIAFERLME N T x (n-bit)
BT AEREN Ty (n-bit) B B0 T RS f SN FEAME T xR Ty 2k Mg
HLP(Ix, Ty) & XCAUWF.
[o126] [ X 3]

o LP, (T, Ty) = (2.#{x c{0,}" | xeTx = f(x)e [y} ‘1J2

27’1‘
[o128]  Horp, 7E B [« ] 308 n teRF =2 MRS 5.
[o129] [ 4]
n
[o130] X ® ) = ®i=l (xz. . yl. )
[0131]  F3 Ak, X T ek £ i s R MEMEAR MLP, & XA UWTT .
[o132] [ 5]
/) —
orssy M Pf FISSS&(O LP, (Ix,Ty)
[0134]  XUC{E R ARYE R AL £ ME— SR HHW{E, S RER PEMES MLP, BRI B3R £ XS St IX
P THEE T I pa S . DRI, A5 SR AR BT 2R B e v pR R £ DA MLP, AT BE/) .
[0135]  (2-3) b2z Bk
[0136] 1 4 J& F % 8 % 1 () Mo o vk 2 — B A7 1E | B 2% 4 Wi 7 (Higher Order
Differential Attack). ] Ul £F 3 @k “L. R. Knudsen. ‘Truncated and Higher Order
Differentials. ” FSE’ 94, LNCS 1008, pp. 196-211" fPif 2% T il 243 Bk v

12
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[0137] LBy @ A T 2 s B By B B A s B v, 2 R I B i AR
BH SC IR T AT LR X85 SCHEAT AT /R 2 TR IR, 0% T BH S IR o 0 B RR A AR AR
N TR REOE OUT S Be 34T Yoy RE BR EAT 25 0 1Al T o

[0138]  (2-4) HfH Y

[0139] PR NIt A B BB M I B ki 2 — AP AE B ki3 (Interpolation Attack) o
) 40 4E SC Bk “T. Jakobsen and L.R. Knudsen, ‘The Interpolation Attack on Block
Cipher,” FSE’ 97, INC S 1267, pp. 28-40,1997. ” FFic &% T (B

[0140]  ZBUivZ @A A T 2 B B B AR R B B v, SR R I B AR
T2 eR BRI R 22 0 X e R L IR /D R 0 T 5 T8 e 5T R B R B AR I n e R
AT Y

[0141]  [3. HHZAVNEL S LA I HEER AR e Ab B 45 44 ]

[0142]  (3-1) L THIZA/INEY S G LA M) R IR 3 £ 1 20 8 b 2 25 44 P A R

[0143] 4 b Frik, 3t F 2 A He 0 2 1 i 7 A pR 500 B2 52 R AT 2 A Ab R S50 13t
P2 H 0 A PR [ S PAT I R B S5 1), TEDR A eR B0 AT 2 M i 4k PR AR 2
AT AEAELR MR AL A, )t 2 BRI 7 BT UL AR EE , BT T S—box (S &)
(RAELR AR AR R o R T EOR 3L T B H s B A B 2 A, 40 AN AT e A bR B0 S U A e
R e AR MR M b B N S &

[0144] 40z BT UL TBAE, 1% S & 3 AN gt K/ — M BB /N, e AT P25 1) 22 4
PEVPAN, VBN 0 T 42 R 20 e A VA BRI e A PE TSR S B HAA R, AN BL R
M

[0145] (1) FwKNZESMZFELE /N

[o146]  (2) S K& MEMEZ 208/

[0147]  (3) BEAT A /K 2 T X R I A 7R AR B 8 K

[o148]  (4) Fd N HE4T 2 DR BN M U2 18 £ .

[0149] (1) et Z 0Bk IkyihE, (2) FE ke MR iRy, 3) 1%
e R I 22 2y B P IE , (4) R B Yo XSG BT IF B, o8 T i m e a i,
S S R4 NS HA T PR AR DG MR B A N A4k 1 ELRR T iR AR R 1/2 A S IR B
[0150] YA 4h, XF S &bk T H R AP LA, I R EE i 22 B R o 9 L, 76 FEREE A
AT EDS AT NG A5 BRI e G5 A, 8 AT RO AN S50 B2 RE AEAE AR TR FEROR
RN BT R MR AR (R2e3%) M7 BUT ARG M AR e ab B, PRI i 254
(W22 MEREANE AT S BN B o SR, ERE R 222 v, ) a0 A4 i FH AR 4 S A
RS R E 5 B A B . 1 R B A AR T N FH I S &0 AR AR AR A, BRI T R i
BP= A 5

[0151] 41 L AT, AE R R T 4 RESS Sk e A5 BV e M sk S S EA ke, 177
FEAT N REE

[0152] (1) e KZEE/rMEE L8/

[01583]  (2) s K& EMZ 208/

[0154]  (3) @EAT A /K 2 T R TIN5 A 7R AREIRBUE 88 K

[0155]  (4) Fkiy N HhdhAT 2 DR IR (1) A 2% %2,

13
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[0156]  1E Ay im0 AR e A X P SR 1 S & 7 v, 18 L AME 9 sk b 3le U7 BR8N
W 510 FEZ T a0 RIE Y s B F Bl R ZIORN 3l 7 1 i 25, WL e o A8 BCRE PR A R 1T
S &

[0157]  SEfR EAE®R n-bit i AGH S &R AL xJHrH A v IR0 518 R GF (2% 1
TG LR, 7ELL
[o158] [ = 6]
[o150] 37 = x'};’ +1

[0160]  (t AfFEEEED

[0161] -1

[0162] y =x

[0163]  #&fity = £ (x) WIEH T, B CAAE R K MR e Kdk PERERIX 5 REE 1)
WEE G S B

[o164] BN R IXA M RET S S 1, 2125 HEAE AES Camel1ia MISTY N I S &

faray
3 o

[0165] T AES.Camellia [f S &, tEE#E K GF ((29°) LM CrRECRMIRL S &, Bk
AT DA 2 A RO A R RS R 4T, O H A B R i e 5 i e

[0166] AR M, I 4k, ¢ TIX P S &, ki HR H SR A HA A0 M AR s e s
LTI U AT QB I A

[0167]  HR¥E LI (1) 1] 2 2% 8 AN B A 1 (RS E W S i dapliks, e i@t i r
(7R AR S BTV UME S B A B Boom AR S 1) < ik B AL s AL A FE M1
ORIEPEE ZR . il I XA VA R S B, ZEE LR A B REE M AR S R, O A
BEAT gy F 3k b 1 3R 7 s BOBAE I35 5 (4 5L R AT DA B X b ok i ()RR B T %
Fo

[0168]  4Rif0, B TA7AE 2" B A n—bi t % Ny HH XU S £ 8, TR s o b BtMLAE %
n—bit FAHTH S BB AN A A PR 7V, 2 n AR R B SLRRE RS R, A L st A pk
REPEAR LK S &o

[0169] S 4, FE5E APENLMLIERE S BB RIGE DU, 2ERE 1 A 22 B 0 th AN REAS 32 B AE
FARERR g 3 22 285 (100 7325, TR 22 B 00 KR BRI

[0170]  ARYFIXFp ) BAEAT T a0 N R - Bl AL AR B BN I/ NS S &
HEZA S BRAEMERN S & B, Tilh

[0171]1  CRYPTON ver. 0. 5.

[0172]  CRYPTON ver. 1. 0.

[0173]  Whirlpool.

[0174] FOX
[0175] %5 S A AR PR IX P A7 v m 2B Ry S & I, Ui B E AT AR 1 5 #e o] K
[EIECp =

[0176]  (3-2) LMAERIHIZ A/ S 5 (9 20 E A8 F 1 A1 S 1 2 80 P 5 6 AT 1) it
[0177] "I IHT, X LA N 5% S5 A4 Ut B ARt 24~/ S g ) 21 6 )l O Al e AR b 3

14
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GE AR ) AT,

[0178]  (a) CRYPTON ver. 0. 5.

[0179]  (b) CRYPTON ver. 1.0,

[0180]  (c)Whirlpool.

[0181]  (d)FOX.

[0182]  (a) CRYPTON ver. 0.5

[0183] {411, CRYPTON ver. 0. 5[ S & HAT & 9 FroR 248 o AT W1 R 454 S £ [S4,] 101,
S % [S4,1102.S & [S4,1103 & 4 LRSI S &, X =4 S B 5 R BUaHH 111 ~
113 4 &, XA 8 L AT AR 2 kA0 #e T A5 250 HY 8 LUkE. Ak, R 7R i S &
[FIpric [S4,) 7,4 Ron2 4 e N 0 S &, n &2 S &R IART. S & [S40]101. S &
[S4,1102.S & [S4,1103 &R 4 LLRFH NS S &0, A2 23 BT AN [R]  3E 2 P AR 36 Ak 3L
AN S £

[0184] &Y H TR FTIEHI 3 % Feistel 4544, X S U RACE IR BRAR, I Hoe g
B2 (critical path) Bto B, A2 NS B B3 31 5 A o B s ok =AM/
S &N . B, B2 et ge A K m RRAE o

[0185]  (b) CRYPTON ver. 1.0

[o186]  5j 4k, CRYPTON ver. 1.0 [ S & HA K 10 s 4. HS& [S4,]121, S &
[S4,] 122 34T S & [S4,] 122 By S & [S4, 1123 34T S & [S4,) 121 [IAR 11y S
Fr [S4, 11124 LLERI I LR E PR T 2R MR AR H A B () LU IS B 131,132 MY

[0187]  7E S & [S4,1121 Hxttm AN 8 LR LAy 4 LU HATIEER M 2 J5 , B AN B LU s
BEES 131 BTV, LA B NE S £ [S4, 11123 FRM AR AR g R, TR
fr 4 LeE, 76 S & [S4,1122 AT AR AL 2 J5 , SN B LU RIS 5380 131 1FAT 8 AR e,
W5 R NF S £ [S4, 11123 FEarH ARG M AT it 5L

[0188] XG5 FL UM 1-bit BEEE 8 X8 [FIHERE B 64 LU it 2% ()] i de 75 Hh 1R A5 FH ¥ L
KRS H R 131 FILLRr s 5, RIAR MERM T ik £ . B, ZEdRe MR Her, Bk A LR
PEAR ST G N 8 LURRS BIZEAR FIA IR E E N 5 B4 N 8 LLREXT IV (1) FE 2k 1 Ar #6045
S 8 LU &5 M), MIAZAE LT (A8 < LLOEAT H 48076 P ) 2 1 LR I8 3030 131
132 7 I FH PR o e oAy 5 A2 12 SR IR RE R PR IR B

[0189]  (c)Whirlpool

[0190] 5} 4, Whirlpool IS iz Ml 11 AR, HAWMTNEH AAHS &
[S4,1 141144 3T S £ [S4,) WAy S & [S4, 11142145 L& S & [S4,]143, Bt 57
BUISHEHS 161 ~ 153 REHIXLE S &

[0191]  FEZE T, Prf /MR S B2 18 5 A, 3F HoCR AR K. B, 2 WA
H R B 28 oA b AUE I = AN S SIS, A7 AE e REAN K S 1n)

[0192]  (d)FOX

[0193]  Jf H., FOX [ S B A Kl 12 FioRiIghitt) . HA N 454 AT =Fh 4 LORE AN\
H S & 161 ~ 163.4 L NS OR LR 171,172, i R aus F ik iE e,

[0194]  FEZEH T, T A BN S @R A 34, H2 Bk - Felia&E (XOR) (1)
WERZ, REBREK. A T NSRRI 2 m H D =M/ S & B, A7
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P22 B M REAN R i 1)

[0195]  (3-3) AKEHFTES R Z A/ S A A1 R HE LR PR AR 0 b #4514

[0196]  $:5, Ul BHA R BT A I 2 /N S S 1) 46 ) ) Al 2 kA0 48 A B 45 44
TR, KT HEA NS @A S MRS A B AL g5 1), e H 28, A
23 BT S B AR K PR e e e A R O ) % e R K ) A

[0197] ¥ 5%, Ui BT H BEAF 2 A e B 1 = 2 70 48 A 38 45 7 B 75 I LA IR
[0198]  (a) 7 S HLL KAt HUZ |

[o199]  (b) ¥ eIk LIRS .

[0200]  (a) 73 CELL KLY HUZ

[0201] P55, UiBH 2 S DL R ey 504t (Optimal DiffusionMappings) .

[0202]  XF M nXa ECHRFELHR 0] n X b B O R B

[0203] 0 :{0,1}na— {0,1}nb

[0204]

[0205]  H543 3 EBn(0) & XM,

[0206] [ 7]

o B, (0) = min{hw, (@) + hw, (0(e)}

[0208]  JLHP, Wmin, o (X} RARWE o # 0 PrE X, PRE/ME, % hw, (V) 27E#E
n HCRE 3 IR R EERE A1) Y IR n BER AR AR AN 0 1 (FEF ) BRI KA. S, %
SPCELB(0) b+ IFER M 6 ' OB HRH (Optimal Diffusion Mappings) o
AN, CLE 0 2 ODM [ 4 52 X A MDS (Maximum Distance Separable :f KFEES A 43) 4
128

[0200]  (b) ¥ JEisk E AR5

[0210]  HEAEY RIS GF (2 LTI REIE FRR 9 Rk AR RIS &, Horp, R FH AR 3
fiiak GF (2) ke S n IREE A Z 0K p (x) HiIVES JEBL GF (27 o

[0211] {4,

[0212] [ 8]

(yoj oo o, (xo
[0213] =

W o dip A\ X
[0214] 18 FdFEREIEH .

[0215] 7 BRHEREIZE A, S you v, 3 BRI K

[0216] vy, = ay..Xota0. X,

[0217] y, = a, X,ta,.1X;0

[0218] LI g 0. x, 748 RO BRI GF (29 FISE, 747 R GF (20) 13547 BTE
B BRI HEZ P IEEAT R 12 R 50 o3 e B R s 5

[0219]  AK Il K I AR L A B AL PRETA S T 3R A AR S MR A AL B E5 ) Aok T
FIR VMR H 2 A NS G A AR R A e MR A A B PR Y 1] A B O B AR
BB 1R T U S A R R I 11 e VY 5 ] 7 o
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[0220]  FEA R BRI RH, R T i AL ot CAFEY RS GF (2°) BB AT ] SR R B0 I
HEAA B E 2R CRE RS ) 1 n-bit 5 S H SUSE S &, AR /NI S B i 4H.
EALEH G 5 SR R B 5N S B A O/ E FR /N B R AR E
HSEIAE N BRI S B AR MR B AL PR o FAAM G, 73 SCEUR a IR R R d2 B3R 7ront
T mXm FEFERA m BLE 5 SCEUIRE FE

[0221] A 2k 43 U v B I, 48] 4 e 8 AT B IR e AR B AR 6 1K) MDS (Max imum
Distance Separable) %EFf. MDS H R4 e A4 Bl RE R AT 22 1R /INREL R Ay 1E DDA R PR REL R
Ab 1E WUJRE B2 2 LA 00 R R P R e, A T RE R g AT RERE R AT

[0222] AA'=A'A=F

[0223]  Hrr, B SR A RERE, baCRor i oA AR RE AT IORERE A 2 1E WARRE o

[0224] W] 13 7R A WS — 4> SE A9 BT i e AR A AR S AR e A BEAE R 1) n LR N
i S SRS E] . B 13 Fros I ZiRe e B 4 S n/2 EURES SR H BO0UR S & 201 ~ 204, L)
S A MEAR H AR PR 211 A4 BT n EORe S AN H AR SR M AR S b BRI 5 4, o, IR 2k
PEAS B AN 211 FHAEY 4 GF (2% 5 XK 2 X 2MDS (Maximum Distance Separable)
FERERE 1o

[0225] 2 U0 R M4 H A n EERELL AT n/2 ERdE AL n/2 ERdE 2 Sl% N2 n/2 EuFs A
BB S & [S,]201. S & [S,1202, #£4% S P AT ARG AR AL B JE, N B A
PSR GF (277) b5 S 2 X 2MDS i FAEAA) R AR 28 A8 A B8 211, HEAT 25 MDS AR 25
AR AL 2 J5 S AR 4 A n LERELL BT n/2 BERE TR n/2 LURR ST AN B n/2 LE
R A NS HE RO S & [S,]2034 S & [S,1204, 7E9% S &P kAT AL MR e b 21, MM 75 21
YE RS &5 3L n bUkRr .

[0226]  HUI7ERE] 13 Fron 2t Az e ab 2o 211 Ho N 1K) MDS BRI AERI FH 23 SCEUR
(R4 B B AR R N, DRAEHE BTSN S & [So]201.S & [S,]1202 (1% H AE % X it i &
MG FE NG S & [S,1203. S & [S,]1204 (%N, BRI REAS AR B MARF R R I8 K
S &. AN RPN S BAE NS KN (n/2) ME—Hw g FELRPEARH AL BEES 211 Y
FHEAH A T4 50 $0 5 B (1) MDS FEFE (B 28 10 K /), R BEASE A ORI S & 1 A\ 3t K/
(n) AR, H TR e 1 AT b B HE B 1 2 [R) 5 R bt B % 25 25 MG, A 1200 B 1) 29 S8
[0227]  7ERE] 13 Fron 4584 2 AR i AR JHS 211 A B FH I VR A 82 # 6E FE 1#%) MDS
FEFER B0 /N2 n/2 BeRe, B TR 2X2 IR RE, R B 2= 50k 4 A, e G A 3 A0
BE, At g 227 B e A, R BE S 25 5 MRS 25 BN Horb, e s AR R R A
GF (2) Fj& X n IREEA Z 015 p (x) HIFERY I GF (2% ERsEFRIZ &,

[0228]  HHIZITVEARL S BN, R RIPRE R B 13 s i 4584 T i NS K/ n/2 B
RN S & 201 ~ 204 BEREREAT il SR KARECR I, BRI /Ed™ R I GF (27) EE R A
KgAK BRI, W] ELUCAHECLAE GF (27 BFAT ) AR ER B 54, s ANME T F
s 1 e 77 18 OB AEREAT 50 B9 1

[0229]  Jf HL., 40 SR 3 2 Hu e B0 B, W Be % UL iy 2R 119 0 55 DA R B0 I R AR R R S &2
I, T BAUE S B n-bit BEALAERKR) S & DUERALE8/MY S B ) S & AH L, 225é%4
[0230]  ZxfRIE] 14 ~ K] 17 BEB N T B 13 Bron it g AT BRI 8 R4 A Hh 1)
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AL M AR Wi S A S5

[0231] K14 [ (a) Kl 15 K] (a) Pros IS5 /AHIA], 2 Rom N H T B 13 Bros i85 14 7R A
PAT EARE 8 LU N fir IO HE LR PE AR S B0 — N5 8 iy S & 300 K45 I
Kl B 141 (b) RAMENE 14 1 (a) Frniy 8 LLie S & 300 25 B 521K 4 A 4 LUk
NEiH S & 301 ~ 304 ARk . IR P E(E 2 16 Bk, ZRRA THA x
= 0~ F(16 HFHIE ) 145 S & 301 ~ 304 (s H{ER &Ko BN ER 15 1 (o) HoR
F 3 SCEUCR R T B 4 B AR bl A s Ay 5o #e [ODM] B MD S %EFE (matrix) 311 4EAN
K151 (@) (=K 141 (&) Fimig A #ab i 311 1) AR .

[0232]  ULHAIE 14 1 (a) FromBIHAT 8 LLRRd ANt U FEe MR e iy S AL BE.
5, B AE R 8 LLE S £ 300 U AN x (8-bit) #% 1/2 B14F 4-bit 43# K x[0]. x[1].
F¥ x[0] HANF] 4-bit S ANHIH TS B [S4,1301, % x[1] S AF] 4-bit ByAHIHIK S &
[S4,1302, 13 2E R 2% S & 301,302 RS A e 25 R4 e w 0] \wlll. S [S4,]1301.
S fx [S4,]1302 S REHLERER 4 LURE S &, IR RIE 14 1 (b) R H AL Bk BT A2
AR

[0233]  BEAb, S & [S4,1301. S & [S4,]1302 2 2 fe K22 7 bR R AR S RER R 2
UEARAE S B A% 2 T A MERIREERT S Bro AN, THxet s &2 4-bit By G, A
REAS S 205 S X PR R S £

[0234] 4% S & [S4,)301.S & [S4,1302 fydarHh wlo]wl1] i A\ IR H sy H# [oDM]
HPMD S HFE (matrix) $ATZePEARH Ze AL AL THAR 311, /EA MD S HERE (matrix) K]
AR g R 2[0] 2 [1] o FEZRMEAR AL 311 Had it HAE GF (2) b iy 4 IREE
A2 :p(x) = xx+1 HIERY IR GF (2% RIS FOR AT L A4, 4 2 [0],
2[11 VENERPEARHALFEHS 311 () MDS 4EfE (matrix) $ATHT HAH GF(2) LK 4 REE
22 A2 Y BRI GF (29 BIZEAESS B ZR M 2X 2 (¥ 4 AN 3000 i) e R 1) 2 1k A
W hb 3,

[0235] [ 15 /) () 7n HIRE s S BARALBE . 72 T I 15 ) (¢) Bzt 2X 2 i) MDS
FEFERITS LR RSN wlol w1, tn & 4 2[0]. 2z [1].

[0236] z[0] = w[0] (XOR)w[1] X2

[0237] z[1] = w[0] X2(XOR)w[1]

[0238] AR ALy He i [ODM] B MD S AEFE (matrix) HIZ AR #4555 m 15 21 8 t
REEHE A B A7 4 LERE 2 [0] BNB] 4-bit S AFTHE S & [S4,1303, % T AL 4 Loy z[1]
FINE] 4-bit FyNFH S & [S4,1304, fEIX L 4 LhkE S G AT AE L AR 3, 15 21 S H
y[0].y[1]. S [S4,1303.S £ [$4,1304 5 S &5 [S4,1301.S &5 [S4,1302 #HIF, 43 51 S BhAL
PERERE AL B 4 LRRE S &, HUTHRRIE 14 1 (b) PR ISR, &l gs S
& (54,1303, S & [S4,1304 Prim iy 4 LUREgidl y[0] Aty [1] 192011 8 EeieEidi st 8 L
A AR S & 300 MR A v (8-bit) o

[0230] [ 16 ] (o) PIniIgif 5 14 1 (a) FronigiiAH 2 N H T B 13 Prosi 4
R BIHRAT HAR T 8 LURES A Sar H R AR 2t AR e i 8 LUy S & 320 HI— NS5 #4491, €] 16 1
(b) RnAENE 16 111 (a) FT7nif) 8 L S &1 320 MIZE BRI 4 1 4 LhRefm N S &
321 ~ 324 AR . EZR TATH A 16 EHIE. 2FRA THA :x =0 ~F (16

18
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HERIE) 1945 S £ 321 ~ 324 [T IR . HAN ER 17 1 (o) Ao il Fl s 852
e [oDM] B MDS HFE (matrix) 331AENE 17 /) (a) (=K 16 [ (a)) FrnfZe itz ab 1
331 [ HARMS

[0240]  SE T 1618 17 fis B 458641,

[0241] 4 FHpE AN S & 321 ~ 324 PATIZIRKE 16 111 (b) BTk iaAEL i Ax # o
[0242]  ZRPEARHRALTHES 331 AT HRIE 17 (1) (c) (AR AT

[0243]  IXLLLRFHEANE] .

[0244]  FF£RPEAR e kb #3331 A, i HAE GF(2) bE i 4 IREE A2 T :p (x) =
Xx+1 HIPERY RSk GF (2%) LW AEREIE FoRPAT AR, S 2 (0], 2[1]. 1ENEMAR
AL FEEL 331 (1K) MDS HEFE (matrix) PATIE T HA H 4 KR 2 WA E KEL 2 AR
JRAE GF (2°) FREEAE TR 2X 2 (1) 4 DN B A R R B 9 Ze A e Ab

[0245] & 17 /) () 7 HIBE B S BARAC TR . 22T T 17 /) () Bz 2X 2 ) MDS
FEFERRS O RSN wlol wli ], i P 4 2[00, 2 (17,

[0246] z[0] = w[0] (XOR)w[1]

[0247] z[1] = w[0] (XOR)w[1] X2

[0248] P& 14 ~& 17 Fizn B 2 30AT 8 ELdsdm At AR e E A B Ab K S &, 74k
PEAZ 0 AL TS 311331 AV H (1) MDS E P 922 22 19 K /INVER S n/2 LR, T2 2 X2 19%E
B, DRI S8 4 A, MG 2 AN R, 12 g 2727 B e Ay, DRI B g 75 ) iR, 5
ANFERE, T ERTIR, B AR TTEA RS I, 2 BRI R e N UK S SR 1EAT ] R K AER
T, RUGAEY™ BB GF (27) b B R AR BN, B U HELLAE GF (27) LidkAT fa] &2
ARECER I 5341, MY R BRI T I8 FORFEEAT S My 8. 540, e T Wi A15
BT I R AR EANAFAE AN BN S &, T SR Y b R FERE R, T B8 A% AT SR I8 5 DL R
BRI AR K S &, IS B n-bit BEFLAE AR S & DIAERIZL S8/ S B A i S
AR, R G

[0240]  FEWE] 13 ~ & 17 o &5 614, 5 n EERRgET — 43 %1964 EAL n/2 Hoke.
AL n/2 e BTN E n/2 EERE NS ) S BRI EE R, S A, SRk e AR e b B S
R4 n EERERS BAT n/2 PURE AL n/2 LURESS AN B n/2 LERHIT NS S & [S,] M
75 1 28 PR AR H0 A 3 2 SR 25 0, EL K S N EERR 20 B3 N BN S & HOF AR T
A, WAl LR H B . B 18 s A B3 A n EREEAT DU 20 ERBEA T A n/4 EURF IO AESE
PEAZ LD SR A/ B n/4 EERERI NS HE S I n LUARR S & 400 451441 .

[0250] & 18 7R n LUARE S 5 400 (1454 /2 i 8 AN n/4 LUARFST A A Hi IR AU S & 401 ~
408 LUK ZR MEAR A BEES 421 K R PAAT n LRSS B AR R M AR AL B £ 4, i,
R S A AR B 421 HAE A A SO T U S L R e [ODM] RFESJE K
GE (2% b X [#) 4 X AMDS Maximum DistanceSeparable) Hi[EHE K o

[0251]  RUITF &M % n Lo DLAE n/4 EUdREAT 2081, 352 S5 N3 n/4 ELds SN
B EIRUR S & [S,]401.S & [S,1402. S & [S,1403.S & [S,1404, 7E% S & TdE4 it
AL PR 5 N B HEY R GF (27 b SUIRY 4 X AMDS 9 Rl 0 46 M 2 fe Ak 34 3
421, BT EE T MDS JEFER 28 ME AR AL B 2 I, # 2o MR 4 45 R n ORI AE n/4 EERR 2303
FrNE) n/4 LU NS S £ [S,1405. S & [S,1406. S & [S,1407. S £ [S,1408, 764 S
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P UAT ARG AT AL, 15 2R S 45 R T n BUR

[0252]  {EF] 18 FTzn 2 AR e b B8 421 vp Y FH A9 028 e th 2 B A9 AL #e [ODM]
B MD S RERE, ORAENS BT g it DU AN B0/ S 2 e He A S e B0 Ja R B/ S B
BN, BRI B A A R AR MO R IR S &

[0253] MR F A R BAT 2 A i B R AR e M AR e AR BRI S R0 R A 25 8 72 b B I
GER o AR B IR AR e B (R IEAE T BT DU S50 B, B 38— AR A 30, 1
FH AT 70 0 0 N5 43 21 10 25 25 000 1) A 206 1tk A0 4 b 3L ) 22 AN /N B AR 2R AR R (%
ANERYS ) AR s B PR AR B, L H R B A R — AR S AR ) 2 AN N B AR 2 AR
030 (1 B 0 R S BOAT 28 MRS 4 5 DL % 55— 4 S 2 P A 8, EL P AT 4 28] 2 T 0
iy HH R AT B 25 2 BB e ) A 26 AR He AL FE ) 2 AN N LR AR H il (B S &)
Ji, Horh, 2R 2 W R S5 R R A A N EE 6 B R DRI AH RO/ (R 2= IR AR
EERPAT IR He, TEFE 2 m X m FERE S DL T, BATN H T HA 20 m DL R4 303k
(1) 751 73 AR O R R A e Ak 3

[0254]  HARHUUE, R4 AR & n HURF BRI 0L T, 28— ARG A He il il k A/ AL HE
AR BT 8, 12k AS/INES AR 1 AR S 5 S AR A B AN ) n EOR SR 1 2 12
PRI n/k LOAE, B AR D AR L AR e A B 25 BLI n/k PURE, ZeE AR el 2 fm A k /AR
S AR S i e B n B R 18 I N T R g3 SRR R R R A e Ak Bk AR
i n EORE BS54, 58 AR AR el 2 0 R A5 - B k AN/ B RS AR, 14
k AN/ N AR L PR AR 2 Sl AN AR A I 1t A e 38 i HE KT e B R 5 1 23 BB 1 /K BE
R, S AE ARG AR e A B A5 R n/k LUK

[0255]  7F i, 26k AR 0 5 2 AT NV T MDS (Maximum DistanceSeparable) H FE £k
P AL 4 AL PR 2544, BB MDS KB MERAT 43 SCECA m DL B B3 B 4 9] 0 S T HOR Ht
ODM (OptimalDiffusion Mappings), 3 H, HAKHEUL, 7E50 A KA 2 n HURA AR TS 00 T, /2
PAT R T HHAE GF (2) b SUH n IRBEZY 2 I p (x) 28 U Ik GF (27) b R 1 4
AR b 5 R

[0256] Ak, A BH BTl K (R b A0 0 2% B n] HARAL AT < BT BT Ul B 125 2 P
Mo AL T3S E, B, RS AEIAT VA T

[0257]  (a) SPN(Substitution Permutation Network) %%#4.

[0258] (b)Feistel 4544,

[0259]  (c) ¥} Feistel 454

[0260] I 2L 254 IR 25 A AL 3H (2 B P I AR e e A A R BR AR e B 4L,
R T B A AL T DL AL, 3 BEAE 1 G Ay bR S AT HE S MR AR e 1 da AR R P N AR B ()
o

[0261]  [4. ZERDALFEAE B K450 ]

[0262] 5% J5, TEE] 19 From H DIVE A 25 00 A0 B B 1) TC BBk 700 1E 4 PATH R E IR 1) 5K
A P 2B A 480 A TR R 2 B B T 5 A 19 o B A REABAE PCLIC R i B 4% B & FiE AL B
BEPHAT LR, B 19 Fron i 1C LB 700 BEA% A4 i AE I L5l i3 2% 7 o

[0263] & 19 fi7ni) CPU(Central processing Unit ;P RACFREIE ) 701 & AT Z05 40
PHR T U G5 A O 1) 3 B WS ) 428 ol 5 5 A 0 1) R 2800 A 8 s i e & R e i Ak

20
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PRAS . A7fE#S 702 [ ROM (Read—Only-Memory : HUISEAF i #% ) « RAM (RandomAccess Memory :
FEN AT AT A2 ) SEA R, Sorr, Bk ROM fRAF CPU 701 FrHAT AR | BlIs H S0 5E [ 2
s, Bk RAMAEAAE CPU 701 [ AL BE rh PAT HIFE 7> DA S AR oAb B AP 25 284 ) 230U
PRAEDX I TAER BT o 55 41, 724 2% 702 BE8 V5 Sk B5 A5 A0 3 b BT 35 1 235 sH 50 72 2%
P AL B N A R (R ) AR AR I B FH R S5 0 DR A X A A o B4t
BB ORAT R B A o R TR 55 (tamper) S5 A7 fE2S o

[0264]  ZEFAEALTEHAS 703 45 WIHAAT $ HON FH T b a2 Fo o e Ak 38 & 4 L )

[0265]  (a) SPN(Substitution Permutation Network) %%#4.

[0266] (b)Feistel 454

[0267]  (c) ¥} Feistel 454

[0268] 3 265 g A4 v ) A — A 5 ) 1) s P 8 0 Bl 28 sl A THRLARE 25 ) 3 B Ah B i A B
I HAATH T G Ay B Is AR PR AR

[0269] 54, AR AHAT 5 b (1) S5 4 B IR HE S M AR H Ak B K 25 44 L B n BU RS NS
S BRI, ZAE AT 703 HAAHAT I T AR MR S b B S50 A FHBAT /N T n 10 %0
N BRI AR 1 AR B K A8 /INKT S S AT HEZe A 4k, 4 L 4 Sy A\ 31 MDS LR 5 73 5
B O U B B R AT N T AR R AR e, X AR S 25 Bt — 2B N AT/ T on 1)
i N H PR AR S R AR B KT/ IR S BRPAT ARG AL #0149 21 n B I AE S M AR H 45
Ro

[0270]  BGAL, FEIG, 75 A A A A T B0 0 1 ok SRR ASE R ) 491 1, AR R RT DA BB I
BT (1) %25 R Kb BEASE R, T A4 38 A 491 G 25 A A B AR 7 IR A7 21 ROM P, H CPU 701 132HX ROM R
EPEFPRAAT o

[0271]  BRATLEG™ A 3% 704 RAT 7525 1 &b 2 Py 75 1R 25 B %) A 1l 55 v P o0 5 %) Bl ATL 201 7
AL,

[0272]  JRIEFEUGES 705 AT 5400 HOE 8 A5 I EOR 18 A5 AL B, B AT 5 1S 4%
S TC B (A AR B A, PUATTE TC BTHL py AL s 12 SC [ ar e B Rk B AN 588 51k
BRSNS

[0273] % ICHIER 700 HAHATALFE M S5H, Fal b B N T 42 B8 E IR 1 S it 9 i
AL AR H AL BEER ) S B AARIE RIN H T HA 2 K 13 ~ & 18 Frid BHI 25411 S &)
LA B b B

[0274] DL b, ZHUREE WSS 4 vl B 1 AR B o R, 75 AN S AR R BH (1) 22 5 (199 ]
P AR SIS AN S AT AT 12 SR ()48 2 AR 2 2 2 Wik B, DLBIRITE R A T A
R, FHASE PR E T H AR AN B AW A i I B 5, 75 5 2 25 BOR SEk A [ — 4=
[0275]  BEA&, 76U B AP Ui B 11— ZR 41 Ab 2 RE A 3 i i L B L BROP AE B Es MR
PAT . TEIEEBHAPAT ARG O, BEE 103 T AL BT I FR )7 2 e 1) Bk A AE & Il
A BT SEATL N AT i 2 P SR BAAT B R 22 25 31 P AT 25 A AL R R I8 A v E S A
AT

[0276] {3 fu1, WA e IS A SR AE AR 8 1 R A P AE A% . ROM(Read Only Memory) HYo
B, PR R R I BUR A MR R AT (Ads% ) fESKAE. CD-ROM (Compact Disc Read Only
Memory : )t KR FiE#E ) MO (Magneto optical :f#)6) . .DVD(DigitalVersatile Disc :
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T2 RO ) HEBL R RAP R B R A T . BRI IX A B B il R A R
VE 9 BT i B S A A T 340

[0277]  Sh4h, B T A0 ERETIR ] B il ® A TR RE 7 2 e B AL Ab, B RES AR
Bk AL LB HHL BRI FR A LAN (Local Area Network : Ik P ) | K145 W f o &%
A S AL BT FAHL, 75 T BN RSO AL AL 28 R R 7 I 256 31 B I A A 55 il %Ay
JiH .

[0278]  BhAb, Ui BHAS A ac 2k 145 A b BE, AL B 28 AR () 37 20 30T, 0] DURR $ $h AT
AR 2 O Ab FEL A O BT R AT B M AT . AN, EEAR U RS R 2 E
(RS, AR T8 SR B R R —52 kN .

[0279] PNk i m] A AP

[0280] 41 I FTIA, MR 48 AR & BH 1K) — A St 191 140 465 A » 481 Aoty 3 ) 3 B B i b 3L | s
BRI A B R PAT B AR e A e AL BRI A EAT NV T — ARG P AR L B AR LA
FEE A AR MR B B AR g5 8, Sorb, B B — AR LR AR A 2 A B
[11S & (S—box) PAATARLRPEAR 4, bR e Pt AL i 4 A\ K B 5 — G ARS: AL 0 1) I 4
H AT S A e, E o 58— S AR S 1 A 030 E AT 43 1 4 M A 0 1) e R B A B Y
3 BB 1A 2 M AR H0 b B 22 AN /N R A 2 MR AR H0 5 Bl FE 2R MR AR TR A PRAT R
T HEAT BT R B P R O A A 0 (1) 45 4 DRI BE A AN A A ZICHR 1 4 N S B 30 i
DB AR I K, TSI IE 2 R B, SRR 5 A 5 o R A R I 2 A R R v
() 7 8
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