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OLT 

(57) ABSTRACT 

A method and apparatus for conducting Secured multicast in 
an asynchronous transfer mode based passive optical net 
work communication (“APON”) system having a central 
network device, such as an optical line terminal (“OLT'), 
and multiple network devices, Such as optical network 
terminals (“ONT), whereby the central network device 
communicates with the network devices using multicast 
encryption key that is Selected or generated from among the 
churning keys belonging to the network devices, and 
whereby the central network device periodically updates the 
multicast encryption key by delivering to the network 
devices the difference values between the updated multicast 
encryption key and the respective churning key of each 
network device. 
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METHOD AND APPARATUS FOR SECURED 
MULTICASTING 

BACKGROUND 

0001) 1. Field of Invention 
0002 The present invention is directed to a method and 
apparatus for Secured multicasting. Specifically, the present 
invention relates to secured multicasting over an APON 
(Asynchronous Transfer Mode based Passive Optical Net 
work) System. 
0003 2. Description of Related Arts 
0004 Before describing the details of the present inven 
tion, it is helpful to discuss the various technologies that are 
relevant to the present invention, including multicast, asyn 
chronous transfer mode ("ATM") communication, and ATM 
based passive optical networks (“APON”). 
0005 Multicast refers generally to the broadcast of mes 
Sages to a Selected group of WorkStations on a Local Area 
Network (LAN), a Wide Area Network (WAN), or the 
Internet (IP Multicast). Multicast involves communication 
between a single device and multiple members of a com 
munication group. Generally, it is more efficient to distribute 
data to multiple users via multicast than it is by transmitting 
the same data to all the users individually. More Specifically, 
by making the distribution at a network level, multicast 
reduces the number of data packets being routed with the 
network as compared to multiple unicasts. An elementary 
example of multicasting is the transmission of an e-mail 
message to multiple receivers. Other examples of multicast 
include teleconferencing and Videoconferencing, which 
require more Sophisticated protocols Such as Transmission 
Control Protocol/Internet Protocol (TCP/IP). Convention 
ally, communication via multicast is unsecured. AS with any 
unsecured communication, an unintended recipient of the 
data may intercept the data and gain access to information 
that may be considered confidential or private. Although 
multicast was first introduced in the late 1980s, its adoption 
has been relatively slow due to various issueS Such as 
Scalability and developing a Standardized protocol. 
0006 Asynchronous transfer mode, commonly referred 
to as ATM, is well known in the art of network communi 
cations. ATM referS generally to a relatively high Speed, 
connection-oriented communication method that uses data 
packet Switching and multiplexing techniques. In a commu 
nication System employing ATM, data Streams, Such as voice 
or text data, are broken down into data packets that include 
header and information fields. The data packets are usually 
fifty-three bytes in size, and are routed independently 
through a network of interconnected nodes Such that the 
family of data packets eventually reach a common destina 
tion. The data packets are then re-Sequenced in the order 
they were sent. ATM is commonly used in today's network 
and telephone communication Systems. With the develop 
ment of passive optical networks (“PON”), it is currently 
anticipated by the industry that future ATM communication 
as protocol will be deployed via PON. An ATM based PON 
is also known as APON, which is discussed in further detail 
below. 

0007. A passive optical network transporting ATM data 
packets can Support multiple Services offering data, voice, 
and Video transportation with dynamic bandwidth allocation 
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and a higher quality of service (QoS). The Full Service 
Access Networks (“FSAN”) committee, made of an inter 
national group of network operators and vendors, has pro 
duced a set of technical Specifications defining open optical 
interfaces to the APON. These technical requirements have 
been accepted by the International Telecommunication 
Union-Telecommunication in the ITU-T G.983.1 standard, 
the entire text of which is hereby incorporated by reference 
for background purposes. The ITU-T G983.1 standard fun 
damentally defines APON in terms of architecture, optical 
network requirements, and transmission methodology. 
Under the G.983.1 standard, APON architecture consists of 
three major components: 

0008. The Optical Line Terminal (OLT), 
e Optica Stribution NetWOr s 0009 The Optical Distribution N k (ODN 

and 

0010) The Optical Network Unit/Terminal (ONU/ 
ONT). 

0011. The OLT manages all APON related aspects of the 
ATM transport system. The ODN provides a totally passive 
optical transmission means between the OLT and the ONUs 
via optical fiber and optical splitters. The ONU and ONT 
terminate the PON and provide service interfaces to the end 
user. For simplicity in the context of this document, ONT is 
representative of either an ONU or an ONT since they both 
terminate the PON. In APON systems as defined in G.983.1, 
duplex (e.g., bi-directional) transmission occurs at the 1310 
nm and 1550 nm wavelength regions over a single fiber for 
upstream and downstream transmission, respectively. The 
downstream signal is broadcast from the OLT to all ONTs on 
the PON. The upstream bandwidth incorporates Time Divi 
sion Multiple Access (TDMA) such that the OLT controls 
the upstream transmission from each ONT via grants in the 
downstream. Thus, according to G.983.1, all traffic from the 
OLT is broadcast to all ONTS on the same PON. 

0012 AS previously mentioned, multicasting can be 
defined as the communication between a single device and 
multiple members of a device group. That is, multicasting 
can be defined as unidirectional point to multi-point trans 
mission. Classically, multicasting has been defined for work 
stations on a LAN, WAN, or the Internet. Traditionally, 
multicasting in the ATM environment involves the ATM 
Switch copying the same cells multiple times to different 
destinations, which not only increases data traffic, but also 
causes congestion. Multicasting has not been defined for 
APON systems. 

SUMMARY OF THE INVENTION 

0013 The present invention will provide the network 
provider the benefit of offering multicasting Services over an 
APONsystem. That is, only one copy of the information will 
be sent down the PON to all receivers, such as ONTS, instead 
of having to send one copy for each ONT on the PON 
requesting the multicasting Service. Multicasting reduces the 
amount of bandwidth required to Send the information Since 
it requires only one copy of information to be sent to all 
recipients. The predetermined group of recipients will 
receive the multicast data via multicasting virtual path 
identification/virtual channel identification (“VPI/VCI”), 
which are field headers in ATM cell packets that identify 
Virtual paths or virtual channels over which a cell packet is 
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to travel. This methodology removes the burden on the ATM 
Switch fabric normally incurred during conventional multi 
casting methodology. The multicast connection in accor 
dance with a preferred embodiment of the present invention 
is also Secured via a multicasting churning key (i.e., encryp 
tion key) to prevent eavesdropping by unauthorized users. In 
particular, preferred embodiments of the present invention 
facilitates secured multicasting over an APON system by 
assigning a multicasting Session with a unique VPI/VCI for 
each Subscribing ONT and by using multicasting churning 
key during communication with the subscribing ONTs. 

0.014 Preferred embodiments of the present invention 
provides the advantages of multicasting to Select multiple 
recipients in the APON system while providing security via 
a churning key. In doing So, the present invention is most 
effective when operated within the standard APON archi 
tecture as defined in ITU-T G.983.1. Specifically, preferred 
embodiment of the present invention first establishes the 
various connections for multicasting channels, Sets up a 
churning key and provides differential update to each of the 
recipients, and allows for transparent joining/leaving of an 
ONT from the Secure multicasting group. 
0.015 Multicasting connections are provisioned through a 
Systems manager, Such as an element management System, 
Such that the multicasting features are assigned to a reserved 
VPI/VCI by the central server (such as an OLT). Initially, the 
OLT will request in the downstream broadcast that all 
ranged ONTs on the APON send a unique multicasting 
churning key. Only ONTs with the multicasting feature will 
respond in the upstream to the OLT. In accordance with the 
preferred embodiment of the present invention, for each 
multicasting group (ONTs with multicasting feature who 
have Subscribed to the same multicast group), a multicasting 
leader is preferably assigned. 

0016 Alternative methods may be used in selecting a 
multicast group leader. For example, the ONT whose mul 
ticasting churning key is received first may be designated as 
the leader from which all churning key updates will be 
based. The leader ONT's churning key is then updated at a 
given churning key interval via request for new churning 
key by the OLT. Another method of multicasting leader 
Selection can be based on an identification number, Such as 
serial number, of the ONT. For example, the ONT with the 
minimum or maximum identification number in the multi 
casting group may be selected as the leader of the multi 
casting group. Thus, the main importance is the necessity to 
Select a leader of the multicasting group and not necessarily 
the method used to Select the leader. 

0017 Churning key updates are sent in the downstream 
path by the OLT to ONTs in multicasting group. The 
churning key updates may be delivered using a variety of 
methods. One possible Scheme is that the churning key 
updates Sent in the downstream to the multicasting group 
consist of only the difference between the leader ONT's 
current multicasting churning key and each particular 
ONT's churning key. Sending the difference between churn 
ing keys is the Simplest method to update the churning keys. 
More complex algorithms, Such as using a private key to 
Scramble the information, may be used to code the multi 
casting churning key and individual ONTS churning keys 
before sending them down. Whichever scheme is used to 
update the churning key in the downstream, the Schema 
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preferably transparently allow the leader ONT or member 
ONTs to leave the multicasting group and preferably allow 
new ONTS to join the multicasting group without interrupt 
ing service. Messages between OLT and ONTS pertaining to 
multicasting features may be sent multiple times to ensure 
accuracy, confirm receipt of transmission, or to monitor and 
address any possible Security breach. 
0018 AS previously mentioned, one advantage of the 
present invention includes removing the traditional burden 
on the ATM Switch fabric typically associated with standard 
multicasting methods. The present invention takes advan 
tage of the broadcast nature of APON system to multicast 
data to ONTs with assigned multicasting VPI/VCI. At the 
Same time, the multicasting churning key Scheme provides 
privacy against eavesdropping by unauthorized or poten 
tially malicious third parties. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0019 FIG. 1 is a schematic illustration of an APON 
configuration in an access network. 
0020 FIGS. 2 to 5 are schematic illustrations of one 
aspect of the present invention in accordance with the 
preferred embodiment. 
0021 FIGS. 6 to 9 are schematic illustration of another 
aspect of the present invention in accordance with the 
preferred embodiment. 
0022 FIG. 10 to 15 are schematic illustrations of yet 
another aspect of the present invention in accordance with 
the preferred embodiment. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENTS 

0023 The preferred embodiments of the present inven 
tion will now be described with references to FIGS. 1 
through 15. It should be noted that although the figures use 
an APON configuration as a Sample application of the 
preferred embodiment of the present invention, it should be 
understood by one skilled in the art that the present invention 
can be applied in other types of communication network, 
including wireleSS networks. It should also be noted that, in 
FIGS. 2-15, the OLT 12 may communicate with multiple 
ONTS 13-15 via either single point of communication or via 
parallel ports of communication. The multiple lines of 
communication in FIG. 2 through 15 is an illustration of 
Schematics only and does not restrict the present invention 
to either Single point communication or multiple point 
communication between the OLT and the ONTs. In the case 
of Single point of communication, the data transmitted to the 
various ONTs can be split or replicated by a broadcast or a 
Split device, Such as an optical Splitter, for transmission to all 
the receiving ONTs. 
0024 FIG. 1 illustrates an APON multicast configuration 
to be used in access networks in accordance with the 
preferred embodiment of the present invention. The Optical 
Line Terminator (OLT) 12 is an ATM Switch that bridges an 
acceSS network to a core network. The Element Management 
System (EMS) 11 manages and maintains the access net 
work elements, which include the OLT and various Optical 
Network Terminators (ONT) 13-15. The ONTs may be 
connected to the OLT via various different kinds of network 
configurations. In FIG. 1, the ONTs are connected to the 
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OLT via an Optical Distribution Network (ODN) that uses 
intermediate optical network components Such as a passive 
splitter 50. Using the ODN, data may be broadcasted from 
the OLT to all the ONTS. 

0025) For purposes of illustration only, in FIG. 1, ONTs 
13, 14, and 15 are Subscribers to the multicast service, ONT 
30 does not subscribe to the multicasting service, and new 
ONT 20 is a new member to the multicast subscription 
service, wherein ONT 20 joins the multicast group after a 
multicast session for ONTS 13, 14, and 15 has begun. 
Through the EMS, all ONTs with multicasting features that 
Subscribe to multicasting Service are assigned a Virtual Path 
Identification (“VPI”) or a Virtual Channel Identification 
(“VCI”). More specifically, when an ONT seeks to become 
a registered Subscriber, its request is Sent to the EMS, which 
then may, pending approval, assign the requesting ONT with 
a VPI or VCI that identifies the ONT as a Subscriber. The 
multicasting VPI/VCI is preferably reserved for such pur 
pose only. The OLT is then informed by the EMS of which 
ONT are subscribers to the multicast services, and prefer 
ably uses the assigned VPI/VCls for sending data to those 
ONTS. 

0026. After all of the ONTs (ONT#1-ONTHN, but not 
including New ONT) are registered with the EMS, and 
before the provision or multicasting service, the OLT will 
request all ONTS to Send a unique multicasting churning/ 
encryption key. The ONTs with multicasting feature will 
each respond with a unique churning key to the OLT 
Multiple transmission is preferably used for reliable com 
munication whenever critical information is passing 
between OLT and ONTs, such as churning key updates. 

0027. In accordance with the preferred embodiment of 
the present invention, a Single ONT in the multicasting 
group is preferably Selected as the multicast group leader. 
Multicasting leader Selection can be accomplished via many 
different methods. For instance, the first ONT sending the 
churning key can be Selected as the group leader for mul 
ticasting. Once the ONT group leader is chosen, its churning 
key can then be used to Scramble the multicasting message 
that are transmitted to all the ONTS in multicasting group. 
However, prior to transmitting the Scrambled message to all 
the subscribing ONTs, the OLT preferably sends to all the 
other subscribing ONTs the group leader ONT's churning 
key. Thereafter, the ONTs in the multicasting group will 
periodically receive from the OLT updated churning key to 
de-churn the message. The method used to deliver the 
churning key, and updates of the churning key, can be 
accomplished in many different ways. In accordance with 
one embodiment of the present invention, multicast Sub 
scriber ONTs that are not the group leader ONT can receive 
the XOR product between the multicasting churning key 
(i.e., the group leader ONT's churning key) and their own 
churning key. One advantage of Sending the XOR product 
rather than the multicast key is that the key itself does not 
have to be transmitted over the ODN, reducing the likeli 
hood of third-party interception of the multicast key. In that 
embodiment, before de-churning the message, each ONT 
preferably derive the multicast key by using its own churn 
ing key and the received XOR product. The equation below 
is an example of how a multicasting key may be derived 
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given an ONT's own churning key and a received XOR 
product between its own churning key and the multicasting 
key: 

Dcki–McKXor CKi; 

0028. In this formula, Di is the XOR product between 
the multicasting churning key and the churning key for ONT 
number 1, Mk is Multicasting Churning Key which is equal 
to the churning key from the leader of multicasting group, 
and CKi is the Churning Key reported by ONT1. An 
example of churning key recorded in OLT is shown in Table 
1. 

TABLE 1. 

Sample Churning key tracking table at OLT 

XOR Product with Group 
Churning Leader/Multicasting Key 

Sequence # ONT number Keys (CK) (DCK) 

1. 1 (Group Leader) 0xAO29BD N/A 
2 2 Ox145ACE OxB47373 
3 3 Ox39AFE3 Ox9986SE 

0029 FIGS. 2 to 5 illustrate the above-described method 
of distributing multicast churning keys. In FIG. 2, the OLT 
requests from all ONTS their unique churning keys. Because 
the APON system is a broadcast system, all the ONTs within 
the System will receive the request for churning keys. 
However, only the ONTs that are subscribers to the multicast 
Session, and therefore has registered with the EMS 11 and 
has received the proper VPI/VCI, may respond to the OLT's 
request for churning keys. In FIG. 2, all the ONTS 13, 14, 
and 15 are subscribers to the multicast session. The OLT 12 
in FIG. 12 sends a churning key request to all the ONTs, 
which responds to the request by sending back to the OLT 
their individual churning keys (as shown in FIG. 3). Upon 
receiving the churning keys (as shown in FIG. 4) from the 
subscribing ONTs, the OLT selects a common, multicast, 
churning key and Sends the churning key to all the Subscrib 
ing ONTs. As shown in FIG. 5, once the multicast key is 
delivered to all the subscribing ONTs, the OLT can then 
begin multicasting to the Subscribing ONTS using the new 
multicast churning key. 
0030 AS previously mentioned, in accordance with the 
preferred embodiment of the present invention, the multicast 
key may be the churning key of the multicast group leader 
ONT, which may be Selected in any manner. In accordance 
with the preferred embodiment, the group leader ONT is 
preferably the first ONT to respond to the OLT churning key 
request. The OLT may either deliver to the ONTs the 
common multicast key in coded format (i.e., in encrypted 
format); or, the OLT may deliver the multicast key to a 
subscribing ONT via a XOR product that is derived from the 
multicast key and the individual ONTs churning key, which 
is stored in the OLT from the initial request of churning keys. 
As previously mentioned the individual ONTs may derive 
the multicast key by using the XOR product and its own 
churning key. 

0031 FIGS. 6 to 9 illustrate a method of updating mul 
ticast churning keys in accordance with the preferred 
embodiment of the present invention. At any given update 
churning key interval, which may be set at the OLT level, the 
OLT will only request a group member ONT, preferably the 
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group leader ONT, to send a new churning key. In FIG. 6, 
the OLT requests a new churning key from ONT1, which 
responds to the OLT by sending to it a new churning key (as 
shown in FIG. 7). The OLT can then send to all the 
subscribing ONTs the new churning key as the updated 
multicast key. In another embodiment of the present inven 
tion, the OLT may send to the subscribing ONTs the XOR 
product derived from the new churning key and the Stored 
subscribing ONT churning keys. 
0032. When a subscribing ONT goes out of service, quits 
the group, or unsubscribes to the service, the OLT will be 
informed So that the OLT will Stop Sending churning key 
updates to that ONT. The ONT's churning key stored in the 
OLT will be deleted. No other actions are needed unless the 
ONT leaving the group was the multicasting group leader. If 
the un-Subscribing ONT is the multicasting group leader, 
then the process of Selecting a leader will execute again, and 
another member ONT will be designated as the group leader. 
0033 FIGS. 10 to 15 illustrate a method of adding a new 
ONT to the multicast Subscribing group in accordance with 
the preferred embodiment of the present invention. 
0034). When a new ONT 20 is connected to the ODN 
(Optical Distribution Network) and becomes registered to be 
a subscribing member of the multicast group, the OLT 12 
will be informed after the ONT is properly provisioned with 
the EMS 11. Upon proper provisioning, the OLT will send 
a churning key request to the new ONT (as shown in FIG. 
10). In response to the churning key request, the new ONT 
20 will respond by sending the OLT its own unique churning 
key (as shown in FIG. 11). After receiving the churning key, 
OLT preferably waits until the next scheduled update churn 
ing key time to Send the churning key update to new ONT 
20. FIG. 12 shows the OLT, upon a churning key update 
interval, requesting a new churning key from ONT1, which 
in this case is the designated group leader ONT, ONT1 then 
responds by Sending to the OLT a new churning key (as 
shown in FIG. 13), after which the OLT distributes the 
updated churning key, or the XOR product thereof, to all the 
subscribing ONTs including the newly joined new ONT20 
(as shown in FIG. 14). Multicast data is thereafter encoded 
with the newly updated churning key before broadcasting to 
all the ONTs in the ODN (as shown in FIG. 15). 
0035) In accordance with the preferred embodiment of 
the present invention, if churning keys received from the 
ONTs at the OLT are not consistent, or if multiple trans 
missions of the churning key Sent to an OLT are not 
identical, then the OLT will request the ONT to send again. 
If the second request fails, the particular ONT is preferably 
not included in multicasting group. At the same time, if 
churning key updates are not consistent, or if multiple 
transmissions of a multicasting churning key update are not 
identical, then the ONT will request the OLT to send again. 
If the second request fails, the ONT will inform the OLT of 
the failure. The OLT will then send failure information to 
EMS for requesting action. 
0036). In an alternative embodiment of the present inven 
tion, no group leader ONT need necessarily be Selected for 
purposes of choosing a multicast churning key. Rather, after 
the OLT receives the churning keys from their respective 
registered ONTs, the OLT can itself generate a multicast 
churning key. The OLT can than deliver the self-generated 
multicast key by sending to each subscribing ONTs the XOR 
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product between the generated multicast churning key and 
the respective ONT's own churning keys. As previously 
mentioned, various methods may be used to deliver the 
multicast key, XOR product being one of Such methods. 
Other methods can include sending the difference, the AND 
product, the OR product, or any reversible function between 
the selected/generated multicast key and each ONT's own 
churning key. 

0037. In accordance with another alternative embodiment 
of the present invention, no multicast group leader needs to 
be selected. In Such an embodiment, rather than choosing a 
multicast group leader and transmitting its churning key to 
the rest of the multicast group members, the OLT will simply 
generate a common churning key on its own. The common 
key need not be distributed to the rest of the subscribing 
ONTs. Rather, the OLT can deliver the common key by 
sending to the ONTs the XOR product between the common 
key and the ONTs own churning keys. Again, although 
XOR function is used as the preferred method of delivering 
the churning keys, any other mathematical relationship may 
be used, so long as the ONTs are informed beforehand the 
function that is required to derive the common multicast key. 
0038. It should be noted that the present invention might 
be embodied in forms other than the preferred embodiments 
described above without departing from the Spirit or essen 
tial characteristics thereof. The preferred embodiments are 
therefore to be considered in all aspects as illustrative and 
not restrictive, and all changes or alternatives that fall within 
the meaning and range or equivalency of the claims are 
intended to be embraced within them. For instance, as 
mentioned above, although the preferred embodiment of the 
present invention uses the XOR product as a method of 
delivering churning key updates, any logical operation, 
including addition or Subtractions, may be used to deliver 
the difference between the multicast churning key and the 
individual ONT's own churning key. 
What we claim: 

1. A method for multicasting in an asynchronous transfer 
mode based passive optical network communication System, 
Said method comprising the Steps of: 

requesting from a plurality of network devices to receive 
a plurality of encryption keys, wherein each network 
device is requested to Send one encryption key; 

receiving a plurality of encryption keys from Said plural 
ity of network devices, wherein one encryption key is 
received from each Said network device; 

Selecting, from among the plurality of received encryption 
keys, one encryption key as a multicast encryption key 
for communicating with Said plurality of network 
devices, 

communicating with Said plurality of network devices 
using Said Selected encryption key. 

2. The method for multicasting according to claim 1, 
further comprising the Step of Sending to each of Said 
plurality of network devices the Selected encryption key. 

3. The method for multicasting according to claim 1, 
further comprising the Step of registering Said plurality of 
network devices as members of a multicast group. 

4. The method for multicasting according to claim 1, 
further comprising the Step of assigning Said plurality of 
network devices with virtual path identifications. 
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5. The method for multicasting according to claim 1, 
further comprising the Step of assigning Said plurality of 
network devices with virtual channel identifications. 

6. The method for multicasting according to claim 1, 
further comprising the Steps of: 

altering Said multicast encryption key; 
Sending Said altered multicast encryption key to Said 

plurality of network devices. 
7. The method for multicasting according to claim 1, 

further comprising the Steps of: 
Selecting an update multicast encryption key; 
deriving a difference between the update multicast key 

and each of the received plurality of encryption keys, 

Sending to each of Said plurality of network devices the 
derived difference between the update multicast key 
and the respective encryption key received from each 
of Said plurality of network devices. 

8. The method for multicasting according to claim 1, 
further comprising the Step of designating a network device 
to be a multicast group leader. 

9. The method according to claim 8, further comprising 
the Step of requesting a new encryption key from Said 
multicast group leader. 

10. A method for multicasting in an asynchronous transfer 
mode based passive optical network communication System, 
Said method comprising the Steps of: 

receiving a request to Send an encryption key, 
Sending a first encryption key; 

receive an acknowledgment Signal; 
receiving a Second encryption key; 
11. The method according to claim 10, further comprising 

the Step of registering to be a member of a multicast group. 
12. The method according to claim 10, wherein said first 

and Second encryption keys are identical. 
13. The method according to claim 10, wherein said first 

and Second encryption keys are different. 
14. The method according to claim 10, wherein said 

second encryption key is the XOR product between said first 
encryption key and a third encryption key. 

15. The method according to claim 10, further comprising 
the Step of deriving a third encryption key. 

16. The method according to claim 15, wherein said third 
encryption key is derived using Said first and Second encryp 
tion keys. 

17. The method according to claim 15, further comprising 
the Step of using Said third encryption key to decrypt 
incoming data transmission. 

18. A central network device for use in an asynchronous 
transfer mode based passive optical network communication 
System, Said central network device being programmed to 
execute the Steps of: 

requesting from a plurality of network devices to receive 
a plurality of encryption keys, wherein each network 
device is requested to Send one encryption key; 

receiving a plurality of encryption keys from Said plural 
ity of network devices, wherein one encryption key is 
received from each Said network device; 
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Selecting, from among the plurality of received encryption 
keys, one encryption key as a multicast encryption key 
for communicating with Said plurality of network 
devices, 

communicating with Said plurality of network devices 
using Said Selected encryption key. 

19. The central network device of claim 18, wherein the 
central network device is further programmed to execute the 
Step of Sending to each of Said plurality of network devices 
the Selected encryption key. 

20. The central network device of claim 18, wherein the 
central network device is further programmed to execute the 
Step of registering Said plurality of network devices as 
members of a multicast group. 

21. The central network device of claim 18, wherein the 
central network device is further programmed to execute the 
Step of assigning Said plurality of network devices with 
Virtual path identifications. 

22. The central network device of claim 18, wherein the 
central network device is further programmed to execute the 
Step of assigning Said plurality of network devices with 
Virtual channel identifications. 

23. The central network device of claim 18, wherein the 
central network device is further programmed to execute the 
Steps of 

altering Said multicast encryption key; 
Sending Said altered multicast encryption key to Said 

plurality of network devices. 
24. The central network device of claim 18, wherein the 

central network device is further programmed to execute the 
Steps of 

Selecting an update multicast encryption key; 

deriving a difference between the update multicast key 
and each of the received plurality of encryption keys, 

Sending to each of Said plurality of network devices the 
derived difference between the update multicast key 
and the respective encryption key received from each 
of Said plurality of network devices. 

25. The central network device of claim 18, wherein the 
central network device is further programmed to execute the 
Steps of designating a network device to be a multicast group 
leader. 

26. The central network device of claim 18, wherein the 
central network device is further programmed to execute the 
Steps of requesting a new encryption key from Said multicast 
group leader. 

27. The central network device of claim 18, wherein said 
central network device is an optical line terminal. 

28. A network device for use in an asynchronous transfer 
mode based passive optical network communication System, 
Said central network device being programmed to execute 
the Steps of: 

receiving a request to Send an encryption key; 
Sending a first encryption key; 

receive an acknowledgment Signal; 
receiving a Second encryption key; 
29. The network device according to claim 28, wherein 

Said network device is an optical network unit. 
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30. The network device according to claim 28, wherein 
Said network device is further programmed to perform the 
Step of registering to be a member of a multicast group. 

31. The network device according to claim 28, wherein 
Said network device is further programmed to perform the 
Step of deriving a third encryption key. 

32. The network device according to claim 31, wherein 
Said third encryption key is derived using Said first and 
Second encryption keys. 

33. A method for multicasting in an asynchronous transfer 
mode based passive optical network communication System, 
Said method comprising the Steps of: 

requesting from a plurality of network devices to receive 
a plurality of encryption keys, wherein each network 
device is requested to Send one encryption key; 

receiving a plurality of encryption keys from Said plural 
ity of network devices, wherein one encryption key is 
received from each Said network device; 

generating a multicast encryption key; 
calculating a plurality of difference values between the 

generated multicast encryption key and each of Said 
received plurality of encryption keys, 

Sending to each of Said plurality of network devices the 
difference value between the multicast encryption key 
and the encryption key of the respective network 
device; 
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communicating with Said plurality of network devices 
using Said multicast encryption key. 

34. A central network device for use in an asynchronous 
transfer mode based passive optical network communication 
System, Said central network device being programmed to 
perform the Steps of: 

requesting from a plurality of network devices to receive 
a plurality of encryption keys, wherein each network 
device is requested to Send one encryption key; 

receiving a plurality of encryption keys from Said plural 
ity of network devices, wherein one encryption key is 
received from each Said network device; 

generating a multicast encryption key; 

calculating a plurality of difference values between the 
generated multicast encryption key and each of Said 
received plurality of encryption keys, 

Sending to each of Said plurality of network devices the 
difference value between the multicast encryption key 
and the encryption key of the respective network 
device; 

communicating with Said plurality of network devices 
using Said multicast encryption key. 


