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A network (10) includes devices such as computers (12(1)-12(8)), and the like, interconnected by switching nodes (11(1)-11(6)).
At least some of the devices are configured to determine the topology of the network. In determining the network topology, a device
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operates In a series of iterations, In each Iteration transmitting a request message over a path to determine whether an additional
entity Is present in the network. If an additional entity is present at the end of the path defined in the request message, the entity will
generate a response, which Is provided to the device. The device, on receiving the response, will add information concerning the
entity to a network topology database. At least some the devices, as they discover additional switching nodes Iin the network, will
attempt to configure the switching nodes. |n that operation, the devices interact with the switching nodes In connection with a
locking protocol to ensure that only one device attempts to configure each switching node. Each device, after it determines the
network topology, and when it needs to transfer information with another device, can determine an appropriate route using the
newtork topology information In its network topology database. After determining the appropriate route, the device will load routing

Information into the switching nodes (11(1)-11(6)) to enable them to forward messages containing the information to be transferred
thereamong.
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{87) Abstract

A network (10) includes devices
such as computers (12(1)-12(8)), and the
like, interconnected by switching nodes
(11(1)-11(6)). At least some of the de-
vices are configured to determine the
topology of the network. In determin-
ing the network topology, a device op-
erates in a series of iterations, in each
iteration transmitting a request message
| over a path to determine whether an addi-
tional entity is present in the network, If
an additional entity is present at the end DL
of the path defined in the request mes-
sage, the entity will generate a response,
which is provided to the device. The
device, on receiving the response, will
add mformation conceming the entity to
{ a network topology database., At least
, some the devices, as they discover ad-
ditional switching nodes in the network,
will attempt to configure the switching
nodes. In that operation, the devices in-
‘ teract with the switching nodes in con-
nection with a locking protocol to ensure e
that only one device attempts to config-
| ure each switching node. Each device,
after it determines the network topology,
and when it needs to transfer information
| with another device, can determine an appropriate route using the newtork topology information in its network topology database. After

| determining the appropriate route, the device will load routing information into the switching nodes (11(1)-11(6)) to enable them to forward
messages containing the information to be transferred thereamong. |
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DISTRIBUTED SWITCH AND CONNECTION CONTROL ARRANGEMENT AND METHOD FOR

DIGITAL COMMUNICATIONS NETWORK

FIELD OF THE INVENTION

The 1nvention relates generally to the field of digital communications systems and more
particularly to digital networks for facilitating commumcation of digital data in, for example, digital
image, audio and video distribution systems and among digital computer systems. The invention
more specifically provides a distributed switch and connection control arrangement and method for

a digital communications network.
BACKGROUND OF THE INVENTION

Digital networks have been developed to facilitate the transfer of information, including data

and programs, among digital computer systems and other digital devices. A variety of types of

networks have been developed and implemented using diverse information transfer methodologies.
In some networks, such as the well-known Ethernet, a single wire is used to interconnect all of the
devices connected to the network. While this simplifies wiring of the network in a facility and
connection of the devices to the network, it results in generally slow information transfer, since the
wire can only carry information, in the form of messages, from a single device at a time. To alleviate
this to some extent, in some Ethernet installations, the network is divided into a number of sub-
networks, each having a separate wire, with interfaces interconnecting the wires. In such
installations, wires can carry messages for devices connected thereto simultaneously, which increases
the number of messages that can be transferred simultaneously. It is only when a device connected
to one wire needs to send a message to a device connected to another wire that wires in two or more
sub-networks will be used, making them unavailable for use by other devices connected thereto.
‘To turther alleviate this, networks have been developed in which communications are
handled through a mesh of switching nodes. The computer systems and other devices are connected
to various switching nodes. Since the switching nodes themselves are interconnected in a variety
of patterns, a number of paths may be available between pairs of the devices, so that if one path is

congested, another may be used. Such an arrangement may result in a network which is more
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complicated than an Ethernet network, but it can provide substantially higher information transfer
rates, particularly if optical fiber is used as the media interconnecting the switching nodes and
devices. One problem arises in connection with such networks (that is, networks in which
communications are handled through a mesh of switching nodes) is, when one device is to transfer
information to another device, to identify a path, and preferably and optimal path, through the
switching nodes comprising the network, over which information can be transferred. Typically in
networks, the switching nodes include facilities for determining the topology of the switching node
mesh comprising the network, and they (that is, the switching nodes) can determine optimal paths
using path determination algorithms such as the well-known "open shortest-path first"” ("OSPF")
algorithm. Generally, in such networks, each switching node establishes a network topology
database (also known as a "link-state database") in which it stores information defining the network
topology. If the network 1s assumed to be failmie-ﬁ'ee and static, each switching node's network
topology could be established a priori by a network administrator. However, generally it is desirable
to provide that the topology of the network may be dynamic, and for such a network, each switching
node periodically generates link state advertising messages identifying it and its connections to other
sWitching nodes or devices, which it floods throughout the network. As each switching node
recerves a link state advertising message, the receiving switching node will update its network
topology database with the information from the link state advertising message.

There are several problems that arise in connection with such networks. First, the link state
advertising messages take up network bandwidth, reducing'the amount of bandwidth that otherwise
could be used for transmitting information messages between devices. In addition, and more
generally, requiring the switching nodes to determine paths through the network, and maintain the
network topology databases required to allow them to determine such paths, can require the
switching nodes to be provided with a significant amount of processing power and information

storage capability, which can significantly increase the cost of the switching nodes.
SUMMARY OF THE INVENTION

The nvention provides a new and improved distributed switch and connection control
arrangement and method for a digital communications network.
In brief summary, the invention in one aspect provides a network including devices such as

computers and the like, interconnected by switching nodes. At least some of the devices are
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configured to determine the topology of the network. In determining the network
topology, a device operates in a series of iterations, in each iteration transmitting a
request message over a path to determine whether an additional entity is present
In the network. If an additional entity is present at the end of the path defined in the
request message, the entity will generate a response, which is provided to the
device. The device, on receiving the response, will add information concerning the
entity to a network topology database, which it maintains to define the topology of
the database.

In another aspect, the invention provides a network, as described
above, in which at least some of the devices, as they discover additional switching
nodes in the network, will attempt to configure the switching nodes. In that
operation, the devices interact with the switching nodes in connection with a
locking protocol to ensure that only one device attempts to configure each
switching node.

In yet another aspect, each device, after it determines the network
topology, and when it needs to transfer information with another device, can
determine an appropriate route using the network topology information in its
network topology database. After determining the appropriate route, the devices
will load routing information into the switching nodes to enable them to forward
messages containing the information to be transferred thereamong.

In accordance with an aspect of the present invention, there is
provided a network comprising a plurality of network entities, including message
generating/receiving devices and switching nodes, the switching nodes
Interconnecting the message generating/receiving devices, and wherein

A. each entity of the plurality of network entities is configured, in
response to receipt of an identification request message directed thereto,

(I) to generate an identification response message identifying said
entity and providing reception path information identifying a path over which said
entity received the identification request message, and

(1) to transmit the identification response message over the path;
and

B. at least one of the message generating/receiving devices
includes
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(i) a network topology database configured to store network
topology information representative of the interconnection topology in the network,
and

() a network topology determination processor configured to
determine network interconnection topology information for use in the network
topology database, the network topology determination processor being configured
to operate in a series of iterations, in each iteration, the network topology
determination processor being arranged to transmit an identification request
message over a path in the network to determine whether any of the plurality of
network entities is present in the network at the end of the path defined in the
identification request message, and, upon receipt of an identification response
message generated by one of the plurality of network entities responding to the
identification request message, to obtain entity identification and path information
therefrom for use in the network topology database.

BRIEF DESCRIPTION OF THE DRAWINGS

This invention is pointed out with particularity in the appended claims. The
above and further advantages of this invention may be better understood by
referring to the following description taken in conjunction with the accompanying
drawings, in which:

FIG. 1 schematically depicts a computer network providing a new and
improved distributed switch and connection control arrangement in connection with
the invention;

FIG. 2 is a functional block diagram of a computer used in the network
depicted in FIG. 1;

FIG. 3 is a functional block diagram of a switching node used in the
computer depicted in FIG. 1; and

FIG. 4 is a flowchart depicting operations performed by the computer
depicted in FIG. 2 in connection with the invention.

DETAILED DESCRIPTION OF AN ILLUSTRATIVE EMBODIMENT
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| - FIG.1 schematically depicts a computer network 10including a plurah'ty of switching nodes |
‘ 11(1) through ll(N) (generally 1denttﬁed by reference nurneral ll(n)) for transfemng signals
- representmg data among a number of devices, which in FIG. 1 are represented. by computers 12(1)
- tbrough 12(M) .(generally 1dentified by reference numeral 12(m)). The computers 12(m), as is
- conventional, process'data, in accordance withtheir pro gram insnuctions to generate processed data
In theu' processmg, a computer l2(ms ) (subscnpt "S*" referencmg "source") may, as a source;
computer, need to. transfer data, processed data and/ or program mstructlons (all of which will be
| .referred to herem generally as "mformanon") to another destmatton, computer 12(mp) (subscnpt "D"
‘referencing "destmanon") whrch may need to use the transferred m.formatlon In its operattons Each :
_ omputer 12(m) is connected over a communication link, generally identified by reference numeral .
13(p), to a swrtchmg node ll(n) to facrhtate transmrssron of data thereto or the receptlon of data o
) thereﬁ‘om The sw1tchmg nodes 1 l(n) receive, buﬁ'er and forward data recerved from the computers -
12 (m)and ﬁom other swrtchmg nodes ll(n) to faclhtate the transfer of data among the computers' o
12(m) The switching nodes ll(n) are mterconnected by commumcauon hinks, also generally | '_‘
identified by reference numeral 13(p) to facilitate the transfer of data thereamong The _
commumcanon links 13(p) may utthze any convenient data transmrssron medmm “Each "
' " commumcanon hnk 13(p) deptcted In FIG l1s preferably b1-d1rect10nal allowmg the swuchmg_\
= nodes ] l(n) to transrmt and recerve S1gnals among each other and W1th computers 12(m) connected |
* thereto over the same link; to accommodate bi-directional communication links, separate medla may
. be provrded for each commumcatton link 13(p) each of whrch faahtates umdlrecttonal transfer of
signals thereover. - B _ -
.' | In one embodtment, the data is transferred using the well-known "ATM" ("Asynchronous .
Transfer Mode") transfer methodology. That methodology is described in detarl m C. Partndge ,

G1 abit Networkm (Readmg MA.: Addlson ‘Wesley Pubhshmg Company, 1994), primarily in o

chapters 3 and 4, and D. McDysan, et al., ATM Theory And Application (McGraw Hill, 1995) and

will not be descnbed in detail. Generally, in the ATM methodology, the computers 12(m) and the
| swrtchmg nodes ll(n) transmit data in the form of ﬁxed-length "cells" over "virtual cucutts"
' estabhshed between computers 12(m) through the network. Each V1rtual circuit essentlally deﬁnes
a path from a source computer 12(mg) to a destination computer 12(mD) through -one or more '

- switching nodes ll(n) and over respectlve communication links 13(p) In the ATM data transfer
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methodology, for a block of information to be transferred from a source computer 12(mg) to a
destination computer 12(mp) over a virtual circuit established therebetween, the source computer
12(mg) allocates the data block to one or a series of "cells" for transmission serially over the
communication link 13(p). Each cell transferred through the network 10 includes a header portion
and a data portion, with the header portion including virtual circuit identifier information for
controlling the transfer of the cell through the network 10, along with protocol and other control
information, including an "end of message" ("EOM") flag. The data portion contains data from the
data block that is to be transferred in the cell. The data portion of each cell is of fixed, predetermined
length, which, in one embodiment, is forty-eight bytes. The source computer 12(mg) will pad the
data 1n the data portion of the cell (if one cell will accommodate the data block to be transferred) or
the last cell in the series (if multiple cells are re‘quired to accommodate the data block to be
transferred) if the amount of data in the block is not an integral multiple of the size of the data
portion of each cell to ensure that the data portion of the last cell has the required length. If a series
of cells are required to transfer a data block, the source computer 12(m) will transmit the cells so
that the data in the data portions of the series of cells to conform to the order of data in the data block
that 1s being transferred. In addition, if that cells are properly transferred to the destination computer
12(myp), the destination computer will receive the cells in the same order. In the lastcell in a series
which contains information from a data block, the end of message flag in the header portion is set,
thereby to notify the destination computer 12(my) that it has received all of the cells containing data
for the data block.

The invention provides an arrangement for enébling the computers 12(m), instead of the
switching nodes 11(n), to efficiently determine the topology of the network 10 and use the topology
to facilitate the establishment of virtual circuits through the switching nodes for use in connection
with transfer of messages through the network. Generally, operations in accordance with the
invention proceed in two general phases. In a first phase, Which may generally be described as a
network topology discovery and switching node configuration phase, each of the computers 12(m)
independently of the other computers, performs a network topology discovery operation to identify
the topology ofthe network, that is, the group of switching nodes comprising the network, the pattern
of communication links 13(p) interconnecting the switching nodes 11(n), and the pattern of
communication links interconnecting the switching nodes and respective ones of the computers

12(m). As each computer 12(m) determines the topology of the network, it establishes and updates
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a network topology database, which it will use during the second phase. In addition, during the first
phase, one or more of the computers 12(m) will perform predetermined configuration operations to
configure the switching nodes 11(n).

Each respective computer 12(m) determines the network topology in a recursive manner in
a plurality of 1terations. In a first iteration, computer 12(m;) (which comprises one of computers
12(m)) transmits an identification request message over the communication link 13(p,) connected
thereto. If the computer 12(m,) does not receive a response to the identification request message,
it 1s not connected to a network, or there is no operable device, either a switching node 11(n) or a
computer 12(m'), connected thereto. On the other hand, if there is a response to the identification
request message, the response will include the identification of the responding device. If the
responding device is a switching node 11(n,), the fesponse will also identify one of a plurality of
ports (as will be described below) connected to the communication link over which the identification
request message was received, which, 1in turn corresponds to the port over which the response was
transmitted. The computer 12(m,) will add this information to its network topology database.

Thereafter, the computer 12(m,) will initiate a second iteration in which it determines the
1dentifications of the switching node(s) and/or computers which are connected to the switching node
which received the identification request message in the first iteration. In that iteration, the computer
12(m,) will, 1n a plurality of sub-iterations, generate identification request messages, which it
transmits to the switching node 11(n,;). In each sub-iteration, the identification request message
1dentifies the switching node 11(n,) and one of the other ports (that is, one of the ports that is not
connected to the communication link 13(p,) connected to computer 12(m,)). When the switching
node 11(n,) receives the identification request message, it will transmit the message through the
identified port. If a device responds to the identification request message, as in the first iteration, the
response will include the identification of the responding device and, if the responding device is a
switching node 11(n,), the port of the switching node 11(n,) through which the identification request
message was received. The switching node 11(n;) will, in turn, forward any responses that it
recerves to the computer 12(m,). From each response, the computer 12(m,) can determine the
identification of the responding device, the port of the switching node 11(n,) over which the
identification request message was transmitted and, if the responding device is a switching node
11(n,), the 1dentification of the port of the switching node 11(n,) over which the identification

request message was received by the switching node 11(n,), all of which the con‘iputer 12(m,) will
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add to 1ts network topology database. If the computer 12(m,) does not receive a response to the
identification request message directed to a particular port of the switching node 11(n,), it (that is,
the computer 12(m,)) need not add such information to the network topology database. The
computer 12(m, ) can continue these operations through a series of iterations, sub-iterations, sub-sub-
iterations, etc., each identification request message including the sequence to switching nodes 11(n,),
11(n,),..., and respective ports to be used 1n transmitting the respective identification request
message, until it does not receive any responses to identification request messages transmitted
thereby.

Each of the computers 12(m) can perform the operations as described above to acquire
network topology information. Generally, if all of the computers 12(m) and switching nodes 11(n)
are powered up and operative at the time that the operations are performed, each of the computers
12(m) can acquire network topology information for the entire network by performing the operations
~ described above. However, if one or more computers 12(m), for example, are not powered up when
others of the computers 12(m') are performing the network topology discovery and switching node
configuration phase, the computers 12(m) may not respond to identification request messages
generated by the computers 12(m"), in which case the computers 12(m) will not be identified in the
network topology databases of computers 12(m'). It will be appreciated, however, that, when the
computers 12(m) later become operational, they will be performing respective network topology
discovery and switching node configuration phases, and 1n that process they will eventually generate
identification request messages which will be transferred to the computers 12(m"). Thus, when the
computers 12(m') receive the identification request messages from computers 12(m) which are not
identified in their network topology database, they (that i1s, computers 12(m'")) can repeat the
operations described above in connection with at least some portion of the network to which the
computers 12(m) are connected, thereby to obtain the network topology information therefor for its
network topology database.

A specific example will help provide an understanding the operations performed by the
computers 12(m) and switching nodes 11(n) during the network topology discovery operations. In
this example, 1t will be assumed that each switching node 11(n) has a maximum of P ports, although
it will be appreciated that not all ports need to be connected to either a computer 12(m) or to another
switching node 11(n"). This example will describe operations performed by computer 12(1) in

connection with the network topology discovery operations. Thus, during the first iteration, the
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| computcr 1'2.(1) will generate an identification request message and transmit the message over the

communication link 13(1) connected thereto. If the switchi_ng node 11(1) 1s powered-up, it will
\receive the identiﬁcation request message, and generate an identification response message that
identifies itself and the port over which the identification request mcssage was received. If the
'lidentiﬁcation of switching node 11(1) is, for example SNl, and_ the port over.which' the switching
‘node 11(1) recoived the identiﬁcation request message is, for example P1, the identification response
message provided by swuchmg node 11(1) will contam topology information <P1,SN1>, thereby
to mdtcate that the identification request message was received through port P1 by the switching
‘node with 1dent1ﬁcat10n SN1. After generatmg the identification response message, the switching
node 11(1) will transmit 1t through the same port Pl thereby to provide it to computer 12(1) The
computer 12(1), in turn W111 obtain the t0pology mformatlon <P1,SN1> from the tdentlﬁcatron |
response message and store. it in its network topology database; 1t wﬂl be apprecmted that the '

- topology mformatlon mdlcates that the computer 12(m) 1s connected to a switching node W1th

1dent1ﬁcanon SN1 over port P1. __
Thereafter, in a second 1teratton, the computer 12(1) wrll attempt to obtain the 1dent1ﬁcatlon a

of the dev1ces (that is, the switching nodes ll(n) and/or computers 12(m)) which are connected to
the other ports P2,....PP of swrtchmg node 11(1) In that 1terat10n the computer 12(1) wﬂl 1mt1ally :
generate an 1dent1ﬁcat10n request message with mformatlon <P1,SN1,P2>, and transmit the message:
over the communication link 13(1) connected thereto The switching node 11(1) will receive the
‘ 1dent1ﬁcat10n request message and, since the message contams its 1dent1ﬁcat10n SN1, it will forward
the message through ‘the port P2. If port. P21s connected to commumcatlon hnk 13(8), the
.1dent1ﬁcatlon request message w1ll be transmttted to switching node 1 1(6) If the swrtchmg node j

11(6) 1s powered up, 1t will recerve the 1dent1ﬁcatlon request message and generate an 1dent1ﬁcatlon.

response message that identifies itself and the port over which the identification request message was -
recelved If the tdentlﬁcatlon of swuchmg node 11(6) 1s, for example SN6, and the port over which
‘the switching node 11(6) recerved the identification request message is, for example P3, the ‘
identification response message provided by swrtchmg node 11(6) will contain information
<P1,SN1,P2|P3,SN6>, essentially appending its topology information P3,5N6 to the topology_
information P1,SN1,P2, contained in the identification request message received from the switching
node 11(1). After generating the 'identiﬁcation response messagc, the sWitching node 11(6) will

forward the message through the port P3 over which the identification request message was received,
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thereby to forward it to the switching node 11(1). ‘The switching node 11(1), upon receiw}ing the
1dent1ﬁcauon response message, will forward it through the port P1, thereby to forward it to the
computer 12(1) ‘The computer 12(1) uponrecelving the identification response message, will obtam
the network topolo gy information P1 ,SNI P2{P3,SN6 from the identification response 1nfolmatlon |
and store it in 1ts network topology database. It will be appreciated that this network topology
information indicates that the switching node with identification SN1 that is connected to the
computerl 2() is; in turn, connected through port P2 to the su'ritching node with identiﬁc_ation SN6, -‘
and that the switching node with 1dentification SN6 1s connected through port P3 to the switching
‘node with 1dent1ﬁcatlon SN1. ' | .
Thereafter and ﬁthher in the second 1terat10n, the computer 12( 1) w111 generate an ‘.
identlﬁcatlon request message with mformauon <P1,SN1,P3>, and transmit the message over the
‘ commumcatlon link 13(1) connected thereto. = The switching node 11(1) will receive the |
1dent1ﬁcat10n request message and, since the message contains its 1dent1ﬁcatlon SN1, it will forward |
the message through the port P3. If port P3 is connected to communication link - 13(9) the
1dent1ﬁcat10n request message will be transrmtted to swrtchmg node 11(3) If the switching node
11(3)is powered up, it w111 receive the identification request message and generate an 1dent1ﬁcauon -
response message that identifies itself and the port over which the 1dent1ﬁcat10n request message was
recerved If the identification of switching node 11(3) is, for exarnp le, SN3 and the port over wh.lch_ |
\- the switching node 11(3) recelved the 1dent1ﬁcatron request message is, for example P8 the
' 1dentlﬁcat10n response message provided by switching node 11(3) wﬂl contam mformatlon'
<P1,SN1 P3|P8 SN3>, essentlally appendmg its topology information P8 SN3 to the topology
-mformauon P1,SN1,P3, contained in the 1dent1ﬁcat10n request message recelved from the sw1tch1ng- |
node 11(1). After generatmg the ldentlﬁcahon response message, the swrtchmg node 11(3) will
forward the message through the port P8 over whrch the identification request message was recelved |

thereby to forward it to the switching node 11(1). The switching node 11(1), upon recelving the '

‘identification response message, will forward it through the port Pl therehy to forward' it to the -

computer 12(1). The computer 12(1), uponreceiving the identification response message w111 obtam
the network topology information P1,SN1,P3|P8,SN3 from the 1dent1ﬁcat10n response mformatlon
‘and store it in its network topology database. It will be apprecrated that this network topolo gy |
information mdrcates that the sw1tch1ng node with identification SN1 that 1s connected to the ;
' computer 11(1) 1s, in turn, connected through port P3 to the switching node with 1dent1ﬁcat10n SN3,
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and that the switching node with identification SN3 is connected through port P8 to the switching
node with identification SN1.

Thereafter, and further in the second iteration, the computer 12(1) will generate an
identification request message with information <P1,SN1,P4>, and transmit the message over the
communication link 13(1) connected thereto. The switching node 11(1) will receive the
identification request message and, since the message contains its identification SN1, it will forward
the message through the port P4. If port P4 is connected to communication link 13(10), the
1dentification request message will be transmitted to switching node 11(2). If the switching node
11(2) 1s powered up, it will receive the identification request message and generate an identification
response message that identifies itself and the port over which the identification request message was
recerved. Ifthe identification of switching node 1 1(2) 1s, for example, SN2, and the port over which
the switching node 11(2) received the identification request message is, for example, P6, the
identification response message provided by switching node 11(2) will contain information
<P1,SN1,P4|P6,SN2>, essentially appending its topology information P6,SN2 to the topology
information P1,SN1,P4, contained 1n the identification request message received from the switching
node 11(1). After generating the identification response message, the switching node 11(2) will
forward the message through the port P6 over which the identification request message was received,
thereby to forward it to the switching node 11(1). The switching node 11(1), upon receiving the
identification response message, will forward it through the port P1, thereby to forward it to the
computer 12(1). The computer 12(1), uponreceiving the identification response message, will obtain
the network topology information P1,SN1,P4|P6,SN2 from the identification response information
and store 1t 1n 1ts network topology database. It will be appreciated that this network topology
information indicates that the switching node with identification SN1 that is connected to the
computer 11(1) 1s, in turn, connected through port P4 to the switching node with identification SN2,
and that the switching node with identification SN2 is connected through port P6 to the switching
node with 1dentification SN1.

‘Thereatfter, and further in the second iteration, the computer 12(1) will continue to generate
identification request messages with respective information items <P1,SN1,P5>....<P1,SN1,PP>and
transmit the message over the communication link 13(1) connected thereto. The switching node
11(1), after recerving those 1dentification request messages, will attempt to transmit them through

respective ports PS5,...PP. However, since those ports are not connected to either computers 12(m)
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or to switching nodes 11(n), the computer 12(1) will not receive response messages thereto. For each
such 1dentification request message, after a respective timeout period following transmission, the

computer 12(1) can determine that the respective port PS,...,PP is not connected, and provide such

information in 1ts network topology database.

After operations 1n connection with the identification request message for the last port PP of
the switching node 12(1), the computer 12(1) will begin the third iteration. Initially in the third
iteration, the computer 12(1) will attempt to obtain the identification of the devices (that is, the
switching nodes 11(n) and/or computers 12(m)) which are connected to the other ports
P1,P2,P4...PP of switching node 11(6), which, as noted above, is connected through port P3 to
switching node 11(1). It will be appreciated that operations need not be performed in connection
with port P3 of switching node 11(6), since the corﬁputer 12(1) determined 1n the second iteration
that that port 1s connected to switching node 11(1). In the third iteration, the computer 12(1) will
initially generate an identification request message with information <P1,SN1,P2|P3,SN6,P1>, and
transmit the message over the communication link 13(1) connected thereto. The switching node
11(1)will receive the identification request message and, since the message contains its identification
SN1, it will forward the message through its port P2 to switching node 11(6). The switching node
11(6), 1n turn, will recerve the 1dentification request message and, since the message further contains
its 1dentification SN6, 1t will forward the message through its port P1. If the port P1 of switching
node 11(6) 1s connected to, for example, communication link 13(16), switching node 11(6) to
transmit the message to the switching node 11(3). If the switching node 11(3) is powered up, it will
receive the 1dentification request message and generate an identification response message that
identifies itself and the port over which the identification request message was received. If the
identification of switching node 11(3) is, for example, SN3, and the port over which the switching
node 11(3) received the identification request message 1s, for example, P5, the identification response
message provided by switching node 11(3) will contain information <P1,SN1,P2|P3,SN6|P5,SN3>,
essentially appending 1ts topology information P5,SN3 to the topology information
P1,SN1,P2|P3,SN6 contained in the 1dentification request message received from the switching node
11(6). After generating the 1dentification response message, the switching node 11(3) will forward
the message through the port PS5 over 'which the 1dentification request message was received, thereby
to forward 1t to the switching node 11(6). The switching node 11(6), upon receiving the

ldentification response message, will forward 1t through its port P3, thereby to forward it to switching
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node 11(1), and the switching node 11(1), in turn, will forward the message through 1its port P1,
thereby to forward it to the computer 12(1). The computer 12(1), upon receiving the identification
response message, will obtain the network topology information P1,SN1,P2|P3,SN6,P1|P5,SN3 from
the identification response information and store it 1n its network topology database. It will be
appreciated that this network topology information indicates that the switching node with
identification SN6 is, in turn, connected through its port P1 to the switching node with identification
SN1, and that the switching node with identification SN3 1s connected through port P53 to the
switching node with identification SNS.
It will be appreciated that the corresponding operations will be performed for each of the
other ports P2,P4,...PP of switching node 11(6), and the respective ports of switching nodes 11(3)
and 11(2) which were discovered in the second iteration. Thus, by the end of the third iteration, the
computer 12(1) will have discovered
(1) during operations in connection with switching node 11(6),
(a) the existence of computers 12(6), 12(7) and 12(8) and the ports of switching node
11(6) through which they are connected,
(b)  therespective ports of switching node 11(6) and switching node 11(3) through which
those switching nodes are connected to each other, and
(¢) the existence of switching node 11(5) and the respective ports of switching node
11(6) and switching node 11(5) through which those switching nodes are connected
to each other;
(ii) during operations in connection with switching node 11(3),
(a) the respective ports of switching node 11(3) and 11(5) through which those switching
nodes are connected to each other,
(b) the respective ports of switching node 11(3) and 11(2) through which those switching
nodes are connected to each other and
(b) the existence of switching node 11(4) and the respective ports of switching node
11(3) and switching node 11(4) through which those switching nodes are connected
to each other; and
(ii1) during operations in connection with switching node 11(2),
(a) the existence of computer 12(2), and the port of switching node 11(2) through which

they are connected to each other, and
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. '(b) the respective ports of switching node 11(2) and 11(4) through which those switching

‘ - nodes are connected to each other. ‘ ‘ ' |
During a fourth 1teratlon, the computer 12(1) will d15cover the ports through which sw1tch1ng nodes
11(4) and 1 1(5) are connected to each other, and the ports through which those switching nodes are
connected to computers 12(3) and 12(4) (in the case of swnchmg node 11(4)) and 12(5) (1n the case
- of switching node 11(5) )Thus, at the end of the fourth iteration, the computer 12(1) will have
discovered the entire topology of the network 10 and loaded it into its network topolo gy database.
In addition, dunng the network topolo gy dlscovery and switching nodc configuration phase,

the computers 12(m)conﬁgure the svﬁtching nodes 11(n). In that operation, after a computer 12(m)

receives a response message from a switching node 1 1(n), it will attempt to conﬁ gure the SWitching -
- node 11(n). In conﬁgunng the switching node 1 1(n), the computer 12(m) w111 load information into

. selected control registers for the switching node, thereby to set selected operating parameters for the-

- sw1tch1ng node 11(n). The operatmg parameters for the sw1tchmg nodes 1 1(n) generally correspond

to Operatmg parameters which are used In connection with switching nodes in other networks, and | | |

will be apparent to those skilled in the art. To avoid conﬂlcts which may occur if several computers -
| attempt to conﬁgure a partlcular switching node, it is preferable that only one computer 12(m)
conﬁgurc a switching node. Generally, any of the computers 12(m) in the network 10-can configure B
a switching node 11(n), but it is preferab le that, after one computer 12(m) conﬁ gures the swnchm g

'~ node 11(n), that another computer 12(m") (m #m) not be permitted to thereafter conﬁ gure the same
' swnchmg node 11(n), at least untll the smtchmg node 11(n)1 is later powered down or re-initialized.
' To ensure that only one computer 12(m) configure a swnchmg node 11(n), and in further
| accordance with the mventlon, atthe begmmng ofa con.ﬁguratlon operatlon after the computer 1 2(m) ,
receives a response message generated by a sw1tch1ng node 11(n) mn response to an 1dent1ﬁcanon '
request message from the computer 12(m) the computer 12(m) will 1n1t1a11y attempt to lock the
swrtchmg node 11(n). 'When the swrtchm g nodes are powered-up and 1mt1ahzed they are all
- provided with a predetermmed initialization lock value, wmch, in one embodlment, 1S Z€ro.. ‘In"
attempting to lock the switching node 11(n), the cornputer 12(m) will initially transmit a lock value
inquiry message to the switching node 11(n), which, n turn, will generate a lock value response
' message which contains the switching node's current lock value, for transmission to- the computer
'\1 2(m); If the switching nodes's current lock value contained in the lock value response message 1s ‘-

other than the initialization lock value, the computer 12(m) initially determines that another
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computer 12(m’) (m'#m) 1s configuring or has configured the switching node 11(n), and so it will
not continue further with the configuration operation, but instead can continue with the network
topology discovery operations as described above.

However, 1f the computer 12(m) determines that the switching node's current lock value as
indicated 1n the lock value response message corresponds to the initialization lock value, the
computer 12(m) can preliminarily determine that the switching node 11(n) has not been configured.
In that case, the computer 12(m) will generate a lock value change message for transmission to the
switching node 11(n), including the initialization lock value and a new lock value. The new lock
value generated by the computers 12(m) will preferably be unique to the computer or a value that
1s highly unlikely to be generated by another computer 12(m') (m'#m), and may be, for example, an
identifier for the computer, a random number or the like. When the switching node 11(n) receives
the lock value change message, if switching node's current lock value corresponds to the
initialization lock value as contained in the lock value change message, 1t (that 1s, the switching node
11(n)) will update its current lock value to the new lock value as contained in the lock value change
message. On the other hand, if the switching node's current lock value does not correspond to the
initialization lock value as contained in the lock value change message, it (that is, the switching node
11(n)) will not update its current lock value to the new lock value as contained in-the lock value
change message.

After the computer 12(m) transmits the lock value change message to the switching node
11(n), 1t (that 1s, the computer 12(m)) will again generate a lock value inquiry message for
transmission to the switching node 11(n), to initiate a retrieval of the switching nodes's current lock
value. The switching node 11(n) will again generate a lock value response message which contains
the switching node's current lock value, for transmission to the computer 12(m). If the switching
nodes's current lock value contained in the lock value response message corresponds to the new lock
value as previously provided by the computer 12(m), the computer 12(m) can determine that it has
locked the switching node 11(n), and can configure the switching node 11(n). After configuring the
switching node 11(n), the computer 12(m) can continue with the network topology discovery
operations as described above.

On the other hand, 1f the computer 12(m), after receiving the lock value response message
from the switching node 11(n), determines that the lock value response message contains a current

lock value for the switching node 11(n) which differs from the new lock value as previously provided
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by the computer 12(m), 1t (that is, the computer 12(m)) will determine that another computer 12(m")
(m'#m) has locked the switching node 11(n) after the initial lock value response message which it
received from the switching node 11(n). Inthat case, the computer 12(m) will determine that another
computer 12(m’) (m'#m) 1s configuring or has configured the switching node 11(n), and so it will
not continue further with the configuration operation, but instead will continue with the network
topology discovery operations as described above.

Each computer can perform corresponding operations for each switching node 11(n). It will
be appreciated that, at the end of the network topology discovery and switching node configuration
phase, all of the computers will have contacted all of the switching nodes during the network
topology discovery operations. However, the switching node locking protocol as described above
will ensure that each switching node 11(n) will be cohﬁgured by at most one of the computers 12(m).

A fter the network topology discovery and switching node configuration phase, the computers
12(m), in a second, normal operational phase, use the network to transfer information, in the process
controlling the establishment of virtual circuits through the network. In establishing a virtual circuit,
the computers 12(m) determine from the network topology database a path through the network
therebetween, the path identifying the sequence of switching nodes 11(n) and communication links
13(p) between the computers 12(m). The computers 12(m) can determine the approprate or optimal
paths for the respective virtual circuits using any convenient path determination methodology,
several of which are well-known by those skilled in the art. After the path has been determined for
the respective virtual circuit, the computers will cooperate to provide the virtual circuit path
information to the switchingnodes 11(n). The switching nodes 11(n) will use the virtual circuit path
information provided by the computers 12(m) in transferring cells comprising the respective
messages. In those operations, each of the switching nodes 11(n) includes routing tables which
identify, for each port through which the switching node receives cells associated with a virtual
circuit, the particular port through which the switching node 11(n) 1s to transmit the cells associated
with the virtual circuit. The computers 12(m) load virtual circuit control information into the routing
table, which is thereafter used by the switching node 11(n) in forwarding messages for each virtual
circuit. Since the computers 12(m) determine the paths for the virtual circuits and load the virtual
circuit information into the routing tables for the switching nodes 11(n) along the respective paths
for the virtual circuits, the switching nodes 11(n) do not need to have the processing power to

accomplish that, which, in turn, can reduce the cost of the switching nodes 1 l(n)s.
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Operations performed by the computers 12(m) and switching nodes 11(n) in connection
with each of these phases will be described below in detail. Preliminarily, however, 1t would be
helpful to describe details of the computers 12(m) and switching nodes 11(n) used in the network
10. FIGS. 2 and 3 depict functional block diagrams of a computer 12(m) and switching
node 11(n), respectively, used in one embodiment of the invention. In one embodiment, the
computers 12(m) and switching nodes 11(n) are similar to the computers and switching nodes
described above. With reference to FIG. 2, computer 12(m) includes a processor 20, system
memory 21, and a network interface 22 all interconnected by an interconnection arrangement 23.
In one embodiment, the interconnection arrangement 23 includes a conventional PCI bus. The
computer 12(m) may also include conventional mass storage subsystem(s) (not shown) connected
to the interconnection arrangement 23, which generally provide long-term storage for information
which may be processed by the processor 20. The mass storage subsystem(s) may include such
devices as disk or tape subsystems, optical disk storage devices and CD-ROM devices in which
information may be stored and/or from which information may be retrieved. The mass storage
subsystem(s) may utilize removable storage media which may be removed and installed by an
operator, which may allow the operator to load programs and data into the computer 12(m) and

obtain processed data therefrom.

The computer 12(m) may also include conventional input/output subsystem(s) (not shown)
connected to the interconnection arrangement 23, including operator input and output subsystems
that generally provide an operator interface to the computer 12(m). In particular, operator input
subsystem(s) may include, for example, keyboard and mouse devices, which an operator may use
to interactively input information to the computer 12(m) for processing. In addition, the operator
input subsystems may provide mechanisms whereby the operator may control the computer

12(m). The operator output subsystems may include devices such as video display devices,

through which the computer 12(m) under control of the processor 20, displays results of processing

to the operator. In addition, a printer may be provided to provide a hardcopy output for the

opcrator.

The network interface 22 retrieves data from the system memory 21 that is to be
transferred to other computers operating as destination computers 12(m), generates cells therefrom
and transfers the generated cells over the communication link 13(p), which forms one of the

communication links 13(p) described above in connection with FIG. 1, connected thereto. In

addition, the network
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interface 22 receives cells from the communication link 13(p), which forms one of
the communication links 13(p) described above 1n connection with FIG. 1, extracts the data
therefrom and transfers the data to appropriate buffers in the system memory 21 for storage.

The processor 20 processes one or more application programs, generally i1dentified by
reference numeral 30, under control of an operating system. In processing respective ones of
the application programs 30, the processor can enable the network interface 22 to transmit
messages, in the form of one or more ATM cells, over respective virtual circuits, and to
receitve messages, also in the form of one or more ATM cells, over respective virtual circuits.
In one embodiment, the processor 20 and network interface 22 operate in accordance with the
Virtual Interface Architecture ("VIA") specification, Version 1 (December 16, 1997), published
by Compaq Computer Corp., Intel Corp. and Microsoft Corp., in facilitating the transmission
and reception of messages over the respective virtual circuits.

As noted above, 1n accordance with the invention, the computer 12(m) determines the
topology of the network 10 and uses the topology to facilitate the establishment of virtual
circuits thereover. To accommodate that, the processor 20 also provides two additional
elements, identified herein as a topology message generator and processor 31 and a virtual
circuit control message generator 32, and the system memory 21 also includes a network
topology database 33. The topology message generator and processor 31 is used during the
first phase, as described above, to enable the computer 12(m) to acquire network topology
information and store it (that is, the topology information) in the network topology database
33. The virtual circuit control message generator 32 is used during the second phase, as
described above, to use the network topology information in the database 33 to establish
respective virtual circuits through the switching nodes 11(n).

FIG. 3 depicts a functional block diagram of a switching node 11(n) useful in the
network 10 depicted in FIG.1. The structure and operation of the embodiment of switching
node 11(n) is new described. Generally, and with reference to FIG. 3, the switching node 11(n)
comprises a plurality of input port modules 60(1) through 60(I) (generally identified by
reference numeral 60(1)), a plurality of output port modules 61(1) through 61(I) (generally

1dentified by reference numeral 61(i))
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a buffer store 63, a buffer manager 64, and a control block 80 including a node lock register 81, a
node identifier register 82 and a control message processor 83. The node lock register 81 receivés
a node lock value that can be used to synchronize access to the switching node during, in particular,
the node topology discovery and switching node configuration phase. The node identifier register
82 recelves a switching node identifier value that uniquely identifies the switching node 11(n) in the
network 10.

Each input port module 60(1) and the correspondingly-indexed output port module 61(i)
together comprise a "port” of the switching node 11(n). Each input port module 60(1) 1s connected
to receive cells from a computer 12(m) or a switching node over a communications link 13(p). Each
output port module 61(1) is connected to transmit cells to a computer 12(m) or a switching node over
the same communication link 13(p). If input port module 60(i) receives cells from, and output port
module 61(1) transmits cells to, a switching node, the switching node from which the input port
module 60(i) of switching node 11(n) receives cells, or to which the output port module 61(1) of
switching node 11(n) transmits cells, is preferably another switching node 11(n') (n'#n), but may be
the same switching node 11(n) if the communication link 13(p) forms a loopback connection for the
switching node 11(n).

Each input port module 60(1), when it receives a cell over the communicatton link 13(p)
connected thereto, buffers the cell in the buffer store 63. Each input port module 60(1) includes a cell
receiver 70, which actually receives and buffers cells prior to its being transferred to the butfer store
63 for buffering, and an input port module control 71 that includes a routing table 74 which, 1n turn,
includes the virtual circuit information for the virtual circuits over which the input port module 60(1)
receives cells. After the cell receiver 70 has received a cell, the mnput port module control 71
transfers the cell to the buffer store 63 for buffered storage. Generally, the buffer store 63 comprises
a plurality of buffers, each of which can store information from one cell, which are organized in
linked lists by buffer link headers 75 in the buffer manager 64. The virtual circuit information block
for each virtual circuit in the routing table 74 also identifies the particular output port module 61(1')
over which cells associated with the virtual circuit are to be transmitted, and the input port module
control 71 will, after establishing the linked list, also notify the output port module 61(1") that a cell
has been received for the virtual circuit to be transmitted by that output port module 61(1").

Each output port module 61(i), when it receives notification from the input port module

control 71 of an input port module 60(1) that at least one cell 1s being butfered in buffer store 63 for
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a virtual circuit over which it (that 1s, the output port module 61(1")) 1s to transmit cells, will, initiate
operations to retrieve cells associated with the virtual circuit from the buffer store 63 and transmut
them over the communication link 13(p) connected thereto. Each output port module 61(1) includes
an output port module control 72 and a cell transmitter 73. The output port module control 72
receives the notifications from the input port module control 71 of a respective input port module
60(i). In response, the output port module control 72 will access the virtual circuit information block
for the virtual circuit as maintained by the routing table 74 of the input port module control 71 to
identify the buffer in the buffer store 63 containing the first cell in the linked list associated with the
virtual circuit, enable the cell to be retrieved from the buffer store 63 and transfer the cell to the cell
transmitter 73 for processing and transmission.

As will be appreciated, an input port module 60(i) may receive messages other than cells, in
particular

(i) during network topology discovery operations, identification request messages and
identification request response messages,

(ii) during switching node configuration operations, lock value inquiry messages, lock value
response messages and lock value change messages, and

(iii) during virtual circuit establishment operations, virtual circuit establishment control
messages.
If an input port module 60(i) receives an identification request message, it will provide the
identification request message to the control block 80, in particular to the control message processor
83. The control message processor 83, in turn, determines whether the switching node 11(n) 1s to
generate an identification response message or forward it (that is, the identification request message)
through an output port module 61(i) for transmission to another switching node or a computer. If
the switching node 11(n) is to transmit the identification request message to another switching node
or a computer, the identification request message will include the identification of a port through
which the switching node 11(i) is to transmit the identification request message, and the control
message processor 83 will forward the identification request message to the output port module 61(1')
which forms part of that port. The output port module 61(i') will thereafter transmit the identification
request message. Similar operations will occur in connection with forwarding of identification

response messages received by the input port module 60(1).
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On the other hand, if the control message processor 83 determines the switching node 11(n)
is to generate an 1dentification response message, it will generate the response message, including
the information from the identification request message and also the 1dentification of the switching
node, which is obtained from the node identifier register 82, and the 1dentification of the port ("1")
over which the identification request message was received. After generating the identification
request response message, the control message processor 83 will forward the message to the output
port module 61(i1) which forms part of that port for transmission.

If an input port module 60(i) receives a lock value inquiry message, a lock value response
message or a lock value change messages, it will also forward the message to the control message
processor 83. If the control message processor 83 determines that the message 1s a lock value
response message, which has been generated by another switching node 11(n"), it (that is, the control
message processor 83) will forward the message to the appropriate output port module 61(1") for
transmission to the computer 12(m) which generated the lock value inquiry message to which the
lock value response message is aresponse. Similarly, ifthe control message processor 83 determines
another switching node 11(n') is to respond to the respective message, it will forward the message
to the appropriate output port module 61(i') for transmission to that switching node 11(n’). On the
other hand, if the control message processor 83 determines that the message 1s a lock value inquiry
message or a lock value change message to which the switching node 11(n) is to respond,

(1) if the message is a lock value inquiry message, it (that 1s, the control message processor
83) will generate lock value response message in which it loads the switching node's current lock
value from the node lock register 81, and provide the lock value response message to the appropriate
output port module 61(1") for transmission,;

(i1) if the message is a lock value change message, it (that 1s, the control message processor
83) will compare the current value in the lock value change message to the value in the node lock
register, and

(a) if the initialization lock value in the lock value change message corresponds to the

current lock value in the node lock register 81, 1t (that is, the control message
processor 83) will load the change lock value from the lock value change message
in the node lock value, but

(b) if the initialization lock value in the lock value change message does not correspond

to the current lock value in the node lock register 81, it (that is, the control message
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processor 83) will not load the lock value from the lock value change message in the
node lock value, and instead will ignore the lock value change message.

Finally, if the input port module 60(i) receives a virtual circuit establishment control message,
it (that 1s, the input port module 60(1)) will initially determine whether the message contains virtual
circuit establishment control information for the switching node 11(n). If so, the input port module
60(1) will load the virtual circuit information into its routing table 74. On the other hand, 1f the input
port module 60(i) determines that the message contains virtual circuit establishment control
information for another switching node 11(n'), it will forward the message to the control message
processor 83. The control message processor 83, in turn, will determine from the message the
particular output port module 61(i") through which the message 1s to be transmitted, and forward the
message to that output port module 61(1") for transmission.

The flowchart in FIG. 4 depicts operations performed by a computer 12(m) in connection
with the network topology discovery and switching node configuration phase. Operations depicted
in FIG. 4 will be apparent to those skilled in the art from the above description, and will not be
further described herein.

The invention provides a number of advantages. In particular, the invention provides a
mechanism whereby the computers in a network, and other "intelligent" devices-which may be
connected to a network, can themselves determine the topology of the switching nodes included 1n
the network, thereby relieving the switching nodes of the necessity of doing so. In addition, the
invention provides a mechanism whereby the intelli gent devices can configure the switching nodes,
so that the switching nodes do not themselves need to do such configuration, and for ensuring that
the multiple devices will perform such configuration on a particular switching node, which can lead
to conflicts among configuration attempts. Furthermore, the invention provides an arrangement
whereby the intelligent devices can directly load virtual circuit information 1nto the routing tables
of the respective switching nodes thereby to establish virtual circuits over which they information

can be transferred. All of these serve to reduce the amount of processing which the switching nodes

would otherwise be required to perform, which, in turn, can serve to reduce the cost of the switching

nodes used in a network. In addition, by performing switching node configuration in a distributed
manner as described above, a configuration "master" does not need to be provided to perform the

switching node configuration.
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It will be appreciated that a number of modifications may be made to the system as described
above. For example, although the invention has been described as comprising computers 12(m)
interconnected by switching nodes 11(n), the switching nodes may interconnect numerous types of
devices for transferring information thereamong.

In addition, it will be appreciated that other forms of identification request messages and
identification response messages may be used during the network topology discovery operations.
For example, instead of explicitly providing the sequence of switching nodes identifiers, along with
port identifiers, in the identification request and response messages, it will be appreciated that the
identification request messages need not be provided with switching node identifiers, and the
identification response messages need only be provided with the switching node identifier for the
switching node which generates the respective identification response message. In such an
arrangement, an identification requést message generated by a computer 12(m) will include both
forward route information, which is used in transferring the identification request message through
the network to the switching node 11(n) that is to generate the identification response message, and
return route information which is used in transferring the identification response message through
the network from the switching node 11(n) that generates the identification response message to the
computer 12(m) that generated the identification request message. More specifically, the forward
route information contains a series of zero or more port identifiers identifying the respective port (if
any) through which the successive switching nodes 11(n) are to transmit the identification request
message. As each switching node receives the identifying request message, it will examine the
forward route information and if it determines that the forward route information contains a port '
identifier, it will delete the first route identifier in the forward route information and the transmit the
identification request message through the port identified by the deleted route identifier. On the
other hand if the switching node determines that the forward route identification does not contain a
port identifier, it will not forward the identification request message, but instead will generate an
identification response message in response to the identification request message.

'Asnoted above, the forward route information in an identification request message generated
by a computer 12(m) may have zero port identifiers. In that case, it will be appreciated that the

identification response message will be generated by the switching node 11(n) connected to that

computer 12(m).
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- Simularly, the return route information as provided in the identification request message
- contains a series of zero or more port identifiers identifying the reSpectiveport (if any through)
which the succ’essive switchingnOdes 11(n) are to transmit the identification response message along
the path from the switching node that generates the identification response message to the compu'ter
* 12(m) that generated the identification request message. ‘When a switching node generates an
1dent1ﬁcatlon response message, 1t will use the return route information from the 1dent1ﬁcatlon
request message, and append its switching node 1dent1ﬁer value and the port identifier for the port
through Wthh it recetved the identification request message After generatmg the rdentlﬁcanon_
response message, the switching node will transmit it through the port through which recerved the '
1dent1ﬁcat10n request message. As with an identification request message, each swnchmg node that
recerves the rdentlﬁcatlon response message wrll delete the ﬁrst route identifier in the return route
mfonnauon and the transmit the identification response message through the port 1dent1ﬁed by the
deleted route identifier. Preferably, the retum route information w111 enable the switching nodes to
return the 1dent1ﬁcatlon response message over a path compnsmg the same series of swrtchmg nodes
as was used 1n transfemng the 1dent1ﬁcat10n request message although in the 0pp051te direction to
‘ enable the identification response message to be transferred from the swrtchmg node WhICh generated
‘ it to the computer 12(m) _thch generated the 1dent1ﬁcatlon request message. In that case, upon_ | ' |
| \, receiving the identification response message the computer 12(m) can associate the switching node
~and port 1dent1ﬁed in the 1dentification response message with the path 1dent1ﬁed mn the tdenttﬁcatlon -
request message for Wthh the identification response message was a response, and thereby '
determine and extend a portion of the network topology associated with that path. ‘
Furthennore although the computersl 2(m) have been descnb ed as generating rdentiﬁcatlon -

request messages for each of the ports for all of the ports of the respectrve swrtchmg nodes except

for the port over which the respective 1dent1ﬁcatlon response messages were received, 1t will be

appreciated that, if the switching nodes know their respective ports which are connected to
computers, switching nodes, and the like, and if that information is provided to the computers, the
computers need only generate identification request messages for those ports. ‘

~ In addition, although the computers 12(m) have been describcd as performing configuration
during the network topology discovery and configuration phase, it will be appreciated that
configuration need not be performed contemporaneously with the networ_k topolo gy discOvery '

~ operations, and, indeed, may be performed separately or by a configuration master, which may be
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one of the computers 12(m) (or other devices) or by a conﬁguration master device provided
particularly therefor. Furthermore, although the computers have been described as pérfonning the
network topology discovery and configuration operations as an initial phase, it will be appreciated
that the computers mziy also perform at least network topology discovery -operatioﬁs at other times
to determine changes, if any, in the network topology. Computers may be enabled to pérfonn
network topology discovery operations, for example, periodi@lly, or,‘upon selected triggering events
such as receipt of a message frdm a computer which 1s not 1dentified n its network topblogy. '
database or the like. '

Fuﬁhermore, although the invention has been described 1n connectidn with a network in
which information 1s transferred over virtual circuits, it wﬂl be appreciated that the network may,
instead, transfer information mn a "connectionless” manher. In that case, instead of providing virtual
~circuit information for the routing tables 74 during the second phase, the computers 1_2(1i1) may
instead provide absolute destination address/output port information which the switching nodes
would use mn routing message packets which they feceive. -

It will be appreciated that a system in accordance with the invention can be constructed in
whole or 1n part from special purpose hardware or a general purpose éo‘mputer system, or any
combination thereof, any portion of which may be controlled by a suitable program.. .Any program
‘may in whole or in part comprise part of or be stored on the system in a conventional manner, or it
may in whole or in part be provided in to the system over a network or ofher' mechanism for
transferring information in a conventional manner. In addition, it will be appreciated that the system
may be operated and/or otherwise controlled by means of information proyided by an operator using
operator mnput elements (not shown) which may be connected directly to the syStem or which may
transfer the information to the system over a network or other mechanism for transferring
information 1n a gonventional manner. '

The foregoing description has been limited to a specific embodiment of this inventioh. [twill
be apparent, however, that various variations and modifications may be made to the invention,:with
the attainment of some or all of the advantages of the invention. It is the object of the appended

claims to cover these and such other variations and modifications as come within the true spirit and

scope of the invention.
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CLAIMS

1. A network comprising a plurality of network entities, including
message generating/receiving devices and switching nodes, the switching nodes

interconnecting the message generating/receiving devices, and wherein

A. each entity of the plurality of network entities is configured, in response

to receipt of an identification request message directed thereto,

(i) to generate an identification response message identifying said
entity and providing reception path information identifying a path over which

said entity received the identification request message, and

(i) to transmit the identification response message over the path; anad

B. at least one of the message generating/receiving devices includes
(1) a network topology database configured to store network

topology information representative of the interconnection topology in the network, and

(ii) a network topology determination processor configured to
determine network interconnection topology information for use in the network
topology database, the network topology determination processor being configured to
operate in a series of iterations, in each iteration, the network topology
determination processor being arranged to transmit an identification request

message over a path in the network to determine whether any of the plurality of
network entities is present in the network at the end of the path defined in the
identification request message, and, upon receipt of an identification response

message generated by one of the plurality of network entities responding to the
identification request message, to obtain entity identification and path information

therefrom for use in the network topology database.

2. The network of claim 1, wherein each of the switching nodes comprises:

a routing table comprising routing information that identifies at least a portion
of a path through a respective switching node of the switching nodes from a first
message generating/receiving device to a second message generating/receiving
device, the routing information identifying one of the communication links

connected to the respective switching node over which messages associated with a
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virtual circuit will be transmitted to the second message generating/receiving device; and

a message transfer portion for receiving messages and for using the
routing information in the routing table to identify a communication link over which each

of said messages will be transferred,

wherein said at least one message generating/receiving device further
includes a routing information generator configured to use the network topology
information in the network topology database to generate routing information for the
virtual circuit, said at least one message generating/receiving device configured
to send the routing information to at least one of the switching nodes to store in the

routing table.

3. A network as defined in claim 2, wherein said at least one
message generating/receiving device further includes a processor configured
to selectively initiate, after receiving an identification response message from one
of the plurality of network entities, a configuration operation in connection with said
one of the plurality of network entities.

4. A network as defined in claim 3, wherein the processor is configured to
initiate the configuration operation in connection with said one of the plurality
of network entities if said one of the plurality of network entities is one of the switching
nodes.

S. A network as defined in claim 4, wherein the processor is configured

to initially perform a locking operation to attempt to lock said one of the switching nodes.

6. The network of claim 5, wherein the processor is configured to generate a

lock value inquiry message to send to said one of the switching nodes.

7. The network of claim 5, wherein the processor is configured to process a
lock value response message and generate a lock value change message to

send to said one of the switching nodes.

8. The network of claim 2, wherein the identification response

message comprises: (a) an identification of one of the plurality of network
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entities and (b) an identification of a port.

9. The network of claim 2, wherein the identification response
message comprises: (a) an identification of one of the plurality of network entities and
(b) an identification of a port appended to the identification request message.

10. The network of claim 2, wherein the network topology determination
processor is configured to send a plurality of identification request messages
to one of the switching nodes with a plurality of ports to determine whether
each of the plurality of ports of said one of the switching nodes is coupled to
one of the plurality of network entities.

11. The network of claim 10, wherein the network topology determination
processor is configured to determine that a port of one of the switching nodes is
not coupled to one of the plurality of network entities when a predetermined time

period has expired after sending an identification request message.

12. The network of claim 10, wherein the network topology determination
processor is configured to send a first identification request message to one of
the switching nodes with a first port number, and a second identification request

message to said one of the switching nodes with a second port number.

13. The network of claim 2, wherein said at least one message
generating/receiving device comprises a virtual circuit control message

generator configured to use the information in the network topology database to

establish virtual circuits in the network.

14.  The network of claim 13, wherein the virtual circuit control message generator is
configured to provide virtual circuit path information to one of the switching nodes in the
network.



CA 02329367 2000-10-20

()LL (€)EL

. )2

(¥)El

(FLEI—

. ()11
(S~ .

::9

B ——

(9)e1
(9)¢ _‘.ﬁ (9)LI:

(2)e1 (L)1

(2)e1~
. ()21
(8)c1—~ .

(L)t

\/ov

SRR L Y TP 0T P ST T T PY - PEEM TR

Aridigitstice b -

BRI CRRF VL EOR YT R VERFE I T 2 AR S PR /TET Vo, T

P e R S PN W 41 i e



CA 02329367 2000-10-20

(d)g1

(W)Z1 WALSAS ¥ILNdWOD

¢¢ 41NI XHOMLIN

£C

~xx ASVEVLVA
A90 10d01L ¥MN

L WA SAS

¢t dNJO
OSIN TH1LD OA

L€ 00dd ¥ dNJO
OSSN ADO 10401

Ot
SNOILVOI'lddV

0¢ H0SS300dd

. IO R oA N R e N2 e et

o AN R T e

8 M e e HR M Kk R oo e i it 2 410 Bidicel e e . o .



CA 02329367 2000-10-20

LLNOl(d)g 1

LLNONd)gl

P9 4ON H34d4N4g

G/ SHJAv3dH

- NI'l d344N8 ‘

]ml

J40.1S
dd44Nd

Z8 ©3¥ Al IAON

18 934 ¥D01 IAON

£8 00dd OS TH1D

08 0079 T0Y1INOD

/ 141D 1¥0d LNdNI

. N
HN 319VL ONILNOY
£9
|

b\\\\\tAcvvv

()09 LYOd LNdNI

0.
dADH
1130

(1)09 LHOd LNdNI

Juil(d)gy

AE__@Q

&

(PP Tt R AT ES TR IR .

e - > (\4“!’“‘*“*"“!%13‘%"‘,"”“" .

v tanatcasdisd

© e ] G RS M e v e



IR TR AU LRI AW M NG Ly -t et e

YES

CA 02329367 2000-10-20

100. COMPUTER GENERATES AND TRANSMITS INITIAL
IDENTIFICATION REQUEST MESSAGE

101. COMPUTER DETERMINES WHETHER IDENTIFICATION
RESPONSE MESSAGE HAS BEEN RECEIVED

NO

102. COMPUTER DETERMINES WHETHER TIME-OUT NG
PERIOD HAS EXPIRED

YES

103. COMPUTER DETERMINES THAT NO SWITCHING
NODE IS CONNECTED THERETO, EXITS

104. COMPUTER ADDS ENTRY FOR SWITCHING NODE,
INCLUDING SWITCHING NODE IDENTIFIER AND PORT
IDENTIFIER IN IDENTIFICATION RESPONSE MESSAGE

RECEIVED FROM SWITCHING NODE, IN A SWITCHING
NODE LIST

105. COMPUTER INITIATES CONFIGURATION OPERATION
IN CONNECTION WITH SWITCHING NODE IDENTIFIED IN
NEWLY-ADDED SWITCHING NODE LIST ENTRY
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. FIG. 44

106. COMPUTER SELECTS NEXT ENTRY OF SWITCHING
NODE LIST

107. COMPUTER INITIALIZES A PORT IDENTIFIER
COUNTER

108. COMPUTER DETERMINES WHETHER VALUE OF PORT
IDENTIFIER COUNTER IS LARGER THAN "P," THE
MAXIMUM NUMBER OF PORTS ON A SWITCHING NODE

NO

YES

109. COMPUTER DETERMINES WHETHER THERE IS A

NEXT SWITCHING NODE LIST ENTRY IN SWITCHING NODE
LIST

YES

NO

110. COMPUTER EXITS
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111. COMPUTER DETERMINES WHETHER VALUE OF PORT
IDENTIFIER COUNTER CORRESPONDS TO PORT

IDENTIFIED IN SWITCHING NODE'S ENTRY IN SWITCHING
NODE LIST

NO

YES

112. COMPUTER INCREMENTS PORT IDENTIFIER -

COUNTER

113. COMPUTER GENERATES IDENTIFICATION REQUEST
MESSAGE FOR TRANSMISSION THROUGH PORT
IDENTIFIED BY PORT IDENTIFIER COUNTER OF
SWITCHING NODE IDENTIFIED IN SELECTED ENTRY OF
SWITCHING NODE LIST

114. COMPUTER DETERMINES WHETHER IDENTIFICATION

YES RESPONSE MESSAGE HAS BEEN RECEIVED

115. COMPUTER DETERMINES WHETHER TIME-OUT
PERIOD HAS EXPIRED

NO

YES

116. COMPUTER DETERMINES THAT NO SWITCHING
NODE OR COMPUTER IS CONNECTED TO THE PORT
IDENTIFIED BY PORT IDENTIFIER COUNTER OF
SWITCHING NODE IDENTIFIED IN SELECTED ENTRY OF
SWITCHING NODE LIST
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FIG. 4C o -

SWITCHING
NODE

117. COMPUTER DETERMINES WHETHER IDENTIFICATION

RESPONSE MESSAGE IS FOR SWITCHING NODE OR
COMPUTER

COMPUTER

118. COMPUTER ADDS TOPOLOGY INFORMATION FOR
COMPUTER IDENTIFIED IN IDENTIFICATION RESPONSE
MESSAGE TO NETWORK TOPOLOGY DATABASE

119. COMPUTER INCREMENTS PORT IDENTIFIER
COUNTER -

120. COMPUTER DETERMINES WHETHER IT HAS AN
ENTRY IN SWITCHING NODE LIST FOR THE SWITCHING

NODE IDENTIFIED IN IDENTIFICATION RESPONSE
MESSAGE

121. COMPUTER ADDS ENTRY FOR SWITCHING NODE,
INCLUDING SWITCHING NODE IDENTIFIER AND PORT
IDENTIFIER IN IDENTIFICATION RESPONSE MESSAGE

RECEIVED FROM SWITCHING NODE, IN SWITCHING NODE
LIST
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122. COMPUTER INITIATES CONFIGURATION OPERATION
IN CONNECTION WITH SWITCHING NODE IDENTIFIED IN
NEWLY-ADDED SWITCHING NODE LIST ENTRY

123. COMPUTER UPDATES TOPOLOGY INFORMATION IN
NETWORK TOPOLOGY DATABASE FOR SWITCHING
NODES
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ca—— -pe

130. COMPUTER GENERATES LOCK VALUE INQUIRY

MESSAGE FOR TRANSMISSION TO SWITCHING NODE TO
BE CONFIGURED

131. COMPUTER RECEIVES LOCK VALUE RESPONSE
MESSAGE AND DETERMINES WHETHER SWITCHING

NODE'S CURRENT LOCK VALUE THEREIN CORRESPONDS
TO INITIALIZATION LOCK VALUE

NO
132. COMPUTER EXITS CONFIGURATION

133. COMPUTER GENERATES LOCK VALUE CHANGE
MESSAGE, INCLUDING INITIALIZATION LOCK VALUE AND

NEW LOCK VALUE, FOR TRANSMISSION TO SWITCHING
NODE TO BE CONFIGURED

134. COMPUTER GENERATES LOCK VALUE INQUIRY

MESSAGE FOR TRANSMISSION TO SWITCHING NODE TO
BE CONFIGURED

135. COMPUTER RECEIVES LOCK VALUE RESPONSE
MESSAGE AND DETERMINES WHETHER SWITCHING
NODE'S CURRENT LOCK VALUE THEREIN CORRESPONDS
TO NEW LOCK VALUE TRANSMITTED IN STEP 133

136. COMPUTER CONFIGURES SWITCHING NODE

NO
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